odosu lbl) gpd uvsluws vebs JUs>Ole g
o038 by Iz plso

lJpzossle

o, 8308

lpclbJole 1wl w.sé
lpo b ol

Ledagle | 23300
089010 Iyl w56
eocle MPF

lozlo L asile

lJodose

Iz blb

lJp 93,00

Sue o3l IJpwows bl Idgwsluwle IJopbss Jd>Ble o wosss gl IJzpelso (FTD)

e bdole IUluluss
lJeobdolo
ould pl pu polbdy Eluo J 03l 986s96.

lJpdoule lJpuwegsped



ouwows Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Idolez 9ldedsule 1Jpbss IJeldss:

Cisco Secure Firewall 3130 Threat Defense. |J|_o>l, 10.0.0 (Build 140) -
e bLs 2ol Idgplss (FMC). IJluosl, 10.0.0 (Build 140) -

P |uu-u|c IJp&JSplu Ugl_).)o Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu CTPSE UIao_)o Upuuua.)po O 03l Upuuuu.) uudgsu ppu.uga (IdUJluas) 131 -Jluu

pedople luwlywss
w6 glpd eds puvess wslule FTD
FTD eobib 80 1096 wovlez £925 ©ods pu pITSU JESUISSU!

Datapath (IJeg 98 lsuol luwe LINA) -
ez Snort .

FTD

Snort Engina (multiple instances)
FTO I Irkef LIMNA Datapath (multiple instances)
D Data Interface FTD Data Interface

|o Lina Datapath 9 Snort Engine opl IUzjclo I)ssuvslo Jpuwess wslole FTD.

eJdoule MPF

ouwwgde MPF Idedule IJeldss:

wblod gsbo 1Jwss 2yJds Ide)s) IJpes)yo Jdlowpele.

obog Hsbé lduusluws lp)lele eds eyJdé 1Jpug) 1Jpos,d ldos woblog pe 2Hsbé »
[Joesé.

sbwd Service-Policy ¢)sbé IJuusluws wuvdd gle (eds zose IUslzolo) Is edis slzos
pPESUO.



loglo IJps)le

Ospl suedd vogeso ldpsslolze ddsd wdssy ASA:

https://www.cisco.com/c/en/us/td/docs/security/asa/asa924/configuration/firewall/asa-924-firewall-
config/inspect-service-policy.html

Swp wpss Jpsile IJpoed s o FTD:

Table 2. Feature Directionality

Feature Single Interface Direction Global Direction

Application inspection (multiple types) Bidirectional Ingress
NetFlow Secure Event Logging filtering N/A Ingress
QoS input policing Ingress Ingress
QoS output policing Egress Egress
QoS standard priority queue Egress Egress
TCP and UDP connection limits and timeouts, and TCP sequence Bidirectional Ingress
number randomization

TCP normalization Bidirectional Ingress
TCP state bypass Bidirectional Ingress
User statistics for Identity Firewall Bidirectional Ingress

lJodosy

|J|oabb


https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/firewall/asa-99-firewall-config/inspect-service-policy.html#ID-2094-0000011d

172.16.1.0/24

172.16.3.0/24
172.16.4.0/24

172.16.2.0/24 192.0.2.99
T,
III?}’ \.I
R Re-to1

<ffroot>

VRF-201 o~ N
19851100250 | WA
Y
Po1.201 15P1
OUTSIDE1
198.51.100.129/25
Po1.101 Firawall
19202124 [—/—7—
| 1 |
1 L
| 1 ||
INSIDE —
Po1.202 VRF-202 15P2
OUTSIDE2 198.51.100.99
198 51.100.1/25 -
Y. B
I AY,

172.16.5.0/24
172.16.6.0/24

9o MPF 1JIG el o (10.0.0):

firewall#
show run policy-nmap

|
!
policy-map type inspect dns preset_dns_map
parameters
message-Tlength maximum client auto
message-Tength maximum 512
no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters
eool action allow
nop action allow
router-alert action allow
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqglnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp



inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

firewall#
show run cl ass- map

!

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161
|

firewall#
show run service-policy

service-policy global_policy global

IJpops 1. oebsd Bpuo SIP wuvdd gl gds FTD

9ldplbdy B 030 1Jpo0pd 09 welbsd Bpuo SIP B ppyd FTD LINA. Iz Ilvole spdo o
$Id9u pobdo voz 9 esw wulez provb o SIP 98, eds 226 w19, [Judd.

lJeJ
Sod oelbsd Weuo SIP. wlds lsl pu wbusde sds 2o9dé )9, IJudd:

<tfroot>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060

Phase: 8

Type: | NSPECT



Subt ype: inspect-sip

Result: ALLOW

Elapsed time: 34788 ns
Config:

cl ass-map inspection_defaul t

mat ch defaul t-inspection-traffic

pol i cy- map gl obal _policy

cl ass inspection_default

i nspect sip

service-policy global _policy globa

Additional Information:

Result:

input-interface: INSIDE(vrfid:0)
input-status: up

input-Tline-status: up
output-interface: OUTSIDE1(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 326018 ns

ould bys@uly Jogbsd Weuo SIP wuvdd gle:



IJzJ 1: gl SIP o FTD CLISH

<#root>
>
configure inspection sip disable
Building configuration...
Cryptochecksum: ef7528dc 7338986d 6714a3a2 4770528e
7818 bytes copied in 0.250 secs
[OK]
lJoeol
<#root>
>
show runni ng-config policy-map | include sip
>
lJzd 2: wgbsd SIP olyuwgsle FlexConfig
eds FMC: lyowd IJs IJia_o_jc's > FlexConfig 9i¢,u:u;5 Jlisy FlexConfig:
P
Add FlexConfig Object ®
Name:
[ Disable_SIP ]
Description:

[ )

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: [Dnce v Type: [Append v ]

policy-map global_policy
class inspection_default
no inspect SIP




<tfroot>

policy-map global_policy
class inspection_default
no inspect sip

obousy vog FlexConfig 9weas> Preview Config Jeglsowo:

Preview FlexConfig

St Do

mzaleino FTDIN00-2

DCCEES -Qroup Lol FiW_ALL_ QAN

LINA_UNSUFPORTED

UNSUPPORTED

2ol B wouiny Iduuslows.

show run policy-nmap

lJozdd

firewall#
include sip

firewall#

pdlebé - sdjpd puwe louold SIP 1Jzlds puo 29d louold LINA zos swp lehs logile

IJlouoldle w9 Wzuo SIP. spdud |guagsle ol Uip_, JJozd pu logoldle SIP 1Jesgesé:

<#root>

firewall#



show conn port 5060

lJpoped 2. wglbsd Ve o SIP Jp oSSy 02380

WIS 030 lJpops sY9u ldpobde websd Vzuo SIP Jz,yJds 1Jey9) wsu odo Iduvodle:

ot 172.16.1.0/24 -
3.0.0172.16.3.0/24 -

&> $I9y s lgwole 1J@sle w3 09 2298 esw B Idwsulpz swedd w SIP 9sde) eds oyds
ISTTANNRN

lJ2J
luwwésle FlexConfig.
|Jg 9o 1

luodd lds Jlisule > lisps 1J9uesd > pauwe Sluuis Blises 9,09d pouwes wblud 2y
lJeo9) 1dpes,)6 Jdlowpele. szw luvegsle !@IcgUanJ 03 1Josd Jluwowgl 296 1Jp,9) 1dpesd6.

New Extended Access List Object

Name
|‘ SIP_flows ]
Entries (2)
=l
Sequence Action Source Source Port Destination Destination Port Application Users S6T
1 @ Block 172181.0/24 Any 17216.3.0/24
2 B alow Any

Displaying 1 - 2 of 2 rows Page| 1 Jof 1

[] Anlow Overrides

IJg o9 2



I wluuble Jlisy FlexConfig wluwegsle gsbo IJwse IJos wblod Blises [doedp Vs
lJsue9d (ACL) Joy9e999d SIP sebus ol s global_policy:

Add FlexConfig Object

Mame:

Disable_SIP_for_networks |

)

A Copy=-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment:

Description:

Once W Type: | Append W

class-map SIP_CMAP

match access-list $51P_flows
policy-map global_policy
class inspection_default

no mspect s1p

class SIPF CMAP

inspect sip

~ Variables

Property

(Type:Name) Override Description

Mame Dimension Default Value

SIP_flows SINGLE SIP_flows EXD_ACL:SIP_fl... false

Cance' m

Jlisy FlexConfig 1U3s wpe wdgsuo:

class-map SIP_CMAP

match access-1list $SIP_flows
policy-map global_policy
class inspection_default

no inspect sip
class SIP_CMAP

inspect sip

.p.J|an5

0w 09w Slisps Idozde B 1dsuesd (ACL) IJpuwese wol 2lad o cdsu p2238 §2, Iledly
(eds wesd IJpeld 9uoe polds IJe)9wsdsd) Joruw ls cles) peoed Jogss 1dpeldes
lJpydjso (CPU). Jl sgas Idpeld Ws 030 1Jpops pulds 1Uw,90999d 95pd0 wzuwo WS

Jlowlz.

lIJozs 1



<tfroot>

firewall#

show run policy-map | begin gl obal

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqglnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

cl ass Sl P_CVAP

i nspect sip

class class-default
set connection advanced-options UM_STATIC_TCP_MAP

firewall#

show run cl ass- map

cl ass-map Sl P_CVAP

mat ch access-list SIP_flows

class-map inspection_default
match default-inspection-traffic
class-map class_snmp

match port udp eq 4161

firewall#



show run access-list SIP_flows

access-1list SIP_flows extended deny 1ip 172.16.1.0 255.255.255.0 172.16.3.0 255.255.255.0
access-1ist SIP_flows extended permit ip any any

lIJozds 2

oS 9o 1deye) Idos Jp swpe Wbzl wyluubo Wz o SIP gJs deny=true:

<#root>

firewall#

packet-tracer input INSIDE udp 172.16.1.1 5060 172.16.3.1 5060 detail | begin | NSPECT

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
Elapsed time: 37910 ns
Config:

cl ass-nmap Sl P_CVAP

mat ch access-list SIP_flows

pol i cy- map gl obal _policy

cl ass Sl P_CVAP

i nspect sip



service-policy global _policy globa

Additional Information:
Forward Flow based Tookup yields rule:
in id=0x14af42cfa810, priority=70, domain=inspect-sip,

deny=true

hits=1

, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0

src ip/id=172.16.1.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

wew9s o 1deye) ldos sop WYzuool w9luubs Wz o SIP gJs deny=false:

<ffroot>

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060 detail | begin I NSPECT

Type: | NSPECT

Subtype: inspect-sip

Result: ALLOW
Elapsed time: 34788 ns



Config:

class-map SIP_CMAP

match access-Tist SIP_flows

policy-map global_policy

class SIP_CMAP

inspect sip

service-policy global_policy global

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x14af459099d0, priority=70, domain=inspect-sip,

deny=f al se

hits=1, user_data=0x000014af4570beal, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,

IJozds 3
Sdb g3 Bz o "sip" g pl Swe B 2ied woluwbs zal) [Jzelss:
<#root>

firewall#

show service-policy inspect sip

Global policy:
Service-policy: global_policy
Class-map: inspection_default

Class-map: class_shmp
Class-map: SIP_CMAP
Inspect: sip ,

packet 2

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, vb6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

firewall#

packet-tracer input INSIDE udp 172.16.2.1 5060 172.16.3.1 5060

firewall#

show service-policy inspect sip



Global policy:
Service-policy: global_policy
Class-map: inspection_default

Class-map: class_snmp
Class-map: SIP_CMAP
Inspect: sip ,

packet 3

, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped 0

lJpoped 3. wdysu wely) elds TCP Jp oSSy p2dSu

WIS 030 lJpops: woped ldpcbdule Vs wepdsy welys elds TCP Jz,yJds 1Jey9) wsu 030
Iovodle:

v 172.16.2.0/24 «
0. 172.16.3.0/24 «

wubdd gloc Jlsuos wluwople wely) 2l TCP 9JJu spdu luwetslee Jod wosd pdde
Jeelded lJoswsle es) ldpupleds.

NSk
Uz oo 1

lousle Blisps wede Vs 19,29 (ACL) p9wed whblod 2yIJs 1Jpe) IJpos,)é:



New Extended Access List Object

@

Mame
TCP_Bypass
Entries (1)
Sequence Action Source Source Port Destination Destimation Port Application Users S5GT
1 Algw  17216.2.0724 172.16.3.0/24 &1

("] Allow Overrides

Displaying 1-1of 1rows ¢ < Page[ 1 [of 15 >|C

oo (D

U o9 2

Sp wosy vog ldoede ldsuesd (ACP) Idegso J FTD: 9235 gdled IJowgsy lesble po@pé
9oS) wog e3p6 IUsxVle gy Idoosssle. 235 |uolws Blgss gldolds.

|J¢glbgs 3

2> Slised ldopde S 1Jsuesd (ACL) Ipsuwes:

1 ietoriscs Objest

Extended Aooess Lisk:
TCP_By@ads

Threat Defense Service Policy

) Tratncpiow

Conraction Sotting

NREYY



<#root>

Threat Defense Service Policy

1} Intorface Object + ) Trabic Flow ) comnection santing

I E Enable TCP Siate Bypass I

Coanaclicns Maximum TCP L Lbe

a

Connactions Per Chenl: Maximum TCP & LiD®

a
Connaction Syn Cookie M35

Connactions Timet Embrysis

Detection Timaout

Mazimum Embryoric

Mazimum Embrysnic

Half Clesed Idie
OO0

Detection Rotried

comovacn poun (G

|Jg g 5

233 luoled p9ld 8 28bb 94 iy.

lJoosgs:

firewall#

show run policy-nap gl obal _policy

I
policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect netbios
inspect tftp
inspect icmp
inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass cl ass_nmap_TCP_Bypass



set connection random sequence-nunber di sable

set connection advanced-options tcp-state-bypass

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

pdlzbs: Vs |uoslhle FMC Idwle@s pod 6.X spdud |uuegsle FlexConfig Jodsse welyj 2lds
TCP. Vs IJluosble 1izae.: o3l §s) pre9p:

Error - Unsuppartad CLI

& wt connection adeanced-nptons fop-Hate-tAEats

lJozdd

<ttroot>

firewall#

packet-tracer input INSIDE tcp 172.16.2.1 1111 172.16.3.1 80 detail | begin CONN

Type: CONN-SETTINGS
Subtype:

Result: ALLOW

Elapsed time: 334 ns
Config:

cl ass-map cl ass_map_TCP_Bypass



mat ch access-1ist TCP_Bypass

pol i cy- map gl obal _policy

cl ass cl ass_nmap_TCP_Bypass

set connection conn-max 0 enbryonic-conn-nmax 0 random sequence-nunber di sabl e syn-cooki e-nmss 1380

set connection advanced-options tcp-state-bypass

service-policy global_policy global

Additional Information:

Forward Flow based Tookup yields rule:

in id=0x14af45906b70, priority=7, domain=conn-set, deny=false

hits=1
, user_data=0x000014af45906df0, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=172.16.2.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=172.16.3.0, mask=255.255.255.0, port=0, tag=any,

dscp=0x0, input_ifc=INSIDE(vrfid:0), output_ifc=any

lJpopd 4. oessd péyele Traceroute

lJpobdole |Jiuu|w§6



swdde NAT wldy [pwelesds eds FTD

almp Firewall
€150 Palicies | N

gement Center

J3JY IP 172.16.1.1 so9les 8J8 Bho sbo,
198.51.100.200 g Js ghz1 pLos:

k policics | HGEW NAT Policy Editor Beploy 1) B  adein -
NAT [ Show Warnings [ Cancel
, P HAT Exemptions  Policy Assignments {1}
m——_ = — (Faamae)
o Qriginal Packet Translated Packet
@ ¢ omaen e fEe g g e Oge,  [mseme 8 I opons
- o -II IIIII Static INSIDE_TONE CUTSIDE1_ZONE most 1729611 st 198 .51100.200 Dnsf
w83 3JY §p woubgsd traceroute oy ISP1 [Js 198.51.100.200 (IJp oo 172.16.1.1):
172.16.3.0/24
172.16.4.0/24
VRF-201 S O
19851100250 | WA
1721611 <> 198.51.100.200 . o1
172.16.1.1 - DUTSIDET
e 198 51.100.129/25
172.16.1.0/24 )
172 16.2 024 192.0.2.99 Pol.101 Firawall
— 192.0.2.1/24
I.-/\;‘-I ] : I : I
4.9 T 1
Y VRE-101 INSIDE 1
OUTSIDEZ 198.51.100.99
198 51.100.1/25 -2 1T .
AN
kyr'%f

<#root>

172.16.5.0/24
172.16.6.0/24

routerl#

traceroute vrf VRF-201 198.51.100. 200
Type escape sequence to abort.

Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)



<ffroot>

1 192.0.2.99 1 nsec 1 nsec *

IJpclodole

Ip wugdsd wdysy FTD pus woblog traceroute pg o3l 1JI3)le:

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *

IJzJ

Swwoeu lded tbyosu Jdudssu:
1. ©8Jsd p26 IJodle (TTL):



<#root>

Threat Defense Service Policy @

1 Interface Object &) Trmttie Flow ) cornectian setting
|_| Enatdn TCP State Bypaca H Fearsdarmiti TCP Sigubnos Mussber H Erabi Docremes TTL
Conrpcions: Maximum TCR & UDF Pelan s by ganic

0 | Lo |
Connections Per Client: Maximum TCP & UDE Maximum [mbryonic
o | = |

Conrection Syn Cookie M35 | 1280 |

Conrections Timaout Embryais Haill Closed Idh
0030 | | otrece 0000 |

[ Reset Conrection Upon Timeout
Detection Timeout Detection Retries

[] Deesect Desd Connecsions -
[ [ediigh) kS

seproviows  Finish [ Camcai |

w83 o3l wEssy sYvd IJ traceroute ol plog JJzrsd:

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 192.0.2.99 1 msec 1 msec *

2. oglosd Vpuo gbl ICMP:



Add FlexConfig Object ®

Name:

[ Modify_Traceroute ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

B Deployment: [Once v ] Type: [Append v

policy-map global_policy
class inspection_default
no nspect icmp error

policy-map global_policy
class inspection_default
no inspect icmp error

lJozdd

Swas IJ traceroute 1J soyzpe nat guslo pu ldpuosyd wess 9lJ FTD @ho goglu:

<tfroot>

routerl#

traceroute vrf VRF-201 198.51.100. 200

Type escape sequence to abort.
Tracing the route to 198.51.100.200
VRF info: (vrf in name/id, vrf out name/id)

1 198.51.100.129 1 nmsec 1 nsec *

2 198.51.100.200 1 nsec 2 nsec *



lJpopd 5. vessu podle Ul olJ

lJeobdole

oEssy Ipods s 11uwwge Jodl IJesd é:

IJe,9e939J: TCP
o 172.16.1.1
5.0 1721651

lJzd

Jogssu ldpods JIJ wrd g weolz [Us luweésle woz 1Ug> 6.

IJg o9 1

loedd Ids Jisole > lises 1Jsuesd sluuis Blisps wede Bs 1J9uesd (ACL) pguwgs wllud

New Extended Access List Object

Hame

TCP_conn_timeout_ACL

@

Entries (1)
Sequence Action Source Source Port Destination Destination Port Application Users S6T
1 B algw 1723611 17216.51 TCP (6] ]

[ Aliow Overrides

P
Displaying 1-1of 1rows Page| 1 lorl pilad

o ()

1Jg 96 2

od9su wog MPF suwwgsp Blises IJoede Vs 1U9uo9d (ACL) IJos wpe louilyel s 1Jglbgs 1:



<tfroot>

Threat Defense Service Policy i

1 | Inbertace Digect

©) i Fiow 1 Comnectin Satting

IB‘MHHMHHLHL—

l TCP_conn_timaoat_ACL

CESSU pods gesd Iluold:

(1) ntertace Onject
[ Enstia TCP State Bypass

Conmealiond:

Cannections Per Clienl:

Caonmection Syn Cookie M55

Connections Timeouw:

[ ‘Detect Desd Conrections

Threat Defense Service Policy @

]| Feset Connection Upon Timeout

(2] Trathic Flow ) connection Setting
B Randomise TCP Sequence Mumber || Ensble Decrement TTL

Maxdmn TCP & UDP Febaximeam Embryonic

C J (o ]

@ J [0 ]
1380
Embryonic Hall Closed Il
[‘ooo03n | [ oosae [ 1ea0000 |
IDetnetion T Detnction Reiries
[ oeocers NE

<iPrivicus  Finish

LlJs 1J8less pu 1pops IJuuluds Jivel weslgd pe IJpclbdu 1Uzass:

Threat Defense Service Policy @

@ By deldt, iraffic undergoes deep packet inspection as pact of AC policy evakution. However, Tor e |
TR Srate Bysiid ituns s b efbestig, i 1L nposemersndin 1 skl Seon gy dgssctisn by
configuring & pre=Tiner LA1path rul Comesponding ta TOP state bypass trafc

& Interfaca Ghject Traiic Flow Gz thon Batting

ioilateds

sbal

1 (bl acl_parmit_any Decrement TTL Enabled g

s Caobal TCP_conn_tmesut_&C1L Cornpction Timeout o
lJozdd

odIsu rsbs [Juwsluws lJpouig):

policy-map global_policy
class inspection_default



inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqglnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
inspect sip

cl ass class_map_TCP_conn_ti neout _ACL

set connection tineout idle 168:00:00

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

|;_,.>i louold TCP gass pu 172.16.1.1 |Js 172.16.5.1 95 za9d IJloold IJglue o FTD:

<#froot>

firewall#

show conn | ong address 172.16.5.1

TCP OUTSIDE2: 172.16.5.1/23 (172.16.5.1/23) INSIDE: 172.16.1.1/29389 (172.16.1.1/29389), flags UIoN1N7,

ti meout 7D0h

, bytes 349, flow 1id 72, Snort id 6, rule id 268439559, Rx-RingNum 27, Internal-Data0O/1
Initiator: 172.16.1.1, Responder: 172.16.5.1
Connection lookup keyid: 890

IJpopé 6. p_ol3$6 BGP oy ¢JIJ FTD



IJpcbdole [Jlgul usé

Sp wod950 2duwé BGP oo eJIJ FTD. sz 1o cuvesse aduws BGP 1Jp ol 6.

172.16.3.0/24
172.16.4.0/24

—wRF201
19351100250 | WA
iy,

15P1

Authenticated BGP session
— Po1.201

172.16.11 _ — QUTSIDEA
e — 198.51.100.129/25

172.16.1.0/24 - _
172 16.2.0/24 182.0.2.99 Po1.101 Firewaill
- 192.02.124 [——7—
I"'/‘h’ n‘. I : | : I
v 4.9 —
S WRF-101 INSIDE f—

Fo1.202
OUTSIDEZ2
19%.51.100.1/25

VRF-202 ISP2
198.51.100.99

()
N4,

172.16.5.0/24
172.16.6.0/24

lJozds
wluwodsle odoso FTD IJIGe,)luos: Jp swp lugile gduwo BGP. gJs 1Jpszo: spdud puiloss:

<tfroot>

routerl#
*May 21 07:51:23.595:

%I CP- 6- BADAUTH: I nvalid MD5 di gest

from 192.0.2.99(24591) to 198.51.100.250(179) tableid - 3
*May 21 07:51:25.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)
*May 21 07:51:29.595: %TCP-6-BADAUTH: Invalid MD5 digest from 192.0.2.99(24591) to 198.51.100.250(179)

gJs FTD lve wys lv IJl 2low sBuid 1o s¢d$ BGP TCP wuosd (IJesuosd suis) 1Js 1o
V9 TCP syn )b sy lpwadew):

<#root>
firewall#



show conn port 179

3 in use, 16 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 15 most enabled, 0 most in effect

TCP OUTSIDE1l 198.51.100.250:41090 INSIDE 192.0.2.99:179, idle 0:00:00, bytes O,

flags aA N1

TCP OUTSIDE1l 198.51.100.250:179 INSIDE 192.0.2.99:53629, idle 0:00:02, bytes O,

flags aA N1

IJzJ

Jduwele weduwo BGP pu05 9 edsol pu gJIJ FTD sz luwosddle Iy bso IJoldssy:

Sz IJuwelz J TCP MD5 (IUgsh, 19) oo ¢JIJ FTD.1.
Sew vebsd vessuode ouvduvd TCP guisls sl 2.

Swe lduwplz wgsl TCP MD5 L udd 10l ss:

9.6(2) Default handling of the named options was changed to allow a packet if it
contains a single option of a given type, and drop the packet if there are more
than one aption of that type, Also, the mdS, mss, allow multiple, and mss
maximum keywords were added. The default for the MDS option was changed
fram clear to allow.

<tfroot>

firewall#

show run all tcp-nmap

]
tcp-map UM_STATIC_TCP_MAP
no check-retransmission
no checksum-verification

exceed-mss allow
queue-1limit 0 timeout 4
reserved-bits allow



syn-data allow

synack-data drop

invalid-ack drop
seg-past-window drop
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options selective-ack allow
tcp-options timestamp allow
tcp-options window-scale allow
tcp-options mss allow

tcp-options nmd5 al | ow

ttl-evasion-protection
urgent-flag allow
window-variation allow-connection

ogbsd gubslss Jrde Jouwduwd Ulsds (IS) J TCP wuwdd gl

<#froot>

configure tcp-random zation di sable

Building configuration...
Cryptochecksum: f8ac5587 7ccc635e bff886al bcab820c

8284 bytes copied in 0.260 secs

[OK]
>

Is (IUbys88 1Jpdpds) wdop wlouble Blises 5,09 pauwes whblud luyold BGP:



New Extended Access List Object @
MName
[ BGP_ACL ]
Entries (2)
=
Sequence Action  Source Source Port Destination Destination Port Application Users SGT
1 Allow  192.0.2.99 Any 198.51100.250 TCP (8):179 A Any &0
2 Allow  198.51100.250 Any 192.0.2.99 TCP (6)179 A A ea

[ Atlow Overrides

Displaying 1-2of 2rows ¢ ¢« Page| 1 of1: >|C

e (E

sogbsd eudse cuvduwd TCP IJgbsliss wluwosle voz €306 1U>31g gu Iworsy:

Threat Defense Service Policy 5]
1) I Osject 2| Traftee Flow ) cereection seriing I
'.—J Erabie TCP State Bypass I |:| Raradomize TR Soquencs Rumber I __| Erabie Decromen TTL
GO TS Muasimum TCP & UDP Mazimufm Embiponic
l 0 | |
Connsclicns Par Clhant: Mlaximum TCP & UDP Maximum Embryonic

<#root>

K ) [0

lJozdd

odosu Brsbs [Jywsluws [Jpouivy):

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqglnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect ip-options UM_STATIC_IP_OPTIONS_MAP



inspect sip

cl ass cl ass_map_BGP_ACL

set connection random sequence-nunber di sable

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP

sop lousle 2duwé BGP ey 2JIJ FTD:

<{froot>

firewall#

show conn long port 179

TCP QUTSI DE1: 198.51.100. 250/ 49863 (198. 51. 100. 250/ 49863) | NSIDE: 192.0.2.99/179 (192.0.2.99/179), flags

, idle 44s, uptime 1m40s, timeout 1hOm, bytes 274, flow id 111, Snort id 3, rule id 268439559, Rx-RingN
Initiator: 198.51.100.250, Responder: 192.0.2.99

Connection lookup keyid: 83487134

ye odpst spdud odssu $less puwlh puise J PreFilter Jz,J6 0,9, BGP Jozuw Seuo
IJoug).

Ipops 7. 1o il IUleuold Es) 1pe 88 (DCD)

lJpcbdole

Bp wodosy DCD gds FTD Jzyds w9, TCP 1J 9206 1Js Ipuoscd 172.16.3.1.



IJzJ

op w9osd DCD gds:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048

1. lvewd IJs Jlsule > 8lispes Uy o9d 9igui;:5 Ilisps 9,09d wblod 2yJs 1Upy9) 1Jpdss6.

2. 8p worsy Slisps IJoede Bs 1dsuesd (ACP) Ipeuoues Joobi Idzelss Josd sldoodd IJs
lJgsblo [dpe @300 9235 wog €300 IU>Wle o IJwosssle Jopdsy DCD:

Threat Defense Service Policy

1| itarface DEfect Tralfic Plow “ Eonngction Solting
Enable TCP State EBypass B Fandomize TCR Sequence Humber Enaila Decrement TT
Conmectons: Maximum TCP L LIDE Maaimum Embryponic
0 I
Connections Per Client Maximum TCP & LDP Waaimum Embryonic

[+] 1

Conmection Syn Cookie MSS: | 1380

Connections Timeout: Embryanic Half Closad =0
OGN0 (10004 0005200

Rirsat Conmection Upon Timeosst

Dwbecibom Timaout Distecthom Rebries
B Detect Desd Conmections

DO-00:15 5

€€ Previis Firish Cancol
% .

lJodssy 1Uds wp uubye:

access-1ist DCD_ACL extended permit object-group ProxySG_ExtendedACL_81604390279 any host 172.16.3.1
|
class-map class_map_DCD_ACL
match access-Tist DCD_ACL
policy-map global_policy
class class_map_DCD_ACL
set connection timeout dcd

JsI sgpd


https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018
https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/conns_connlimits.html#wp1091018

oJdysu Jyble FTD J)9s0 gpdse IJuolse 1JgJWds6:

<#root>
firewall#
capture CAPlI interface INSIDE match tcp host 172.16.3.1 any
firewall#
capture CAPO interface QUTSIDEL match tcp host 172.16.3.1 any
louble louold TCP pu gJId 231 1z pelsé:
<#root>

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

ide 1nl8s

, uptime 1m22s,

ti meout 5nDs

, bytes 129, flow 1id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Internal-Data0O/1

Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

s [Juslse Jl wogs 2jp DCD bloys WO pepesele 2ol [Jzplss:

<ttroot>

firewall#



show capture

capture CAPI type raw-data interface INSIDE [
Capturing - O bytes

]
match tcp host 172.16.3.1 any
capture CAPO type raw-data interface OUTSIDE1l [

Capturing - O bytes

]
match tcp host 172.16.3.1 any

gl suod louold gled [Us pods 1Ugesd: syuwd FTD uulisd TCP ACK 1Jeuczds [Js
IJpuo3) 9ld9zoé:

<#root>
firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle 4nb9s

, uptime 5m3s, timeout 5m0Os, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inte

Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 0, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDE1l: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle Os

, uptime 5m3s, timeout 15s, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Inter

Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1



, Responder 0 Connection lookup keyid: 76292550

firewall#

show conn | ong address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7
Initiator: 192.0.2.99, Responder: 172.16.3.1

DCD probes sent: Initiator 1, Responder 1

Connection lookup keyid: 76292550

131 55 Jdloplc Bluo s8> Jowb IJpdde 1JElpd:

<#froot>

firewall#

show capture CAP

3 packets captured

1: 09:01:30.433952 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
2: 09:01:30.434334 802.1Q vlan#101 PO

192.0.2.99.23241 > 172.16.3.1.23: . ack 1746306341 wi n 32746

3: 09:01:30.955654 802.1Q vlan#101 PO 172.16.3.1.23 > 192.0.2.99.23241: . ack 3271882019 win 32757
3 packets shown
firewall#

show capture CAPO

3 packets captured

1: 09:01:30.434364 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
2: 09:01:30.955288 802.1Q vlan#201 PO 192.0.2.99.23241 > 172.16.3.1.23: . ack 111661490 win 32746
3: 09:01:30.955639 802.1Q vlan#201 PO

172.16.3.1.23 > 192.0.2.99.23241: . ack 3875469573 win 32757

3 packets shown



firewall#

show conn long address 172.16.3.1 | begin 172.16.3.1

TCP OUTSIDEl: 172.16.3.1/23 (172.16.3.1/23) INSIDE: 192.0.2.99/23241 (192.0.2.99/23241), flags UIO NIN7

idle 1nR9s

, uptime 6m33s, timeout 5mOs, bytes 129, flow id 127, Snort id 4, rule id 268439559, Rx-RingNum 13, Int

Initiator: 192.0.2.99, Responder: 172.16.3.1
DCD probes sent: Initiator 1, Responder 1 Connection lookup keyid: 76292550

S

pdlelbs: Jl wgpd yulyué DCD gds IJlouoldle Idos we ldgle wzpsdol (edles 'OY).

pedyple Sl LoJs

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/advanced-access-service-
policies.html#id 71048



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/advanced-access-service-policies.html#id_71048

agy 030 IJUjapd )
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