lwodoldd Tgble FTD gl odlzol 55 Blsy gds

ltooh logald zols 1dehe eds ILgp pu 929>
b¢lJ ARP

lJpzosslo

puwlJé

ogd) eds "IUrlg g0 wodss 2ol Idzplse (FTD)' [Rowl) gusly IP Jzols 1Jgb e eds 1ULgp pu
92,6 2o Ideplss eds poldws Ibgld ARP Jeosly IP JJeswed. ino_, z29J ARP IJl>¢ldle
1Jpc986: puin)l 10 1o 160l 10086 2 Jlo sepd JIo 2096 o9, ool Ileuol
Jdbo9é 3 Jly swp glbojol.

Iuhoék9k>
Upstream L3 FTD
Dewice
WA 19202250 -
R - NET204
WA 192.0.2 200 —
BO0Y.SE00 5301

le)luo 9lzoé Lwlo, Idisle, (CLIY J FTD

Wuud ool Idleuald Jewslo IP Jdoegesd:

<{froot>

device#

ping 192.0. 2. 250

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:

Success rate is 0 percent (0/5)

ould 15gld ARP Jgsle IP JJeosad s:

<{froot>

device#

show arp

NET200 192.0.2.250 0000. 5e00. 5301

47

opdsu lJodlb Llgvosle wovg eds slees FTD:

<tfroot>

device#

capture CAPlI interface NET200 trace match icnp host 192.0.2.200 host 192.0.2.250

FTD LINA syslogs Ioule [gool) 1o old:

<tfroot>

device#

show log | include 192.0.2.250

May 15 2026 09:46:26: %FTD-6-302020: Built outbound ICMP connection for faddr 192.0.2.250/0 gaddr 192.0
May 15 2026 09:46:26: %FTD-3-313001:

Deni ed | CWP type=0, code=0 from 192.0.2.250 on interface NET200

May 15 2026 09:46:26: %FTD-6-302021: Teardown ICMP connection for faddr 192.0.2.250/0 gaddr 192.0.2.200



<#froot>

Sbo, lJoylb 1Uzgjeé 539> Lo>s ICMP IJos wued:

device#

show capture CAP

10 packets captured

1: 09:46:26.649456 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request

2: 09:46:26.649883

802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

3: 09:46:28.642621 802.1Q vlan#200 PO 192.0.2.200 > 192.0.2.250 icmp: echo request

4: 09:46:28.643002

802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

Ssboy wowe 1Jeeé 1Jgluo wid uoss ICMP o U6 wblud louoldl p9295] Jel 09 posde lu

<tfroot>

2: 09:46:26.649883

9lz06 1JJ2,lz o5 9lz06 FTD (NP Identity IFC):

device#

show capture CAPlI packet-nunber 2 trace

10 packets captured
802.1Q vlan#200 PO 192.0.2.250 > 192.0.2.200 icmp:

echo reply

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 4096 ns

Config:

Additional Information:



Found flow with id 1400, using existing flow

Result:

input-interface: NET200(vrfid:0)
input-status: up
input-Tine-status: up

output-interface: NP ldentity Ifc

Action: allow
Time Taken: 28672 ns

S9uoe ot ICMP IJ¢gloe wouoese leble ICMP Igo sep 802 1) eJs woss ICMP:

<#froot>

FTD220-5#

debug icnp trace

debug icmp trace enabled at Tevel 1

FTD220-5#

pi ng 192. 0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:
ICMP echo request from self:192.0.2.200 to NET200:192.0.2.250 ID=49503 seq=15001 Ten=72

| CMP echo reply

from NET200: 192. 0. 2. 250 to sel f:192.0. 2. 200
ID=49503 seq=15001 Ten=72

Denied ICWP type = 0, code = 0 from 192.0. 2. 2500n interface 4

?

Success rate is 0 percent (0/5)



sy luwogsp wusese IJigble L)

Jlssld wuvgsd wuoese igble ICMP:

<tfroot>

device#

no debug icnp trace

debug icmp trace disabled.

lJosiso

pesh) FTD 10.x. Jpl wele, luosble Idwlee IJIE)s.

Il

op od IdpuivdJs o )sd wdssy Bless ICMP soopszo B lesble IJoble 1ol us 1Jos
Jlow oo Is py9) lRovh IJlouald. 9o 1@ 030 IUgbslw:

IJgbo9s 1. IJezdd po bbeldle z29J ARP

olds pu o bgldle ARP Jeosly IP Jdozesd stksa}éé 229J ARP Jzsl) 1Jzplsé: 91U3s Suins)
s lo louald 1dbo$é 2 sgpd wuvdd oese:

<tfroot>

device#



show arp

1U21096 2. ©288 pu lesble 1Joble 1Jlgules Jésles ICMP

loedd IJs odssu leshle IJoble 1ol gus 98z,0 uslusle bless ICMP lJos spdo o
w9 eds s w9 oo Idleuald. loze wubdd Elue e IJBsles IJos spdu lu weut Tip
bJoly> ICMP echo |y oy ool.

1Jgb9s 3. IUee,rd gds 8lgss ICMP 1Jgl o6 Lldebb) seessdol

23> p98¢ Bless ICMP G eshle IJuble 1Jiuwlus IJos wp odssuel Lo 2rdé 0,9,
ltool) IJleold.

FG. platiorm_sentiegs =

B 03l IJpeld ouwpe §lgss ICMP LbJule Loss ICMP BGEb 1Jes sop Gusdel ol ubs
lzos FTD.

IJozdd pu 9lzod yul, IUlsle, (CLI) B wyulee FTD:

<tfroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1

icnmp permt any echo NET200



lJglbgs 4. werse wdssu Slgsrs ICMP

Ip wugdsd 8lgxs ICMP 1Jpes>6 Jduwelz vy ds P90 ltool Idleuold s 5lJs edssy Iz kb,
Jol 09 puluwe Jpobdole lely Idubods gldlzoslzle IJouvgsdss.

ERAF A wun

Olexs ICMP IJulegsé:

<ffroot>

device#

show run icnp

icmp unreachable rate-limit 1 burst-size 1
icmp permit any echo NET200

icnp permt 192.0.2.0 255.255.255.0 echo-reply NET200

IUg 1096 5. [l Idleuold

& lole vessilo Idodssu: leow, louald leool Ileuald wewslo IP Jdezesd JJozdd eu
ed IdpudJs 900 w388 )96 p)9, ICMP Il wubdd Lozse:

<{froot>

device#

ping 192.0. 2. 250

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.250, timeout is 2 seconds:



Success rate is 100 percent (5/5)

, round-trip min/avg/max = 1/1/1 ms

IJuwoo

o Iduwew 1Jed)s Joso Idpuivdds §lgss ICMP IJos we odssuel Vs leshle IJuble
Ilwlows Jos Jloe w80 wuvdd woase 96 19, 2295 L3S ICMP. susUel 2lBb 231,
lJzplss eds louold poluve JJbo8é 2 (Jpl 09 p9soz wbgldle ARP 1Jpe,s86) Jlve 8lgss
ICMP gJss puwe9s Idoble IUlwluvs cpog 2ie 1003 eds w38 ICMP o0 1Jbw$6 3 pel seug
epdsle ool Uleold 1dolzes 1ds euslo IP Jdozesd. Spdu o seae odl 1dusg pu
IJodasu g0 cudss uwsluwle IUlelo Jodsss 2yds o9, ICMP 8JJo spdu o 9, 290
Buo> £ ool louald IJuiods I puise smldude.

lJpew9s d3s Iduodé

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-
config/100/management-center-device-config-10-0/interfaces-settings-
platform.html#task 42BBA666CD604517ADA18B32CA162F62

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/l-R/asa-command-ref-I-
R/ia-inr-commands.html#wp1366339900

;, Cisco



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-platform.html#task_42BBA666CD604517ADA18B32CA162F62
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/ia-inr-commands.html#wp1366339900
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/ia-inr-commands.html#wp1366339900
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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