lweduuld Igble ool 96 SSH gl oJlzol sJs
IJ9lz6

lJpzosslo
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puwlJo

sWOUsJ 9,09J Secure Shell (SSH) |Js wyulpz Tz0j6 IUlely IJegsJs (ASA) pg ¢306 puol> 96
bdo louold IJpuwegse ldogss (RADIUS) olgwegsle IJps 019, 1dey0 19lzr6 (OTP) gus el
Sup wpdsy pdsu CiscoSSH.

Sup logule Hwlisd syslog o3o:

Nov 14 2025 16:28:35: %ASA-6-113010: AAA challenge received for user from server .
Nov 14 2025 16:28:35: %ASA-4-109033: Authentication failed for admin user from . Interactive challenge

lJosiso

sudlzb IJlg)luo guspl woblog JJ 1JIzlJ:
b Ieelss IUlew 1230 pg ASA Bs s o¢ lebs I pogss Iduwslle. socle, lsoal *
puuelo ldlzo;é 1UI)s.

Sop luweesle gbe RADIUS Jp ols 86 SSH:

<tfroot>

device#

show run | i aaa



aaa-server RAD-OTP protocol radius

aaa-server RAD-OTP (management) host 192.0.2.1
aaa-server RAD-OTP (management) host 192.0.2.2
aaa authentication ssh console RAD-OTP

sbJo ¢be RADIUS ;05 OTP LolJz 19 sebdo wessl JJpuolb@é Iulzes.
Swp wpdsu pdsw Cisco SSH ¢Js ASA. -

B IJluosble 9.19.1 sldlueshle 1Jizse: sop wpdso pdsuw CiscoSSH L udd
lbe,luos 9spdu websdo lposhs! wluvagsle IUie, no ssh stack cisco. Iguegse 1Jie,
show ssh JJweg 99 pu lJuoes:

<tfroot>

device#

show ssh

ssh secure copy : ENABLED

ci scoSSH stack : DI SABLED

B IJluosble 9.23.1 sldluesble Idizse. Jl spdo websd o3l 1dpdsgw 19 1oe 88 puo. *

b

soe ot IIpluo wugle Bs IUptow, IdslRJs soowe Bs perd cuoese IJigbls pu Cisco
CSCwt57790.

lwegse iz gsble 1Jed IJwssd 030 B IUluosble Iecle,s:

lowwésle [dpuolb 96 1dpedss Jlouoldle SSH. »
eds gbpe RADIUS sgz) pobdo OTP J ASA. -

B luodble 1§50 00 9.23: $e woglbsd pdoyw CiscoSSH Llgwesle IJle) no ssh stack
cisco. wlds e p)leed puze l9lo, w. ) w )6 Cisco Secure Firewall ASA. 9lo) S 90 88Sp
IJoles) Upeoed Jogbsd edsyw CiscoSSH.



https://tools.cisco.com/bugsearch/bug/CSCwt57790
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
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https://tools.cisco.com/bugsearch/bug/CSCwt57790
https://tools.cisco.com/bugsearch/bug/CSCwi04513
https://tools.cisco.com/bugsearch/bug/CSCwt57790
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/so-st-commands.html#wp8411317820
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