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Status

o ISE connection status:
Primary host: Failure

Additional Logs

Primary host: [INFO): PXGrid v2 is enabled [ERROR]:
HttpsStringRequest on_read for host 10.31.126.189:8910
failed. error: 336151574: sslv3 alert certificate unknown
(S5L routines, ssl3_read_bytes) [ERROR]: Performing
request to
10.31.126.189:8910/pxgrid/control/AccountActivate
failed: Request falled with a timeout. [ERROR]: Failed to
contact pxGrid node at '10.31,126.189" Request failed
with a timeout.
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[ ERROR] Performng request to 10.31.126.189: 8910/ pxgri d/ control/AccountActivate failed: Request failed v

Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService
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~ edlebs: sew o wouvpw Uvolss gosd FMC pxGrid Lues EKU J ClientAuth Iy JI weess eds yuple EKU
Jdeesd s 1ghe eds IUlbJIS.

~ edlebs: eds Ioge pu o luvegsle 1duuolss 1gles 1Up9886 pu Swd CA p3g9p oo led IMS. ey os Cisco
Llowegsle Uuolss ISE IUslgJss CA pse o o3l IJleuold Elue wldeydle 1UslgJss Wb,

lJpuvdJs 2. puudJs wdlpd FTD i_9 ASA p¢ ¢glbp LDAP. g0 pl odo@) Iduiolsé [Jpd306 |Js wpes EKU Je ol 96
lJgpsd

S o3l Idywsobsy: sgpd FTD i_9 ASA Jgpsd Jdudlpd pg e LDAP Llgueésle puolb 8 I ielss. Bl Jlue 1Jvel>s
lpowetsps o0 Gud FTD Iy ASA cdods lds uups EKU Jeuob@s 1Jgpsd. sduid IJodled Jio éle LDAP


https://www.cisco.com/c/en/us/support/docs/field-notices/743/fn74392.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/225606-prepare-cisco-ise-for-client-auth-eku.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/225606-prepare-cisco-ise-for-client-auth-eku.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/225606-prepare-cisco-ise-for-client-auth-eku.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/225606-prepare-cisco-ise-for-client-auth-eku.html

sobdo o oday 030 I uwpsd 092936 B IJuiolss.

|Jpajob

FTD or ASA LDAPS Server

igble glyp LDAP: 'lJoz 88 pu Uiolss TLS: gbol. & )00 Liolsé §s) pewps 8'owwe TLS: Jolué wowso
SSL3:ppswiuolé 5, pr£9p0"

69ceb4f5.157b4993 ox7ff553fff700 trace: SSL_accept:TLSv1l.3 write server cer
tificate verify

69ceb4f5.157c01a4 Ox7ff553fff700 TLS trace: SSL_accept:SSLv3/TLS write finished
69ceb4f5.157c458a Ox7ff553fff700 TLS trace: SSL_accept:TLSv1l.3 early data
69ceb4f5.157c6685 OxX7ff553Ffff700 TLS trace: SSL_accept:error im TLSv1l.3 early d
ata

69ceb4f5.15b17eaa Ox7ff5522fc700 connection_get(15): got connid=1004
69ceb4f5.15b1b73f Ox7ff5522fc700 connection_read(15): checking for input on 1id=
1004

69ceb4f5.15b2bf05 Ox7ff5522fc700 TLS trace: SSL_accept:TLSv1l.3 early data
69ceb4f5.15b4co6c3 Ox7ff5522fc700 TLS certificate verification: depth: 0, err: 2
6, subject: /CN=asa-server-only,69ceb4f5.15b4e8de Ox7ff5522fc700 1issuer: JCN=T
est-CA

69ceb4f5.15b4f367 Ox7ff5522fc700 TLS certificate verification: Error, unsupport
ed certificate purpose

69ceb4f5.15b57df8 Ox7ff5522fc700 TLS trace: SSL3 alert write:fatal:unsupported
certificate

69ceb4f5.15b5b557 Ox7ff5522fc700 TLS trace: SSL accept:error im error
69ceb4f5.15b66c36 Ox7ff5522fc700 TLS: can't accept: error:1417C086:SSL routines
:tls_process_client_certificate:certificate verify failed (unsupported certific
ate purpose).

69ceb4f5.15b70391 Ox7ff5522fc700 connection_read(15): TLS accept failure error=
-1 1d=1004, closing

69cebaf5.15b747ae 0x7ff5522fc700 connection_close: conn=1004 sd=15

IJed:Jlze edene B 03l lJpuwaws JJolds po lo FTD lg ASA s uegse Livolss 1Je9sé I ozsesd
- ;_;p| k.9§ S3Jy UM PO EKU JroquLéé I‘J&P*S'J - PU IC\J rouobkéé Q|aa6 .‘§|{5p6 E_.J;S IJuol>é PE
¢ LDAPs.

IJpuivdJs 3. 85 s9lzo e psd 1UTeo oo Cisco (IJpg 1908 Uwlodl Lluwe AnyConnect) puildJ s IJleuold o FTD Iy



ASA 31 Jlpe Gisolss IUgpsd oo, [Js uvps EKU Jpuol> 36 1g psJ

B 03l IJuwsobss: suweese gpsd Cisco lJlpw puob s 1Juolss Jluuile wdd WAPN |Js FTD Iy ASA. gpg 3J3. I3l
oo Ubols IUgpsd oBo®s [Js uued EKU Jpuols$s 1gpsd: BuunsBuid zduwé RAPN Jio ASA Iy FTD solbJo
o oy 030 IJuwed 092936 WBs Liols 1Jgpsd.

I._Jpé_blo

SN (][ ]
Cisco Secure Client FTD or ASA

gl g psd Cisco IJlpw: "Suvd IJozdd po Loes 1Juiolss'

AnyConnect VP

Ready to connect.

| 10.86.95. 154

Cisco Secure Client

9 Certificate Validation Failure

Searching for policy server.
@ This could take up to 30 seconds.

i¢ble DART IJgl o6 wdgesd 1Ulpu po Cisco:ogds I wedle IJeldss po pdd AnyConnectVPN.txt s
2306 DART Iy g psJ Cisco IUlpw 80 1Juuolss IJpuueéspd JJpuols 86 IJpuuenss [Js Jolsé
VIN s FTD/ASA wuwow €30 929> wwed EKU Jpuolbds IJgpsd (Jozass e9de pdud
AnyConnectVPN.txt W 256 DART. luodd IJs gpsd Cisco Secure Client > AnyConnect VPN >

wvedle > AnyConnect vpn.ixt.).



<tfroot>

Date : 04/07/2026
Time : 03:35:22
Type : Error

Source : csc_vpnapi

Description : Function: CVerifyExt KeyUsage: : conpar eEKUs

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\VerifyEx
Line: 330

EKU not found in certificate: 1.3.6.1.5.5.7.3.2

Date : 04/07/2026
Time : 03:35:22
Type : Information
Source : csc_vpnapi

Description : Function: CCertStore::GetCertificates

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\CertStor
Line: 225

Ignoring client certificate because it does not contain the required EKU extension

Certificate details:
Store: [Omitted Output]

TededNdeh NS Nndeh Nl Nl Nl Nl ddhddhddhddhddhddn

IJed: polzed Idpdesz Bs 03l Idpuwaws Juoplo luveésle g psd UTPQ o0 Cisco Jdiolss IJuoesed - wel s 3Jd
wed EKU Jpol> 86 Idgpsd - Jdzuesd eds puolb 86 ulgzd puwowss |Js yuolé pg FTD ig ASA.

~ pJlz10d: pos 1J DART 2506 sl 'EKU JI 592> s Livolss: 1.3.6.1.5.5.7.3.2" « o3l 1, 8p '1.3.6.1.5.7.3.2' scolds
P& pEr EKU IUgl oo wpuolb 6 1 psd.

eudds 4. B ud 1ol Lvwds VPN o0 098¢ 1Js 098¢ o 1Up ol> 86
lJpuwowss |Js yvolds W gldo W §sly uols 1Jogsse Jwpes EKU Jeol> §0



lJepsd

O o3l Idwsubsy: 1Uds souopu puolb§o Blises sds Idyvolxse Judd VPN oo p9de IKEV2
lJs p9de wded) Jivobo lJogsos IJos syvwgspol FTD/ASA (1) Jluuvle 1Juwd |Js ubs)
FTD/ASA (2) |Js yupé EKU Jpolb 86 1Jg psd. sueses J3JdI: Jl spdu lousle v VPN Jig

IJobs) IJwgss FTD/ASA (2) swlbde 929> 030 [Juwps Vs Idguolss.

|LLDE}DLD

Cisco FTD/ASA (1) Cisco FTD/ASA (2)

T T T4

Igble FTD Ig ASA CLI: 030 os IJigble IJos wp pdlzbbwol gJs FTDIASA (2) Ioule IJpuol> 86
IJpuw o0 |Js olss IKEV2 el oy o Liolss 0956 FTD/ASA (1) Idos wded) [Js Lupesd
EKU Jpuol 86 IJg psJ.

<#root>

Apr 09 2026 15:59:50:

subject name: CN=ASAv3.cisco.com,0U=IT,0=Cisco,C=US,unstructuredName=ASAv3.cisco.com.
Apr 09 2026 15:59:50:

Apr 09 2026 15:59:50: %ASA-3-751006: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Apr 09 2026 15:59:50: %ASA-4-750003: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Apr 09 2026 15:59:50: %ASA-4-752012: IKEv2 was unsuccessful at setting up a tunnel. Map Tag = CMAP. M
Apr 09 2026 15:59:50: %ASA-3-752015: Tunnel Manager has failed to establish an L2L SA. Al1 configured

Apr 09 2026 15:59:55: %ASA-5-752003: Tunnel Manager dispatching a KEY_ACQUIRE message to IKEv2.

Map Ta

Apr 09 2026 15:59:55: %ASA-5-750001: Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:Unknown IKEv2 Rece

) pdlzlos: Bs 1Upeld Tedlo. Jlo FTDIASA (2) suvaise uivols 0956 coupps JJ po uvele EKU 1Jgluo6 wdJ



S

pu ClientAuth g ServerAuth.

~ edlebbs: B 1Jpeld ledlo. spdu suol luuewsld FTDIASA (2) weseo 19 o5 VPN ebs Iy $lispe eds i Js
ehasd (VPN). wgs 3dde uwad ouwop) Ipundds wduwol Jiv wbs) VPN sobde 1o odsy ups EKU
Jeuob 86 1Jgpsd 092926 B 1duolss IUpuwedsps oo Gwd FTD/ASA (1) Jdpuelb 6 1Jolzed 1dpgvowsd |Js

IJuol>é.

IJed:Jlze Idpldese W6 03l Idpuwaows Juoelu luweésle FTD/ASA (1) Juielss lJegse IUozseo
- wpl Vs 3JY wps EKU Jpob @6 Idgpsd - Judd oo ds VPN ulez o0 p98e IUs p9de pE

pu2l> 96 Blispes gds [Jyuolss.

Louble Joldss ol 3l dlge guebod ey, IUs uwpesé EKU
Jeuob e lUgpsd

lJoez9l pu uwplo EKU oo Guolss .cer olguagslpe b)é Guolsle Windows

lowe IJgbsle IJoldssé Jdoesl pu uvele EKU oo Guolss .cer oluwagslp 516 Juobsle

Windows:

IJglogs 1. 168, u )l 29z eds pdwd .cer Jwzo Vs "bLe Juolle Windows".

1L ¥
m Home Share View

4 e r ThisPC » Downlesd | o conmificats

x|
s Quick sccess A ASAvE.cer Genersl  Detals  Certification Path
gl AS3-MNO-E
& Onelrive
i E:I Certificate Information
B This PC
I Desktap Windows does not have enough information te verify
) this certificate,
s Decuments
4 Downloads
‘h Music
= Pictures
|-|'d
B Videos Issued be:  ASAv3-chhernal, coes, com
e Local Disk (C:)
o Hetwark

Issued by: aasjog-WINFQAUEAZT250-CA

valid from /93026 to 4/%2027

Install Certificate..,



% edlzbo: swp Vog pdle gpsle IJogvs o lJpgwes V8b wodo IUbb,s86 poluivys: bl Jlue Juobod weugs
eds pded -pem. -.éig:_) ouvpswoe lJs .cer I_9 .crt i_9JI.

IJglo9é 2. peldzs weds) IJlelo (1o 925): I3l oo pbldus weas, lelu lud) We s WBee
Jdpulogs.

lJglogs 3. Vs ulWis Ide,gsuo lug) W98 edlps IUowasey ol osd.

o Certificate #

General Detals " Certification Path

Show: | <All> v
Faeld Value X
| versian V3
| Serinl rumiber 26000001badcdfaboafr ...
Signakure algorithm sha2S6R5A
_|signature hash algorithm chalss
| tssuer asajrg-WINFQAUEAZIZ5QC..,
| vakd from Thursday, April 9, 2026 3:26...
_|Vabd to Fraday, Aprl 9, 2027 3:26: 19 PM
2 st BC 8 Tarhharna ricrn nnm T bt

Copy & File. ..

[ ox ]

IJg 96 4. Sp NJoprs) Evn Blises 1zded 925 "luveesle IJpelz IJpzuwe” (19 luvegsle
el 1Jeuwe).



oh Certificate b 4
General Detals  Certification Path
Shove: | <all> et
-~
Fuekd "
Fii | certficate Template Irjleff... Template=1.3.6.1.4.1.311.21...
fj |Enhanced Key Usage Server Authentication (1.3.6....
Fii.| Apphcation Polides [1]Application Cerficate Polc...
b |sMIME Capabiiies [1}SMIME Capabiity: Object ...
[i Jicey Usage Digital Signature, Key Endipher...
) int algorithen shal
[ Thmbprint Ob 89 0F 94 6c %e a5 99 E5 5¢ ...
W
Edit Properbies... Copy to Fie...

IJglb9s 5. w99 pu uwple EKU. @5 o6 begldle pod "euol> 86 1Ugbe" 9" euol> 80 1Jg psd"
ouvs) 1Js Bsp EKU 1UJe9z930 W Iduielss.

g Certificate 4
General Detals  Cestification Path

Show: | <All> w

Field Value
[l certificate Template Inform... Template=1.3.6L4.1.31L2L.,
Server Authentication (1.3.6....

131 Apphcation Polces [ 1] Application Certificate Pokc...,
by |sMIME Capablities [1]5MIME Capabiity: Object L.,

i [iey Usage Dugital Signature, Key Endpher...

[ | Thumberint sigorithm shai

-] Thumbgrint Ob 89.0f 84 6c 9e 25 9985 5c...

Server Authentication (1.3.6.1.5.5.7.3.1)
t Authentication (1.3.6.1.5.5.7.3.2)

Edit Propertes. .. Copy to File...

[ 1]

ko9 6. s 1oz dd: 1oy B9 w9l JIEIS oludss IJuiolss.



pold 1: Giol>s .cer 030 98> Lwpo EKU Jpol> 96 IJgpsd 9oouoeu uwes EKU Jepol>§o

IUghe Bl
o Certificate *
General Detals  Certification Path
Show: | <all> -
Field Valos A
lii| eRL Distribution Paints [1]CRL Distribastion Point: Distr...

fii | Authority Tnformation Access  [1]Authority Info Access: Acc...
lii|Certificate Template Name ~ WebServer
1] Enhanced Key Usage Sarver Authenbcation (1.3.6....
fii|key Usage Dhigital Signature, Key Encipher. ..
|- | Thumbgrint algorithm shal

[ husmbgrint fa 5 56 d4e5 74 25 2969 88 ...

W

Server Authentication {1.3.6.1,5.5.7.5.1)

Edit Proper ties. .. ' Copy o Fie...

pild 20 CoLops Suolss .cer oo wele EKU IUEL06 wpuols 86 1D e olJg psJ.



o Certificate >

Gensral Detals  Caertification Path

Showe: | <all> W
Freld Valss -
{51 |certificate Template Inform... Template=1.3.6.1.4.1.311.21..,
4']_ a3 ervier Aulhenhicabon 3Be...
3| Appicaton Pobdes [1]applcabion Certificate Polic...
(21| SMIME Capabiities [1]SMIME Capabity: Object ...
Iy, |Key Usage Digital Signature, Key Engpher...
| Thumbprint algorithm shal
Thiambgrinit Ob30fE46c e A5 9985 5 ..,
W
Cerver Authentication (1.3.6.1.5.5.7.3.1)
lient Authenbication {1.3.6.1.5.5.7.3.2)
Copy to Fie...

w29l pu uwpelo EKU oy Juolsé PKCS#12 9 PEM g .cer Llgwwgsle OpenSSL

lowe IJgbsle 1Jeldss JJeedd po wele EKU po olss .p12 (PKCS#12) 5 .pem (PEM) g.cer:

1Jglo9s 1. 235 pdlu IJwoelss IJos weole lJs Beuool o §p wouossyol vouuwsd p12

(PKCS#12). .pem (PEM) Iy .cer.

Juioble .p12 (PKCS#12). ucgse OpenSSL Jluwedle Idubolss po pJd .p12 (PKCS#12). §>
Sze9s pdd .p12 (PKCS#12) eds IJpbule 1gluo. sl iolsé. 9 elsle CA.

lwegse IJley Idolds Jiuwedle Iduvolsé pu pJud .p12 (PKCS#12) |Js pJud .pem (w90

lUp el IJglus Iy uwduwds CA):

openss1 pkcsl2 -in yourfile.pl2 -nokeys -clcerts -out cert.pem

IJpd S 1Uzloo wd.p12: luuewsld Gluwe 1dedd IUBeds IUgloo wd.
&> weole lJs 1eld Ideé 1dpas) Jpds p12.
J9)0 wsp: od Idubeld IJpuwenzs (w29u Idesule IUglue 19 uvdunds CA) coouwsd

.pem (PEM).




1Jgb96 2. [uegse I9le, OpenSSL IJoldss Jgruo oldluosd Iduioelsé 9 wele EKU.

) Jedle .pem. quegse 11, openssl IJolds Jeyue oldluosd Iuiolsé 9¢uolis o EKU:

openss1 x509 -in cert.pem -text -noout

Jo,0 wsp: luweosld wluwe 1dedd IJdeds 1Ugluo wd.

o) Jpdusle .cerlgwagsp Il openSSL IJelds Jesue wldluosd Iduuelss 9¢Lols o EKU:

openss1 x509 -in yourfile.cer -text -noout

IUpd 1J3loo wd.cer |uuawsld wluwe Iedod IUBeds 1JEluo wd. o

1Jg o5 3. Lgs 3 lope 80 Buwe luvedsle IUpBelz 1Upowe X509V B 1181z B85 s
beldle pod "euol>$6 Ebe 95w TLS" 90 0b 86 gpsd 95w TLS" wyivs) [Js Bsp EKU 1Upsz9s6
O IJuvolde.

X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication

l9g OIDs Jwpeé EKU (pg 8l IJJlsole):

X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2

P&y EKU IUglo wpuol> 86 1Uglpe: 1.3.6.1.5.5.7.1
pE, EKU IJglo wpuols 6 IUgpsd: 1.3.6.1.55.7.2

pold 1: Gbol>s .pem (PEM) o030 w9 8> Lwps EKU Jpol> 96 1Jgpsd sowsopu (wpes EKU
Jpuob 8o 1Jgbe Wb,



<ffroot>

MyHost$ openss1 x509 -in cert.pem -text -noout
Certificate:

Data:

Version: 3 (0x2)

Serial Number:
26:00:00:01:b7:e7:90:48:d6:19:41:d3:54:00:01:00:00:01:b7
Signature Algorithm: sha256WithRSAEncryption

Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity

Not Before: Mar 27 00:31:40 2026 GMT

Not After : Mar 26 00:31:40 2028 GMT

Subject: C=MX, ST=MX, L=MX, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:

00:cf:a8:a0:ff:dd:34:73:7d:46:86:85:05:b6:0c:
5€:32:8c:67:67:88:52:03:58:63:¢c6:89:d8:fc:55:
c5:58:ba:eb:45:88:b2:21:9e:¢c5:d8:67:57:39:0F:
91:a5:41:61:fa:94:bl:ad:9e:71:26:87:b6:30:ae:
a7:f6:89:bl:6d:61:ce:fa:47:7f:2a:d8:e8:4d:26:
4f:a7:d3:eb:5a:69:16:46:71:c7:55:cf:87:b4:10:
96:f2:10:6b:c0:a7:3d:3c:49:9d:ee:77:8c:b5:95:
9b:69:81:e0:2d:a0:6e:5c:78:73:22:5a:38:d0:74:
38:b2:ba:e0:ab:c5:44:eb:el:3c:52:86:b8:2a:4e:
37:44:9c:34:d8:d8:6c:ae:3e:df:12:57:0e:28:52:
57:dc:6d:62:ea:b6:ec:19:4e:90:8f:3f:2c:23:1b:
e2:39:f0:ba:07:08:9a2:0b:97:96:05:2e:69:fe:%a:
b2:b2:74:9a:ba:06:25:bc:38:1c:94:87:8e:2a:dc:
2f:0b:a6:31:6c:bf:11:96:2a:71:b3:87:e5:f5:ch:
88:f1:73:cf:88:d7:30:78:24:77:7c:b7:2c:7c:83:
6d:69:5b:bd:d4:21:b9:ee:19:c4:02:be:7b:44:a2:
55:d6:b2:95:11:46:bf:db:3e:4f:9a:8c:d4:ad:8d:

82:f5

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:
OD:8E:DA:07:6D:49:EA:51:D2:C7:EF:50:CE:CE:2B:8E:7C:DF:A6:8D
X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment

X509v3 Extended Key Usage

< "EKU SECTION"



2f:
Oe:
46:
d6:
55:
dc:
41:
do:
7f:
4c:
61:
70:
86:
2d:

pild 2 GoLop Suolss .pem (PEM) 030 uple EKU IUgl 06

<tfroot>

27:
6b:
fe:
06:
78:
47 :
b3:
c2:
4b:
c6:
6a:
3f:
30:
8c:

cd:
07:
53:
af:
d3:
do:
di:
7d:
bb:
4f:
9e:
le:
b0:
a5:

TLS Web Server Authentication

"Server Authentication EKU Attribute Included"

Signature Algorithm:
40:
83:
Oa:
f5:

42

4a

11

95:
4d:
f3:
69:

16:
46:

1c:
29:

aa:
dd:
e4:

7d:
d2:
e2:
d2:
145
4e:
56:
1eb:
17:
6f:
:52:
9c:
86:
db:

5c:
7e:
d4:
7b:
f9:
73:
24:

24

33:
74:
15:
la:
3c:
37:

ce

62:
83:
:0f:
bl:
ff:
57:
bb:
b3:
eb:

fa:
da:
ba:
bc:
rcd:
fd:
23:
e6:
db:
2d:

f2

Ob:
al:
be:

29:
03:
37:
ec:
bf:
c8:
5c:
fc:
00:
ar7:
:b8:
59:
7b:

7f

64:
08:
4f:
fe:
43:
Se:
bd:
6e:
f3:
e5:
e8:
66:
fb:
162:

sha256WithRSAEncryption
df:75:7d:7a:87:9b:b0:94:
£3:50:0d:5b:05:8c:1f:54:
cd:a4:49:04:74:79:09:23:
ce:e4:¢c9:07:31:d7:85:45:
53:b4:8e:4c:af:64:4b:ab6:
37:74:cb:68:48:29:7d:f9:
b0:e3:7c:f9:8a:af:da:09:
0d:65:8c:96:8c:af:21:b2:
12:e3:53:39:d0:e7:6a:48:
ea:e8:89:fe:a4:2b:cd:e3:
fa:78:31:20:49:d9:50:f9:
le:85:bd:76:e7:73:6f:ec:
b7:74:5d:38:88:82:3d:a3:
bc:87:7c:35:17:32:fc:52:
c5:d3:c5:8f

weuobds Igpsd sldehp.

MyHost$ openssl x509 -in cert.pem -text -noout

Certificate:
Data:

Version: 3 (0x2)
Serial Number:

26:00:00:01:b6:74:fc:b4:1e:99:be:7a:10:00:01:00:00:01:bb6
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA

Subject: C=MX, ST=AD,

00:
56:
ca:
62:
91:
fe:
74:
2f:

75

6e:
86:
33:
c2:
48:
38:

ab:
e7:
41:
d6:
4a:
58:
23:
74:
:f8:
4a:
f7:
9c:
ec:
30:
ee:

aa:
68:

fl

el:
ab6:
81:
0d:
30:

24

b3:
c5:
6d:
61:
fb:
aa:

Not Before:
Not After :
L=AD, 0=Cisco,

PubTic Key
RSA PubTlic-Key: (2048 bit)

67:
f8:
:52:
5c:
86:

ec

78:
42:
:f5:
59:
53:
46:
d7:
Cc6:
do:

4e:
f7:
15:
04:
90:
:3b:
d7:
of:
1f:
fc:
28:
7a:
al:
3e:
60:

55:
e9:
eb:
c5:
e0:
9d:
09:
45:

77

eb:
le:
9c:
01:
4a:
78:

19:
53:
a5:
cO:
be:
Ob:
53:
47
:fb:
75:
bf:
5d:
c3:
48:
30:

Validity
Mar 26 23:44:58 2026 GMT
Mar 26 23:44:58 2027 GMT
OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
Algorithm: rsaEncryption

Modulus:
3b:38:6c:33:2e:ba:fd:19:
95:1f:53:b4:f1l:ce:94:c8:
35:9f:07:95:9f:c3:8a:5e:
27:1c:84:ed:3d:1b:42:50:
26:7e:37:fd:17:0c:2f:bb:
fc:dd:8c:6b:dd:ab:d3:96:
61:f9:b0:29:c6:7c:e2:9c:
cd:16:59:ed:53:62:8f:60:
89:85:4b:49:ad:93:43:04:
70:39:67:71:60:be:b3:b7:
8f:b2:52:ec:79:d6:12:b0:
53:a5:44:24:da:4b:36:7d:
d2:bc:0a:df:a8:f6:0c:82:
a9:01:13:f5:4e:f2:03:24:
45:ed:3b:76:16:fd:7a:d3:



b0:16:10:28:75:fc:41:32:e6:6d:cb:c3:96:58:77:
9e:11:0a:9b:33:¢c7:92:8d:75:1f:e5:30:29:a4:a5:

ba:7d

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Subject Key Identifier:
D2:DF:62:25:17:DB:72:31:D8:D2:D0:41:CB:FB:DD:00:FF:38:BD:BB
X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
1.3.6.1.4.1.311.21.7:

X509v3 Ext ended Key Usage

- "EKU SECTION"

TLS Web Server Authentication, TLS Web Cient Authentication

<———— "Server & Client EKU Attributes Included"
1.3.6.1.4.1.311.21.10:
0.0

...... 0...+....0050...*%.H..

..*.H..

Signature Algorithm: sha256WithRSAEncryption
3f:66:b1:35:7e:05:b4:69:f1:81:95:b8:18:90:f2:20:bd:8d:
ff:03:5a:59:ca:02:ba:2d:1d:e0:8d:3f:63:e9:fe:71:3c:9a:
11:15:5c:3b:fc:62:e4:cf:15:25:4c:74:5e:ad:3f:09:e9:3b:
d5:08:95:7d:97:7a:ef:cl:16:6d:e0:7a:0b:21:81:46:bc:15:
c3:76:8c:fe:fb:14:94:36:92:0d:3b:4a:c9:8f:6a:bd:dc:4b:
Ob:24:c3:32:35:27:e7:aa:23:95:85:e4:29:64:71:f0:98:9e:
33:aa:6e:bd:7c:dd:dc:4b:cf:dd:0e:a7:ea:e8:aa:61:8f:67:
84:da:5b:be:8e:05:75:c8:eb:46:13:6f:14:4d:fe:4e:57:3c:
29:27:cc:0b:5b:25:87:37:24:12:79:b1:c3:78:c8:94:fe: df:
3c:77:aa:fc:f2:ee:ae:9b:ab:88:29:f9:ee:04:c2:48:5f:21:
9e:1c:25:cc:c9:c5:9c:23:8f:af:87:76:5e:46:74:ac:73:57:
0l:ba:71:ae:46:e1:87:3c:94:6c:19:f7:fe:8e:66:9d:c7:1f:
b0:87:4b:65:e2:fc:d6:10:7c:44:57:56:5d:68:bb:df:f0:36:
0e:07:c5:8a:be:56:86:97:3d:a7:1c:8b:86:df:0b:51:b5:97:
cc:67:09:8e
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