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<#root>
firepower#

ping 192. 168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

9JJy traceroute Jsw:

<ffroot>



firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89
1:‘: % E3

2:‘:

3:‘:

30%
firepower#
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<tfroot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface unidirectional
firepower#



NT XK

<tfroot>

firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89

1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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<ffroot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface service SVC_25769850586 SVC_25769850587



NT XK

<tfroot>

firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89

1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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; 1/2626/633 13:68:35.423177 0, 000000 192,166, 291200 192.168.203.89 ICWP__118 100 Gxaréd (20965) Echo (ping) request id=0xiB25, seqe39095/47000, ttinzss (reply in 2)
2 2026/033 13:88:35.429680 ©.000503 192, 168.203 89 192,168.201.200 ICMP 118 180 @xafd (20365) Echo (ping) reply  ide8xf825, seqe39095/47000, ttls254 (request in 1)
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8:35.430275 0.000366 192.168.203.89 192,168.201.200 ICMP 118 100 0x0542 (1348) Eche (ping) reply id=0xf826, seq=39095/47000, ttl=254 (request in 3)
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<{froot>

firepower#

capture CAPlI trace interface OUTSIDE match i p host 192.168.203.89 host 192.168.201. 100



IJ o9 2

IJIigocl) oluvedsle ool Idlouold:

<tfroot>

firepower#

pi ng 192. 168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Sp lgou,) pe traceroute:

<{froot>

firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89
1:‘: s *

2:‘:

3:‘:

47‘:

5:‘:

6:‘:

7:‘:

|Jglb9s 3

ozl pu pzosslo IUldoylb:

coued Idgie 1-10 Llzool) 1ol louold ICMP. ¢

|yl 11-16 pyoubé o traceroute. 1,395 po 1Jglo9d IJisJs.



<{froot>

1: 13:50:27.345471
2: 13:50:27.345975
3: 13:50:27.346219
4: 13:50:27.346600
5: 13:50:27.346814
6: 13:50:27.347165
7: 13:50:27.347378
8: 13:50:27.347714
9: 13:50:27.347928
10: 13:50:27.348279
11: 13:50:33.229724
12: 13:50:33.232562
13: 13:50:36.220279
14: 13:50:36.222827
15: 13:50:39.220172
16: 13:50:39.222675
17: 13:50:42.220157
18: 13:50:42.220737
19: 13:50:45.220264
20: 13:50:45.220752
21: 13:50:48.220157
22: 13:50:48.220645
23: 13:50:51.220157
24: 13:50:51.220645
25: 13:50:54.220264
26: 13:50:54.220752
27: 13:50:57.220157
28: 13:50:57.220645

<tfroot>

Jubo jub 17-28 s ol traceroute. 1,595 po 1UEls6 wolsé w@bs.

firepower#

show capture CAP

190 packets captured
802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33434: udp O
802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33435: wudp O
802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33436: udp O
802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33437: wudp O
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: 192.168.203.89
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33438: wudp O
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: 192.168.203.89
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33439: wudp O
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: 192.168.203.89
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33440: wudp O
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: 192.168.203.89
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33441: wudp O
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: 192.168.203.89
802.1Q vlan#201 PO 192.168.201.200.49168 > 192.168.203.89.33442: udp O
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: 192.168.203.89

IJg oy 4

Bp wooug e ICMP 1JglLo6 Lldesed eo leol ool

IUz506 #2 051U £ds bdo lpouly louold ICMP 1 e,ued B 12506 #1.

firepower#

show capture CAPlI packet-nunber 2 trace

in-tr
in-tr
in-tr
udp
udp
udp
udp
udp

udp



2: 13:50:27.345975

<tfroot>

190 packets captured
802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply

Phase: 4

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

ETapsed time: 488 ns

Config:

Additional Information:

Found flow with id 143799, using existing flow

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 0.0.0.0 on interface -identity
Adjacency :Active

MAC address 0000.0000.0000 hits 483359 reference 2

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: NP Identity Ifc
Action: allow

Time Taken: 18056 ns

1 packet shown

lIJosle 1)ssuwss JJoooug os:

bloge 1Jgjpé w89 p9z9>. *

9lzoo IJIg)lz o 2o 1Jzpelss wdwo (9lz06 1Jo9ss). *

IJg o9 5

O wouug e ICMP 1UEglLos Lldpstd pu léoul) traceroute.

IJzse6 #12 05 1) pu puosd IJuBJ:

firepower#

show capture CAPlI packet-number 12 trace



190 packets captured
12: 13:50:33.232562 802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded in-tr

Phase: 3

Type: UN-NAT

Subtype: static

Result: ALLOW

ETapsed time: 6344 ns

Config:

nat (INSIDE,OUTSIDE) source static server_host interface
Additional Information:

NAT divert to egress interface INSIDE(vrfid:0)
Untranslate 192.168.201.200/49168 to 192.168.200.50/49168

Phase: 7

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETlapsed time: 97 ns

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced permit ip any any rule-id 268436480

access-1list CSM_FW_ACL_ remark rule-id 268436480: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268436480: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 18

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Elapsed time: 16104 ns

Config:

Additional Information:

New flow created with id 143805, packet dispatched to next module

Phase: 20

Type: SNORT

Subtype: identity

Result: ALLOW

Elapsed time: 39496 ns

Config:

Additional Information:
user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto: basic, username: none, A
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src: none, abp dst: none, Toc

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tline-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 158341 ns

IUzied 2ie pu w9uosd 228> (Jp woblud pg o396 p929)- *
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Sup lJogled pg 1Jzied Jzrds 059, w9y Jodb IJzplss seguoe Juog IJozdpe WS *
lJso9d (ACP) 909z o IJbblsl.

IJloolz (eeoe) Bbu sleds. 03l soze [Us I nat ¢ zps. *

Uu“vv
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<#froot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface

lJpzw9s ds Iduado

Iz o Traceroute py, 2l L>le o> wosss bl g6 I Julhs6 (FTD) »
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