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device# show processes cpu-usage sorted non-zero

Hardware: FPR-1150

Cisco Adaptive Security Appliance Software Version 9.20(2)43

ASLR enabled, text region 562a19048000-562ale49126d

PC Thread 5Sec 1Min 5Min Process
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0x0000562a1b8c55e3
0x0000562a1d408771
0x0000562alb6ba40a
0x0000562alcfebc65
0x0000562a1d328a89
0x0000562a1d72eb46
0x0000562a1df983a5

99.7%
99.6%
97.5% 97.1%
97.4% 97.1%
0x0000151e97f523e0
0x0000151e97f434a0
0x0000151e97f3cb80
0x0000151e97f43f80
0x0000151e97f64240
0x0000151e97f417a0
0x0000151e97169940

99.6%
99.7%

99.
99.
97.
97.

1%
. 4%
.3%
1%
1%
. 0%
. 0%

1

[eNeNeNoNoNel

1

[eNeNelolNolNol

DATAPATH-2-22656
DATAPATH-5-22659
DATAPATH-1-22655
DATAPATH-0-22654
.6%
.2%
.3%
1%
1%
1%
1%

. 6%
.0%
.3%
1%
1%
.0%
.0%

CP Processing

Unicorn Proxy Thread
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Checkheaps
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device# show conn detail |

redirect disk0:/shconndetMMDDYY. txt

olzes leuolissle IUlouold po wolkse 1Ubls JJsuodle 1zosuss vdpsle Jus,)é:

Total Emryonic Conns: 121611. This is 87.984% of the total conns (138219)

Top-5
IP

Count

Percent

10.5.30.77
10.1.30.102
10.1.212.14
10.1.204.4
10.1.21.122

81519
40042
907
837
804

33.517%
16.463%
0.373%
0.344%
0.331%

Embryonic IPs (SYN, but not SYN/ACK - 'aA' flags) going through the device

V8> 028> Eulasu IP IJpuod, (B 030 IJelds: eluwele Logisss JJlew 1051eds): eug 1puo,
pu lugile 2,8 0,9, Iduslole spume loualdlcel po FTD.

device# clear conn add 10.5.30.77
4563 connection(s) deleted.
device# show conn count

5936 in use, 465189 most used

Inspect Snort:

preserve-connection: 4451 enabled, 0 in effect, 432406 most enabled, 0 most in effect
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device# show cpu
CPU utilization for 5 seconds = 9%; 1 minute: 28%; 5 minutes: 70%
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