wepsE IJoslole Jogdsd Iduvow 1Jgd)s
JJw,lez Traceback/Crash ws o) 1Jzelséd

|JTroQ

IJpzossle
I 9300
oo Jolo 1l wl 6
INFYS 2N
Ledacle | g0k
NSRS

ASA

1ble Firepower Threat Defense (FTD)

szale Liply, Firepower 4100 9 9300

o.sJ.) Firepower 4100 g 9300
leolze

lJp 95,00

SueW o3l IJpwaews IJgbsle IUJles Jzee Idoslule WS 21Js 929> «yuleg traceback.

Ipobdole IJlgul usé
lJpolbdolo

IJeg 86 Il wluss wldpuoe.
lJedoule [Jpuedpd

op logile Idpgdspele 1916 WOs 03l Idpuwews pu Uiaojé 1J 09296 WS w56 pgpdso gluoo.
wlo zese Ilzejd IJpuwogrpd Os o3l lJpuwows wodssu peunde (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jls le).

oo Idegdsple 1Uslss B 03l Idpuwews 1Us luoshle IUu,lez sldedsole 1Jelss 1Jol)ss:

o b Ideplss IUlew bl 1200 9 3100 9 4200

» Firepower 1000 9 4100 9 9300

« ublp lJogvgsd IJSled JJoubvésd Idles (FXOS) oo Cisco 2.16(0.136)
» Cisco Secure Firewall Threat Defense (FTD) 7.6.1.291



« 5,95 bhé 2ol IJzplss IJlow (FMC) ey Cisco 7.6.1.291
o 2ol IJlplo IJ8lod JJedsad (ASA) 9.22.2.9

lJgJ9so

seJdo Jusulez FTD g ASA wooe Idhoulble 98158 ol swp lehs Idogpsd Jiuvole peoduds
p(b;k

* 9w wlez vel B 3 1w 19938 Bis wble lJoubgsd 9pdsvle IJzele I )s.

o Juvoouolele lJlzojoc ped Igble 13156 3le 1Jpuwess [dpougd o 19 9256 1Jpeldzo
IJe,ds6 (CPU).

¢ Vs weue Ideldle syze 3JY Ids uldue el Idubled ped 1U31Y56.

* Sop oubEsdo $298! Lsluwbs Ipuwatse JIElue wubgsuess G luinld TAC:

<#froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:
firepower#

crashinfo force ?

page-faultc Crash by causing a page fault exception
process Crash the specified process
watchdog Crash by causing a watchdog timeout

s glde Traceback IJpg 9096 Lsu'ol wluwp gbdilgopbl eds 1Ugpdss: g156 pl swp louble
pJudle crashinfo. core lsmini ump:

* seess crashinfo gds 1Uz> IUbos pu wslole lJogigsuo po 31,6 1Jg pJsé.
o 1Jpdd Ul wlows 09 od)sé Jled U316 1Jgs pdss B 98w Traceback.
* pJO MINIDUMP ¢l o o Snort3 95296 £Js wslule ouivgsuoss pu 3ld,6 1Jgpdss.

VOGS wulpz 2ob IJzelso IJT,o.;,‘ SpJdu i odyy IJgpdso IJos weeys eds traceback Ws Ls pU
lJpdoule IJoldsé:

« Firepower 1000 9 2100 9 4100 9 9300 9>, IUz plsé 1o 1200 9 3100 9 4200 osIJJ.
« 9eale 1Jiely Firepower 4100 9 9300.



wedlw pJudle core g crashinfo. swbde wedsd lduvew 1Jz3ys (RCA) J traceback pgdypele
loldsé: pod pdle Iuwaduld IJigble gl odlzol 9 show-tech 9, wlisJ syslog 9.l |Js 3JY.

oop peldze vedsd pdule Core g crashfinfo w9l wlos TAC 9 Cisco Jzje pu bdow 300 (2lJs).

et Idoslule

luve ey B 030 IJgbsle Jzpe IJuslule 1JJles J RCA J traceback. bl Jgbo, B@sle
lIoslole vuvow wolio IJpddle: sizs odsse Idoslole IJplbdscs Os 80 98 ppdu.

1. w9 ose 030 IJuy9s:
11. iaoja 3 9S596.
1T edsl luesb Idolee.
12,28 pis9:56. W9 wuvlez 2L IJzelss 1lew (ASA Iy FTD).

1D. 9 028 IJouiy (IJsuoe IJiuods 19 pogss IJposdio).

Lze Us Uu? .9 pul o3Lle oyolpz FirePOWER 9l o288 o0 FirePOWER gl pcsis 9l Jeald
- - Jdeuosd eds gbsle wedd v Losdse.

2. 99,052 ol 13l Jloe 0uld 56 wEs)le LSSt 22 5Es pol:
21.1,old6 2,96 0,9,
2 pJsl. el IJodssu ldrssumss wel B 3J9 Uisle,.

clds pu oppsu IJbslug 15p0s6 91Jpub§6 1Uje0ss w286 32 Iledle.

3. 3l oo traceback wg> wessole [Jodssy g'uu?éﬂp 91, peSLE: BBp Lzpe pzle eduwé
ged Ipelod IUb,0s6. bl wp wdssu wdssuo Ile) eds ASAC B8p wozpse wdbs)
w9952 IJle) pu IJEb e IJwgss ped Identity Services Engine (ISE).

4. bs lJgbsle lJoldsé. olds oo 1dopdd pu pJle crashinfo lg core Iy compact Lluwegsle
230 IJbslog 1d5p086 903980 pdlebs 29J 1dpuwhy 1JJled JIJ pdB. sdjp w9, Ipuulyle
IJJleds Jzpee IJpdle Jel 09 p9 oz Bs Js9S6 wgpse pdle crashinfo 9 coredump 9
minidump eu 2oL 1Uzelss 1JleuS Guwpe.

ASA

4.1. 288 pL 929> pJ crashinfo. Jg, o lzaw crashinfo. $p woubésd Il show crashinfo.
spJdu 1Je e, eds pJdle crashinfo B ¢l 1Uie, dir.

<tfroot>

asa#

dir


https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664. 20250813. 205102

4.2. 5288 pw 929> pJBdle ASA Ul wlwsé Lluwaésle 1Jle, dir coredumpfsys:

<tfroot>
asa#

di r coredunpfsys
Directory of disk0:/coredumpfsys/
24577 -rw- 419619286 12:43:07 Aug 04 2025

core.lina.11.10335.1754311379. gz

11 drwx 16384 00:15:57 Jan 01 2010 Tlost+found



pdlzbo: gds Virtual ASA sep welbbsd psjo Idogpss wuvdd o)l uos:
<#root>
ciscoasa#

show cor edunp

filesystem'diskO:' has no coredunp fil esystem

Jopdso psid IJozpse: bee IJs Suwe Idogese enable B pize ol e, wi w6 Cisco
Secure Firewall ASA. gl Jlpo, a-H.

uble Firepower Threat Defense (FTD)


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html

4.1. 9288 pu 929> pJs crashinfo Vs o ulez FTD. Jg,uo lgse pedsele crashinfo. §pe
wouvésd IJle, show crashinfo. sedo 1dgws) eds pddle crashinfo B [l 1J1e, dir.

<#froot>
frd#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664.20250813. 205102

s FTD. IJ crashinfo pw)d Suwubse Jouo iuuuuo R lJgws) ioug.__, /mnt/disk0/>JsJ:

<{froot>
>

expert

admin@firepower:~$

I's -1 /mmt/di sk0/

total 496472

-rw-r--r-- 1 root root 460812 Aug 13 10:31

crashinfo_|ina. 13050. 20250813. 103059

B pJb luweduled Tgble FTD gl oJlzol wdsy pJble crashinfo s dir-archive/var-log/mnt-
diskO/:

<{froot>

$

Is -1

/dir-archives/ mt-di skO

total 9456
-rw-r--r-- 1 root root 453024 Aug 8 23:51

crashinfo_lina. 13949. 20250808. 235100



4.2.1Jo298 pu 929> p.Ju:élo FTD I.Jiuuluu.§6. IS wulpz Idbuwld Blis@ IJgu,es (FTD): spdu
lJoe9d 1ds Idpddle IJlwluuss Ws 9uoe 1Jéwle/ngfw/var/data/cores/ g/ngfw/var/common/
IJ>Jlesd:

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28

core.lina.11.14993. 1753342057. gz

-rw-r--r-- 1 root root 682148808 Jul 24 09:38

core.lina.11.80997.1753342659. gz

B FTD Igueduuldd Igble 1JoJ sluodlzol: w9z Iuwple IJpdle Il ul uss B 1Jio-
output/for\ CORE\\\\ *:

<#root>
command-outputs $

cat for\ CORE\ in\ \“Is\ *

/var/data/cores/core.lina.11.38967.1732272744.9z: gzip compressed data, was "core.lina.11.38967.1732272

gedle uuwe elueé o FTD snort3
Jl subo@ 03l IJguwpe Ul eds FTD IUss suvéd peyd snort3.

4.1. 0298 pu 929> pJIlw crashinfo snort3-crashinfo g, Snort3.* Vs 9o 1Ugwle
Ingfw/var/log/crashinfo/directory.

<#froot>

admin@ftd$

I's -1 /ngfw var/log/crashinfo

total 8
-rw-r--r-- 1 root root 1104 Aug 22 19:10

snort 3-crashi nfo. 1755889806. 134825



-rw-r--r-- 1 root root 1104 Aug 22 19:15

snort 3-crashi nfo. 1755890128. 201213

B pJd luvoduldd Igble FTD gl odlzol 92> wbuw IJpdble B dir-archive/var-
log/crashinfo/.

4210288 pu 929> pd Logs) Idzee pu Snort3 MINIDUMP_* s /ngfw/var/data/cores!/:

<#root>
admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 936580
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_firepower _snort3_17455. dnp

B pJd FTD Jlwedulad 1Jigble gl adlzol: w9es IJpdule IJuogs)6 B peossle
|JeJd/ngfw/var/data/cores/:

<tfroot>

$

Is -1 file-contents/ngfw var/datalcores/

total 1904
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_firepower _snort3_17455. dnp

9e>le 1Jlely Firepower 4100 9 9300
Jlsubo@ o3l ld9uwe IJl eds 1Ugesle IJuplbss Firepower 4100 9 9300.

4.1.1Jozdd pu 929> crashinfo gldeJdle Il wl wss:

<#root>
firepower #

connect nodule 1 console



Firepower-modulel>

support filelist

Directory: /
Downloads_Directory
CSP_Downloaded_FiTes
Archive_Files

Crashinfo_and Core Files

Boot_Files
AppTicationlLogs
Transient_Core_Files

Type a sub-dir name to list its contents, or [x] to Exit:

Crashinfo_and Core Files

2025-08-04 14:43:07 | 419619286
2025-08-13 12:45:11 | 419798152
2025-08-14 13:35:02 | 419449591
2025-08-18 12:48:26 | 419624883
([b] to go back)

core.lina.11.10335.1754311379.9z
core.lina.11.10466.1755081904.9z
core.lina.11.46717.1755171295.9z
core.lina.6.10412.1755514099.9z

FXOS

4.1 b FirePOWER 1000 9 2100 9>, IJzplss 1o 1200 9 3100 9 4200 osJJ: <288 o 9295
IJpddle Il wlpusé cluwegsle puwlzo gpd dir/cores gdir workspace:/cores_fxos 9.s shell local-
mgmt.

Il op wouse wbusd ASA. Vedsd IJlouold wduis FXOS lguegsle IJie, connect fxos
admin:

<#root>
firepower-1120#

connect | ocal - ngnt

Warning: network service is not available when entering 'connect local-mgmt'

firepower-1120(local-mgmt)#

dir workspace:/cores



1 119710270 Jul 25 11:41:12 2025

core.lina.6.19811. 1753443666. gz

2 16384 Jul 22 21:13:57 2025 lost+found/
3 4096 Jul 22 21:16:07 2025 sysdebug/

Usage for workspace://
159926181888 bytes total
5545205760 bytes used
154380976128 bytes free

firepower-1120(local-mgmt)#

dir workspace:/cores_fxos

1 9037 Jul 25 10:52:17 2025 kp_init.log

Jol wop Il [Js 1Jeddle 1wl usé B lopt/cisco/platform/logs/prune_cores.log W.s
pJd lpueduldd Igble IJosdd 9luodlzol:

<#froot>

$

| ess opt/cisco/platform|ogs/prune_cores. | og

Fri Jul 25 11:41:31 UTC 2025 - Avoiding compress/move for for ./core.lina.6.19811.1753443666: Uptimeln
Fri Jul 25 11:42:32 UTC 2025 - Number of pre-compressed core file : 0
Fri Jul 25 11:42:32 UTC 2025 -

Unconpressed file ./core.lina.6.19811. 1753443666: uptinelnSec: 3141; Safelntval:45; Tinestanp Diff: 80

4.2. B osJJ Firepower 4100 5 9300: ©2.88 oo 929> IdpdBle IJIuwluwss Glgueesle 1916
pulzo gpd dir/core W shell IJpzJs-mgmt:

<#root>
firewall(local-mgmt)#

dir workspace:/cores

Usage for workspace://
4160421888 bytes total
461549568 bytes used

3484127232 bytes free

Spdu 1Jee9,) eds luwple IJpdBle IJlgul s slgd pdwd lpveduuldd igble IJosId sluodlzol.



b ez 1Jie, show core s 1JpeJud *_be1_all/FPRM_A_techSupport/sw_techsupportinfo. z.s&
Spod ¥ e pu luwp pJB luveduald IJigble gluodlzol sJs ywosd Ipeld. 2025031123356
fw_bc1_all.tar.

5. 1deedd ppl Bl Jlue pdle crashinfo 9 coredump 9 minidump sle Lods oldghbe.

* pSbus Ibslog Iipuss JJpdd Lldblog 15e0s ooy
v+ Bp wo2osd IUblog 1U5p0s po luwe 1Jedd [Us obst wluuessle e, Linux date.

lJouwos Jdpdile Ul pusé _9UroJQ9|og lJuogs)d: spdu weasd IJbsleg 1Ujpeuss epoch
lJs 1J98e 1Jzlds wluwedsle IJobsg eds |s puosyd pu Linux:

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28 core.lina.11.14993

. 1753342057.
9z
Tinux $

date -d @753342057

Thu Jul 24 07:27:37 UTC 2025

6. ,lze Buwpe JsBS6 gpe pJBle Crashinfo 9 Coredump g MiniCompact ey 231 1z elsé [JleoS
Joujsd Crashinfo 9eJwle, Compact 9 Core pu IJgbsle pu 4 1Js 5.



wedsy Jl odpe ulghs wuwess lJpddle IJiuwluss Ig crashinfo 9 minidump.

7. lwop, Bs gbole luwed uldd izble lz)lele o ble o) FirePOWER ol o Jlzol Jzpe pJle
show-tech gl ueJduldd 1Jigble 9l oJlzol:

7a. pJwo ASA show-tech.

7b. pJ Iqued il Tgble FTD gl oJlzol.

7 2. pJud show-tech Joz»6 1Jiely, Firepower 4100 9 9300.
7d. pJd Show-tech gJs osJJ Firepower 4100 9 9300.

7e. Firepower 1000 9 2100 gg>l, I1Jgelsé Secure Firewall 1200 9 3100 9 4200 Chassis Show-
Tech File. pJle Iowaduld Tgble IJosIJ sluodlzol Jzol, 1z plsé 1JTew 3100 9 4200 B.s
902 IJelsss spdu wujsdol gw) 9228 IUozde s IUbLS Il ulwss (FMC) > IJizoj6 >
[lJosdJ] > 3 uillb>¢sl) luwed il IJIRble 9l odlzol LldpJile.


https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

8. s 2lJs "wulez IULuwld Slisd Iduw,es (FTD)™ Bp wzee Jdble blgs Jowsswle

ol 96 IJudles s FMC wglbs 30 58586 eds I8 $od Traceback. olds oo ouops
Joble IJgilyvs Jgpse edlple IJowsse 1Jppesss. Os zlde ol Traceback: §p wzps
Juoblo IJublgué Idos oglbs 351 9dsdl pu 1Jzsbw.

o196 [ 3 B 2lds 1Jesd) IUSls S sldpzeselo $p wepe JSblo Ubluus Jeese
lJozslo IJpole,6:

Health: FTDy ® Normal
View System & Troubleshoot Details ...
Overview CPU Memory Interface Connections Snort ASP Drops | T o)
CPU Memory
taf 1] Snort Avg 0 System Avg 1 Data F Avg 67 2 wg 1 Avg 359
&7 T 1 5 ;
—— et N e ——— e — e — e e
Throughput Avg = all interfaces + | Connection Statistics
Input Rate Awg 74 bps Mg Obps Connections "."':'_\u MAT Tral ng 490
- v, .
\o
i Disk Usage
Process Health Critical Processes All Processes 9
— Entire Disk Critical Partitions
Data Plane NGFW 5F Data 5F Tunnel Snort
Manager Caorrelator i .
£ 47
{ngfw IngfwiVolume

9. wepse JwI:§J Lina (g, wedsdss) Lina engine syslog e g9l syslog IJos welbbs 30
>,_§:_5_L§6 eds IUI8J Yod Traceback. IJougwsd 1Jgle sos9)s JJpeldes 1Us1Jsé oo God TAC
sldbsle 1Jowsyuss.

B eldé o)l traceback. e wzeg IUyuwlisd IJivdss lJos oibs veoe IJesbe. wldluolbs
IJs 3dde O 2lJs IJogd, Idelds sldozese: Sp wozese syslog IJgle pu zpse Iszole
UPU|UJ°

IJe2d8 po 9lzos Lulb, 1Jisle, (CLIY U2l 06 o ASA/FTD:

<tfroot>
frd#

show run | oggi ng

Togging enable
Togging trap informational
Togging host inside

192.0.2.1

<-- syslog server address




10. B ¢lJs Firepower 4100 9 9300. §po wepg suwlisd FXOS IJisJssé (§s) IJpedd) oo 9bsp
syslog g.dJ 10 >L:'9'I.=_s,_§ eds IUIWJ pu Traceback. IJoogwsd 1Jgle yos9)s JJpeeldzs [Uslgdss
e Yod TAC gldbgle lJousuwss.

Il B8 [Jis 3J: Bis 2lds IJessd, 1JBks§ sldozese: Sp worpse peesele syslog Il ss
PU zese IJosldd IJpcle 6.

lJoedd pu 9lgod Idpuweise (Ul) IJgluod wess) osdd Firepower (FCM):

IJo2dd pu Lozs Slzos uwlo, IUisle, (CLI) IJgl 06 o FXOS:

<#root>
firepower #

scope nonitoring

firepower /monitoring #

show sysl og

console
state: Disabled
level: Critical

monitor
state: Disabled
level: Critical

file
state: Enabled
level: Critical
name: messages
size: 4194304

remote destinations
Name Hostname State Level Facility

Server 1 192.0.2.1 Enabled Critical Local 7

<-- syslog server address



Server 2 none DisabTled Critical Local?
Server 3 none DisabTled Critical Local?

sources
faults: Enabled
audits: Disabled
events: Disabled

1. oepse 926 Ipeldes 1Jesd556 (CPU) byl ASA Ig FTD 9lUsld,6 suslole 1Uslzos wel b
>3JY I\_J,oJI:S,olo‘ U 291 SNMP IJos wpe odgsuvol. olds pu ouopsu Iduslule IJos wgbs 30
39896 eds 1JIEJ Yo Traceback.

S 2lJs ool traceback. $p wzeg Whuwlisd IJgle Ios wébs weuo IWeabe. WlJlualds |
3JIe S 2ldé 1Jesd) 1Jks S sldozese: Sp wepe Iduwlisd IUlsdss pu zese IJoslIJ
|-Jr°U|U.)°

IJe2dd po lzos Lulb, 1Jisle, (CLIY U2l 06 o ASA/FTD:

<tfroot>
ftd#

show run snnp-server

snnp-server host inside 192.0.2.1 comunity ***** version 2c
<-- SNMP server addresses

snnp-server host inside 192.0.2.2 comunity ***** version 2c

no snmp-server location
no snmp-server contact

12. Vs glJo Firepower 4100 9 9300: e wogpsE 9226 IJpgldze 1Upe,dss6 (CPU) 9lJ3ld, 6
goslule 1Jglzos wpel Ws 3JY IJpdlisele PU &9 SNMP lJus wp wdssuol. olds pu wopsy
IJoslole IJos ogbs 30 585906 eJs 1JI8J $J Traceback.

S 2lJs el traceback. §p wzeg Ihuslsd IJgle IJes oilbs weus Ieshbe. Wldluolds IUs
53U S 2ldé 1Jesd) 1Jks S sldozese: Se wepe Idouslisd IUlsdss pu zese 1ol
|-Jr°U|U.)°

oz 8l pw 9lgos puwegse FCM:



IJozdd po woeé lzod Lwb, 1Jisle, (CLI) IJgloé o FXOS:

<#root>
firepower #

scope nonitoring

firepower /monitoring #

show configuration

enabl e snnp

enter snnp-trap 192.0.2.1

<-- SNMP server address
! set community
set notificationtype traps
set port 162
set v3privilege noauth
set version v2c

13. Szpse pJDS wers 28 [Jps) e bole wzpse NetFlow. wlds po wuppso Iduslule
lJos ogbs 30 59596 eds 1Ul8J 9od Traceback.

VO gldo oyl [gwegsle traceback. §p wzpe lJoslole IJos webs £33 dsd! pu Idzobe.
wlJluol9o IJs 3JY. WO gldo 1Jess) gldogpess wiizd Jousio 9p wegpt Idoslule pu zese
lJosIIJ IJpule,é.

IJe2d8 po 9lzos Lulb, 1Jisle, (CLIY IJgl 06 o ASA/FTD:

<#froot>



ftd#

show run fl ow export

fl ow export destination inside 192.0.2.1 1255
<-- Netflow collector address

fl ow export delay flowcreate 1

ftd#

show run policy-map gl obal policy

|
policy-map global_policy
class 1inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect sip
inspect netbios
inspect tftp
inspect icmp
inspect icmp error
inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass netfl ow

fl ow export event-type all destination 192.0.2.1

<-- Netflow collector address
class class-default
set connection advanced-options UM_STATIC_TCP_MAP

14. 8Os zlJs o)) traceback: §p wzpe piizle eduwle 9220 IJozdpe.

15. Vo eldo pyd;s Idpuwless 1JBuso 90996, zese IJuslule.

JsVI9 spJdud wgpse pJule Crashinfo 9 Coredump 9 Minidump
ou b Ideplsd 1ot

luwe ey Os luwwgsle o030 IUgbgle Crashinfo 9 Coredump 9 Minidump Files o0 "zo1) [Jzelsé
NP



sy vy Jl odpe wlghs ouwpss Idpddle Il uss Iy crashinfo Iy minidump.

ASA
weesd IUpdle oo ASA CLI s 1Ugbe Idogss:
<#root>

ASA#

copy flash:/crashinfo_lina.14664.20250813. 205102 ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system



smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

uble Firepower Threat Defense (FTD)

IJssh 1 - czese ldpdBle uluwaisle slzes yuls, I1isle, (CLI) oy Lina

1. 11 lo 1Jehe IJoess spdu Idsuesd [dse pu ez, Lina Vedsd ot Idpdule |Js
Imnt/disk0 9oz psd Idpdile pu 9lzos Lo, 1Jl9le, (CLI) Lina:

<ffroot>
>

expert

admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11.13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$
sudo cp /ngfw var/data/cores/core.lina.11.13050. 1755081050. gz / mt/ di sk0/
admin@firepower:~$

exit

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.
firepower>

enabl e

Password:
firepower#

dir



Directory of disk0:/

1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

firepower#

copy diskO:/core.lina.11.13050.1755081050.gz ?

cache: Copy to cache: file system
cluster: Copy to cluster: file system
diskO: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
scp: Copy to scp: file system
smb: Copy to smb: file system
system: Copy to system: file system
tftp: Copy to tftp: file system

2. £ wuisd IJpddle pu 1Jghbe IJwess olds po 238 IJpdBle |Jpouwses po /mnt/disk0/
eJs FTD:

<#root>
admin@firepower:~$

cd / mt/ di sk0/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

IJesh 2 - ceese UpdBle Cluuegsle CLI Jouog IUews)

Nuwegsle gpdle Linux TFTP Ig SFTP ig SCTP. $p wozpsd lJpdidle o0 908 IJeus) 1Us
lJegbe lJogss:

<tfroot>
>

expert

admin@firepower:~$

cd / ngfw var/datal cores/



admin@firepower:/ngfw/var/data/cores$

sudo sctp core.lina.11.13050. 1755081050. gz adnmi n@.92.0.2.1:/

admin@firepower:/ngfw/var/data/cores$

sudo tftp -1 core.lina.1l1. 13050. 1755081050.gz -r core.lina.11. 13050.1755081050.gz -p 192.0.2.1

IJzsh 3 - ozese ldedBle uluweisle slzos yulo, IUisle, (CLIY 1J15L6 1 ppJss J FXOS

B Isoe Ilods: sedo wzpse IdpdSle 1Uluwlpuss 9pJSle Iegsso 1Jpdde po slzod
ko, IUisle, (CLIY 1Jgluo6 wosolez FTD Ies oged gds Firepower 1000 5 2100 ol IJzplsé
IJle0 1200 9 3100 9 4200:

<#root>
firepower#

connect | ocal - ngnt

firepower(Tocal-mgmt)#

dir workspace:/cores
1 500163689 Aug 13 10:30:59 2025

core.lina.11.13050. 1755081050. gz

firepower(Tocal-mgmt)#

copy wor kspace:/core.lina.11.13050.1755081050. gz

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sttp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

IJgsh 4 - czese ldpdle wlguogsle 9lzos puwegse FMC

louwe IJpedule [Js /ngfw/var/common:



<tfroot>
>

expert

admin@firepower:~$

I's -1 /ngfw var/datal/cores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11. 13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$

sudo cp /ngfw var/datal/cores/core.lina.11.13050. 1755081050. gz / ngfw var/conmon/
admin@firepower:~$

I's -1 /ngfw var/conmon/

total 928152
1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

2. $p wouisd IJpdS pu 9lzes puucgsp FMC Llgwesle 1izess > gl cuisd IJpdus:



ahali,  Firewall Management Center

LI5S0 Devices [ Device Management
= Devices ™
Home
= Device Management ~ VPN Troubleshoot
Overview
Template Management Site To Site File Download
il AT Remote Access Threat Defense CLI
Analysis
QoS Dynamic Access Policy Packet Tracer
=]
Policias Platform Settings Packel Capture
FlexConfig Snort 3 Profiling
Devices Certificates Troubleshooting Logs
.
ﬂ- Threat Defense Upgrade
Integration )
Zhassis Upgrade

Device

| KSEC-CSF1210-1 W 1

File

[ core.lina.11.13050.1755081050.g9z

3. 80 wujsd IdpdVle pu 1JgEbe 1w g s> AR U 239 ldpdle 1Jpuwsgs pu




Ingfw/var/common/ g Js FTD:

<#root>
admin@firepower:~$

cd

/ ngf w/ var / conmon/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

9zsle 1Jiely Firepower 4100 g 9300

1. 9p Idlouold wldegso IJupbss 9ogpese [Jpdule IJiuulw§6 9pJle crashinfo Jgje pu
pJu show-tech JJ9g»6 IJuplbse:

<tfroot>

firepower #

connect nodule 1 console

Firepower-modulel>

support diagnostic

======= Diagnostic =======

1. Create default diagnostic archive
2. Manually create diagnostic archive
3. Exit

Please enter your choice:

2

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

1

=== Add files to package | Manual Diagnostic ===
1. Platform Logs



. Config Platform Logs

. Crash Info files & Core dumps
. Applications Logs

. ASA Logs

. Back to main menu

o uvibh WN

Please enter your choice:

2025-08-04 12:43:07 | 419619286 |

core.lina.11. 13050. 1755081050. gz

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

S

Type the partial name of the file to add ([*] for all, [<] to cancel)
>

core.lina.11. 13050. 1755081050. gz

core.lina.11.13050.1755081050.9z
Are you sure you want to add these files? (y/n)

y

=== Package Contents ===
[Added] core.l1ina.11.13050.1755081050.9z

2025-08-04 12:43:07 | 419619286 | core.lina.11.13050.1755081050.9z

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

b

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

2

=== Package Contents ===
core.lina.11.13050.1755081050.9z



=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

3

Creating Manual archive
Added file: core.lina.11.13050.1755081050.9z

Created archive file Firepower-Mdul el 08 04 2025 13 17 _50.tar

Firepower-modulel>

support fileupl oad

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

AW N

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

AW N

Please enter your choice [x] to Exit:

2025-08-04 13:17:50.723396 | 419624960 |

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar

([s] to select files or [x] to Exit):

S

Type the partial name of the file to add, [<] to cancel
>

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar

Firepower-Modulel_08_04_2025_13_17_50.tar
Are you sure you want to add these files? (y/n)



=== Package Contents ===
[Added] Firepower-Modulel_08_04_2025_13_17_50.tar

Type the partial name of the file to add, [<] to cancel
>

<

Please choose from following:

1. Archive Files

2. View selected files

3. Start upload and Exit

4. View transfer Status

Please enter your choice [x] to Exit:

2

1 : Firepower-Modulel _08_04_2025_13_17_50.tar

Please choose from following:

. Archive Files

View selected files

. Start upload and Exit
. View transfer Status

N WN R

Please enter your choice [x] to Exit:

3

Transfer of Firepower-Mdul el _08_04 2025 13 17 50.tar started.

Firepower-modulel>
Firepower-modulel>
Firepower-modulel> R

Shift + ~

telnet> quit
Connection closed.

firepower /ssa #

connect | ocal - ngnt

firepower(local-mgmt)#

di r wor kspace: /bl adel og/ bl ade- 1/

1 152828400 Aug 04 13:26:35 2025

Fi repower - Mbdul e1_08_04_2025_13_17_50.tar



osJd Firepower 4100 9 9300
1. ogpst lJpddle IUluulpuss wluuogsle 9lzos yulo, 1Ul9le, (CLIY 11316 1peedsé J FXOS:
<#root>

firepower#

connect | ocal - ngnt

firepower(Tocal-mgmt)#

dir workspace:/cores

1 30673335 Mar 06 16:18:58 2022

1646579896_SAM firepower-1_snConLogger | og. 5388.tar. gz

firepower(Tocal-mgmt)#

copy wor kspace:/cores/ 1646579896 _SAM firepower-1_snConLogger | og. 5388.tar.gz ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

2. Jl p0 3JYi §p wret IJedSle pu 9lzes puwegsp FCM gu) bl > puzdle Ipwed bl
IJIgble 9l odlzol. 08, W98 werse Juprse bysys gyu0 dJdsd Idpduile sls@us IJoujsd
1Je92956 waby Idpd D Isissums:



Interfaces Logical Devices Security Engine FPlatform Settings

Create and Download a Tech Support File
Generate troubleshooting files at the Chassis, Module and Firmware level.

Chassis e Generate Log
@ Flease click Refresh button to refresh the File explorer after the job is succesfully completed. Generated files are located under the techsupport folder.

File Explorer

Expand All Collapse All

File Name Last Updated On Size(in K8)
4 ([l cores Fri Aug 22 21:43:26 GMT+200 2025
I 17| 1646579896_SAM_firepower_smConLogger_log.5388.tar.gz Sun Mar 06 16:18:58 GMT+100 2022 29954 KB
diagnostics Tue Jan 10 22:46:50 GMT+100 2012
debug_plugin Thu Jan 19 00:30:27 GMT+100 2012
(. bladelog Sun Jan 01 01:02:24 GMT+100 2012
ntp.pcap Wed Jun 26 10:12:55 GMT+200 2024 0 KB &0
lost+found Tue Jan 10 22:44:35 GMT+100 2012
blade_debug_plugin Sun Jan 01 01:02:24 GMT+100 2012
() packet-capture Wed Feb 08 21:36:56 GMT+100 2023
pigtail-all-1753347215.10g Thu Aug 07 13:41:41 GMT+200 2025 233 KB ~E
(. techsupport pled Aug 13 13:09:08 GMT+200 2025

¢ lowed il izlole Iz lele loble o FirePOWER ol o, Jizol
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https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/ar_ae/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
https://www.cisco.com/c/ar_ae/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
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