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SIP Call messages

SIP device 1 Firewall SIP device 2
—mm inside
ek Invite
180 Ringing —o—_.__lSORngng = __
o - 200 OK
200 OK "
) ACK ACK
) Session Established and sending RTP both directions
BYE ) BYE
) 200 OK 200 OK

ouwlisd gsl) SIP
ouwlisd gsblo SIP popsé Jugsss pl 131 Uiy golj SIP pouodl 980551 eds IUluweelus. luel pod

HuwlJs ping ICMP sJd ool 92956 £ glde SIP.

SIP OPTIONS Message

SIP device 1 Firewall SIP device 2
inside outside (=
OPTIONS : — S,’
200 OK
200 OK *

oowldé wywesd SIP
Huwlds SIP i3 )s spdud IJe e, sdsol loule eduwé Iuveduuldd igble gl) 1Jzelsé 9luodlzol os

ouwlde gwed SIP gldos wpdu IJzols pu ldogwzsd pe Elbp SIP.



SIP device 1

SIP REGISTER Message

Firewall SIP device 2
inside outside =1
REGISTER REGISTER S P
200 OK
200 0K )

Souee lJodlb 1Jz)es o3l lUbdule gldluweelole po goljs SIP 9d3Jd 2,U6 0,9, [Jguwlsl

(IJuesw):

No. Time

4316 17.259331
4322 17.270515
4324 17.279166
4894 20.065583
4902 28.181588
4918 20.171759
4922 28.191646
4927 28.211818
4932 28.231744
4937 20.251687
4941 20.271675
4946 20.284842
4947 20.284903

Frame 4316: 1264

Ethernet II, Src:
£02.10 Virtual LAN, PRI: @, DEL: 8, ID: 185
Internet Protocol Version 4, Src: 208

User Datagram Protocol, Src Port: 506@, Dst Port: 5060
Session Initiation Protocol (INVITE)

Souree

205 .. 17.52
1@ 99
10 29
10 99
28 17.52
28 17.61
28 17.61
28 17.61
28 17.61
20 17.61
20 17.61
19 - .99
10 99

Destination
18.° 99
28 7.52
204 [7.52
28 7.52
18 99
18 99
18 99
18 99
10 99
18 99
10 99
28 7.61
20 7.61

Protocol
SIP/SDP
SIP

SIP
SIP/SDP
SIP

RTP

RTP

RTP

RTP

RTP

RTP

RTP

RTP

Lengtt Info

1264 Request: INVITE sip:3@6

669 Status: 10@ Trying |

1046 Status: 182 Ringing |

1451 Status: 208 OK (INVITE) |

873 Request: ACK sip:306

218 PT=ITU-T G.711 PCMU, SSRC=0x2FAB3E4E,
218 PT=ITU-T G.711 PCMU, SSRC=8x2FAB3E48,
218 PT=ITU-T G.711 PCMU, SSRC=0xZFAB3E4E,
218 PT=ITU-T G.711 PCMU, SSRC=8x2FAB3E48,
218 PT=ITU-T G.711 PCMU, SSRC=8x2FAB3IE48,
218 PT=ITU-T G.711 PCMU, SSRC=0x2FA83E48,
218 PT=ITU-T G.711 PCMU, SSRC=8x8T48806B,
218 PT=ITU-T G.711 PCMU, SSRC=0x8T743BOGE,

bytes on wire (10112 bits), 1264 bytes captured (108112 bits)

Cisco_¢€

:f7:c2), Dst: Cisco_:

.52, Dst: 1@.

.99

1@0:02)

03l peld £Js @388 JJ oo lubhle SIP 99 wlsl RTP (I ose):

Timie

17.259331
17.270515
17.279166
20.065503
20.101588
20171759
20.284842
46.695954
46.699936

29999d 9,09 eduws IJgpd (SDP)

20:

.52 20 761
1003 29
INVITE SDP (711U g729 5 5080
100 Trying 5060
180 Ringing 5060
00 OK SDP (§711U telephone-svent) 5080
LEL 5060 |
2920 RTP (g711U) {40460
9920 i sl 40460
= 5060
: 200 0K : 5080 i

2,108:5060; transport=udp |

.188:5060 |

Seq=9514, Time=22816

Seq=0515, Time=22976

5eq=9516, Time=23136

5eq=0517, Time=23296

Seq=9518, Time=23456

Seq=0519, Time=23616

Seq=27262, Time=1926491183, Mark
Seq=27263, Time=1926401343

Comment

SIP INVITE From: <sip:81% 7130..
SIP Status 100 Trying

SIP Status 180 Ringing

SIP Status 200 OK

5IP Request INVITE ACK 200 CSeq: 298883630
RTP, 1329 packets. Duration: 26.565 SSRC: Ox2F..
RTP, 1323 packets. Duration: 26.40s SSRC: 0x87..
SIP Requést BYE CSeq:208883631

SIP Status 200 OK

w290999d 9,09 2dws IJgpd (SDP) 09 wetsd Jsluvs suweése Jyuod wrdile lJuwlshb
Jeduvle gpd IJyuwlisb IJpwgsss. Jl sged IJyuwlisb o wo 9JJuo suwedse JJodly o 29
W9 lJowlisb gouwsdol vsu vuidlb IJuelss. swp luwwegsle SDP lJlge)lo pg wy9w9d9d
e gduwé IJged (SIP) Jbbs guslsue Igumlisb sldoddly o gdsol Jeduws gpd-




pdlebd: 95000 w909d9d LIlus 1Uz95 Ipwess Idywlisl p909e IJuwsluws
IJloplissé: 1dds syweise JJEHue udywo.

03l p&ld gds HuwlJs SDP slEJ w9939 SIP:

INVITE sip:2003@192.168.245.9:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.245.6:5060;branch=z9hCGXXX5763
Remote-Party-ID:

;party=calling;screen=no;privacy=off
From:

; tag=4E3XXXC-A9F
To:



Date: Thu, 17 Aug 2025 13:48:52 GMT

CaTT-ID: 2A7BE22B-XXXXXXXXX-XXXXXXXXX-F940DC75@192.168.245.6

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 0350227076-XXXXXXXXX-XXXXXXXXX-1670485135

User-Agent: Cisco-SIPGateway/I0S-15.5.3.S4b

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 150299CC32

Contact:

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp <=======Session Description Protocol message start
Content-Disposition: session;handling=required

Content-Length: 266

v=0
0=CiscoSystemsSIP-GW-UserAgent 7317 4642 IN IP4 192.168.245.6
s=SIP Call

c=IN IP4 192.168.245.6

t=0 0

m=audio 8266 RTP/AVP 18 127

c=IN IP4 192.168.245.6
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:127 telephone-event/8000
a=fmtp:127 0-16

a=ptime:20



pdlebo: wzw9s weuo suwlisd SDP gds oo ldpgdple WS IJpeld:
+3¢J © IP4: goslo IP 1UElLo wilse lsulisl

++M=lJ 09w 03l Ui IJs 1o wog IUsuwlisb 09 Loge.

++8266: 03l 09 ,9p IJpu 93 138 Swp huwld w39 @ IJuose edso.

++RTPIAVP: 031 5235 w9999 1J0BJ: 909 RTP Ul weiale aJod wg sl
lJuese/lJssrs9 (AVP).

++18 127: 030 0 ioglg IJze9do Juslez wuvds) Iduoye. spled g Idzesdo 18
wuvdd 'alu.o oypS) G.729: 9 127 09 u9¢& 2p9J6 3sUlpsIds Spdu wessuo lUs w)yps)
oy IJovsly o o uglb IJuolss.

Sedu Idees) eds wa9w9dsd 9008 eduws IJged (SDP) sz IJesss pu suwlisd SIP ped: >g96.
zJduwo 183 98> 1w @30 200 p9ld 9 ACK. 90U3l. sgpd SDP Jlb,s.86 g9l Jowbd lpdlusle
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SIP device 1

SIP Early Offer Call

Firewall

inside

outside

Invite with SDP Invite with SDP
200 OK with SDP 200 OK with SDP
ACK ACK

Session Established and sending RTP both directions

F

BYE

2000K

A J

& olés)

£Js 030 IUb,586: sop IUgS9) 86 w9939 SDP s 200 ,ulJs OK 9 ACK SIP.

SIP device 1

—

BYE

200 OK

SIP Delay Offer Call

Firewall

inside outside
Invite Invite
200 OK with SDP 200 OK with SDP
) ACK with SDP ) ACK with SDP

Session Established and sending RTP both directions

BYE

200 OK

BYE

200 OK

lolisd 9uwlisd IJledl o

SIP device 2

SIP device 2

I

Supe huwld Idguwlsb |Ji_9J._s o0 edld Huwlds SIP pg336 wgyd Llgwe IJluwogles Jodse
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SIP Early Media Call

SIP device 1 FiFewal SIP device 2
(= inside E:?% outside
gF)’ Invite Invite
183 Session in Progress with SDP 183 Session in Progress with SDP
-~ RTP Early Media
B 200 OK ) 200 OK
) ACK ACK

RTP Delay Media
BYE BYE
200 OK

200 OK

H.323

H.323 09 pge9esd pu IJo,gwdsdle IJos gasol IUleel 1Ussds JJlouoldle Idunddssé
slddluwdIss (ITU) Jlooldle 1duose 9lddsssy sldeslole so) Iduvedle IJos sop
wedsdol s gip: pod IJlueyuw.

solJB 090999 H.323 00 pI9uss HSSUSSU:

1. H.225: sgldz o3l IJlgsle Luwld luvblo IJedldplo. wpl B 3JY lesls 1 edldple sluolisol.
2. H.245: 903l pw99d ev wobd 1@l 99wz slgdl Susle 1Juese 91 dsss9.

Basic H.323 signaling

inside outside

H.323

H.323
Device 1

Device 2
H.225 signaling (establish the call)

H.245 signaling (negotiate media opening channels)

Media (RTP stream)

H.245 signaling (close media channels)

H.225 signaling (ends the call)
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Basic H.225 Call Setup Signaling
' inside % outside

H.323 Setup H.323
Device 1 Call Proceeding Call Proceeding Device 2
Progress Progress
Alerting Alerting
) Connect Connect
Session Established
Release Complete Release Complete

H.245
593, H.245 030 Ig boliss:
o oobd Ild@sle IJb,vsé

* Whle 1bLdsd! [duvss
s buwld lusble IJgulé IJpulb 956
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H.323
Device 1

H.245 Signaling

inside

terminalCapabilitySet

terminalCapabilitySet

masterSlaveDetermination

v

masterSlaveDeterminationAck

terminalCapabilitySetAck

terminalCapabilitySetAck

openLogicalChannel

openLogicalChannel

openlLogicalChannelAck

openlLogicalChannelAck

outside

terminalCapabilitySet

H.323
Device 2

terminalCapabilitySet

masterSlaveDetermination

v

F 3

masterSlaveDeterminationAck

terminalCapabilitySetAck

terminalCapabilitySetAck

openlLogicalChannel

r 3

openlLogicalChannel

openLogicalChannelAck

-

openLogicalChannelAck

Souee ldodlb 1Jz)es o3l lUbdule gldluweelole po zoljsw H.323 pg H.225 9 H.2459i§ub|
Iy wlslo(lduosw) 2yds p)9):

No. Time

| 6 1.702966
8 1.711968
9 1.760006
10 1.760006
15 2.804011
16 2.884011
21 2.812086
23 2.812006
25 2.823007
26 2.825006
27 2.827084
28 2.827004
30 2.828011
32 2.9901997
33 2.922001
34 2.942004
35 2.961992
36 2.972993

0.931
H.225.8 CS

Destination

58 17 48
48 17. 58
48 17 58
48 17 58
48 17: 58
48 17: 58
58 173 48
58 17: 48
48 17; 58
58 17i 48
48 17. 58
48 17: 58
58 17i 48
58 14. 7
58 14. 7
58 14, 7
58 14, 7
57 17. 58

Frame 6: 683 bytes on wire (5464 bits), 683 bytes captured (5464
Ethernet II, Src: Cisco_a2:%9a:@e (
B02.10 Virtual LAN, PRI:
Internet Protocol Version 4, Src: 17. 58, Dst: 17
Transmission Control Protocol, Src Port: 22502, Dst Port: 1728, Seq: 1, Ack: 1, Len:
TPKT, Version: 3, Length: 625

t9a:@a), Dst: VI

@, DEI: @, ID: 249

Protocol
H.225.8
H.225.8
H.225.0
H.225.0
H.225.9
H.225.8
H.245
H. 245
H. 245
H. 245
H.245
H.245
H.245
RTP

RTP

RTP

RTP

RTP

bits})

48

@

Lengtk
683

Info

CS: setup OpenLogicalChannel
C5: callProceeding

CS: alerting

CS: notify

C5: connect OpenLogicalChannel

C5: notify

terminalCapabilitySet
masterSlaveDetermination
terminalCapabilitySet
terminalCapabilitySetAck
terminalCapabilitySetAck
masterSlaveDeterminationAck
masterSlaveDeterminationAck

PT=ITU-T G.711 PCMU, SSRC=08x7A82, Seq=5188,
PT=ITU-T G.711 PCMU, SSRC=08x7A82, Seq=5181,
PT=ITU-T G.711 PCMU, SSRC=8x7AB2, Seq=5182,
PT=ITU-T G.711 PCMU, SSRC=0x7A82, Seg=5183,

Time=1424280842, Mai
Time=1424281002
Time=1424281162
Time=1424281322

PT=ITU-T G.711 PCMU, SSRC=@xES26177E, Seq=63306, Time=275408666]

:B4:d2:80)

625

03l p&ld £Js €388 JJ po lublle H.323 og H.225 ¢ H.245 99 ulisb RTP (IJ_o9e):



Time

1702866

1711968
1760006
1.760006
2.8040M
2.8040M
2.812006
2.812006
2.823007
2.825006
2.827004
2.827004
2.8280M
2.901997
2.972993
5.2419M
5.421975
5.892003
7.691965

17

22502
22502
22602
22502
22502
22502
27340
27340
27340
27340
27340
27340
27340

8486

84B6

8486

8486

8486

8486

58
17 48
| setwpOLC(g7nUgMy) |0
l.WE—: 1720
alerting 1720
| {1720
| connect OLC ( g711U g711u) ! 1720
l + 1720
TCS ! 37917
| MSD - 37917
; =S : 37917
' S ! 37917
TCSAck | e
MSDAck -3?91?
! MSDAck o
! RTP [g711U)
RTP (g711U)
RTP (CN(old))
RTP (g711U)
l RTP (CMi{old})
RTP (g711U)

57

32206

- 32206

32206
32206
32206

* 32206

Comment

H225 From: To:1234 TunnH245:0n FS:on

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:on

H225 TunnH245:0ff FS:off

H245 terminalCapabilitySet

H245 masterSlaveDetermination

H245 terminalCapabilitySet

H245 terminalCapabilitySetaAck

H245 terminalCapabilitySetAck

H245 masterSlaveDeterminationAck

H245 masterSlaveDeterminationAck

RTP, 118 packets. Duration: 2.34s SSRC: 0x7A02
RTP, 349 packets. Duration: 6,985 SSRC: OxEB26,
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AD2
RTP, 24 packets. Duration: 0.46s S5RC: 0x7A02
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AQ2

RTP, 15 packets. Duration: 0.28s SSRC: 0x7AD2




pdlebs: swpe .;',,c:éh;g ‘-"ftuo H.323 L uvdd lwe,los gds Cisco Secure Firewall Threat
Defense (FTD) slzo;6 IJlplo 1Jpesds Jzsly 1dzelss IUles (ASA).

wie wbse

Vs 9,28 IJose ldobse: couopu £pdso b IJpdldes £36 gbgle huwld luvble Bod lugile
Susle IJguwlsle. vogopu IUeksle Idlesl 9polugs 1dedldes sldouuse sldloald. wgs odo
IJgbsle swp lp)le oy o 9wlisb H.245 L vdd podod. 9031 SEUS o JI Sup lugule
Susle Idsuwlisb 11 e 19eeld Luwld lusble 1Jpdldele IUlsdss: pel spdu 1o $dos 1Js 96
lesls lbgd.

H.323 H.323 Slow Start

Device 1
_ , inside FW outside
— > i « H.225 connection (TCP port 1720) H.225 connection (TCP port 1720)
- Y — - === ——— [ L T >
Setup _ Satup
_ Call Proceeding ‘ Call Proceeding
H.225 7 _ Progress B Progress
Alerting Alerting
B Connect Connect
- terminalCapabilitySet -~ terminalCapabilitySet e
Lg >
™ terminalCapabilitySet " terminalCapabilitySet
* <
masterSlaveDetermination B masterSlaveDetermination o
+
masterSlaveDeterminationAck . masterSlaveDeterminationAck
P terminalCapabilitySetAck P terminalCapabilitySetAck
H.245 - terminalCapabilitySetAck s terminalCapabilitySetAck _
” openLogicalChannel - openlLogicalChannel
% %
openLogicalChannel -~ openLogicalChannel -
, >
_ openLogicalChannelAck ) openlLogicalChannelAck
openLogicalChannealAck Yy openlLogicalChannelAck
- Release v "
Release
> &
Release Complate " Release Complete
<

F 3

WIS UW)SE

B IJpdlod: suwer 9uoe Idwse Iduwse vlole oy IUsuwlisk Loeo Huwlds 1Jles
IJisdss. 9031 sgus luo spdu luusle Gusle Idsuvlisl wumgs ey 2se sop lple IJedls o
Jzse 00 1o IUpdldps IUIsJss. wg pd IJoslsd 1doused eJs cobse 1gedss oo 21U
cBJsd £33 Iuwlisd 1dpeulsds 9] 1Jeeldzs ldpbloe Bod lousle Gusle Igwlisls.



H.323 Fast Start
— inside FW outside —
. Bl H.323
D:f?cze31 Device 2

TCP port 1720 TCP port 1720
_______________ — - . . . Em Em mm mm m ==
Setup(with Fast Start element + Open Logical Channel OLC) Setup
Call Proceeding Call Proceeding
Progress Progress
Alerting Alerting
Connect Connect
l RTP (Real Time Protocoll I
Relaase Release
Release Complete = Release Complete

SCCP

w9w9d9d Skinny Jdowzde Vs 1Jgpdle (SCCP). 9ldss gldol ol subly IJso wluwe Skinny: o9
295999 Jhuwld Idlusble ¢lue po Cisco. ssop luwegsles wuvdd luvluws wsluwbs pozole
Cisco Unified Communications Manager (CUCM) 9,9z0lw Cisco Unified Communications
Manager Express (CME) 909lew9 Cisco IP Jogwosd lesh IUpdldple 9ldezdp Wsol.

SUVUEIe w)9w999] SCCP 90999 TCP E_JnS |.Jp0;'95 2000 J SCCP E‘SJ |JTPQ 9SS UVUEIP
|Jrle_.95 2443 Jo,90999J SCCP |JTpQ.

030 0 ywlisd SCCP IJulisgs Idos spdud IJgwy) edsol gds pdldpes SCCP:



Skinny Client

CallManager Skinny Client

Station OffHook

Station Display Text

Station Set Lamp (Steady)

“Station Start Tone (Inside Dial Tone) |

-

Station Keypad Button

Station Stop Tone

o

Station Keypad Button

Station Keypad Button

Station Keypad Button

Station Call Info

Station Call Info

‘Sm%
L Station Set Ringer (Inside Rin

Station Start Tone (Alerting) |

Station Stop Tone

Station Off Hook
Station Set Ringer (Off)

- —

-
|

Station Open Receive Channel |
.‘_

Station Call Info

Station Set Lamp (Steady)
L Station Open Receive Channel

j&ation Open Receive Channel Ack

Station Start Media Xmission

L Station Start Media Xmission
Station Open Receive Channel Ack

User Information Exchange |

Station Close Receive Channel |

Station Stop Media Xmission |

Station Set Lamp (Off)

Station On Hook

-

Station Set Lamp (Off)
Station Close Receive Channel

| Station Stop Media Xmission

Station On Hook

Suo IJoilb 1Jgeé ol lUbJdule gldlwezlole po golisy SCCP 3i§ub| Jd o9, lJguwlsb

(IJuesw):

MNo. Time

— 42 11.170841
58 13.307028
59 13.3e7028
68 13.3087028
62 13.309042
64 13.309042
66 13.398031
67 13.409027
68 13.429031
69 13.451033
78 13.453031

Source
172.
172,
i72.
172.
172.
172,
14.5
14.5
14.5
14.5
172.

Destination Protocol Length Info
8.48 172.° .58 SKINNY/REQ 202 OpenReceiveChannel
0.48 172.:1 0.58 SKINNY /REQ 282 StartMediaTransmission
8,48 172.: 2.58 SKINNY/REQ 282 OpenReceiveChannel
0.48 172.: 9.58 SKINNY/REQ 202 StartMediaTransmission
0.58 172.: .48 SKINNY/RESP 118 StartMediaTransmissionAck
8,58 172.: 8.48 SKINNY/RESP 158 OpenReceiveChannelAck StartMediaTransmissionAck
-7 172.7 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x7B4D4ESD, Seq=54086, Time=2101991655, Mark
1,57 172.: 2.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx7B4D4ESD, Seq=54087, Time=2101981815
.57 172.° 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7BAD4ESD, Seq=54088, Time=2101991975
-7 172.0 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54089, Time=2181902135
0.58 14.! 57 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx58, Seq=@, Time=585879569

03l p&ld £Js @388 JJ po lublle SCCP 99 wlisb RTP (IJ_ose):



Time

42.868959
42.868959
42.868959
42.868959
42,909957
42,909957
42.960949
42988948
43.027999
45.367977
60.917952
63.027999
64.074002
64.074002
64.074002
64.074002

172.7770.48 14.
17270 10.58
2000 §0penRecei veChannel 14. e 23402
2000 StartMediaTransmission 14.€ E._ 23402
2000 OpenReceiveChannel 172 .B8:.. 23402
2000 fStartMediaTran smission 172. i 23402
2000 - tartMediaTransmissionAck 172 23402
2000 1StartMediaTransmissionAck 17277 ° 23402
8108 RTP (CN)
8108 RTP (g729)
8108 RTP (g728)
8108 RTP (CN)
8108 RTP (g729)
i 8108 RTP (CN)
2000 CloseReceiveChannel 23402
2000 StopMediaTransmission 23402
2000 1 CloseReceiveChannel 23402
2000 tc diaTransmission 23402

29648

1 29648
. 20648
. 29648

29648

* 29648

Comment

Callld = 19346659, PTId = 16777286
Callid = 19346659, PTId = 16777286
Callld = 19346659, PTid = 16777287
Callld = 19346659, PTid = 16777287
Callid = 19346659, PTid = 16777286
Callld = 19346659, PTId = 16777287
RTP, 1 packets, Duration: 0.00s SSRC: 0x38004F.
RTP, 1057 packets. Duration: 21.12s SSRC: 0xB98.
RTP, 117 packets. Duration: 2.32s SSRC: 0x380D..
RTP, 14 packets. Duration: 14.30s SSRC: 0x380D..
RTP, 106 packets, Duration: 2,105 SSRC: Ox380D..
RTP, 2 packets. Duration: 1.01s SSRC: 0x380D4F8
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777287

Callld = 19346659, PTId = 16777287

pdlebs: swp wpdsy Vzuo SCCP wuvdd 1)l os eds Cisco Secure Firewall Threat

Defense (FTD) slzo;6 IJiply IJpesds Jzaby IJeplss IJlew (ASA).



MGCP

w29w9d9d IJozde Vs gulys [Jyywlisl (MGCP) o9 wu9w9dsd suwegse Jdoede Vs pdldele
VoIP w9luwbo zolj Idoedpe WS Idpdldelo eds gwosd IJpeld CUCM.

Swp w228 wi9w999d huwld IJluvhle MGCP gJs RFC 2705 gsweéspe puds TCP 2428
9pu93 UDP 2427 JJlooldle.

2ie MGCP 1Jgls6 1Jos cosdeol Jlouold Iedldps os:

MGCP Call Setup Signaling

. \ FW
inside :E_: outside "fmy
MGCP Call CRCX (Create Connection) e CRCX (Create Connection) MGCP
Agent Endpoint
200 OK 200 OK Gateway
MDCX (Modify Connection) MDCX (Modify Connection)
Phone
ﬁ 200 OK 200 OK
- Session Established RTP Audio
DLCX (Delete Connection) DLCX (Delete Connection)
250 OK 250 OK




pdlebs: Jp sop cpdse Spuo MGOP B puslows IJodosui IJIba,l oss s
Cisco Secure Firewall Threat Defense (FTD) gzol; IJlply IJ8led JJodswd (ASA) Jeol)
IJzplss 1o pu Cisco. J3JY sgw wepdswo 3l Juo welzs [Js o3l IJdz o.

Sbo, oyl 1Jz)eé o3l IUbdoule sldluweelole pu goljsu MGCP slsuol IJguwlisb (Iduo9e)

2J6 )9,

No. Time
12 21.209981
13 21.215977
14 21.216984
18 21.218983
2@ 24.859995
21 24.061993
22 24.068997
23 24.875985
24 74.088985
25 24.095988
26 24.108988
27 24.115991

Source

O e e e e e e e e e e

Destination

Lm0 T ) =

.20

o

.28

=4

.20

w

- - -

Protocol
MGCP
MGCP/SDP
MGCP
MGCP
MGCP/SDP
MGCP

RTP

RTP

RTP

RTP

RTP

RTP

Lengtt

213
213
144

Info

CRCX 589 58/5U1/D51-8/1@ MGCP 8.1

200 509 0K

RONT 511 S@/5U1/D51-8/1@ MGCP 8.1

280 511 0K

MDCX 513 50/5U1/D51-8/1@) i MGCP 8.1

280 513 0K

PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5377, Time=584785512
PT=ITU-T G.711 PCMU, SSRC=0xF22F508, Seq=39645, Time=128207581
PT=ITU-T G.711 PCMU, S5RC=8x7AE2, 5eq=5378, Time=584785672
PT=ITU-T G.711 PCMU, SSRC=BxF22F508, Seq=39646, Time=1282087741
PT=ITU-T G.711 PCMU, SSRC=8xTAE2, Seq=5379, Time=584785832
PT=ITU-T G.711 PCMU, SS5RC=8xF22F508, Seq=39647, Time=128207901

03l peld gJs ©388 JJ po luvhle MGCP g9 wlsl RTP (IJuo9e):



Time 1¢ .6
21.209981 2427 - CRCX o 2427 |
21.215977 e B 200 (CRCX) SDP (711U, i 2427 i
21.216984 2427 } RQNTSigReq:G/rt -J 2427 i
21218983 2427 | 200 (RQNT) laazz |
24.059995 2427 MDEXIS DOl 2427
24.061993 2427 200 (MDCX) 2427
24.068997 | 8348 AIE /110 30324
24.075985 8348 RTP (g711U) : 30324

I od IJpplyuwle
wlJouvod |Js ASA:

* lowoere Sless Idupwelz IJos wuvee vords 1desss poslds pdsos Luwld Idlubble
(IJlzej6 19 1Ug9lsp). Spdu 1Uz> pu 3JY w9luwbo 1Jpulds IJpuwegsps eJs w9099
VoIP ez Juwld IJIuuhle.

¢ IJuwele cubld puds RTP so lzos6 Idyuwlishb IJes spduol huwld 9/ [uwedold
o88le 1Juo9w 9/l9 1Jd 9.



pdlebé: w39, I i;o 56 1IJuo9w 9 1dguwlisb 030 spdu lu wpadyd g pdsole Luwld
IJlsble (IJ1zes6 19 1Jg9ls ).

oldoywod |Js FTD:
© e wopasd $9les ol ud Ideuedss Jpdsule buwld IJlusble (1Jizess Iy 1Jgslbe) 922>
lJpu93 1dpess Jogsss 29s py9) Ideslule Wil Jo,ygwsded !:)u,u|d IJluvble 1Jpess.
* odosu gled Idouoss IJpuwed Jouswsdsd RTP Jduasw 9/l9 1J8s>:s9.
v dusl IUisble ol odlzol
gu> iuuodu'blgé ,o,_,iu_iJJlo Uuogoegluohjlaol‘ Sdjpd pg 96 pl I3l :ﬂloo lJpevdJo oS Jlwhle
lg IJgwlislo (IJuose 19 1Js>s9) 19 Idsopl Bspl sUs weuo IUlpeds IJos spdu o oygivsd

IJs IJopss) wsu oso 1Jieg):

peld gds puldd 1Jlgsble:



ttsodé [Jpuwese eu g0 lugble [Jpdldps.

++s0e3) 8ds Upuwogse Ilouald weuwetsesu s bile 18)s.

++¢bo loold SIP Jl sboy. Jig Huwlds SIP JJgsble Jl oodds luvoelus.
+tzolis sy 8l eds Idouvesd.

peld gds publdd Isuwlis (Iuose 1o IUbsss9):

++ould puvdJs Logwss lelss IUlezlo.

++Jl 92> Lose B8 IJleold.

++Jl $92> B89 eds IIbJIGS.

++|,Jro-.’J|.Jro(3 ualpoé.



wdpse 9edld pdldes B89 Spdu Jonswsdsd SDP IJeBly o 29d ol suod IUs
oJlws gbgb g wlislb (m-line): IJuo9w 9lJds>89 9lJ 09,6, Swold g JJ ¢b oy gloglb
M e 033838 pudiod Jenswsdsd udd 1dsde IdSeds (RTP) JdJ wld louald: ppl
Se0S 1o $pdu 1o $I9u 0uld pl suod IUs &dles puwble RTP pudods - slps JJJ
U9 duwlisb - Vs JJ v @bs pu lJleuald.

lgweduald Tgble Lhuwld IJlusble sluadlzel gds 2oly 1dzelsé
Jlgweduldd Igble z5e IJluuble sluodlzol szw IJolds pu:

++Jog,d eds zpse pdoole Luwld IJlusble (1IJizosé 19 1Jgsle) Idpgossd W Idpdldes oo IJ
L Slz0d 1U>g9d slJeuse 9odssu pelss) Idpbluds Idpoluveas eds Joble 1Jzips eds sleod
wwlo, IJlsle, (CLIY Jis pu "olese FW"



++033) 1o £25 Huwlisd IJluvhle B 9lzoé 1Us¢9d Sew o sblud 9lzos 1Ueez.

++lJodlb 1Jz506 spdo zedo 19e, Beldss pu gdld wesss ol I3l Il wy90999d Luwld
IJlsble suwegse TCP Iy UDP seu ¢l Idouodss Lde Ipowds Idewsde. sub,l Jlu zese
wa9wsdedle huwld Idluvble ogpd v IPcsuwles obosd g9lpd IJouods6 030 gJs 9lzod
wwloy IJlsle, (CLI) gds wdsss pdsh 2y96 o) Iduslule IJos ool B gpdsle IIJodlb
1Jgl06 L.

++Jglzole 1Jg 9z Wb, ol PU WedSd gusly nNAT IPlJss wp vesswo Jeyds 1Jpy9) Iduols,é
Vs glpd wuovss Idoylb 1Jgjes. o3l suopu lue IJodb 1Jz,Js p9) woese Jel 09 slbo,
eds Idetoe Shu.

Signaling

Voice device 1 Flrew?ll Voice device 2

F

inside outside

Signaling Request Signaling Request

Signaling Response Signaling Response




pdlebs: o3, lue Lo 1ol 0 ks wu9w9dsd buwld lusble sop luwegslpo
JJuosus Sgu lu Y9y ould slispl bdo 953 9szw o sYgu elool gds JJ pu glgole
I>29d slJése.



pdlebs: olds el ledo 3JY po luo Jl s9zs uwas 2ol 2elsé sles puive,d Vs puwl)
IJlouold. Bs wews gpdsle IJoui: spdo o ool lubble 1duese 98 8le IJsumlsl
eulo gplso rog,u_éuokjé. W9 030 |J§_|J|Q‘ ol PU UL PSU 2eSE eulu IUzelss sl
IJoods B &pdss luveduolad 1Jigble 9l odlzol

luweduuld igble IJs ulisb gluodlzol e 2ol 1z plss

pL 9206 L) FW. Jusdou ould 4 gpdsle 2388 Sgw wedsdol gu> Iweduuld punIdJle
IJuose lzbs Idleglo 19 puvddle 1Juoye 1ei9zs IUlozlo 19 €30 9295 Loyw!

1. 0399 RTP pu ldpouod IJs Idpeuod (9lzos 1U>E9d).
2. ©3389 RTP pu ldpouod IJs Idpouod (9lzos 1UE)92).
3. &3 RTP pu Idpouod IUs Idpeuod 91206 1JE)92).

4. &>99 RTP pu ldpouod IJs Idpouod (9lzos 1U>g9d).



Media=Voice=RTP

-
Media device 1 eawall Media device 2
inside outside
' o
«B- Audio 1 Audio 1" «B-

Audio 2° Audio 2

pdlebs: olds pu Cudss lpwed s IJigble gluodizel Lluwegsle 2ip slzes Lub,
IJisle, (CLI) eJis supe ASA I LINA gJis FTD. 25 998, 3J9 py908 1o Jobusd
oblogle pogssé slgd IJoglb 2506 9le.



lweduld gble pdldele SIP 9]l oJlzol

£ luwed ol Tgble I osw sluodlzel eds 9uoe FW ITew (ASA Iy FTD): sdjpd coddss
lJgbsle IJeldss:

1.
2.
3.
4.
5.
6.
7.

olds po 098, w38 1Jpdldple 9pgblo | pgblo.

oid) PU L_§o|p LJrouiJ-.’JJé y-19) roQJb_9_) LJrou.uoa)ro.

o eds puvh wi9e9dsd buwld IJlusble.

o83 gds puwly wu9w9ded RTP JJyuwlisb.

& e eds JJI Sho 1dsged sldéase.

Jlze Boles Blisps IJepde B IJsuosd (ACL) Il o6 wldodsso 98sles NAT.
S2dI v 830 2b) s p)9) luvble SIP Oluwlbs goly 1dzelss. soldluals [Js 3Jd.
Sho slzole 1Usgsd sldg sz Jopdsd w98 2,6 p)9) IJusse.

88w 16 RTP 9 wlislo 2,38 019, Jl $I90 2zww woluwbs 2ol 1Jzelss wpdbus IJz,ds

229 w3838 eds IUpsgd 9pere Bhu.

colds po o lzoss Luwld IJlusble wigp Iz 913l Jp sop websd 3JY IJdz 0.



odese: Jel sew o odoy oovlsd buwld luvble SIP 1IJos wsgd FW os udwol IJos
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https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

agy 030 IJUjapd )
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