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Firewall Device Manager Monitering Policies  Objects

Msial

Cisco Secure Firewall 3130 Threat Defense

Device: SF3130

No interface named “inside”

(&)

Soiftware VI
T.7.0-89 408.0
130 Threat Defense @

@®
@®

(=) @)
®®

Intrission Rule Update
ZOPG0605-1326

CHONONO,

Cloud Services
@ Connected | HackaTZ-2025

Mo interface named "outside”

Interfaces Routing Updates
Management: Merged " Geolocation, Rube, VDB, System Upgrade,
Enabled 1 of 17 Security Intelligence Feeds
> || vew Gontiguration View Gonfuration 5
Smart License Backup and Restore Troubleshoot
REQUEST FILE TO BE CREATED

View Configuration :

View Configuration

High Availabiity
Nat Configured

admin
Administrator

System Settings
Management Access
Logging Settings
DHCP Server | Relay
DDNS Service

Time Services
SEL Settings

See more

Hits SECURE

Jozé ldeedsple Irssuwss J FDM

1Jg 196 2.
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Policies Objects

Manitading

[+h

Interfaces Bridge Groups EtherChannls

[ 17 Interfaces

NAME

» © Ethemeti/1
» © BExhemen/z
¥ O Ethemetif3
3 © BExhemati4
» O Ethemet)/s
] O Exhemetl 6

> Q Exhemetl/7
edlpd wugsy lJslzole

IJg 96 3.

Davice: SF3130

Virtual Tunnel Interfaces

LOGICAL HAME

1

Inline Sets

STATUS

ONONONO,

= L

IP ADDRESS STANDSY ADORESS

admin
Adiministrator

MONITOR: FOR HA

Enabied

Enabied

Enabied

Enabied

"dits’ SECURE

ACTIONS
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Ethernet1/1

Edit Physical Interface

Interface Mame Mode Status

‘ outside_primary ‘ ‘ Routed - ‘ @

Most features work with named interfaces only, although some

require unnamed interfaces.

Description

ISP Primary @

IPvd Address IPvE Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

255.255.255.0

172.16.11 ‘ /

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

‘ /

o950 9206 ISP Ui ulusé
lJzlbgs 4.

Iy v IJgpdso Jslzoo ISP IJelogss. WS o3l Idpold: sop luveésle 1Uglzos Ethernet1/2.



Ethernet1/2

Edit Physical Interface

Interface Name Mode Status

‘ outside_backup ‘ ‘ Routed - ‘ @

Most features work with named interfaces only, aithough some

require unnamed interfaces.

Description

ISP Backup @

IPvd Address IPv6 Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

255.255.255.0

172.16.2.1 ‘ /

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

o9y 9lzos ISP IJelugss
IJgb9é 5.

w83 odysu IUglgole J ISPs: cuped IJgbgo IJoldss s lesls o)l 9wo SLA JJslzos
Il uss.
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admin = atlnanfi

P | kst b’ SECURE

Firewall Device Manager Monitaring Policies

Device: SF3130 @ ;'

Device Summary
Interfaces

10 Threat Defense @

o) CReeE CoUO0
EeEs O

Clsco Securs

Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inline Sets

17 Interfaces = Y +
NAME LOGICAL NANE STATUS MODE ¥ ADORESS STANDBY ADDRESS MOMITOR FOR HA ACTIONS

3 % Ethemenit cutsice_prmary [ o] Rauted 172.16.1.1

> X Ethemetl(2 outsice_backup Q Routed 172.16.2.1

3 X Ethemet!(3 insidte [ o] Rauted 192.168.1.1

> © Ethernetlfd @ Routed Erabled

3 © Ethement/s (I Routed Erabied

* O Ethemetljs @ Routed Erabied

> O Ethematti? @ Routes! Erabled

¥ O Ethemeris () Routed Erabied

IJslzole IJos wp wdgsyol
1Jg 1096 6.

23> B 1Jg p9s IJls e 5y uilusle SLA.

' admin

Firewall Device Manager Monitoring Policies Objects Device: SF3130
' = Administratar

Network Objects and Groups

8 objects Y Finer

Preset fitters: Sypiem defined, User defingd

B HAME TYPE VALUE

1 IPv4-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, [Pv4-Private-172.16.0.0-12, |Pvd-Private-192.168.0.0-16
SyEiog Se 2 Gateway-Outside-1 HOST 172.16.1.254
IE Poltoics 3 IPva-Private-10.0.0.0-8 NETWORK 10.0.0.0/8

4+ IPva-Private-172.16.0.0-12 NETWORK 172.16.0.0/12

5 IPva-Private-192.168.0.0-16 NETWORK 192.168.0.0/16

& lInside NETWORK 192.168.1.0/24

7 any-ipvé NETWORK 0.0.0.0/0

i any-ipvé NETWORK a0

Uilows IJdlsole

lJglogs 7.

louvle gulué SLA 23836 g0 by weass 1dy) luusle bluus SLA.



Firewall Device Manager ~ Menitodng  Policies  Obijects Device: SF3130 @ 5' audml.'r.:.'snamr ‘it SECURE
SLA Monitors
Y +
" RAME MONITORED ADODRISS TARGET INTERFACE ACTIONS

Suwe pol3ws SLA
IUglogs 8.
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Add SLA Monitor Object

Mame

‘ Qutside_Primary_ISP ‘

Description

‘ Manitor for ISP Primary

Monitor Address

‘ Gateway-0Outside-1 - ‘

Target Interface

‘ outside_primary (Ethernet1/1) - ‘

IP ICMP ECHO OPTIONS

ﬂ Following properties have following correlation: Threshold = Timeout = Frequency

Threshaold Timeout
5000 ‘ milliseconds 000 milliseconds
0- 2147483647 0 - 604800000
Frequency
‘ a0000 ‘ milliseconds
1000 - 604800000, multiple of 1000
Type of Service Number of Packets Data Size
0 | | 1 ‘ 28 ‘ oytes
0 - 255 Q=700 0 - 16384

CANCEL OK



louvle Jlisy SLA
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o logsle 1Jdlsu: sew 1o sd9e IJpuwl Ideloe Jdslzole louslse. lowdd IJs Jogs
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admin il

ki Gite SECURE

Firewall Device Manager Muonitaring Policies Objects Device: SF3130 @ =*,'

SLA Monitors

1 object Y e +
B NAME MONITORLD ADDRESS TARGET INTI=FACE ACTIONS
1 Outside_Primary_I5P Gateway-Outside-1 oulside_primary

g Event List Filters

% SLA Monitors

op logile gol s SLA
IJgLogs 10.

loodd [Js Suwe Idwszse vogsss wdasu Hup Bs Jogs Idegzse.

Eiromall Moy " - oyt " i + . admin atfnanli
Firewall Device Manager  Monitoring  Policies  Objects Device: SF3130 @ @ . @ H n N .
¢ g ) (@) | st i SECURE
Model Software VDE Intrusicn Fule Updste Cloud Services High Avaiiabdity (£
Cisco Secure Firewall 3130 Threat Defense  7.7.0-89 4080 20250605-1326 © Connected | HackaTZ-2025 Mot Configured il

b internet

SEoC e
R .
]
GRRE
Mo inerface named “cutside”
Interfaces Routing Updates System Settings
Mansgement: Merged Thare are no stalie routes ved Gealocation, Fule, VDB, System Upgrade, Management Access
Enabled 4 of 17 Security inteligence Feeds Logaging Settings
DHCP S Foed
View All Interfaces > 2> View Configuration > crer ey
DONS Service
DNS Server
< Hostname
Smart License Backup and Restore Troubleshoot ) :
Time Services
Registared ok ivess o ie. et S5L Settings
View Configuration > View Configuration » HECIRST FRETD B CREATED b

J9zé Ipedsple IUsissuwsd



lJ¢logs 11.

WO edlps IJowase "wozso elow" 9p wluuvle 2 punblo Slows lWo)lgose JIJ pu p99,s
eplo IJluo,uw (ISPs). Jluuble puwl) Slow gassc 2o 1Uj) lousle puwl) olow.

Monitoring Policies Objects Devsce: SF3130

Routing

Add Multiple Virtual Routers

Static Routing BGP DSPF EIGRP ECMP Traffic Zones

Suwe [Jogzso lJolow

lJ¢logs 12.

'CREATE STATIC ROUTE

admin

Administrator

Commands

atlnalte o
cisco O

#3 BGP Global Settings

lodl Bp wlousle IJpuuly IJeloe J ISP IJIwlues. B IJwolss: Iuowd Jlise o)l 8wé SLA 1Uss

e louulde B 1Uglbgs 1Jizs,)6.



Add Static Route

Mame

‘ Route_ISP_Primary ‘

Description

‘ Static Route for ISP Frimary

Interface

‘ outside_primary (Ethernet1/1) - ‘

Protocol

@ IPv4 O IPvE

Metworks

+

T any-ipvd

Gateway Metric

‘ Gateway-Outside-1 v‘ ‘ 1 ‘

SLA Monitor Applicable only for IPv4 Protocol type

‘ Cutside_Primary_ISP

k i

IJpuwly IJeloe J ISP 1Jigul gus

IJg o9 13.
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Add Static Route

MName

‘ Route_ISP_Backup ‘

Description

‘ Static Route for ISP Backup

Interface

‘ outside_backup (Ethernet1/2) - ‘

Protocol

@ IPvd O IPVG

Metworks

+

Ty any-ipvd

Gateway

‘ Gateway-0Outside-2

SLA Monitor Applicable only for IPv4 Protocol type

‘ Please select an SLA Maonitor - ‘
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I . . + . dmi bl
i"i] Firewall Device Manage Monitoring  Policies Desice: SF3130 @ @ @ : :d'r'“nl:.isr!aml v el CECURE

Device Summary

Routing

Add Multiple Virual Routers W ). Commands v 3 BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
2 routes ¥ Fi +
B e WTERFACE IPTYPE NETWORKS GATEWAY 17 SLA MONITOR: METRIG ACTIONS
1 Reute_ISP_Primary outside_primary =¥ 0.0.0.0/0 172.16.1.254 Outside_Primary_|SP 1
2 Route_ISP_Backup outside_backup IPvd 0.0.0.070 172.16.2.254 200

Jeuwble IJeloos Idos wp logblyel
1J¢ o9 15.

loedd Is Suwp pollbd IWlelo £0 brsd woass 15 polb Ilplo B 1gp9s IJlsum: &p Sp
clodble pub§6 23556 g0 bS8 weass Iy lugble poulb§é lely.

I . - - X + . admin sl
i"i] Firewall Device Manage Monitoring  Policies Objects Device: SF3130 @ @ @ : Acmivevator e CECURE

Object Types Security Zones
T Networks ¥ e +

& Ports

F Application Filters

] RAWE L= INTERFACES ACTIONG

& URLs

B Identity Sources

L Users

8 Certificates

B SecretKeys

B DNS Groups

Suwe IJpollbd 1Jlposs
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Add Security Zone

Mame

‘ outside_zone ‘

Description

Qutside Zone

Mode

(® Routed () Passive () Inline

Interfaces

+

() outside_backup (Ethernet1/2)

(M) outside_primary (Ethernet1/1)

CANCEL OK

e |
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P 2 . | "
i"f] Firewall Device Manager  Manitoring Objects Device: SF3130
1=

Object Types Security Zones
T M 2 objects
B NAME MOOE
1 aiutside_rone Routed
2 inside_zone Routed

& URLs

§ Geolocations

q IPEec Propasals

& Secure Client Profiles

B Identity Sources

louile pollbd 1Jiely

|J bbgs 18.

@ @ @ ;i'r'nni'rll?.isr:arm

“Hils SECURE

INTERFACES ACTIONS
outside_backup, outside_primary

inside

loedd IJs Guwe Nat oozsss j) nate &p Gp wluile 8lgsé g8 wogass IJ)) luuble Blgss nat.

L‘ Firewall Device Manager Meniforing Polcies Objects Device: SF3130
@ Security Policies
ORIGINAL PACKET
u NAME WPE INTERFACES SOURCE AD LESTINATID
nat éu“f’

IJz bbgs 19.

@ @ @ ;i'r'nni'rll?.isr:arm

dils SECURE

o (O nar @ Access Control + B Intrusion
T +
TRANSLATED PACKET
SOUBCE PORT DESTINATIO SOURCE AD. DESTIATIO SOURCE PORT DESTRATID. ACTIONS

lJouwed Joelys Suvd wi9e9dsd ISP szw o sJ9o Jdodssu puvele werss g Idsleole
IUghzss. sl Jleuold 1Uslzes 1Jghzss IJigulwss o ISP 1IJluwlus.



Add NAT Rule X

Title Create Rule for Status

‘ To_Internet ‘ ‘ Auto NAT - ‘ Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside - ‘ ‘ outside_primary - ‘
Original Address Original Port Translated Address Translated Port

‘ Inzide - ‘ ‘ Any - ‘ ‘ Interface - ‘ ‘ Any - ‘

Show Diagram @ CAMNCEL OK

NAT J ISP [ulus
lJ¢logs 20.

IJlo: nat elo Jleuold ISP 1Jeloss.

% pdlzbo: JJeguwsly Uiqugg‘ Jlspdu luwedsle Qt.é,:}u lJubedo. Vs o3l Idpeld: wldouwes
Jpos) grple IUloe,yow IJeluss: sdsu Ideuslo IUluads o9 IUJlisy any-IPv4.



Edit NAT Rule

Title Create Rule for Status

To_Internet_Backup Auto MAT - Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

B —

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside hd ‘ ‘ outside_backup hd ‘
Original Address Original Port Translated Address Translated Port

‘ any-ipvd hd ‘ ‘ Ay hd ‘ ‘ Interface hd ‘ ‘ Ay hd ‘

Show Diagram @ CANCEL

NAT J ISP IJelugs

IJg o9 21.
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Firewall Device Manager Manitgring Policies Objects Dievice: SF3130
& Security Policies
2 nubes
ORIGIMAL PACKET
o NAME TPl INTERFACES SOURCE AY
Ao NAT Rules
> 0 To_ltemnet CYRANSC insice nsicter
outsice_pr,
> o To_intemet Ba.. CYNAMIC Insice any-ipwd
outsise_b

we lugvle 99lg> NAT

|Jg bbgs 22.

Jlouwle @lgsxé ldogde wldsuesd: 225 1dy) louvle $lgxé 9,09J.

Firewall Device Manager Monitoring Puolicies Objects Device: SF3130
& Security Policies
SOURCE
*  MAME ACTION  ZOMES NETWORKS
Dafault Action Access Control @) Block & [, ~

Suwe dogde Bs 1dyuosd
lJglbgos 23.

235 Ipulbd ol sudle |Jplbsus.

) admin altaal.
@ @ @ Administrator cses SECURE
© nat B Access Cantrol - % Intrusion
v +
TRANSLATED PACKET
DESTINATIO SOURCE PORT DESTINATIO. SOURCE AD. DESTINATIO SOURCE PORT DESTINATIOL ACTIONS
Interface
Intertace
) admin Al
@ @ @ Administrator asce SECURE

& NAT

G Intrusion

@ Access Control

R
T o @ +
DESTIRATION

PORTS ZOMES

RETWORES

PORTS. AFPLICATIONS. URLS ACTIONS




Add Access Rule

Order Title Action
1 - To_lInternet
Source/Destination Applications URLs Users ® Intrusion Policy File policy Logging
SOURGE DESTINATION
Zanes +  Networks +  pons +  SGT Groups Zones +  Networks +  Pors +  SGT Groups
G inside_zone T Inside ANY AN B outside_zone ANY ANY ANY
Show Diagram ()
SOURCE DESTINATION
users [0 Apprications [
vewons @ >-O e @ — @ urLs (1)
Geolocations [ ones [l ALLOW zones [ Networks [
Geolocations m
Ports () Q0
v "o C¢ Parts (1

Slexs Idozde S 1Usuosd
lJglogo 24.

wre logble "8less IJozde wldsuesd™ Bp wldpclugs Juuin JIss Idogssile go bisd
w2 1y wuin IJesess wldleds.

Firewall Device Manager  Menitoring  Policies  Objects Device: SF3130 @ @ :drnig_ » o mloceeRE
dministrator

W Security Policies

[
Y ¥ e +
SOURCE DESTINATION
B NAME ACTION  ZONES RETWORKES PORTS DOMNES HETWORKES PORTS APFLICATIONS  URLS USERS ACTIONS
3 1 To_latermat rale_Bone Inside oltskde_20ne
Allorey

Default Action Access Control ) Block @ [F, ~

we logsle 8lgss ldozde wldeuoed
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Pending Changes

@ Last Deployment Completed Successfully
10 Jun 2025 12:35 PM. See Deployment History

Deployed Version (10 Jun 2025 12:35 PM) Pending Version O Lecenp

0 Access Rule Added: To_internet

- logFiles: false

- eventLogAction: LOG_MONE
- ruleld: 268435458

- name: To_Internet

sourceZones:
- inside_zone
destinationZones:
- outside_zone
sourceNetworks:
- Inside
o Security Zone Added: inside_zone
= mode: ROUTED

- description: Inside Zone
- name: inside_zone
interfaces:

= inside

o SLA Monitor Added: Outside_Primary_ISP

- slaOperation.freguency: 60000

= slaOperation.threshold: 5808

- slaOperation.dataSize: 28

- slaOperation.numOfPackets: 1

- slaOperation.typeOfService: @

- slaOperation.timeout: 5000

- description: Monitor for ISP Primary

— mamas Nutrida Derimaeme TOD

MORE ACTIONS CAMCEL DEPLOY NOW

IJozdd pu lJouin

e lJotbsbs JJyvodo



LAN
\l/ Secure Firewall
I_, ISP-1
|...____.| )t
<€ ISP-2
wlif=! ?
lLuwe ldogbsbs JduvwJs
IJozdd pu lduors
<#root>
>
system support diagnostic-cl
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.

SF3130#

show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
Ethernetl/1 outside_primary 172.16.1.1 255.255.255.0 manual

------------ > THE PRI MARY | NTERFACE OF THE ISP IS SET

Ethernetl/2 outside_backup 172.16.2.1 255.255.255.0 manual

------------ > THE SECONDARY | NTERFACE OF THE ISP IS SET

Ethernetl/3 inside 192.168.1.1 255.255.255.0 manual

SF3130#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual up up

------------------- > THE | NTERFACE 1S UP AND RUNNI NG

\
/'

Internet




Ethernetl/2 172.16.2.1 YES manual up up

------------------- > THE | NTERFACE |'S UP AND RUNNI NG

Ethernetl/3 192.168.1.1 YES manual up up

SF3130#

show rout e

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

----> THE DEFAULT ROUTE | S CONNECTED THROUGH THE PRI MARY | SP

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show run route

72.16.1.254 1 track 1
72.16.2.254 200

route outside_primary
route outside_backup

o o
o O

.0.0.0 0.0.0.0 1
.0.0.0 0.0.0.0 1
SF3130#

show sl a nonitor configuration

---> CHECKI NG THE SLA MONI TOR CONFI GURATI ON

SA Agent, Infrastructure Engine-II

Entry number: 539523651

Owner:

Tag:

Type of operation to perform: echo
Target address: 172.16.1.254

Interface: outside_primary

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 3000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 3

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

SF3130#



show sl a nonitor operational -state

Entry number: 739848060

Modification time: 01:24:11.029 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Pending

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

---------------------------- > THE ISP PRIMARY |'S IN A HEALTHY STATE

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

AFTERARGBSETHBNDGFSHNDFGSDBFB

SF3130#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual down down

................... > THE PRI MARY ISP IS DOMWN

Ethernetl/2 172.16.2.1 YES manual up up
Ethernetl/3 192.168.1.1 YES manual up up
SF3130#

show route

Gateway of Tast resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [200/0] via 172.16.2.254, outside_backup

--------- > AFTER THE | SP PRI MARY FAI LS, | NSTANTLY THE | SP BACKUP IS FAILOVER AND IS I NSTALL I N THE ROUTI

C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show sl a nonitor operational -state

Entry number: 739848060

Modification time: 01:24:11.140 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever



Operational state of entry: Pending
Last time this entry was reset: Never
Connection loss occurred: FALSE
Timeout occurred: TRUE

------------------------------------- > AFTER THE DOWNTI NE OF THE PRI MARY | SP THE TI MEQUT |'S FLAGGED

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

SF3130#

show route

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

------------ > AFTER A FEW SECONDS ONCE THE PRI MARY | NTERFACE |I'S BACK THE DEFAULT ROUTE | NSTALLS AGAI N |1

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
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