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Administration

<™  Dashboard

General Settings

% Multicloud Defense User Management

Motification Settings

Log Settings

Insights & Reports
Integrations

& Events & Logs Secure Connectors
Firewall Managemeant Center

Multickoud Defanse

Management
Palicies

Dynamec Attnibutes Connector

- Objects

Migration

- SEGRLRVCEY Firewall Migration Tool

® Migrate FTD to cdFMC

Secure Connections

IEI Administration
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Cancel

Select an integration

e =nk

Secure Event Connector Secure Device Connector

Firewall Management

Center
(SEC) (sDC)
(FMC)

lJglogs 4. iuuoé)ro lJgbsle Jovose lJesuod 9upos> oub:é_@Jo lovoobl |ds 1Jgsh 1Jpbdse
wsuU "luwwgsle Idzols Idbloys (VM) 1Uglo wJ" 19 "lUs SDC 19 SEC VM p9z9>™

Deploy an On-Premises Secure Event Connector

Using our VM Using your own VM To an Existing SDC or SEC VM

Step 1

Downipad the SCC Connector Wk and follow the documentation to dephoy and
configure it,

otep 2

Once configurid, follcw thise Slahs
1. Reconnect 1o the Y using 55H
2. Enter "sudo su - sdc’ command to switch to the sdc user
e ¥ EG;I}' the command below and enter i ak the sdc promggd

A The SEC bootsirap data is vald watil 00
sdc eventing bootstrap UINFXORFVKIDRVEJRDOIZ TUyOTAYMDGL...

Please review the documentation for more information.

IUglss 5. ooy huwlds ppleds gusel sop cuBSS wi9e9dsd wble cpos> wubésd
lJdpos9e, woele:



WARNING! Your credentials are stored unencrypted in °/var/lib/sdc/.docker/config. json'.
Configure a credential helper to remove this warning. See
https://docs.docker.com/go/credential-store/

5a99d0351clae91cd790dcf18eeld®59Ud37fcfaf5al725U73eeedBl23U2a567

sdc@lcorream-sdc:~$

g9 6. wpzrd uuiy IJpsuod 9uzosjor whboj pedyple 1Jpeuds WS prgd SCC:

CDQ_cisco-lcorream-cdo-
us__swzlwe-

SEC_a3889708-0844-4110-
ale8-641bf17374a6

Details

D a3BBa9708-0844-4110-
aleB-641bf17374a6

Tenant ID J7cbf34d-91e0-4b2a-
afaB-2597430ce/ce

Version 202407211708

I[P Address 19.0.0.10

TGP Port 10125

UDP Port 10025

MetFlow Port 10425

96 7. Bis 033 I3bé 23l Iz elss IJlew (FMC) o Cisco: luadd Ids Juwsluvle p ls
IJoede B 1J9uo9d. Ige) Iduoe 1dpwsld§ pe IJzols (IJ1zej6) IUss swp weesde.

IJg1096 8. 130 1Upiss o lJouwesd:



Firewall Management Center

i } . Overview Analysis Policies Devices Objects Integre
Policies [ Access Cantrol / Policy Editor v ! egre

“> Return to Access Control Policy Management

' FTD-Policy #

L' Packets —+ @ Prefilter Rules + (O Decryption -+ & Security Intelligence -+ @& Identity - & Access Control @ More

— Advanced Settings
‘ Y || Q, Type to search
— HTTP Responses
Source ; ;
0 Name Action Inheritance Settings
Zones Networks Logging

IJabng 9. ¥p vupdsu Idhuld wluwegsle ¢sh cuwso syslog eess 9iubul9o ouwSo Syslog
22s>- luwodrp euslu w9esdsd lUlue,ue (IP) spedsele Idpudds Idos o lJzuesd edsol pu
e9u2d SEC W prgd SCC:



Create Syslog Alert Configuration

Name

abEC=-Conmector

Host
19.0.0.10

Port
10025

Facahity
COMNSOLE (ALERT)

Severity
ALERT

Tag

IJg 196 10. 1Jg956 |Js wog IJwedpe B 1Usuo9d: Bp wogssd IJdsles 1Jdnss JLuwld IJizsle
IJs ¢l>e syslog:



Logging settings for Rule 12: PC-to-Internet

Log at beginning of connection
Log at end of connection
Log Files

Ey File Policy

\ FTDv-Malware/File v

Send Connection Events to:

Firewall Management Center

Syslog server
(Using default syslog configuration in Access Control Logging)

» Show overrides

IUgess 1. $p vuuin IUotssle Idos wp loldel eds FTD Jduwele Jeob IJzelsé woose
ouvesd Jlsle.

IJo2dl pu lduors

JJe2d8 pu wodss IJotssle vorle slole vuvzsd Uipsle: loedd Ids Ilesle sluvadle
gowesd IJlpsle Vs wylws SCC gulds pu H9s6 IJIzsle:




Clear Time Range  After 06/032/2025 11:40:01 &

Views Wiew 1

Date/Time Device Type Event Type

Jun 5, 2025, 11:49:17 FTD Connection
Jun 5, 2025, 11:49:18 FTD Connection
Jun 5, 2025, 11:49:46 FTD Connection
Jun 5, 2025, 11:49:46 FTD Connection
Jun 5, 2025, 11:49:58 FTD Connection
Jun 5, 2025, 11:50:02 FTD Connection
Jun 5, 2025, 11:50:10 FTD Connection
Jun 5, 2025, 11:50:47 FTD Connection
Jun 5, 2025, 11:51:08 FTD Connection
Jun 5, 2025, 11:51:15 FTD Connection
Jun 5, 2025, 11:51:23 FTD Connection
Jun 5, 2025, 11:51:38 FTD Connection
Jun 5, 2025, 11:51:40 FTD Connection

lpwod ol IJIzble 9] odlzol

WOs FTD: $p vouvgsd IJodlb z5e6 &J..ngaoI_j wluweésle 9lzgos IUbL6 IJos wblu g 2yJds
o9 IJoslole IJos cowdd lJs SEC ey led oyl 2,96 0,9, syslog:

> capture-traffic

Please choose domain to capture traffic from:
0 - ethO



1 - Global
Selection? 0

Warning: Blanket capture may cause high CPU usage and reduced throughput, use selective filtering to re
Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options: host 19.0.0.10 port 10025

Starting traffic capture, press ctrl + c to exit (Maximum 1,000,000 packets will be captured)
HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: can't parse filter expression: syntax error

Exiting.

> capture-traffic

Please choose domain to capture traffic from:
0 - eth0
1 - Global

Selection? 0

Warning: Blanket capture may cause high CPU usage and reduced throughput, use selective filtering to re
Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options: host 19.0.0.10 and port 10025

Starting traffic capture, press ctrl + c to exit (Maximum 1,000,000 packets will be captured)
HS_PACKET_BUFFER_SIZE is set to 4.

10:43:00.191655 IP firepower.56533 > 19.0.0.10.10025: UDP, length 876
10:43:01.195318 IP firepower.56533 > 19.0.0.10.10025: UDP, length 1192
10:43:03.206738 IP firepower.56533 > 19.0.0.10.10025: UDP, length 809
10:43:08.242948 IP firepower.56533 > 19.0.0.10.10025: UDP, length 1170

ou IJzol) IJJ%Io_,.___s J SEC. clds pu w98, louold g{LJ!UCJ_)QQ gJ._ﬁs IJzols Idbloys. §p
wouvgsd IJle, sdc troubleshooting. Jluile 2506 luwod ol 1UIRble 9l odlzol Spdu
luwegsleol JJozd3 pu pdod larlog Jzuosd eds piss pu lJoubgsue.
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