Jledlo go ldubvedle 1,86 JJsuosd eu
¢8> lJs VPN oy 2JId wygwsdedle [Jugzso
s FTD

lJpezw9slo

156 wojse ldgvodle 1,856 508> VPN py 21 eBGP FTD

lJp 95,00

Sued o3l IJpwews IJgsble Idpcles Jlgdlo Idubvedle 1J8,es6 Idpoedd6 o VPN Clguedsle



w9w9dydle lJwgzse EIGRP 9 OSPF 9 BGP.

Remote Access
o N

-
10.100.100.10/32

. Routing protocols such as EIGRP,
10.100.100.0/24

% A OSPF and BGP msioe | & |ovrsoes
N/ 1 2 \
\'R1 % 192.168.100.0/30 e

J:|

10.100.100.11/32

i

10.100.100.12/32

IJpolbdoule IUlgulusé
lJpolbdole

Jl o9z pobdule ¢luoé Josl Idpuuaws.
lJpdovlo Idpuweispd

op louvle Ungg,olu |,J_9|J)o IS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu a‘OgSE_ |.J|E_OJO |.Jrouuua)p0 ks._S o5l LJpLyJuu) uu!J_9gSu fOpuu_Qa (ldu_)lkpgS) !)l \Jluu

ouwowd Idpedsele 1Uglyo WO o3l ldpuwews IJs luosble Ido)lez 9ldedsule 1debss Ideldss:

* oy blys Cisco Secure Firewall. IJl o>l 7.6.0
+ Cisco Secure Firewall: |J|_o>l, 7.6.0

S pdlebd: s9uoz 03l 1Jpuweus wdssu lehs wyjse Iduvodle IUS,es6 Jduvodle 1JElos
IUblo,s6 (VPN) JJsuosd eo wes pu ¢JlJ EIGRP g OSPF 9 BGP Ll uoésle FMC.
JJeuesd eds Lubble zod lebs wajse Ideuwh wluwesle FDM: sizs Iozse Us 2
wJdgsy FDM.

peJ9ple luwlwsd

loJ Ubse Szw 800 09 Jsdsé wuousd FTD Jduvwdle 1JBd)es6 1Jgluo6 IJblo,ss (VPN)
B 229J IJegzso 1Jgluo wo. 98ds IdsE e pu lu 030 IJuvudle 1UW,es6 wbo, gds Twol
pouodo woluubbs VPN Bluol Jl weow) dvwdle B)esé pouods pouluiyé: od luol wgled
vleoohoel puuble elows.


https://www.cisco.com/c/en/us/td/docs/security/firepower/770/fdm/fptd-fdm-config-guide-770/fptd-fdm-routing.html

oo, peele Ide)ue 3J9.

I&5lz &0 IJpuuly J FTD:

<{froot>

FTD-1#

show route

Codes:

L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

O 0N

<

10.10.20.0 255.255.255.0 1is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, 1inside
192.168.100.2 255.255.255.255 is directly connected, inside

10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

I8z £502 puwl IUleuald J FTD:

<{froot>

FTD-1#

show rout e connect ed

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

roOrr 0N

10.10.20.0 255.255.255.0 1is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, 1inside
192.168.100.2 255.255.255.255 is directly connected, inside



Iolz elow Jgyue FTD:

<{froot>
FTD-HQ-1#

show route static

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set
\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside
IJlo o> i iuoyaglu'oal Jsso peldeo Iduvodle 1Jw,es6 Jduvedle 1Ugluos 1dblo,so

(VPN) B 229J wozso 2ol Iz plss. Blu 1Ugbs IJoldss os luweduld Jsidss 1dledlo g ool
cluwedsle wy9osdsdle IUuszse lJpgoduds.

lels wojse Iduvedle 18,886 JJ9uesd eu wes VPN oy ¢JdIJ
EIGRP gJs FTD

lLuwe IJogbsbs Jduvodo

Remote Access
VPN

10.100.100.10/32

----------

.~ EIGRP 100 *a

V.
iy 5
- % 192.168.100.0/30 EI

10,100.100.0/24

-
10.100.100.11/32

- -
I

10.100.100.12/32

owp lehs wyjse dpuwble ldolows IJos o9e Lopu ubly vslo lduveds odylssl s



EIGRP: Jl ceulz IUs weass Vlgxd lehs w9jse Jop. 9pe 3JIJ gun lgbd wyjse IJpuwble
IJolows IJos ouvs) IJs _?laolc,: VTl Ws EIGRP: szw w26 Idpdsluw. wldouwes Jdpuwble
IJelows ldos wuvs) ds lusle 1os po IUglzole: I sdie weass Idedsluw.

o)l Juwd9d EIGRP lJpwped B lgbs wyise [dpuwble Ieloes odilssl sldos obde yopu
obly soble IdgveJs: ould gsblo Jdledlo gu ldubvodle 1UW,es6 Juvedo VPN g, EIGRP
eJs FTD:

2. olgwedsle wog lehs IJuyjse IJolow.

B 03l IUpeld: 1Joss 09 zeJ R1 seedpe IJuvods 1U,es6 Juuvwds VPN e 10.100.100.0/24
p0 #JIJ EIGRP.

IJodsse IJlsds J FTD:

<{froot>

hostname FTD-1
!

ip local pool VPN POOL1 10.100.100.10-10.100. 100. 254 mask 255.255.255.0

!
webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

address-pools value VPN-POOL1
!

router eigrp 100
no default-information in
no default-information out
no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

network 192.168. 100. 0 255. 255. 255. 252

29d IJoszso IJlsJs J FTD:

<{froot>
FTD-1#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

C 10.10.20.0 255.255.255.0 1is directly connected, outside

L 10.10.20.1 255.255.255.255 is directly connected, outside

C 192.168.100.0 255.255.255.252 is directly connected, inside

L 192.168.100.2 255.255.255.255 is directly connected, 1inside

\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

229J pglol FTD IJisJs EIGRP:

<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.100.0 255.255.255.252, 1 successors, FD 1is 512 via Connected, inside

229J IJoszso IJlsds J R1:

<#root>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of last resort is not set



C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl

18138 &9 388 1 1IJA e 88 JU9ue9d § O <83 VPN 20 FJIJ EIGRP ¢ Js FTD Gl wesgala
QIO IJgools

lJodosu

IJgbogs 1. logile Jlisy yvods Jduveds IUS es6 JJuvedo [Jgloo IUblo,ss (VPN).

Edit Network Object o

MName
[ VPN-SUBNET

Description

Network
Host Range e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel Save

lJgb9o 2. o opsu Jlisu Iduveds 1, es6 Juvwds VPN BOs wslo IJgveds.

B 91206 puwesp s lzojé FMC. luedd 1Js Ideszse > EIGRP > IJlesh 98 wouppsy
IJuvods 1J)es6 Juvwds VPN B 1o dledize;s 1dpuos86 1Jppss8.



i | L]
F rewa l Managal Ent Eenter Chas Pidniad .ﬁnah-gii Policsas Drisas Ol.'ljé‘ﬂlﬁ |I"I|.EQI'3IJ‘EH"I
e ——
FTD-1
Cisco Secure Firewall Threat Defense for Vikhware ,1
Surnfrany High Awailability Dl IMerfaces Iniline Sa1s Roaiitinig DHCP VTEP
Le——
M & Virtual Routers Enable EIGRF
10D
Wirtual Routér Propértias
ECMP 3
Selup Neightors Filber Rules Redistribution Summary Addnass Interiaces Mochvanced
Mt Sumimany
Anailable Metworks/Hosts (33] =+ Selected MetwaorksHosis ()
EIGRP -
HO-WAN-1 ]
RIP -
any-ipvd ~ —
Policy Based Routing I VEN-SUBNET g; -
BGP BR-DMZ-NET
Bucid
IPwd BR-LAN-MNET
Pyb
e HO-DMZ
Static Route
HO}-DMAZ-5801
w  Rhulticast Rowting
T T IE] HCH-DMZ-582 v
Pk Passive Intorface

eOb IJodssy oo eJs FTD.
IJozdd pu lduos

odysu FTD EIGRP:

<tfroot>
FTD-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

network 10.100. 100. 0 255. 255. 255.0

network 192.168.100.0 255.255.255.252

239 p¢lbolo FTD EIGRP:



<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FDis 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, 1inside

z29J woeso R1:

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

D 10. 100. 100. 10

[90/3072] via 192.168.100.2, 00:02:17, G gabitEthernetl



% pdlebs: Jlzbb ioo eds lUygp pu ig, wslu IJuvods Jlg 10.100.100.0/24. W)y, FTD SESS
©93SE Ubwds WB)esé 132 g, EIGRP. seaw 03l Jio FTD sgdd puwly unldo luwelosds
P& wlsé 132 JJJ 9,09d g0 wed VPN pdwé. Juguwsu 03l spdud |pwwesle psid guslo
oJésue EIGRP.

lehs wojse Iduvodle 1dd,ess JJsuosd e wed VPN oo ¢JIJ EIGRP ¢Js FTD
Cluwodsle IJuoe IJolow Jlghé IJugsse

lJodosu

B 9lz06 puwegsp 116 Izoj6 FMC. luedd lJs wozso > EIGRP > |18 w95se: p 25 1)
luolwss.

Firewall Managemenl Cender
) v p Ovend... Analysis Policies Devices Odbjecis  Integrat..  Deploy Q ﬁ" & 9 BRLI-LAE | adimin -
I
FTD-1 =3
o Socurg Firgveall Threat Dedense for Whhaare
Summary High AvailpiHlity Device Interipoes Intine Sais DHCP WTER

Enable EIGRP

Manage Virtual Routers

_ J:.-L NI.II.\:!".- )

100
Virtual Rowter Propartes
ECMP 3
Setup Neighbors Filter Rules Summany Addrets Interfaces Achanoed
OEPE | + ace
Q5FFY3
ENGRP Specify rules for redistributing routes from other routing protecols 1o the EMGRP routing process

RIF
Policy Based Routing
w BGEP

1P d

|6

OS2l 1Jw9e9dgd: 2> pwldy luwolosds: &p 235 1)) 0918 8.



Add Redistribution

Frotocol

Froboool

Static

Optional OSPF Redistribution

Internal
Extarmal
Extsrmald
NEsa-External 1

Mzam=-Extamald

Optional Metrics

Hancheedth

| 1= SRR A X I DD

Dy Timaa

Redliability

[(=255)

Loadeng

1 ERIE i beotne
# =B Jd0r W D)

Route Map

Salest w4

e [

.& 0edS): 8936 03l IJs lehs wyjse zese IJpuvble IJelows |Us wi9e9dsd EIGRP. 31 Juo
welzo IUs Jledlo Wb o Idyvedle I._J-.'s:)&..gé Jdubvods 1Ugluos |Ublo,s6 (VPN).
Ospdud el luvwgsle oz wslu IJgveds Iy wbwsy ¢Hsbo puwl) Jouodswol.

lJowses:




& Enable [HIRP

]

Sehp Moighbor: bt Hulen Seommary Adderen Inferfacon Adbeanced

cb lJodssy suyivyo eds FTD.
IJozdd pu lduozs

oJdgsy FTD EIGRP:

<ffroot>
FTD-HQ-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings

no eigrp log-neighbor-changes

network 192.168.100.0 255.255.255.252

redistribute static

239J pelolo FTD EIGRP:

<#froot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FD is 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, inside



z29J woeso R1:

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + © O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
D EX 10. 100. 100. 10

[170/3072] via 192.168.100.2, 00:03:52, G gabitEthernetl

‘Q odese: lRosbsl spdod luwesle psié goslo odgsue EIGRP eJs FTD Joguvsu eee
z29d lJugeso.

odysu gugly wdgsue EIGRP
lJodosy

Bl de sYu &> wp logilgo wed BGp Clvgile Jliso vwdo Jduvedle 18 es6 Jduvedle
lJgluo6 |Ublo,ysé (VPN).



Edit Network Object 7]

Name
VPN-SUBNET

Description

Network
Host Range e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel

B 91206 puweese 1316 Tzo38 FMC. luwdd IJs wozso > EIGRP > gusly pdguo: & 233 1)
loluwse .
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Add Ssummary Address 7

Interface *

inside W

Network *

‘ VPN-SUBNET ‘ v |+

Administrative Distance

(1-255)

=8 > |

lJowses:



Enable EIGHP

AS Number *
100
Setup Meighbors Filter Rules Redistribution Summary Address Interfaces Advanced
<+ Add
Interface MNetwork Administrative Distance
insice VPN-SUBNET £

IJozdd pu lduors

odosu guslu wdgsue EIGRP J FTD:

<tfroot>
FTD-1#

sh run interface

interface GigabitEthernet0/0

nameif inside

security-level 0

zone-member inside

ip address 192.168.100.2 255.255.255.252

sunmary- address eigrp 100 10.100. 100. 0 255. 255. 255. 0

239 pelolb FTD EIGRP:

<ttroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.100.100.10 255.255.255.255, 1 successors, FD is 512
via Rstatic (512/0)

P 10. 100. 100. 0 255. 255. 255.0, 1 successors, FD is 512



via Summary (512/0), NullO

P 192.168.100.0 255.255.255.0, 1 successors, FD is 512
via Connected, 1inside

z29J woeso R1:

<{froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

D 10. 100. 100. 0 [90/3072] via 192.168.100.2, 00:01:54, G gabitEthernetl

lelss wojse Jubvodle 1d8,es6 JJsuesd eu wes VPN pyo gJIJ
OSPF ¢J.s FTD

e ldotbsbs Jduvedo



Remote Access

—_—
10.100.100.10/32

-
—m LT

— OSPF AREA 0 R _ N
AN INSIDE '} ‘@t— OUTSIDE - . ﬂ
'xfn,-"11 1 2 ; ] ; 1 . I ) !

N 192.168.100.0130 = X -

10.100.100.11/32

____________

10.100.100.12/32
epdslo lJwossé 1UIsdsé

<tfroot>

ip local pool VPN POOL1 10.100.100. 10-10.100.100. 254 mask 255.255.255.0

|
webvpn
group-policy LAB_GROUP1 internal

group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

!
router ospf 1

network 192.168.100. 0 255. 255. 255. 252 area 0

&)1z 2, OSPF 1J¢l o o FTD:

<ffroot>
FTD-1#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.1 1 FULL/DR 0:00:39 192.168.100.1 inside



I&lz 2l R1 show ip ospf:

<{froot>
R1#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.2 1 FULL/BDR 00:00:37 192.168.100.2 GigabitEthernetl

z39d wogso R1:

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

e + o

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
IJo 950
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Firewall Managament Center

FTD-1

Summary High Auailability

Manage Virtual Routers

Cisco Secure Firewall Threat Defense for Vidwar

Virtusl Router Proparties
ECMP

BFD

QSPF

OSPFva

EIGRP

RIP

Policy Based Routing

Cwer.. Ana.. Poli. Dev.. Obj.. Integ.. Deploy Q #3 o9
I
Denice Interfaces Inling Sets Routing DHCP VTEP
¥ Process 1 L
O5PF Role:
ASBR w Enter Description here Achvanced
Process 2 o
QSPF Role:
IrteErnal Riouter w Enter Description here
Area Redistribution InterArea Filter Rule Summary Address Interface
OSPF P... Route T... Match Subnets Mtric ... Muetric .... TagValue Route ...

admin ~

Cancal

~ edlebs: sz wessw 29, OSPF gJs luo ASBR Ig ABR & ASBR Jopdsu lelé lJogjse.

OGS 29d w9g Idpuwly 2> eloo: &p 2 IJpywe luwedsle Idgbodle 1w, e s6.



Add Redistribution 7]

OSPF Process®: 1 =
o e G| .
Optional
Int@rnal
Externall
External2
MNS5SA Externall
MSS5A External2

| ™3 Use Subnets |

Metric Value:
Metric Type: 2 -
Tag Value:
RouteMap: v | 4

Cancel )

.& o2ds)t 8936 03l [Js lelss w9jse zpse dpuwble IJelows |Js OSPF. I3l Juo welzé IJs
leJdlo g0 lobodlo 1J,ess Jdubodle 1Jgloos [Ubloyss (VPN) Bblo, buspdod
obosyd Brsbs puwly) Joodswol.



lJowses:

= Process 1
CISFF R
ASER L Ertei Descrplion heve
Protess 2
D5 Hola
Area Redinerbuson rierfuea Fiter Rule Summary Addeeyy il e
OSPF Proceds Fistis Tipes Mtk SubnE

BEATH T

o) Vkis

Risile Lligi

lJozdd pu lJuozs

odsu lghs wyjsg OSPF J FTD:

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area 0

redistribute static subnets

z29d wozso R1:

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

- candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

- ODR, P - periodic downloaded static route, 1 - LISP

*

ia - IS-IS dinter area,

o

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set



C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

O E2 10. 100. 100. 10 [110/20] via 192.168.100.2, 00:08:01, G gabitEthernetl

52 cdese dieb o eds 1ép po lo cree 1duveds 1Jgluos 10blo,s6 (VPN) og
10.100.100.0/24. |Jl I, o ulpz FTD sgs> w9jse yvwds I,es6 /32 gy OSPF. szae 03l
JIo FTD 28 puwh woldo luvelosds pe olisé 132 JIJ 9009 £u wes VPN zdyws.
Joguwsu o3l spdud luwopdle psié guslo odgsue OSPF.

odsu guslu pdée OSPF
lJodsso

Bl e sdo &> wp lugblo v BGpe lugble Jisu yvods Jduvodle IUS,es6 Jdubvodle
IUgluoé IJblo,sé (VPN).



Edit Network Object 7]

MName
VPN-SUBNET

Description

Network
Host Range e Network FOQDN

| 10.100.100.0/24

| Allow Overrides

Cancel

B 9lz06 puwegse bbb Izojs FMC: luodd 1Js wszse > euslo pdeuo OSPF. &p 233 1))
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FTD-1
Cisco Secure Firewall Threat Defense for Vidware

Summary High Awvallability Device Intarfaces

¥ Piocesz 1

Manage Virtual Routers

C-IEE e
ASER

\irtual Router Proparties

Process 2
ECMP
BED OSPF Role:
Intermnal Router

OSPF

DSPFv3

EIGRP

RIF

Policy Based Routing
s BGP

IPwd

IPwi

Arca Redistribution Interérea Filter Rubg

Obj.,, Integ.,. Deploy

o ¢ @ s

Infine Sets Routing DHCP
|
L 1
T Ernter Descriplion hene
(]
¥ Enter Description hare

3

Summary Address

OSPF Process MNebworks Tag

luo b 1J VPN subnet Jlisy 923> IJledlo glus IJIgosh.

VTEP

Advanced

Interface

LAB

admin =

Cancel



Edit Summary Address

O5PF Process:

1 W

Available Metwork == (i 12 Selected Mabyor

0, VPN ¥ VPN-SUBNET
1

Tag:

¥4 Advertise (allow routes that match specified address/mask pair) J3

Jooses:

Cancel

—




Process 1 ID: 1
OSPF Role:
ASBR v Enter Description here Advanced |
Process 2 1D
OSPF Role:
Internal Router i Enter Description here Advanced
Area Redistribution InterArea Filter Rule Summary Address Interface
S ———
+ Add
OSPF Process Networks Tag Advertise
1 VPN-SUBNET true u

IJozdd pu lduoes

oJdose FTD OSPF:

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area O

redi stribute static subnets

sunmar y- address 10. 100. 100. 0 255. 255. 255.0

229d wogso R1:
<#root>

R1#

sh ip route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

- ODR, P - periodic downloaded static route, 1 - LISP

- application route

replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

2+ © O
I

Gateway of Tast resort is not set
C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

O E2 10. 100. 100. 0 [110/20] via 192.168.100.2, 00:00:26, G gabitEthernetl

16198 & 9358 1J e 10 8 88 JJ9ue9d § O 8 5 VPN a0 #JIJ eBGP & Js FTD

lLuwe ldotbsbs Jduvedo

Remote Access ﬂ
VPN b=
10,100,100 40/32

AS 85001 -7 “». AS 65000

A . eBGP mslué”l '@- OUTSIDE
"Ly =
. . ! 192.168.100.0/30 Ef'i—

R1 " S FTD

10.100.100.0/24

.
10.400.100.11/32

{ -
10.100.100.12132

B 03l IUpeld: 1Jos8 09 zed R1 seedpe IUubods 1,86 Juvwds VPN e 10.100.100.0/24
o0 #J1J eBGP.

epdslo lJwosisé IJBJ§6

IJodsso IJlsds J FTD:

<#froot>

hostname FTD-1
!

ip local pool VPN-POOL1 10.100.100.10-10.100. 100. 254 mask 255.255.255.0



!
webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

|
router bgp 65000
bgp Tog-neighbor-changes
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 192.168.100.1 remote-as 65001
neighbor 192.168.100.1 transport path-mtu-discovery disable
neighbor 192.168.100.1 activate
no auto-summary
no synchronization
exit-address-family

&)1z 259J BGP 1Jzl o o FTD:

<#froot>
FTD-1#

show bgp

BGP table version is 25, local router ID is 192.168.100.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

r> 192.168. 100. 0/ 30 192.168.100.1 1 0 65001 7

[2lz pdéwe BGP IUgluo o FTD:

<{froot>
FTD-1#

show bgp sumary

BGP router identifier 192.168.100.2, Tocal AS number 65000
BGP table version 1is 25, main routing table version 25

1 network entries using 2000 bytes of memory

17 path entries using 1360 bytes of memory



3/3 BGP path/bestpath attribute entries using 624 bytes of memory

2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 4032 total bytes of memory

BGP activity 176/166 prefixes, 257/240 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1lVer InQ OutQ Up/Down

192.168.100.1 4 65001 4589 3769 25 0 0 2d21h 8

[z pdéue wo9wsdsd wolus Iz9s (BGP) J R1:

<{froot>
R1#

sh ip bgp summary

BGP router identifier 192.168.100.1, local AS number 65001

BGP table version 1is 258, main routing table version 258

1 network entries using 2480 bytes of memory

1 path entries using 2312 bytes of memory

1/1 BGP path/bestpath attribute entries using 864 bytes of memory
1 BGP AS-PATH entries using 64 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 5720 total bytes of memory

BGP activity 85/75 prefixes, 244/227 paths, scan interval 60 secs
12 networks peaked at 11:10:00 Apr 17 2025 UTC (00:06:27.485 ago)

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver 1InQ OutQ Up/Down
192.168.100.2 4 65000 3770 4590 258 0 0 2d21h

[2lz 229d R1 bgp:

<tfroot>
R1#

show i p bgp

BGP table version is 258, Tocal router ID is 192.168.100.1
Status codes: s suppressed, d damped, h history, *

State/PfxRcd

State/PfxRcd
9

* valid, > best, i - internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path
*> 192.168.100.0/30 0.0.0.0 1

32768 7?



229d wogsoe R1:

<{froot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
lJodosy
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Add Redistribution

Source Protocol

Process |D*

Metric

(0-4294367295)

Route Map

Match

nterna
External 1
Fxtermal £
NSSAExternal 1

NoeoAakExXternal 2
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