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Interface
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Site1FTD_Create VTI
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¢ pe,d lJold: 1

¢ poosy I d: 3,z (GigabitEthermet0/0)

« eu9lu IP 9¥ule Iuveodos 1IJd,es6: 169.254.10.1/24
» 1Jelde: o) Ideuids eds 1dpsuog Idpole

Name Status
demovti ()
Most features work with named interfaces only, although some require unnamed interface
Description
Y
i N
Tunnel ID unnel Source

1 outside (GigabitEthernet0/0) v

0 10413

7 ™
IP Address and Subnet Mask

169.254.10.1 / 24
\_ J
e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

e (W)

site1FTD_VTI_Details_Tunnel1_ISP1
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« ew9lu IP 9gule Iduveds 1IJ, e s6: 169.254.20.11/24
* IJdeldsi o, Ideuidd eds Idesoe 1declz

Name
demovti_sp2|

Description
Tunnel ID unnel Source
2 outside? (GigabitEthernet0/1)
IP Address and Subnet Mask
169.254.20.11 / 24
CANCEL

site1FTD_VTI_Details_Tunnel2_ISP2

lJg 9o 4. luo9d IJs goly > Juodé VPN po 098¢ 1Us 098¢ bob8é &0 wuvdsd -




| Firewall Davice Manager <

Ml Saftwam VDE Intrusion Rule Upcate Cloud Sanvicas Migh Avaitabilicy

Cinco Firepower Threat Defense far KVM TAI-1TT are.0 2WZFI0N-1538 dh tysues | Unknewn Not Configured oA

o] b internor

Eincn Firepower Throat Defonse for Kvid )

(] () ) ) (@) (@) ) ) =

o L = == @ @ : admin T p—
Monitaring Policias Objects Device: MdvT42 . Administranor osco SELURE

Interfaces Routing Updates System Settings
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4 of Security Inteligence Feeds
View Al Interfaces > Wiow Configuration » Viaw Configuration >
Smart License Backup and Restore Troubleshoot
Tier: FTDWS0 - 10 Gbps
Vinw Conflguration ¥ Wiew Configuration » RECUEST FILE TO BE CREATED S0 Mo
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
T Includes: FlexGonflg, Smart GLI Audit Events, Deployment History,

Download Configuration

Vi Configusatian » Configunn » Wit Conligairation » View Coaflgisration

Site1FTD_VIEW_SITE2Site_VPN
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Site-to-Site VPN
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LOCAL NTIRFACTS £ REMOTE RITWORES AT CEOVST

CREATE SITE-TO-SITE CONNECTION

Site1FTD_Create_site-to-site_Connection
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New Site-to-site VPN o Endpoints 2)) Gonfigurato 3) Summary

L
PN TUNNEL

® ®
EE - Gy - e - R T o Neworc

FIDV74z INTERNET PEER ENDPOINT

Define Endpoints

Connection Profile Hame Type
S —

Sites Configuration

LOGAL SITE REMOTE SITE
-
Local VPN Access Interface Remaote IP Address
demovti (Tunnel1) ~ 192.168.10.1
.

e | I

site1FTD_ISP1_site-to-site_VPN_Define_Endpoints
lJglogs 5.2. luwgd |Js uwsluwé IKE. b9l 9é sz)) -

__L] Firewall Device Manager = o ‘ == @ @ : admin
I 2 Monitoring Policies Objects Device: fodv742 g Administrator

New Site-to-site VPN () engposs o Gonfiguratior 3

@ ven TuNNEL

— rene m—
lbmm —m ............. s _M—
FTONT 42 INTERNET PEER ENDPOINT
Privacy Configuration
IKE Policy

@ IKE policies are glabal, you cannct configurs different policies per VPN, Ay enabled IKE Pobcies are available o sl VPN
cOonNBCTions.

wevensionz (D) e VERSION1 (@)

IKE Policy

oy

IPSec Proposal

None selected EDIT... [!]

Site1FTD_Edit_IKE_Policy

st

casea SECURE

IJg1o96 5.3. Juog IKE. spdud luweesle perd puvwdl I9 spdod lugble wog 2383 wIJud)

W99 luyvle wog IKE z2>s>.
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* 1Jlgup: AES256_DH14_SHA256_SHA256
s IJougvds): pesh Idogvds) Idpolby) pesl) AES256
* pgp9ed DH: 14

.« ozsé ldodled: 1.e. 256

 wzjisé PRF: 1.p. 256

« 1Jgp,: 86400 (IJ1Ve )l o)

Add IKE v2 Policy

[ Priority Name State
Y Filter
1 AES256_DH14_SHA256_SHA256 "3
\

A i
@ ) AES-GCM-NULL-SHA Encryption

s
S
|‘) AES-SHA-SHA l

@ ) DEs-sHA-sHA € .

S

Integrity Hash

Lifetime (seconds)

Create New IKE Policy “ 86400

Site1FTD_Add_New_IKE_Policy



Y Filter

@ AES-GCM-NULL-SHA

@ DES-SHA-SHA

c AES256_DH14_SHA256_SHA256

@ @ Q@ @

Create New IKE Policy

site1IFTD_ENABLE_NEW_IKE_POLICY
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New Site-to-site VPN (1) encpaims ° 3} Summary

@ VPN TUNNEL

FTONT42 PEER ENDPOINT

) Remote Hetwork

INTERNET

Privacy Configuration

IKE Policy

D KE policies ane global, you cannat configure different policies per VPN, Any enabled IKE Policies are svailable to ol VPN
connections.

||;Emsmz‘) IKE VERSION 1 (B

IKE Policy

Globally applied EDNT...

IPSec Proposal

None selected | EDIT... I (1]

Site1FTD_Edit_IKE_Proposal

IJg1o96 5.5. Uldougwwsd Il IPSec. spdoud luvaesle percd puvwdl 19 spdod logile 1§ele
2382 pu edld IJoud) W98 luuile p e,z IPSec gaso. Egé‘g o3l Idpelde 8p wluynle pold gos>
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o IJlywp: AES256_SHA256
c IJogvds): pesh Idogvds) Idpelby) pesl) AES256
¢ ozsisé IJodled: SHAT. SHA256

Add IKE v2 IPSec Proposal

Name

Y Filter SET DEFAULT
AES256_SHA256

~
& AES-GCM in Default Set ; I ————

& AES-SHA ' AESESE &

& DES-SHA-1 Integrity Hash

0 X :

Site1FTD_Add_New_IKE_Proposal



Y Filter SET DEFAULT

& AES-GCM in Default Set

& AES-SHA

@ DES-SHA-1

& AES256_SHA256

--------------------------

Site1FTD_ENABLE_NEW_IKE_Proposal
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] Firewall Device Manager ()-_) L‘] @ : cErLL
il == anag Monitoring Policies Objects Device: ftdv742 e : . Administrator © See SECUR

FTONT42 INTERNET PEER ENDPOINT

Privacy Configuration

IKE Paolicy

@ IKE palicies are glabal, you cannot eonfigure differam policies par VPN. Any ensbled [KE Policies are availabie to all VPN
CONNBCEONS.

IKE VERSION 2 ‘) IKEVERSION1 (@ )
IKE Policy

Globally applied EDIT..

IPSec Propesal

Custom set selected EDIT...

Authentication Type
@ Pre-shared Manual Key O Certificate

Local Pre-shared Key

emote Peer Pre-shared Key

ssese

Site1FTD_CONFIGURE_PRE_SHARED_Key

|Jglogs 5.7. )lzge wdssy v ddé VPN. 31 Jly oyl i@ Jvse seolg JJdoessd: lug) W9s )
IJgJws. bl Jlo JJ gvse gl oy 999 1J5) lwoele”.



Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

site1FTD_ISP1_REVIEW_VPN_Config_Summary

IUgboss 6. I, 103096 5. oo l2d lousle Gvods VPN 23556 o0 093¢ [Js pode oo 2JIJ ISP2.



Demo_S$25_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B demonti_sp?2 (169.254.20.11 G Peer IP Address 192.168.20.1
Interface

(II;E Policy ass, aes-192 aes5-256-5ha%12,5ha384 ,sha,shal?56-sha512,5ha384 sha sha256-21,20,16,15,14, aes, a65-256- 1
sha,sha?56-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256

Authentication Pre-shared Manual Key

IKE ¥V1: DISABLED

2B800 seconds

\[’Pe
Lifetime
Duration
Lifetime Size

4608000 kilobytes

0 Information Is copled to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

ok [

site1FTD_ISP2_REVIEW_VPN_Config_Summary

IJ296 7. $p Clousle $less Idozde O 1Usuasd Jduwele Jeudd 1Jps9) ew) FTD. O o3l
IJpeld: Sp Clduwelz Jzese word IJgue IJesuoses: e woessd Iduog 1JElue
lwoobl lJs loslzlod Idwedss.
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& Security Policies

@ > O ssLoecymion > () ity — () Securiy teligerce — (@) NAT — B intrusion

1 rule Y Fter o 3 @ +
NETWORKS PORTS zonEs APPLICATIONS  URLS
* 1 Demo_sliow
Al
Dafnilt Actioa Access Control @ Block @, [, w

Site1TFTD_ALLOW_ACCESS_CONTROL_RULE_EXAMPLE
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0uld NAT ss0lpsds wp wdssve JJgpsd pu lzd 1Jsuesd 1Js IJloe,ow.

Josd 1de)uo 1Jesoses: sop wdso NAT Issolpsds Jepdle po lzd 1d9uo9d s
Ilocyoe s o3l Ieeld. J3JY sd5pe 9295 Bless luwadole NAT.

loedd s Iduwsluvle > NAT. 16E) Y938 + 5y Bp wu9lds) IJevdluosd 9lud) W98 p9lds.

« 1Jewdlo: ledle NAT

* lJysoe: Bod W9les NAT Idodslisse

o 1Jugg: vlow

* 9lzod IJsouoy: slgd

s lJgzod: |s

e euslu 1dpues; Idisads: 192.168.70.0/24
« 0910 IJpuos; 1dpeze: 192.168.70.0/24
+ euslo IUszos 1JiLodsé: 192.168.50.0/24
© oyzpé Elsé suly: 192.168.50.0/24

* pe opdsu ldoze go ldeunl

Add NAT Rule

Before Auto NAT Rules

Packet Translation Arvanced Options

DRIGING PACKET

Source nterface Destination Interface

insicle Ay

Seures Address Source Ao

Site1FTD_NAT_EXEMPT_RULE

Inside_1592.168.70 ~

Insicie_192. 168,70

Destination Address

peer_192.168.50.0

Destination Address

peer_192.168.50.0




Title Create Rule for Status

NAT Exempt Manual NAT v D

Manual NAT rules allow the transiation of the source &s well 23 the destination address of a network packei. Destination and part
translation ame optional. You can place manual MAT rules eithar before or after Auto NAT rules and insert the nules at a apecific location

Placermant Type

Before Auto NAT Rules S Static bt

Packet Translation Advanced Options

Translate DMNS replies that match this rule

Fallthrough to Interface PAT (Destination Interface)

[ Perform route lookup for Destination interface I

Do not proxy ARF on Destination Interface

Show Diagram (@ CAMCEL “

site1FTD_nat_ EXEMPT_RULE_2

PN e i) o == = £3 . admin alonilss 2afusn
Firewall Device Manager Monitosing Policies Objects Covice: dv742 @ @ @ 3 Aikk wor C enee SECURE

& Security Policies
& - SSL Decryption  —3 Identity —¥ ) Security Intelligence — ° NAT B 0 Access Control > % Intrusion

3 rules ¥ Filter +

INTEBFACES  SOURCE AD_ DESTINATIOL DESTINATIOL.

» 1 NAT Exempt STATIC Insioe insida_192.1.. pber_192.16... ANy ANY nside_182.1... poar_192.16.. ANNY
Aey

Marwal MAT Rulos (After)

¥ 1 ISPINatRule DYNAMIC inshose Aty ipd ANY ANY ANY interface ANY ANY AMNY
outside

33 1SPIHatRule DYMAMC it gt ANY ANy Intextacn AN ANV
outside2

Site1FTD_NAT_RULE_OVERVIEW

lJgl9s 9. v,y wessle IJodssu.

: m @ iz = 3 ¢ adm
Firewall Device Manager = - min v il op ey ne
irawiall Devis)Manag Montorng  Policies  Objects Device: fichi742 @ @n @ * Administrator SneiSECURE

site1IFTD_DEPLOYMENT_CHANGES



odosu Site2 FTD VPN
IJg g6 10. &y, IUgboss 1 1ds IUgboss 9 wluwegsle Idpedple 1JpéluJs J Site2 FTD.

DemoS2S Connection Profile

ﬂ Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0P demovti25 (169.254.10.2) {; Peer IP Address 192.168.30.1
Interface

(_LKE Policy aes aes- 192, aes5-256-5ha5 12, sha3B4 sha, sha256-sha512 shaldB4 sha,sha256-21,20,16,15,14, aes aes-256- -\
sha,sha256-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256
Authentication Pre-shared Manual Key
LTypa J

IKE V1: DISABLED

Lifetime 28800 seconds

Duration

Lifetime Size AB08000 kilobytes

o Information is copied to the clipboard when you click Finish. You must allow the browsar to access your clipboard for the copy to be succeassful.

site2FTD_ISP1_review_vpn_config_summary



Demo_52S_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access QP demovti_sp2 (169.254.20.12) (:} Peer IP Address 192.168.40.1
Interface

IKE Policy aes,aes-192,ae5-256-5ha512,sha384 sha,sha256-sha512, sha3d4,sha, sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes, aes-256-sha-1,5ha- 256

Authentication Pre-shared Manual Key

Type

IKE V1: DISABLED

IPSEC SETTINGS

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ﬂ Infarmation is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful.

BAsK

site2FTD_ISP2_review_vpn_config_summary



Edit NAT Rule

Title Create Rule for

NAT Exempt Manual NAT

Placemant

Before Auto NAT Rulal

Packel Translation

Advanced Options

CRIGINAL PACKET TRANSLATED PACKET

[oource Imerace Destination Interface

inside

Any

Source Address

Source Pon Source Address

inside_192.168.50 ] Any inside_192.168.50 v

Destination Address Destingtion Port Destination Address Destination Port
peer_192.168.70. Ay bt peer_192.168.70.0 v Any e
Show Diagram @ CANGEL

Site2FTD_nat_EXEMPT_RULE
lJodssule eJs PBR
od9so PBR IJgl o o Site1 FTD

IUg9s 1. S wluuble Jlsule Jvods 23836 Jswe luvedsleol pu $od Blises IJsosd J PBR
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= = = @ H admin alialn oo .
Monioring Policies Objecis Device: ftdu742 e o Administrator i asco SECURE

—
Network Objects and Groups

9 cbjects ¥ Filter ]

Preset fillers: System defined, Liser defined

site1FTD_CREATE_NETWORK_OBJECT

IJglogs 11.1. Bp wlouile Jlisu Jewslu IP 1Uglue o Site1 Client2. §p wo99s,) Idpedyple
lJu219,86. 1u8) W99 1) p9lss.

* IJlywpe: local_192.168.70.10
« IJusg: puosI
« IJp_psd: 192.168.70.10



Add Network Object

MNama

local_192.168.70.10

Description

Type

Metwork Host FQDN Range
S O ©

Haost

192.168.70.10

Site1FTD_Site1FTD_PBR_LocalObject

IJgbgo 11.2. lugvle Jlisu Jewslo IP 1Jglue o Site2 Client2. 98, IJpedypele [JJLps.
bybyo ok ;.

s IJlywpe: remote_192.168.50.10
* IJuge: puosd
* lJpuosw: 192.168.50.10

Add Network Object

Name

remole_192.168.50.10

Description

Type

(O Metwerk (O raon (O Range

Host

182.168.50.10

Site1FTD_PBR_RemoteObject

IJel9s 12. logwle Slisps 9,09d p9wes J PBR. luodd s IJzols > IJedssy IJpwde.
byb s g,,0 wuvdsd.
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Clego Flrepower Threat Defunss for Ky @

1T Inside Natwark W0 o o Of oM S e 007
EEreEm® O
Interfaces Routing Updates System Settings
Marsgemt: Merged 6 static roudes Greolncation, Ruks, VR, Systern Upgrde, Marmgement Acess
Enabled 4 of 3 Secunty Ineligance Fesds rxxIng Settings
; . . 2 : Sarvar f Ralay
View All Intarfaces » View Configuration 3 View Configuratinn >
DONS Service
DNS Server
. Hostame
Smart License Backup and Restore Troubleshoot 3
o Tima Senaces
agistenad Last Backup: 14 Aug 2024 No files created per S5L Semngs
Ticr: FTDWS - 10 Ghps
View Conflguration > Wiew Configuration » HEDUESTIFILESILL ER CHERTRIL ]
Site-to-Site VPN Advanced Configuration Device Administration
2 connections Inchides: FlexConfig, Smart GLI Aucdit Fvents, Deployrment Hestory,
Download Canfiguration
View Configuration » Configura » Viw Configuration > View Configuration ¥

site1FTD_VIEW_ADVANCED_CONFIGURATION

IJgbb96 12.1. 16e@d 1Js CLI (slz06 Gwlo, 1Uisle)) 13886 > 1JJlsole. [od) 998 + .

oo S cee0 : =
wwall Device Manage = ¥ £3 4 ] S T
Fiewall DevicejManager Monitoring Policies Objects Device: ftdv7d2 = @ . Administrator aics SECURE

Dewlce Summary

Objects

Advanced
Configuration

DESCRIPTION

Smart CLI

Objects

FlaxConfig There are no Smart CLI objacts yet

st Smart CLI object.

CREATE SMART CLI OBJECT

Start by creating the

Site1FTD_Add_SmartCLI_Object
IJgb9s 12.2. Ixgd luwpel JJIliso slge, Bldw 9lzos yulo, 119l

+ Wlgwe: IJgsuo Ies oses PBRACL
* Sldo slzod o, 1USle): Slises 1Uso9d 1dpesmes



Add Smart CLI Object

Dascriplion

LI Template

Extended Access List

Template

Site1FTD_Create_ PBR_ACL_1
lJgl9es 12.3. luedd IJs IJslde sldedsse. bgbge |J ok j, in order to ioébo.

IJuwlo, 2. 108, B9 la)le. Tz, Lwplz.

Add Smart CLI Object
Mame
Damo_PBR_ACL

CLI Tamplste

Extended Access List

Template

Site1FTD_Create_PBR_ACL_2

IJuwl) 30169 W98 Jvwds IJpuos). iao)o p2Js_192.168.70.10. b db g glsé-gvoJs. iécu
remote_192.168.50.10.

IJowbo, 40108, IJgshle slge, ls.

IJuwlo) 6109 W98 2ldo IJuwed 9lge, pelbd.

Name Dascription

Tampiate




Site1FTD_Create_PBR_ACL_3

IJglos6 13. logile #6506 puwly J PBR. loedd 1Js IJzols > adose podse > CLIds >
IJJlsole. lud) 993§ + ).

LE%]  Firewall Device Manager = b @ @ ® : it v i SECURE
Maonitoring Policies Objects Device: ftdv742 . Administrsior
Advanced Device Summary
Objects

Configuration

Smart GLI

Ssart by creating the first Smart CLI ohject
CREATE SMART CLI OBJECT

Site1FTD_Add_SmartCLI_Object

IJgbo9s 13.1. bbgd luwel JJIlso slge, Bldw 9lzos yulo, 119l

s NJlgwe: IdeHue IJossoses_PBR_RouteMap
* Slde 9lzos o, U9l grsbod Ideuwl,

Add Smart CLI Object

Deseription

Site1FTD_Create_PBR_RouteMap_1

IJglo96 13.2. luodd Ids IJSIJe sldedsso. 1ody W98 1)) p9ld" Jedb.

vl 20169, g6 wyjsE. i'acu welz. lud) W98 sequence-number. IJl>¢ld 1Js>9s 10. @)
999 bol, IJpglbd.



Add Smart CLI Object

Name Description

BRemao_PBER_RouteMap

CLI Template

Route Map

Templale

Site1FTD_Create_PBR_RouteMap_2

IJuwlo, 3. lu@) B938 + Jopdso lduwb,. b@b@s gulys. ige, suls IJpblu@s.

Add Smart CLI| Object

Mama Description

Demo_PBR_RoutsMap

CLI Template

Route Mip

Template

match-clause

set-clause
bgp-natch-clause

bgp-set-clause

Site1FTD_Create_PBR_RouteMap_3

IUuwbs, 4168, - Jogbsd 1 b.

Iduwlo, 5 lud) + Jopdso Iduwls). 108y 998 woe 1d8lises. ige, Blisps 19 ,09J.

Add Smart CLI Object

Marme Description

Demo_PBR_RouteMap

CLI Template

Rt Map

Temptate

access-1ist




Site1FTD_Create_PBR_RouteMap_4

Iduwlo, B 1lud) 898 Blisps IUsuesd. 2o luwe Blses Idozde s 1Jsuesd (ACL) Iss we
loublge Vs 1Jgbys 12. Vs o3l IJpeld: w9y, demo_pbr_acl.

Add Smart CL| Object

Name

Damo_PBER_RouteMap

CLI Template

Route Map

Template

T

Site1FTD_Create_PBR_RouteMap_5

lodd 1Js IJduwb, 3. 168, Wes IJgsble ... lge, puoleds.

Nama Dascription

Demo_PBR_RouteMap

CLI Template

Epute Map -

Template & Hide disabled

Dupiicate

Site1FTD_Create_PBR_RouteMap_6

wvlo) 14,1069, W98 eulyo 9lg e, bgp-set-clause.



Mame Dascription

Demo_PER_Roul eMiap

CLI Template

Foute Map

Template

Site1FTD_Create_PBR_RouteMap_7

B Jiuwb;, 129139159 169179189 19921922923 924,108, 8938 - ) pu lzJ
lJoglbsd.

IJuwl, 20 108, W99 esble slgw, ip glue.

MName Deacription

Demo_PBR_RouteMap

CLI Template

Route Map -

Template & Mide disabled ) Resi

configure [

Ppvs [EESETERN

specific-ip

Site1FTD_Create_PBR_RouteMap_8

Il 21108, B98 uslu IP. gusly IP Jbeld 1dss9s S 1Jglogs IJeldss. B o3l IJpold.
$J90 gl IP 1UElLo weode IJubs, 2 0§ VTI J FTD 2 (169.254.20.12). 168, eJs l¢Sle
pelbd.



Name Description

Demo_PBR_RouteMap

Template

configure mat

match ipvd

CANCEL

Site1FTD_Create_PBR_RouteMap_9

Jlege odasu Brsbs Idpuwl.

Name Descripticn

Demo_PER_RouteMap

Template @ Show disabled o' Reset

s “

Site1FTD_Create_PBR_RouteMap_10

lJgbb9s 14. Gp wluunle Jlisy FlexConfig J PBR. luw®d IJs IJdzols > [Jedssy IJpo@sp >
Jlsule FlexConfig slo o) + ).



[ R o =
T Monitoring Policies Obiects

® @ ;o v b secume

Device Sumemsrn

FlexConfig Objects

e T
® A SCRETION TN

Site1FTD_Create_PBR_FlexObj_1

IJglogs 14.1. bgd luwe JJIlisw. B o3l 1JpelJ. Demo_PBR_FlexObj. s Template sNegative
Template Editor. I>¢J I_wlo, 1JI9le,.

o 1Jslde:
interface GigabitEthernet0/2
policy-route-route-map demo_pbr_routeMap_site2
© Vlde &) wolde:
interface GigabitEthernet0/2
JI s9g> Policy-route-map demo_PBR_RouteMap_Site2

Mame
Dema_PBR_FlexObj

Description

Variables

4 ADD VARLAGLE

Template

MNegate Templat

Site1FTD_Create_PBR_FlexObj_2

IJglb9o 15. §p luuvle yusluws FlexConfig J PBR. luw@d IJs zols > wdssy podde >
wsluws FlexConfig. 1u8) W98 + ). Iz, luve Jlisu FlexConfig 1Uss wpe lugble b IJgbos 14.
o9y 9938 1)) p9l8 3.



ivid o = == () @\I ’5\ (:) . admin wlilis op g i
Monitoring Policies Objects evice: frdv742 . l\_/ . Administrator eseo S ELLUIKE

Device Summary
Configuration FlexConfig Policy

- S . 4
Smart CLY Group List Preview
Objects
Fese .
v
FlaxConfig Objects. Ceoatn nony FlaxConfin Obicct CANCEL I

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_1

lJglbbgs 15.1. g8 pu LJirDJ WIS ulwse lJpglsws. Bl Ily gl lud) W99 zob.

Firewall Device Manacar i i = [ ] ™ (= 3 . adimin alvaln
Ireavall LEvite Vianage Monltoring PBolicles Objects Devica: ftdvTd2 @ e (?J O * Administrator Clen. S8
Advanced F- el Poli
Configuration exXonmg Folicy
—— Group List Preview
+

Objects
B Demo_PER_FhexOly

FlexConfig

FlexConfig Objects

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_2

lJglo9s 16. vy wessile IJodosu.

i -

R ) o us = el ear- . admk

Firewall Device Manager i C" \9 (=) @ @ - admin el
Menitoring Pulicies Objects Device: feh742 e : Advnistrofor

site1lFTD_DEPLOYMENT_CHANGES
odose PBR IJgl o o Site2 FTD

IUzbo96 17. ) 1Je b6 1. [ 1Jgbo96 16. oo lzd lousle PBR Cluweisle lpedele 1pdlods
JJesée 2 FTD.



Add Smart CLI Object

Description

Demo_PBR_ACL_Site2

Template

Site2FTD_Create_PBR_ACL

Add Smart CLI Object

Name Description

[Demu_PBR_F!meMap_She? ]

GLI Template

Route Map

Template

Site2FTD_Create_ PBR_RouteMap



Create FlexConfig Object

Name

[ Demo_PBR_FlexObj_Site2 l

Drescription

Variables

+ ADD VARIABLE

Templata

Negale Template

Site2FTD_Create_PBR_FlexObj

[+ = atii] ¥ == == . a
LE'T]  Firewsal Device Manager =7 U_ 5 @ (= @' @ : kol . Wl cECURE
il | Monitoring Policies Objects Device: Mdv742 . & Admimistrator )

Device Summary

FlexConfig Policy

Advanced
Configuration

@ Successfully saved.

Group List Preview

+

[ Demo_PER_FlaxObi_Site2
FlexConfig Objects

FlexConfig Policy

Site2FTD_Create_PBR_FlexPolicy
epdsle lJoosisé eds yuluvé SLA
edoso poldus SLA J SITE1 FTD

IJg 96 18. S wluuble Jlsule Jvods 23836 Jswe luvedsleol po dod Ublusle SLA JJesde
1FTD. luedd IJs Jlsole > gvodled lod®) 998 + ).



gl o = == - . :
f75] Firewall Device Manager = e @ O @ . ki ailudli.
= ] i = Monitering Policies Objects Device: Mdu742 e . Administrater | S1%6@ SECURE

—
Object Types MNetwork Objects and Groups

T Networks 9 ohjects Y Finer H
o efioed

- Preset filers: System defined, Liser
6 Ports

site1FTD_CREATE_NETWORK_OBJECT
IJglbgs 18.1. $p Cluuvle Jlisu Jewslu IP Juglus ISP §e ww9ds) IUpgdsple IJJ15e6.
bybyo ok j.

* IJlywpe: OutsideToSP1_192.168.30.3

* IJuser puosd
* lJpuosw9: 192.168.30.3

Add Network Object

arme

OutgideToSP1_192.168.30.3

Description

Type

(O Network O rapn () Range

ot

192.168.30.3

Site1FTD_Create_SLAMonitor_NetObj_ISP1

IJ¢b9o 18.2. o wluuvle Jlisu Jewsly IP Joslws ISP2. §p wu9s,) Idpedsple 1ULo,9)86.
bybyo ok ;.

* IJlywpe: Outside2ToSP2_192.168.40.4

© 1Jusg: puosS
o« 1Jpuosd: 192.168.40.4



Add Network Object

ame

Quiside2ToSP2_192.168.40.4

Description

Type
() Network (O rapN () Range

Haost

192.168.40.4

3 192.1

Site1FTD_Create_SLAMonitor_NetObj_ISP2

IJgbo96 19. |ouile Uulivs SLA. loedd lJs Jlisole > lusle Jlso > ilile SLA. 166, B9 + )
Jlogvle gul s SLA z>s36.

(] i o o= —_— . <
N Firewall Device Manac i o= =] @ . . @ . admin T 1T
i3]  Firewall Device Mansger Monhoring  Policies Objects sl e‘ @ H et - ases SECURE

Object Types o SLA Monitors

CHEATE SLA MONTOR

Site1FTD_Create_SLAMonitor

IJelbgs 19.1. B uld36 |uolds Jliso pildws SLA: §p wu9lds,) Idpedsple [JJ15e6 Juglué
ISP1. 108, 898 1)) 988" JJebl.

IUlgwer lodl8s6 puues [UE>p6 (SLA) IUghzss
euslo IJuvlwe: OutsideToSP1_192.168.30.3
Islzos lJo>cd: Lz (GigabitEthernet0/0)

¢sble oss ICMP J IP: 1wl os



Add SLA Monitor Object

Monitor Addeess

OutsideToSP1_162.168.30.3
e———

Target ntértace

cutsicke [Gigabitfthernesn/a)

1P AP ECHO DPTIONS

0 Foliowirg propertios hovs foloming cormlation: Theoshold = Timeoue = Froguoncy

Threshold Theneout

S000

Typa of Sanica Mumbar of Packats Data Stz
] i il

Site1FTD_Create_SLAMonitor_NetObj_ISP1_Details

IUg96 19.2. I uepy B 1Jod) B89 + 5, Jlouile silvs SLA 25536 Juslus ISP2. B oldss
luolds Jlisy )l §w6 SLA §p w9l Ipedsele 1Jou9)86 Juslus ISP2. 108, W98 1))
2918 8" JJp Blo.

o 1Jlgwpe: lodl8so puveys 1Ugs>po (SLA) 1Jghzs62
+ eu9lu Idumlué: Outside2ToSP2_192.168.40.4

* IJglzoo IJo>wd: l,22(GigabitEthernet0/1)

* ¢sble uoss ICMP J IP: 1ol os

Add SLA Monitor Object

[Monisor Addcirees

Outside2ToSPa_100.168.40.4

aeget interface
outaice? (GonbiEEthernet/1)

P IGMP ECHO OPTIONS

D Tty e Punss Eaerb) etveiitisn: Thisinsld < Tnisar < Trinpabinsyy

Tieneout

S000

Nurnibor of Pocknts

Site1FTD_Create_SLAMonitor_NetObj_ISP2_Details



lJglo9es 20. vy wessile IJodosu.

| = i o= + . min [ [ —
] il Dereeibanager Menitoring Po‘l?:ie; Objects Dav mmz @ @ . Zud\’mfa:rnrar ' “'“L SECURE
site1FTD_DEPLOYMENT_CHANGES

odysu el 96 SLA J SITE2 FTD

IUgboss 21. I, 1Ugboss 18. |Uis 1Jpko9s 20. $p Llouile myldws SLA g IUpedele 1Jpdlods
eJss Site2 FTD.

Name

sla-outsidd

Description

[ Monitor Address h

OutsideToSP1_192.168.10.3
y

Target Interface

outside (GigabitEthernet0/0)

1P ICMP ECHO OPTIONS

6 Following propanties hone following comalation: T = Timeout < F cy

Threshold Timeout

Frequency
60000 [ r—
rrultiole of 100K
Type of Service Number of Packets Data Size

0 1 28

CANCGEL

Site2FTD_Create_SLAMonitor_NetObj_ISP1_Details



Name

sta-outside2|

Description

Monitor Address

Qutside2ToSP2_192.168.20.4

Target Interface

outside2 (GigabitEthemet0/1)

1P ICMP ECHO OPTIONS

ﬂ Following propenties have folfowing comelation: Threshold = Timeout < Frequency

Threshold Timeout
5000 " i S000

Frequency
B0000

Type of Service Number of Packets Data Size
0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP2_Details
lJodssule gds Idpuwl) IJolow
odoso Idpuwhy IJelue J SITETFTD

lJgb9s 22. §p Lluuvle Jlisule Juods 23836 Jswp luwwgsleol pu Yod IJpunl Idoloo J
Site1 FTD. lucdd IJs IJdlsole > 1Jgvodle lod) 89sd + ).

ol F ot Pavies Manarar i o = == 7 . admin T LT

g ] Firewall Device Manage Monitering Policies Objeets Device: fteu742 @ @ @ . Administrator ~ ©see SECURE
|

Object Types MNetwork Objects and Groups

9 objects M- - ‘
fined, User defined

Preset filers: System de

Site1FTD_Create_Obj

IJglo96 22.1. §p wlouvle Jlsou Jewslo IP 1Jgbzs2 Jesde IJobs) 2 FTD. $p ww9lds)
lJpedsele lduo)r9,86. bbb ye ok ).

* IJlywpe: remote_outside2_192.168.20.1
* lJuse: puoss
s lJyveds: 192.168.20.1



Add Network Object

MName
remaote_outside2_192.168.20.1

Description

Type
() Metwork (O Fapn () Range

Haost
192.168.20.1

Site1FTD_Create_NetObj_StaticRoute_1

1Jeb9s 22.2. p Llousle Jiiso Jewslo 1P 1Jglue o VI Tunnell Jas e lJobes, 2 FTD. Gp
w98 Ideedsple 1JJLps. bdlb@e ok ;.

o IJlywpe: peer_vti_169.254.10.2
* Juse: puos
o 1Juveds:169.254.10.2

Add Network Object

MName
peer_wi_169.254.10.2

Description

Type
Network

Host
169.254.10.2

Site1FTD_Create_NetObj_StaticRoute_2

lJgb9s 22.3. §p wlouyile Jliso Jewslo IP J VTl Tunnel2 IJgluo wesle IJubbs) 2 FTD. §p
ww9ds) ldpedyple IUJps. b b g ok ).

* IJlywpe: peer_vti_169.254.20.12

© 1Jose: puosS
.« 1dubuds:169.254.20.12



Add Network Object

peer_vii_169.254.20.12 ]

Description

f‘:, Host

169.254.20.12

Site1FTD_Create_NetObj_StaticRoute_3
IUgo96 22.4. §p Llouile Jliso JJubods 1UslgJss J Peer Site2 FTD. §p weods) IJpedsple
lJu2,9,56. bgb§e ok j).

s 1Jluwp: peer_192.168.50.0
s IJoge: Idugvods
* 1Jubvods:192.168.50.0/24

Add Network Object

Name
peear_192.168.50.0

Description

Type
(@) Metwork

Metwork

[ 192.168.50.0/24

Site1FTD_Create_NetObj_StaticRoute_4

lJglogs 23. luo9d IJs zolj > wogse. bob9é &0 wouvdsd. lul) eds edlpd wusse wogso
wldo lwolosds. lod) W9l + ) Jluolws puwl) elow zoso.



"] Firewall Device Manager - O
= Monitoring Policies

: : admin 1| P Tp—
@ @ @ » Administrator | S13€0 SECURE

& Internet
© e -. @
() (] ) o) o)
e Senart Lice...
Interfaces Routing Updates
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade,
Enz 4 ] Security Inteligence Feeds
View All Interfaces > View Configuration View Configuration >
Smart License Backup and Restore Troubleshoot
SRR 551
Tier; FTDwED - 10 Gbps
View Configuration > View Configuration REQUEST FILE TO BE CREATED Sea more

site1FTD_VIEW_ROUTE_CONFIGURATION

=1 i ] 5= =
Firewall Device Manager = o .
= Monitoring Policles Objects Device: fidw742

Routing

Add Multiple Virtual Routers.

Static Routing BGP OSPF EIGRP ECMP Traffic Zones

S—
6 routes

@ @ @ D e~ Sifs' SECURE

Site1FTD_Add_STATIC_Route

IJ¢b9o 23.1. $p wlugile puwl)y 10e)luos wluwedsle w9lws ISP pg pilde6 SLA. 3l o) o
w916 ISP1 |Js pdlbgs. Buwedype peadle 2y9Jo o9 Idoslole 1Us 1deuwl) IdIGo)lsos
Jdouwe ldleesllbs go) ISP2. Cpg)d luwe s ISP woyze 2096 p)9) IJoslole [Js luveesle
ISP1. 8p ww9ds) Idpedsele IUdes. 108, B9 1ds) el 8" JJe bl

* IJlgwp: TOSP1GW

» 1Jglzod: ¢l (GigabitEthernet0/0)

* 1Je,sesded: IPV4

c Jgvodle: ls-IPv4

* |Jogleo: OutsideToSP1_192.168.30.3
* 1JBslw: 1

o Luluud SLA: [o Bl 8s6 puvess 1Jgsps (SLA) 1Ughzsé



Add Static Route

Name

ToSP1GW

Description

nterface

outside (GigabitEthernet0/0) v

Protocol

@ 1Pva () IPv6

ateway Metric

OutsideToSP1_192.168.30.3 ™ 1

SLA Monitor Applicable only for IPvl Protocol type

sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_1



lJglogo 23.:2. louble puwly IJouwg IJlzoslbs IJIGe,luos o) wolus ISP2. szu 1o sJ9u
IUpdsluw leds po 1. Bs o3l 1dpeldi IJpdsluw 09 2. Sp w9 s, IUpedsple IUuo,9,58. 108,
B938 1Jj) 918" Je b

* |Jlywp: DefaultToSP2GW

* |Jslzos: ¢l,z2(GigabitEthernet0/1)

* 1Jo,9e9dsd: IPV4

c Juvodle: ls-IPv4

* |Jougloo: Outside2ToSP2_192.168.40.4
* 1JB8slw: 2



Add Static Route

Name

DefaultToSP2GW
Description

Y

Interface

outside2 (GigabitEthernet0/1) v
Gateway Metric

Outside2ToSP2_192.168.40.4 ! 2
SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor '

CANCEL

Site1FTD_Create_StaticRoute 2



lJglb9é 23.3. 9p vluyvle puwly wloo Jeydé p)9) 1dogesd IUs Ehe 2 susly IP 1Ugluo wpsde
lJolbs) 2 FTD g0y w9lw6 ISP2: pg o)l 906 SLAIJpuuwsed Jlogile VPN pg gz 2 pu Site2
FTD. $p w99 Idpedsple 1Ju219,86. 108, 993 1) p9ld§" JJzdb.

* IJlywpe: SpecificToSP2GW

* 1Jglzod: ¢l e2(GigabitEthernet0/1)

* 1Jo,9e9dsd: IPV4

s |Jubveodle: remote_outside2_192.168.20.1

* IJosleé: Outside2ToSP2_192.168.40.4

* 1JB8slgw: 1

« Ublgbe SLA: Jlol8s6 puwwys 1Ugseo (SLA) IUghzs62



Add Static Route

Name
SpecificToSP2GW
Description
Y
Interface
outside2 (GigabitEthernet0/1) ot
Protocol
@ IPva () IPv6
+
5 remote_outside2_192.168.20.1
Gateway Metric
Outside2ToSP2_192.168.40.4 W 1
SLA Monitor Applicable only for Ifv4 Protocol type
sla-outside2 v

CANCEL

Site1FTD_Create_StaticRoute_3



IJglogs 23.4. $p louble puwly Sloo Joyds p)9) 1U9zes lds IJubeds 1UslzJse Jesse Idubs,
2 FTD o) 1o 1ok, VT 1 o0 SITE2 FTD Joglué: pe pildos SLA Jouids) 2,96 o9,
IUgpsd gwn IJod 1. B3l slzoe w9lws ISP pdllbgs: Suuoglze pzdle 2yds py9, VPN |Us
1o 2 oo ISP2. Cpzps luweushs ISP euze 2536 o9, Ioslole 1Js 0@ VTI 1 oo ISP, §p
w9 Ideedsele IUdLes. 108, B8 10y @9l y" JJzblo.

s IJlgvpe: TOVTISP1

* 1Jglzos: demovti(Tunnel1)

o 1Jey9weded: IPV4

s lJubvedle: peer_192.168.50.0

* IJugluo: peer_vti_169.254.10.2

s 1JBslw: 1

* Jblyvoe SLA: lol§so puww9s 1Ugspeo (SLA) IJEDzso



Add Static Route

Name

ToVTISP|

Description

7
Interface
demovti (Tunnel1) v
T peer_192.168.50.0
ateway Metric
peer_vti_169.254.10.2 v 1
SLA Monitor Applicable only for JPvd Protocol type
sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_4



lJglo9s 23.5. 9p wluyvle puwl)y vloo Jdouwe IJlzeslbs Jz)yds )95 1Usges IJs IJuvedd
IUslgJss Jeode IJobs) 2 FTD gy 06 VTHJobs, 2 Jdpsde 2 FTD Joslus oumadse
Jouuds) 298 09, 1Jepsd £wl IJuBE 2. §p woesso Idpdslus [Js 8spé leds po 1. B
o3l ldpeldi IJpdsluw 09 22. §p w99 Idpedsple 1Uu2,9,86. 108y B9 1)) p9l93"
Jdeb.

* IJlgwpe: TOVTISP2_Backup

* 1Jglzos: demovti_sp2(Tunnel2)

o 1Jey9weded: IPV4

s lJubvedle: peer_192.168.50.0

* IJugluo: peer_vti_169.254.20.12
o 1JBslw: 22



Add Static Route

Name

ToVTISP2_Backup|

Description
Vi
Interface
demovti_sp2 (Tunnel2) v
Protocol
@ 1Pva () IPv6
Networks
+
T peer_192.168.50.0
Gateway Metric
peer_vti_169.254.20.12 v 22
SLA Monitor Applicable only for IPv4 Protocol type
Please select an SLA Monitor v

Site1FTD_Create_StaticRoute_5



lJglo9s 23.6. e Lluuile puwl) wlow Jzyds p)9) PBR. 2,96 )9, 1U9zos |Js Site2 Client2 g,
Peer VTl Tunnel 2 J Site2 FTD Jo9lwo: pg o)l 96 SLA. w9, Idpedsple 1Uuo,9)806. lu@)
B938 1Jj) 918" Je b

* IJlgwp: TOVTISP2

* 1Jglzos: demovti_sp2(Tunnel2)

* 1Jo,9e9dsd: IPV4

e IJuvodle: remote_192.168.50.10

o lJugloo: peer_vti_169.254.20.12

* 1JB8slgw: 1

« Ublgbe SLA: Jlol8s6 puwwys 1Ugseo (SLA) IUghzs62



Add Static Route

ame

ToVTISPZ

Description

Interface

demovti_sp2 (Tunnel2)

D) remote_192.168.50.10

Gateway

peer_vti_169.254.20.12

SLA Monitor Applicable only for§Pv4 Protocol type

sla-outside2

Site1FTD_Create_StaticRoute_6

CANCEL

Metric



lJglb9é 24. Sp wuuv) wEsslo IJodsu.

Firowvall Device)blanagar -\r'.a-Elina Pufs:iu: o:u:m o .ﬁ?.-m @ @ @ : :nnl\:.:-'a'rvlcr Wide SECUR
site1FTD_DEPLOYMENT_CHANGES
odysu Idpuwl) IJelow J SITE2 FTD

IJgboss 25. I, 1Jgbosle oo 22 1Us 24 o lz2d louble pusly Sloo olguegsle Idpgdele 1Jpdlods
J Site2 FTD.

. - r—
Firewall Device Manager i o e i @ @ H admin P Y Tt l:
) Monitoring Policies Objects Device: frdv742 -4 Administrator BH00) ikt ASINE

Routing

Add Multiple Virtual Routers w >~ Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
6 routes Y L

INTERFACE p GATEWAY B

1 ToSP1GW outside Pvit 0.0.0.0/0 192.168.10.3 sla-outside 1

2 DefaultToSP2GW outsida2 Pvid 0.0.0.0/0 192.168.20.4 2

3 SpecificToSPZGW outside? IPvd 192.168.40.1 192.168.20.4 sla-outside? 1

4 ToWMSP2Z demovil_sp2 IPwid 192.168.70.10 168.254.20.11 sla-outside2 1

5 ToVTISPZ_backup demovii_sp2 Pvid 192.168.70.0/24 168.254.20.11 22

& TaVTISP1 demoviizs IPud 192.168.70.0/24 169.254.10.1 sla-outside 1

Site2FTD_Create_StaticRoute

lJozdd pu lduors

lwegse 03l ldBuwe Joldss gpd IJodosy o dd Lorse luedd Ids 9lzes b, IJisl o, (CLI)
IJ¢loé o Site1 FTD 9 Site2 FTD g, 9236 IJogdp 9 SSH.

JJl o ISP191SP2 sgpd wuvdd 28>

VPN

//Sitel FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:156, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote

1072332533 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/44895 sec



Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: Oxec031247/0xc2f3f549

IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77860 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:44, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
499259237 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/44985 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xc2f3f549/0xec031247

IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77950 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

b,ss

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

PSK

PSK

PSK



i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.30.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti
169.254.10.1 255.255.255.255 is directly connected, demovti
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside?2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

I_ﬁU')U')I_ﬁI_ﬁU')I_ﬁI_ﬁU?

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25

C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2

L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25

S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
Uil s SLA

// Sitel FTD:



ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II
Entry number: 188426425

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.40.4

Interface: outside?2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 855903900

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.30.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.173 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900



Entry number: 855903900

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.178 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

// Site2 FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 550063734

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.20.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 609724264

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.10.3
Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never



Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 550063734

Modification time: 09:05:52.864 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.916 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Entry number: 609724264

Modification time: 09:05:52.856 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.921 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

ool vsue
lJuvsuolyse 1. Site1 Client1 ping Site2 Client1.

Sud ool Idleuald w28l pu elsle show crypto ipSec | slzos inc:lencap|decap gJ.s Site
FTD.

B 03l ldpelde sE)up IJodB1497 2506 Jgpdss Idouopso 9 1498 2506 Jgsd IJIouuds.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 1497, #pkts encrypt: 1497, #pkts digest: 1497
#pkts decaps: 1498, #pkts decrypt: 1498, #pkts verify: 1498



#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 wuzlz.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/97/227 ms

w298 pu &3ble show crypto ipSec sa | glgoé inc:lencapl|decap gJs Site1 FTD wgs ool
lJlouold wuogle.

B 03l polde Swds v 1502 ,ub Jgpdsé Juuwds 9 1503 0k Jibe Jouuds: pg JJI
BLU 858> w 5 ub spled 1U 5 gpdst 1s) w38 bdu. 903l syins) IJs 1ue swp w9zS0
lzooble louold Site1 Client1 |Js Site2 Client! g, 088 ISP1. Jl sbo, IJudd 2 1s jslé B
esble 1Jogopsy 19 151Js IJdwunds: ppl s99s luo Jl sop luvaésles Jzrds 1e,9, oo.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1502, #pkts encrypt: 1502, #pkts digest: 1502

#pkts decaps: 1503, #pkts decrypt: 1503, #pkts verify: 1503

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

lJuvsuolyse 2. Site1 Client2 ping Site2 Client2.

Sud ool Idleuald w28l pu elsle show crypto ipSec | 9lzos inc:lencap|decap gJ.s Site
FTD.

B 03l IUpeld: seruo 1Jodd2 21 256 Jgpdss IUeuopso 9 20 2506 JilJs 1JIo uds.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520



#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client2 Ping Site2 Client2 wugle.

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/39/87 ms

w298 pu &3ble show crypto ipSec sa | glgoé inc:lencapl|decap gJs Site1 FTD wgs ool
lJlouold vuogle.

WO o3l paldi swss QQQQ 226 ,0b Jgpdss Jouwdo 9 2§J;_,Jo Jeid: pg JJl Lo sjs> o b
sobeselad IS gpdse s uors bdw. 903l suivs) Ids o leewble logeld Sitel Client2 |Js
Site2 Client2 swp w9zsool gy 8§ ISP2 2. Jl sbo,y IJuwd§ 1156 jsbe Vs gxble IJouspsy
l9 ldo IJJdouwdé: ppl $9Us luo Jl swp luvwgsleo Jgyds [Je,9) odo.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 25, #pkts decrypt: 25, #pkts verify: 25

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

s9lzo ISP1 p8lbgs loule £od ISP2 gJs w29 28>

k.égs o3l UroC;U‘ 9p ylgséké Uuuu&gs.J lJs>98 .J.J_9|aoé EO/1 E_.Js ISP1 .Jro2_|d|6 ISP1 1J3s '~.5.9|a°
Phélbeé'

Internet_SPl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SPl(config)#

Internet_SPl(config)#interface EO/1
Internet_SP1l(config-if)#shutdown
Internet_SPl(config-if)#exit



Internet_SP1(config)#

VPN

Oid IJodd 1. oo Tunnel2 Béb ouilol pg IKEV2 SA.

// Sitel FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.1, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.30.1
Destination IP address: 192.168.10.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:

Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/80266 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti25", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.2, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.10.1
Destination IP address: 192.168.30.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742#

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

PSK



Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/80382 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

b)ssd

B 229d Idogzser swp wdesd puwble IJogwt Idlzeslbs.

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.40.4 to network 0.0.0.0

0.0.0.0 0.0.0.0 [2/0] via 192.168.40.4, outside2
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2

192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [22/0] via 169.254.20.12, demovti_sp2

192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

l—nmmrnl—nmrhuy

// Site2 FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside
C 169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
L 169.254.20.12 255.255.255.255 is directly connected, demovti_sp2



C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2

S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside?2

C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [22/0] via 169.254.20.11, demovti_sp2

S 192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2
wls SLA

s Sitel FTD. elbvo, ul s SLA pods 1J]5¢lJ 855903900 (IJg ol 1Josed o9 192.168.30.3) J
ISP1.

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.131 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 100

Latest operation start time: 14:22:05.132 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 100 RTTMin: 100 RTTMax: 100

NumOfRTT: 1 RTTSum: 100 RTTSum2: 10000

Entry number: 855903900

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:22:05.134 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: 0 RTTMax: 0

NumOfRTT: O RTTSum: O RTTSum2: 0

ftdv742# show track
Track 1



Response Time Reporter 855903900 reachability
Reachability is Down
7 changes, last change 00:11:03
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O
Track 2
Response Time Reporter 188426425 reachability
Reachability 1is Up
4 changes, last change 13:15:11
Latest operation return code: OK
Latest RTT (millisecs) 140
Tracked by:
STATIC-IP-ROUTING O

ool vsug

Iod ool Idlouold: w8y pu £51ble show crypto ipSec | glzos inc:lencapldecap gJs Sitel
FTD.

B 03l IUpeld: serun TUNnel2 36 2506 Jg pdsé lJouops 9 35 2506 JlUs [Udouds.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 35, #pkts decrypt: 35, #pkts verify: 35
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 wuglz.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 22/133/253 ms

Site1 Client2 Ping Site2 Client2 vugle.

Sitel Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 34/56/87 ms



ozl pu &3ble show crypto ipSec sa | glzoé inc:lencap|decap gJs Site1 FTD wes ool
IJlouold vuogle.

B 03l pldi surs 0B 246 50l Jgpdss Jowds 9 45 sub JBI IJIopwds: pg JJI $Lu
Sis> w 10,0 spled 1J 10 godss sy uods bdo. 903l subs) IJs wozse 2ie ool
IJlouold guy wdd ISP2 2.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 46, #pkts encrypt: 46, #pkts digest: 46
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

$9lz0 ISP2 p8llogs Ibule gpd ISP Luvdd 28>

ds o3l IJpold: 9p u|§@|;9 lJouuesd lJs>9s JJglgoes EO0/M gds ISP2 Jpeeldls ISP2 1U3s s9lzo
pL§”0£6.

Internet_SP2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP2(config)#

Internet_SP2(config)#int e0/1
Internet_SP2(config-if)#shutdown

Internet_SP2(config-if)#AZ

Internet_SP2#

VPN

uid IJud 2. sdgy Tunnell Wb bbbl pg IKEV2 SA.

// Sitel FTD:

ftdv742# show interface tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.11, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.40.1
Destination IP address: 192.168.20.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa

IKEv2 SAs:



Session-id:159, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1375077093 192.168.30.1/500 192.168.10.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/349 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x40f407b4/0x26598bcc

// Site2 FTD:

ftdv742# show int tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.12, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.20.1
Destination IP address: 192.168.40.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:165, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1025640731 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/379 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x26598bcc/0x40f407b4

b,ss

WO 229d Idpuwblor sgovds Idpuwl) Idpyovb o 1ISP2 2,96 0,9, PBR.

// Sitel FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.30.3 to network 0.0.0.0

PSK

PSK



S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside
C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2
S 192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti

C 192.168.70.0 255.255.255.0 is directly connected, inside

L 192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2
S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, 1inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
Uil s SLA

s Site1 FTD. slbo, e300 SLA pods IJI>gld 188426425 (IJg w9l [Jo>ed 09 192.168.40.4) J
ISP2.

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active



Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 14:52:05.174 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: O RTTMin: 0 RTTMax: O

NumOfRTT: 0O RTTSum: O RTTSum2: O

Entry number: 855903900

Modification time: 08:37:05.135 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 10

Latest operation start time: 14:52:05.177 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 10 RTTMin: 10 RTTMax: 10

NumOfRTT: 1 RTTSum: 10 RTTSum2: 100

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Up
8 changes, last change 00:14:37
Latest operation return code: OK
Latest RTT (millisecs) 60

Tracked by:
STATIC-IP-ROUTING O
Track 2

Response Time Reporter 188426425 reachability
Reachability is Down
5 changes, last change 00:09:30
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

ool vsug

Iod ool Idlouold: w8y pu &51ble show crypto ipSec | glzos inc:lencapldecap gJs Sitel
FTD.

B 03l pild Suss BB 174 ,ub Jgpdss douwds 9 73,0k Jd 1Jdouds.

// Sitel FTD:



ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 74, #pkts encrypt: 74, #pkts digest: 74
#pkts decaps: 73, #pkts decrypt: 73, #pkts verify: 73
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1 Client1 ping Site2 Client1 wuzlz.

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 30/158/255 ms

Site1 Client2 Ping Site2 Client2 wugle.

Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/58/143 ms

ozl pu esble show crypto ipSec sa | 9lzos inc:lencap|decap gJs Site1 FTD wgs lgool
IJlouold vuele.

VIS 03l peldi swds w9 W ='I 84 ,0b Jgpdss Joyuds 9 83 )0 Jgid: pg JJI WLo Sjs> 10
sl spled 1 10 gpdss Liss uods bde. 903l subs) IJs wozsoe 2ie ltovh Idlouald gv)
w9 ISP1 1.

// Sitel FTD:
ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 84, #pkts encrypt: 84, #pkts digest: 84

#pkts decaps: 83, #pkts decrypt: 83, #pkts verify: 83
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

lwedpla IUisble sluodlzol
$98, 03l IJBuwpe pedsple spdud [uuogsleol Jluvaduuld igble IJodssy sluadlzol.

oo suvobse luogpdo 03l suoub e, inorder to wz)se 1J VPN §uupe.



debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

oo suwolbse luvogpde 03l suoub o) 1o soess |J PBR G wpe.

debug policy-route

lue suwobse luvogedo 03l supub ey v sopys I SLA ey Guwe.

ftdv742# debug sla monitor ?
error QOutput IP SLA Monitor Error Messages
trace Output IP SLA Monitor Trace Messages
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