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NAT.

Il 1Jedho

Vs 1JzlJds IJos 92> Wsol Idodasy B 9lzos Idovgsuo: Jl sop dpez IJglzole oddlissl
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S293l.

Jerue 1dsuoe 1Jelds JJeols g 1Jie, show management-interface converge W.s glgos Gulo,

I9lo, CLI (3lz06 Lulo, IJisley) J FTD

> show management-interface convergence
no management-interface convergence
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Flrewal_l_ Management .C.;@m(?l‘ Cverview Analysis Palicies Devices Objects Integration Deploy O @2 £ @ admin~ Ml crcuRe

Tac_test

Cisco Firepower Threat Defense for ViMware

Device Interfaces Inline Sets Routing DHCP VTEP

——
© Management Interface action needed. X
Merge the Management and Diagnostic interfaces on the Management Interface Merge dialog bozx, or merge them later by clicking the 3= icon for Diagnostic interface In the table below.
Merging the interface will cause some downtime. Leam maorne
= rch by nams Syne Device ¥
All Interfaces Wirtual Tunnels Q. Search by name il Add intarfaces
Interface Logical Name Type Security Zones MAC Address [Active/Standby) P Address Path Monitering  Virtual Router
@ Diagnostic0/o diagnestic Physical 192.168.40.74/255.255.255.0(5tat... Disabled Global &
GigabiEihernetoro Physical Disabled
[@ GigabiEshernetor Physical Disabled
GigabhEthernet/2 Physical Disabled

Jlg)le Idpbdse Jspe 9lzes IJouuvgsuo 916 wes ey dsé Idgols Ids luesh) Idesulee 7.4.2

IJ 96 2.

S vcbué 2pse IJedsso eds 9lzos IJouvgsue: po 1duo)9ns 1Jl cpess slzos o ivgsuo
eds s odosu Jpologs 1Usee.

eds wesd Idpeld: Ws 9lzos IJoivgsuo 030 ould: gusly IP 9ldpeszo IJelow.

Firewall Management Center ; : 5 T s
Devices | Secure Firewall Interfaces = E B 2 b Jaimtion Deploy  Q ' ® e ~ | owe’ SECURE
—
Tac_test Edit Physical Interface -] | cancel |
Cisco Firepower Threat Defense for VM
General IPvd 1Py Path Monitoring Hardware Configuration Manager Access Advanced
Device Interfaces Inline Set:
1P Type:

© Management Interface action | Use Static IP . %

Mergng the bsiaco wh cause sorme & P Adress

192.168.40.74/255.255.255.0

m Virtual Tunnels ' ' ' pane Device ]

wing  Virtusl Router

Add Interfaces ~ |

Interface
[ GigabiEtherneto/o ’
[& GigabitEthermetdi1 — m

[@ GigabitEtheme10i2

Llds goslo IP Jdslzes IJouugsuoss



Firewall Management Center

Overview Analysis Paolicies Devices Objects Integration Deploy O @° £+ @  admin v

Tac_test E=

Cisco Firepower Threat Defense for Wiware

Device Interfaces Infine Sets Routing DHCP VTEP
—

+ Add Route
Network & Interface 'ﬁj”:‘::'f e Gateway Tunneled Metric Tracked
Virty ¥ [Pvd Routes
DNS diagnostic Global 192.168.40.254 false 1 ]

¥ IPvE Routes

odosu Idpuwhy Idelow gds glzod Idogizsue
lJ¢glogs 3.

lud) B8 pubds ole spz 91206 11316 Idplbdsws Iy lsdaus Ispz Ideeless Jisdsws IJozrs)
(IJ8Je Iyuolue) eds sleod Idojigsue.

Firewall Management Center

Denices [ Secura Firewall Interfaces Overview Analysis Policies Devices Objects Integration Deploy Q @2 13 @  admin ' SECURE
Tac test Management Interface Merge L] m
Gisco Firepower Threat Defense for VMware
Device Interfacas Inline Sats Routing DHC @ » The management interface merge will be synced to the standby/data unit. The IP addresses
shown in the “Review Uses™ section shows the active unit’s active address.
= After you elick Proceed, IP address changes will be saved, and you cannot revert the
© Management Interface action needed. management interface merge, even if you discard the deployment. X
Merpe the and on the Manag + Diagnostic intarface static routing is no longer supported; you must delate the route before sle below.
Merging the interface will cause some downtime. Leam maorne e :
= HA monitoring for diagnostic interface is not supporied.
m Virtual Tunnels In this rebease, you can merge the Management and Diagnostic interfaces to use the single IP instead | [ Sync Devica ] Add Interfaces =
of two [P addresses. The merged interdace will be called Management and use the current
management [P address. You will need to update all extemal services that communicate with
Diagnostic IP address.
Interface Logical Name Lo Mo Path Menitoring  Virual Router
@ Diagnostic0/0 diagnostic Disabled Global Fa
(B GigabitEtherneto/o Disabled
(B GigabitEthernet0r Disabled
[ GigabitEthernetos2 Disabled

Proce:

P9l dpz 9lzos IUbLS Sod Idpclogs
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Management Interface Merge e

e g e 4t n e wn g e e nm o o

» Diagnostic interface static routing is no longer supported; you must delete the route before
. you can proceed. Learn more
r » HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The 3 symbol shows configuration uses that you must edit
manually before you can proceed.

r Do you acknowledge the change?
REVIEW 2 USES Refresh

k £ Management Interface
The system will no longer support a Virtual Active Unit IP addresses that
F migrates between the Active and Stand-by HA units in converged mode.

Please remove the |P address on (Diagnostic0/0) before proceeding with
convergence.. See |less

£3 Static Route Setting
F Static Route Setting under virtual router [Global] with management interface
{diagnﬂsticj are not valid when the interface is converged.Please configure
these routes on the device if required and clean the static routes in FMC to
proceed with the convergence See less

Proceec | Cancel

pold ldoeess) 29d Idodssole [dpbdye ldeo §od 1Us ez

131 Il 031 09 1JzlJ: B wldéle prwe 1Jzol e clog 1iIJs IJodsso 19 lehs IJodsso: op les
Boe prwe IJesl, ez slzos 1JIsl)6"

+ sop e edles eds lesble Iduble Iigulvs IJos wgpd eJs 1dzols wops c2ds)



Management Interface Merge ? X

@) = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management IP address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The €3 symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | * Refresh | Do you acknowledge the
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PE.. See
more
A CMP Access
Management interface {management) is used in {ICMP Access) of PF... See
maore
| Cancel || Proceed |

peld eds Idepss) po odssule lesble 1Joble Iigulvs IJos sze cosel

* 1oy Ideree Bs od wgesd ClJogss)S g9 Gp lud) V98 pulugs.
Iz ogs 4.
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"wp 20k >pg 9lzed IUIL6 909 loj JJuin.
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Firewall Management Center o

Overview Analysis Policies Davices Objects Integration Deploy Q ‘ED &+ 9 admin el

Tac_test | Cancel |

Cisco Firepower Threat Defense for Wihware

Device Interfaces Infine Sets Routing DHCP VTEP

a5 saved and is ready 1o be deployed. X
sration changes rélated to merge; you must manually reconbgure the Disgnestic intérface and relabed configuration.

All Interfaces Virtual Tunnels Q, Search by name v Add Interfaces *

Interface T 2 AC Ad: I 1 1 o
® Management0/0 Physical Disabled Global

(@ GigabisEthernenyo Physical Disabled Vs
[@ GigabitEtherneto)1 Physical Disabled

Giu.lhl'.flhl.-! ey 2 Physical Disabled

Op b ez 9lzos 1116 siuoue zlosl JJuuin

oo, 9lz06 1J116 sds LoWwes IUslzole: LlEp pu luol JJ@,les B §lo.
o8& lJuuyc sdou lple IJogho eds 9lzos IUbL6 95 1Jwed.

IJ¢b9o 5. lgoshs

131 o s bs g3ple ghzss louode wileos IJouvgsoo: Bluw welzs lJs wiss) lJodsse
IJgloo wol Jluwegsle goslo IP Jslzos IUbLi: 25e e LiIds bl IJpumly Idlzoslbs eds
Idsuog 1dezee.

gds wwesd ldeold:

* gpsd SNMP

« ¢l RADIUS

* &bp DNS IUss spdu 1Uguesd IUse ewy ubwdd IdbLé: seo eds IJpuwedre wpaso
opdsu wes DNS Lundd Losse ew 9lzoé IJouigsoolldbhé lsuol." B leshle Iduble
IJlusluws > o Joso DNS Jlgwesule sep wessuo Jepdsle IJoze bs DNS g ICMP
(ltowl Idlouold 9 traceroute): 909 030 IJzldle suvwgsp IU>Vle gu ldworss IJoslule

Sp $89> [Us IUbbé wuvdd odllss S 2lds esp Idews) eds pumb.

Spdu wdsu luwedsle Idpuwble IJelows Jglzes 1ULo Wb py gJIJ 9lzes ub, i_9|,o_, (CLI)
J FTD (Linux)

Souwd IUpuwly IJIGE,luos Jpods s1s Lina zese 1Jlblle 1Js 9256 Linux.

> configure network static-routes ipv4 add management ?
IP address AAA.BBB.CCC.DDD where each part is in the range 0-255 destination address



eJs 9lzod pwegse FMC: sop wuous 9leos IUbL6 JJwesss.

Add Static Route Configuration

DHC Tvpe: ® IPvd () IPvB

= nterface*

MNullo iifies it is available for route leak)

management Selected Network

5 Q, Search managemant

This interface is not useable in Converged mode.

10.151.103.167
5 10.151.110.13
10.151.110.14
10.151.110.15
10.151.110.16

10.151.113.35

1< < Viewina 1-100 of 3660 > ]

Jl ooj@%glaoé IJbLe Jdoesss eds ldpuwble IJelows wes 1o peld 1Useg.

lJozdl pu lduoes

IJegssole 1Jposdes wes IUspz eds 9lzos 11,6

Metric

* 1Jez2dd pu 9uoe IJodbe eds slzes gl IJisle, (CLI) J FTD oy ¢JIJ codss Iie)

> show management-interface convergence
management-interface convergence
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Firewall Management Center
by anage ('_ t Cente Overview Analysis Policies Devices Objects Integration Deploy

Tac_test

Cisco Firepower Threat Defense for Wiiware

Device Interfaces Infine Sets Routing DHCP VTEP

—
Virtual Tunnels Q, Search by name
Interface Logical Name Type Security Zones MAC Address (Active/Standby) P Address
@ Management0/0 anagerment Phiysical
GigabitEtherne10/0 Physical
GigabitEthenne1dy 1 Physical
GigabitEthenne1dy2 Physical

Qid$> lJ>pz eJs luwpe 91206 116 9ldluwe IJpulb ds

o ¢°ux @

admin -

:::::

Add Interfaces

Path Monitoring  Virtual Router

Disabied

Disabled

Disabled

Disabled

Global

* eJs 9lzgod yub, 9lzes yub, iglm (CLI) JFTD: swp wdssu gulysu IP 1dgrssé odyliss!

eJs Lina Jslzos 1JD>1)6.

Sop luueesle NAT doodss slads: o goslo IPV4 1Ugloo 15l Jes 203.0.113.130 9g cole

IPV6 fd00:0:1:1::2 o5 &Jd IUpeswé (9ddlopl stune JJoEss)).

o gulasy IPs 030 os NATed |Js gulysy IPV4 9 IPV6 1JglLod w9l Jsuedw 1Ugleé.

J3Jd Jp w3 00ld 2l26 1Us golssy IP 1Ugles gdis Lina.

B 900 lJeule. sg,up "ifconfig” sl IPV4 slzJs (203.0.113.129) 9ol IPVE

(fd00:0:1:1::1) Juble IJoubgsd Linux.

FTD CLI Clish:

> show interface management

Interface Management0/0 "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 10 usec

Input flow control is unsupported, output flow control 1is unsupported

MAC address 0050.56b3.f75d, MTU 1500
IP address 203.0.113.130, subnet mask 255.255.255.248

Expert mode on Linux:
root@ftd0l:/home/admin# 1ifconfig

tap5: flags=4419

mtu 1500

inet 203.0.113.129 netmask 255.255.255.248 broadcast 203.0.113.135

inet6 fe80::8403:9ff:fefb:6d16 prefixlen 64 scopeid 0x20

inet6 fd00:0:1:1::1 prefixlen 123 scopeid 0x0
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JJlouold ldgsple 1Ughese 1UElues wldoze 8o DNS: §od 1o, 860 [Js 7.4.2.

wed 1Je)dso 1Js 7.4.20 sdjp w99 IJodlyw: 9030 05 1,896 1Jos swp wol IJodssy Wb
9lzoé puwegspe FMC g FTD CLI Lina g Linux $od IU>pg 9w g30.

ould ls ol IJe sl 2,96 o9, eJs FTD CLI Lina g Linux Jg,ue 2,98 1Jes9) wluweésle 2yds
9lzod IJovgsue Idpulb9sé Jlgwegsle glzes IJD1)6.

Sod vdssu odhv

wzw9s 9lzos Idovgsuo eds IP pudLod 9puwl) eloe Jdwze g DNS: oo IJb s 96 wgpd
luwedsle JJlJglzole IJeulb $s6 pu Lina |Js Linux s FTD.

oJd9su 9lgos puwuise FMC

Firewall Management Center

Overview Analysis Policies Devices
Tac_test
Cisco Firepower Threat Defense for Viware
Device Interfaces Infing Sets Routing DHCP VTEP
—
All Interfaces Virtual Tunnels
Interface Logical Name Type Security Zones
® Dlagnosticnfo dipgnastic Physical
GigabitEthermet/o Physical
GigabitEthernetd/ 1 Physhcal
GigabitEthernetd/2 Physical

odsy Idslzes IJouvtsuoss Sod IUsee

Firewall Management Center

Overview Analysis Policies Devices
Tac_test
Cisco Firepower Threat Defense for Wiware
Device Interfaces Infine Sets Routing DHCP VTEP
—
Manage Virtual Routers
. Router
\ al Rowut &5 ¥ [Pvd Routes
DNS diagnastic Global

¥ IPvE Routes

Objects

Integration

MAC Address (Active/Standby)

Objects Integration

Gateway

192, 168.40,254

Oepioy A GP X @ aomnv Ml s
Q, Search by name Sync Davice Add Interfaces *

IP Address Path Manitaring  Virtual Router
192,168,40,74/255,255,255.0(Static)  Disabled Global s
Disabled 7
Disabled s
Disabded ra
Deploy O @ &+ @  admin v {0 o
+ Add Route

Tunneled Metric Tracked

false 1 '



IJpwh lJolow IUds wp wdssue gds 1U9leoes IUoubgsuoss
welys odosy DNS

Iz0j6 > lesble 1duble IJiuwlgus: 235 IJuusluws: &p £d1pé wugsew DNS.

L, Firewall Management Center

Platform Settings Editor

FQDN_Test_PlatformSettings

Enter Description

L Overview Analysis Policies Devices Objects
I

i DNS Settings Trusted DNS Servers
ARP Inspection

Integration

Banner DNS Resolution Settings

DMNS Specify DNS servers group and device interfaces to reach them.

xte Authenticati . .
Extemal Authentication @ ) Enable DNS name resolution by device

Fragment Settings

HTTP Access DNS Server Groups Add

ICMP Access -
DNS_Server_lab L u

NetFlow any

SSH Access

SMTP Server

SNMP

SSL

Timeouts

Time Synchronization Expiry Entry Timer:

Time Zone 1

UCAPL/C >ompliance

Performance Profile Poll Timer:
240

ed9506 DNS By Jesble IUoble IUIgulus



FQDN_Test_PlatformSettings

Enter Description

—apmr g meamn g v meema

ARP Inspection 1 ang

Banner
DNS Poll Timer:

External Authentication 240

Fragment Settings

Interface Objects
HTTP Access )

ICMP Access Devices will use specified interface objects for connecting with DNS Servers.

NetElow Available Interface Objects C Selected Interface Objects

SSH Access @ Seamh

SMTP Server

SNMP

SSL

Syslog i
Timeouts

Time Synchronization

Time Zone

UCAPL/CC Compliance

Performance Profile

Enable DNS Lookup via diagnostic/Management interface also.

Op wpasd glus IJlosh Jopdso vee DNS eu) slzod IJouvgsua/ldbhs lsuoal

odosu 1Uglzosd lJouvgsuosé e, FTD LINA

interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.40.74 255.255.255.0

ftd01l# sh 1ip
System IP Addresses:

Interface Name IP address Subnet mask Method
Management0/0 diagnostic 192.168.40.74 255.255.255.0 manual
Current IP Addresses:

Interface Name IP address Subnet mask Method
Management0/0 diagnostic 192.168.40.74 255.255.255.0 manual

ftd01# sh route management-only
Routing Table: mgmt-only



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 10.10.10.10 255.255.255.255 [1/0] via 192.168.40.254, diagnostic
C 192.168.40.0 255.255.255.0 is directly connected, diagnostic
L 192.168.40.74 255.255.255.255 is directly connected, diagnostic

oJd9su DNS g¢Js FTD CLI Lina

ftd01l# sh run dns

dns domain-Tlookup diagnostic

DNS server-group DNS_Server_Tlab
retries 5
timeout 15
name-server 10.10.10.10 diagnostic
domain-name test.lab

DNS server-group DefaultDNS

dns-group DNS_Server_Tlab

IJedlb eds 1Uslzos [Joubgsuoss Jerds o9, DNS Ieczo6 lJs #lse DNS 10.10.10.10

ftd01l# sh cap

capture diag type raw-data trace detail interface diagnostic [Capturing - 340 bytes]
match udp any host 10.10.10.10 eq domain

ftd01# sh cap diag

5 packets captured

1: 00:15:39.660442 192.168.40.74.59939 > 10.10.10.10.53: udp 27
2: 00:15:54.661953 192.168.40.74.59939 > 10.10.10.10.53: udp 27
3: 00:16:09.661739 192.168.40.74.59939 > 10.10.10.10.53: udp 27
4: 00:16:24.667674 192.168.40.74.59939 > 10.10.10.10.53: udp 27
5: 00:16:39.684946 192.168.40.74.59939 > 10.10.10.10.53: udp 27
5 packets shown
ftdol#

IUIJedlb eJs 9008 ¢usy Linux Joldss 1Josd @ Iduoese Je,ds 09, vz DNS s 9lzos
lJbLé oo Idslzod IJoyvgsuoséd

root@ftd0l:/home/admin# tcpdump -i brl port 53



HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on brl, link-type EN1OMB (Ethernet), capture size 262144 bytes

04:58:14.648941 IP 192.168.40.74.49171 > 10.10.10.10.domain: 5655+ AAAA? cisco.com.

04:58:29.656317 IP 192.168.40.74.11606
04:58:44.686568 IP 192.168.40.74.11606
04:58:59.704586 IP 192.168.40.74.11606
04:59:14.742685 IP 192.168.40.74.11606
04:59:29.763690 IP 192.168.40.74.11606
04:59:44.796484 IP 192.168.40.74.11606

10.10.10.10.domain: 26905+ A? cisco.com.
10.10.10.10.domain: 24324+ A? cisco.com.
10.10.10.10.domain: 35592+ A? cisco.com.
10.10.10.10.domain: 40993+ A? cisco.com.
10.10.10.10.domain: 62225+ A? cisco.com.
10.10.10.10.domain: 25350+ A? cisco.com.

V V VYV VYV

w8 wdysu vdbe

27)
27)
27)
27)
27)
27)

27)

9Jpl 09 p9 e Vs lple IJodlu: Beu lzd lple IUspe: sew LilJs gpse IJodssole 1Jp92958

eJds sleos IJoguzsoe.
030 0 lJpgdyple 1Ugluoé o FMC 9 FTD CLI G ez 1Jopld 1Uspz.
odosu 9lgos IUDL6 gu) 9lgod puwwese FMC

Iz036 > 13,6 1JIz036: 235 FTD. sop Bozo puluiné 1Js edlps IJowssy IUslzole.

Firewall Management Center

Tac_test

Cisco Firepower Threat Defense for Wihware
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FQDN_Test_PlatformSettings
Enter Description

- . DNS Settings Trusted DNS Servers
ARP Inspection
Banner DNS Resolution Settings
DNS Specify DNS servers group and device interfaces to reach them.

xte Authenticati : :
SASTIE RS @ ) Enable DNS name resolution by device
Fragment Settings

DNS Server Groups Add
ICMP Access _
DNS_Server_lab S u

NetFlow any

SSH Access

SMTP Server

Timeouts

Time Synchronization Expiry Entry Timer:
Time Zone 1
UCAPL/ Compliance
Performance Profile Poll Timer:
240
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FQDN_Test_PlatformSettings

Enter Description

ARP Inspection 1 ang
Banner
DNS Poll Timer:

External Authentication 240

Fragment Settings

Interface Objects
HTTP Access )

ICMP Access Devices will use specified interface objects for connecting with DNS Servers.

NetElow Available Interface Objects C Selected Interface Objects

SSH Access @ Seamh

SMTP Server

SNMP

SSL

Syslog i
Timeouts

Time Synchronization

Time Zone

UCAPL/CC Compliance

Performance Profile

Enable DNS Lookup via diagnostic/Management interface also.

Jol szw lu sbd gsh wpdso wee DNS gu) 9lzos IJouvgsua/lJbLs 09 o wo

IJedsse eds slzoé wlo, 1Uisle, (CLI) J FTD

> show interface management
Interface Management0/0 "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 10 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0050.56b3.f75d, MTU 1500
IP address 203.0.113.130, subnet mask 255.255.255.248

> show interface 1ip brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset administratively down up
GigabitEthernet0/1 unassigned YES unset administratively down up
GigabitEthernet0/2 unassigned YES unset administratively down up
Internal-Control10/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up

Management0/0 203.0.113.130 YES unset up up



ftd01l# sh route management-only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

eJsse DNS gds CLIJ FTD gJs zlow LINA

ftd01l# sh run dns

dns domain-lookup management

DNS server-group DNS_Server_Tlab
retries 5
timeout 15
name-server 10.10.10.10 management
domain-name test.lab

DNS server-group DefaultDNS

dns-group DNS_Server_Tlab

IJodb gds 0o ey Linuxe Joldss 1Jesdé 1duozst Jerds p9, wee DNS gds slzos
1J1s1ys.

root@ftd0l:/home/admin# tcpdump -i brl port 53

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on brl, link-type EN1OMB (Ethernet), capture size 262144 bytes

20:20:33.623146 IP ftd01.60310 > 10.10.10.10.domain: 61954+ A? cisco.com. (27)
20:20:33.623533 IP ftd01.33417 > umbrella.domain: 20595+ PTR? 10.10.10.10.1in-addr.arpa. (42)
20:20:48.660172 IP ftd01.60310 > 10.10.10.10.domain: 41252+ A? cisco.com. (27)
20:20:52.638426 IP ftd01.39304 > umbrella.domain: 20595+ PTR? 10.10.10.10.1in-addr.arpa. (42)
20:21:09.669133 IP ftd01.47150 > umbrella.domain: 39343+ AAAA? ftd0l1l. (23)

20:21:09.669305 IP ftd01.50173 > umbrella.domain: 57694+ AAAA? ftd0l1l. (23)

20:21:11.659352 IP ftd01.48092 > umbrella.domain: 46478+ PTR? opendns.in-addr.arpa. (45)
20:21:14.673992 IP ftd01.58547 > umbrella.domain: 57694+ AAAA? ftd0l. (23)

20:21:18.673371 IP ftd01.47607 > umbrella.domain: 39343+ AAAA? ftd0l. (23)

20:21:18.695507 IP ftd01.60310 > 10.10.10.10.domain: 29973+ A? cisco.com. (27)
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