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Fireveall Mar}_:.:gemen.'. Center it Aasyais  Pobees  Devses Objoets  Wntegrtion by O, {3 @ sawma bk
View By: | Group
M(4)  @Emoe(0) @ Waming (2) Ofine {0) @ Mormat (2} Deployent Ponding (2] ® Upgrade (2) @ Seont 3 () 0, Search Devics
—
Cotlanse A
> sl o R
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FII’eW&H Management Center Overview  Analysis  Pclicies  Devices  Objects  Integration  Deploy Q @' fo N 7 ] admin ~ el ceeRE

Secure Firewall Dewice Summary

FTD3100_HA

Cisco Secure Firewall 3120 Threat Defense

Surmmary High Avallability Device Interfaces Inline Sets Routing DHCP VTEP

——
1 .
General Faaaxy System oG
MName: FTD1 Model: Cisco Secure Firewall 3120 Threat Defense
Troubleshoot: Logs | [ cu Serial: FJZ254600PB
Mode: Routed Time: 2025-03-07 07:51:23
Compliance Mode: None Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Enabled Version: 7.4.2.2
Time Zone setting for Time based UTC (UTC+0:00)
Rules:
Device Configuration: import || Export || Downioaa
Inventory: View
OnBoarding Method: Registration Key

~ pdlebo: 509, gl Idouoss) leoubl pu luosh) Idesulez 7.1 9ldlueslle Uia)&.

Sedud IJloedld [Js yowes IJledlple > 1dpole Juoplo 1Y pld Idouoss). &p 235 2ipd
ouisd lJouoss):

Deploy Q, @
Y

Deployments Upgrades i Health Tlasks

20+ total 0 waiting 0 runming 0 retrying 20+ success 0 fal

£ Device Configuration Export

Export file created successfully
Download Export Package

wdl e 3Jde spdod 1Jod) 998 s cujsd Bs pubds gle. spdud Izuosd eds pd sfo
eds wwesd ldpeld DeviceExport-cc3fdc40-f9d7-11ef-bf7f-6¢c8e2fc106f6.sfo

seess Iedo eds wdosu provb wldeols pod:
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soblog UUNID IJ¢lue o FTD pg pewss pdud sfo ldpuwey)s. oduw FTD suwebse Joo
wedo eds @) FMC 9 sfo oo suwelse Joo lgweyne.

lJeoee: 'wuess) sluwes) odssu Idegoel;' https://www.cisco.com/c/en/us/td/docs/security/secure-
firewall/management-center/device-config/760/management-center-device-config-76/get-started-
device-settings.html#Cisco Task.dita 7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8

Uz 096 2. 2eJ FTD IJ&109s wubbl

lowdd 1Js 1Jizoss > 116 1izosé: 9235 j9z FTD HA. 9235 1J39z lJuuul JJpesd:

Firewall I — A
=] rewall Mar _z.!gr,mr,m Center Analysts Polices Devices Oujects Integratan Deply O @ 3 @  admin e
—
v | Group
& Error (0) ® Warming (0} omine (0] ® Normal (4} Deployment Pending (2] ® Upgrade (2] & Snort 3 (4) 0, Search Device m
- FID_HA(1) ]

FTD3100_HA
High Avaability

e 'cn"’.‘“'."' el Firewall 3120 Throat Dolerse 7422 Essentials. IPS (2 more._.)
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Sbo; 03l KlW93s. 23> UER

Confirm Break

Breaking the High Availability pair “FTD3100_HA" will erase all
configuration axtepl the Access Control and Flax Conhig policy from

? . standby poer. This operaBon might alsd resiart Snort procesass of primany
and secondary devices, temporarily causing traffe intermaption. Are you
SUne you wani to break the par?

Breaking High Avadabality paa wihen Secondary denncd i85 SElrdse mdry Cise
,ﬂ. gxiended nehyork desruption for NAT traffe. Flenss ansung (9 perform cler
arp on upstieam and doamsiream deaces 1o festore connaectnaty.

Force beaak, if s1andby peer ddis Mol res o

% pdlebbs: gus 030 IJu¥bé: spdud wpyud v pllbeé 2yJds 1Upy9) Joslus SJsds pud
lelss oubvgsd perd Iduves) loule luvasles HA. ls ol Jpl w3y 1yumlds: I3l Jouo
ouwwgde NAT geglus pu ludble 2o 1Jp)9) JOw,0 bysde: Bluwegse puwe 31,6
Se580 ARP 1Jed 80 £Js 12036 b @ lduslule po IUghe slduolss.

o> Juwy FTD HA. Jssd le ol FTD puweddlo ds FMC.

PU 9206 Ul IJodssu: JI sild FTD2 (wuil pwedl) szess eds Idodso [Jeses>
vluwooule IJodssy Idpyovb wogly) Idouvd 9seldz 9o py9) Idwslule:

<#froot>
FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set



<{froot>
FTD3100-4#

show interface ip brief

Interface IP-Address OK? Method Status
Internal-Data0/1 unassigned YES unset up
Port-channell unassigned YES unset up
Port-channell.200 10.0.200.70 YES manual up
Port-channell.201 10.0.201.70 YES manual up

See9s FTDT (9uoe Idlgwogsh Iduwled) eds blJs zese IJodssu:

<tfroot>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<tfroot>
FTD3100-3#

show interface ip brief

Interface IP-Address OK? Method Status
Internal-Data0O/1 unassigned YES unset up

Ethernetl/1 unassigned YES unset admin
Ethernetl/2 unassigned YES unset admin
Ethernetl/3 unassigned YES unset admin
Ethernetl/4 unassigned YES unset admin
Ethernetl/5 unassigned YES unset admin
Ethernetl/6 unassigned YES unset admin
Ethernetl/7 unassigned YES unset admin
Ethernetl/8 unassigned YES unset admin
Ethernetl/9 unassigned YES unset admin
Ethernetl/10 unassigned YES unset admin
Ethernetl/11 unassigned YES unset admin
Ethernetl/12 unassigned YES unset admin
Ethernetl/13 unassigned YES unset admin

down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
up
up
up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down



Ethernetl/14 unassigned YES unset admin down down
Ethernetl/15 unassigned YES unset admin down down
Ethernetl/16 unassigned YES unset admin down down
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Confirm Delete

Are you sure you 'want 1o delete the
device, "FTD1"?

IJozdd pw Slzes Lulb, 1JIgle, (CLI) J FTD1:

<ftroot>
>

show manager s

No managers configured.

>
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N Jesbsle 1Uoble Uigulous: 96l s 5J9).
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Users Monitor ALt
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LTOS! Product Upgrades Events Statistics
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£ Firewall Management Center Overview Analysis Palicies Devices Objects

=1 | System | Tools / Upload Package

Package Name 'I nﬂl-d-n-un
[ Upload | LZanr:e! |

lovos)b Iduwslule:

| e FIrEWE!|.| MHT?E?QTﬁnZFEHter Crverview Analysis Policies Devices Objects Integration
et | Toanl age Impor

1 System J Tools

~ Access Control Policy

FTD3100_ACP Access Control Policy
~* MAT Threat Defense
nat1

¢ Platform Settings Threat Defense

MAT Threat Dafensa

FTD3100_PS Patformn Settings Threal Defense
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Bp lousle Jlsole 1Uslzes/pullb 1lely gds FMC2 (FMC IJo>W):

I:::Ii Flrﬁl‘fﬂa"_ Manalg_en??rli F‘.-Enlel' Orverview Anabysis Policies Dewices Objects Integration

Import Manifest
Matwork and Port objects will bo reused if nams and content maiches with axisting cbjects, in 3l othor cases objacts with duplicais namas 270 Imported as naw oLicts with & numboer appended o

thiy A,

FTDI100_ACP [Access Conbiol Polcy]
et (NAT Theaat Dafersa )
FTDZ100_PS (Plattorm Sottings Theoat Dalonso)

~ Interface Objects
INSIDE_ZONE_3100 (Routed) & Secunty Zones Select.. -
QUTSIDE_TOME_3100 (Rowted) » Secuity Zonos Sabect.., -

Import Cancel

Spdod leble 0B Lw Iiwele IUes Jloe Jssop gdis FMC1 (s05, FMC):




Mew Security Zone

Plisase anlar i name

l OUTEIDE_ZONE_3100

wped w8 Iluwos,be owsl pops B [uwosb Iduwsluvle sle 1dueds |Js FMC2 (FMC
|Jos>09):

“ Interface Objects

INSIDE_ZONE_3100 (Routed) » Security Zones INSIDE_ZOMNE_3100 v
OUTSIDE_ZONE_3100 (Routed) » Security Zones l OUTSIDE_ZONE_3100 v
| Import | | Cancel |

Op !U&b‘ |,Jrooro¢3:

8 mport

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

IJ¢b96 8. Jwed FTD1 (Ipwluws wwlud) bs FMC2
loedd 1Js 9lzes uwlo, 1Uisle, (CLI) J FTD (iuwlavs wwled) 98 wodsse Idess) IJzass:
<#root>

>

configure nanager add 10.62.148.247 cisco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

lowdd 1Js 12036 9lz06 Idpuwegse (FMC2) (IJosd FMC) > |36 IJizoj6 9l zol; FTD:
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Firewall Management Center

’ "—l envices | Secure Firewall Devece Summary

FTD1

Cisco Secure Firewall 3120 Threat Defense

Device Interfaces Inling Sets Routing

General

Name:

Transfer Packets:
Troubleshool:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration;

Device Configuration:

OnBoarding Method:

Crosnview

DHCP

Anplysis Policies

VTEP

Routed
Mane
Default

Enatded

e Eapssut DHGeperrilugss]

Fegistration Key

Licens
Esaentis
Export-
Elahsvard
IP5:
Carmier:
UIRL:
Secure
Secure

Secure
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oyzsdol (pullb @ lply ACP: pulb g lely NAT IJegzsoe: leshble Iduble IUlgwlus: 90I3).

Device Configuration Import

This will replace current device configuration with new
configuration from imported hle. Do you want 1o continee?




Op wie popd FMC.

& Dewvice Configuration Impon

Device configurations imported successfully 7a X

View Import Report
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<tfroot>

FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:
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Cisco Secure Firewall 3120 Threat Defense
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Cisco Secure Firewall 3120 Threat Defense

Davics IFlErSces Iniline Sets Routing DHCP VTEP

Manage Virtual Routers t+ Add Route
Metwark Interface — Gatoway Tunneled Matric Tracked
v IPvd Routes
any-ipvd QUTSIDE Global 100,201 .60 talse 1 Pl ]

¥ IPvG Routes

% pdlebs: 1JlG 09 1U9de Jodssu Idwslwle IJos gy eipsdel oddlss! (eds gveosd
lJpeeld: VPNSs).

Analysis - -
Create New VPN Topology [ 7]

Tepology Nama:* ded: 9

WPN3100
) Policy Based (Crypto Map) Route Based (WTI)
Matwork Topology:
m Hub and Spoke Full Kesh
IKE Version:® IKEw1 IKEw2

Endpoints IXE IPseg Advanced

—
Moade & +

Device Name VPN Interface Protected Networks

FTD FTDA OUTSIDE (10u0.301.70) e _ 1000 00,0 L i
Mods B

Darvics Mo VPN Interfoce Protecied Networks

Extrarat Rermate_FW 10.0.201.80 i _10.0.202.0 Fu

« i Ensure the protected networks are allowed by access control policy of each device,

:. il I.. m
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= Firewall Management Center
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N U330 J ARP gl 06 wizoss L3 Iazlsss. O, Bis pume Sl cisw ARP b g
JJlzoss 1Jpzl9,6 $x9sl Jouwise Slog 2yds 1Jp)9).

ye odeset spdud lsgol Luwld 2508 GARP 9ozsse 31568 ot iso ARP IJpd o Jdizess
IJpele,é wluwegsle i, CLIJ FTD:

<ffroot>
FTD3100-3#

debug nenu ipaddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

s vl 031 ley JIJ IP spcddo FW. suldelds: spdo lo oo gpdiss puse 31ehé Sisu
ARP 1Jpd 8¢ Jdizoss 1Uezloys Iuwe oo Luwld 250 GARP JJJ IP 1J3s spddo 230, 1Uzelss.

108195 13. $p wonzsd "woolez Idbusld Blsd Idow,es (FTD)" Idelos s
FMC2 (IJe9z0 FMC)

IJewoos IJIgs) 09 luadle 59z HA. JJBdsle widd: sdjpd l9dl 238 FTD2 oo FMC1 (o035, FMC)
9ouwesdo |Js FMC2 (0> FMC).
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f— mgmt IP
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I

R mamt 1P
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(target) mq\
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FTD2
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Ermror

The Device 'FTD2® cannot be deleted
Because the folowing VAN
Configuration{s) refer this device.
Site to Site : VPN3100

Please edit/remove the VPN
canfiguration(s) to delete the device.

o286 pu lzesd yulb, Ulsle):

<tfroot>
>

show nanagers

No managers configured.

pu lJpelwle 1028 1J3uple edis wdsso FTD wlddlpd $wd cuvzsdo lJs FMC IJesds.
ould bys§6 UseEs JJBSle 3JY g0 Idowssd wsu bauole 2ol 1Uzelss.

eds wwosd deald: bl Yy dssd 9,28 p9zoc Bp wldowssd IUs IJuvdlioss e g3 1Js



|Jpgzeo:

<{froot>
>

configure firewall transparent

e

<{froot>
>

configure firewall routed

Sp 9p wogugsdo Vs FMC2 (0309 FMC):

<{froot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
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URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
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Add High Availability Pair

Name:*
: FTD3100_HA

Device Type:

r Firewall Threat Defense

Primary Peer:
| FTD1

Secondary Peer:

FTD2

i Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.

oo

ig_> odysu leshblo HA Cpl W 3Jd 1dglzole el w6 9 IPs IJlzoslbss 9gulssy MAC
|Jblo,s6 9l IJs 3JY.

IJezdd oo eJIJ FTD1 CLI:

<ttroot>
FTD3100-3#

show fail over | include host

This host: Primary - Active
Other host: Secondary - Standby Ready



IJezdd oo eJIJ FTD2 CLI:

<{froot>
FTD3100-3#

show failover | include host

This host: Secondary - Standby Ready
Other host: Primary - Active

IJo288 pu Sleed puvegse FMC:

in] Firewall Ma"%gemen? Center Overview Analysis Policies Devices Objects Integratien Depoy Q. @ 4 @ admin~ gk
View By Group v
AI(Z)  ®Emor(0)  ® Waming (0) Offine () ® Normal (2) Deployment Pending () ® Upgrade (2)  ® Snort 3(2) Q, Search Device ==
=T |
h .
Name Model Version Chassia Licenses Access Control Policy Austo RoliBack
w Ungrouped [1)
FTDA100_HA .
" High Avaslatelity s
FTO1(Primary, Active] | Snort 3 Firewall 3120 Theoat Deforse 7422 Manage Essentials, IPS (2 more..) B34
10,62, 184 84

r.mdib.n.c_n:mory.mnun'.'l Snort 3 Firewall 3120 Theoat Dedanss 74.2.2 HiA Essentials, IPS (2 mane...] FTDO1
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/high-availability.html#task_686C71A99B5C4CA18FC6681F83B23F45
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
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