9005 IJE e po gusl IP 203.0.113.x Jslzos
15,6 FTD

lJpzogsle

Suod 03l IJpuuwaws gusly IP 203.0.113.x IJeoe B 1elz weue IJble, B "ldsle o>
20383 23 1z plss IJleo (FTD)".

IJecbdole IJlul jusé

lJpolbdolo

IJpg 86 1 Iuwlwss wldeooe.

lJpedouvlo Idpuwespd

e logule Urogg.Jg,olo 1J9l)s6 WS 03l IJpuwews pu Uiao)é 1J 09296 WS wSiS6 pgpdso gluoo.
wlo zese Ilzejd IJpuwogrpd Os o3l ldpuwows wodssu peumdz (IVc)luos). Bl dlve
dedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpzeed Jis lp).

ouvows Idpedsple 1Ugl)o s 03l IUpuwews IJs luoshle Ideslez sldpdsole 1debse Ioldso:

o 13l 1UTpe g0 pduiny colub 231y IUzelss (FTD) 7.4.x 7.6.X. op bhcol Lyl prs,



2036 2oL IJzplss IUlew (FDM) Iy oy 1316 231y 1Jzelsé 1lew (FMC).

ped9ple Ivluss

w8 886 lJusulez 1Js IJluosl) 7.4.x 19 7.6.x spdod pdlzbs IJogssle Idposdds veusle
IP Jslzoo IJDs1)6:

pdlebo: wdyy Idpg ele Vs o030 Idpdldo 3o Lodo « FTDs IJos wwpe bhwel pu God
FMC gwspl Jl ©Jgyu 9lzoé 1Uso9d JJpss) 9lzod wslule 9 FTDs IJos wwpe blLwel po
Iwd FDM gupl Jl sop odosu 1Ugsh) "luvedsle soblo )66 Jglzos 1UDb1e"

B Ideldle Idos sop Ssol [uwasle 9lzed wslule Jdsuesd s Ipasy wgods
wew? IJodloosd pod puvly erds o9, 116 19 1g5lz 1Jle, show network.

bee IJs Id@uwe "wéss) 9lzes 1Usuosd [s IbLs 1Js Iduslule” s IJdad: eshle



IJzol; B sdsd wdssu zols ey blys 2ol IUzpelss 1Jley po Cisco. Il oo, 7.6
9lJBuwpe "wdssu 9lzos IJbo" W IJBLod: 1Uglzole Vs sJsd wdssy pas) zols 2ol
lJzplss 1Jlew po Cisco. IJluool, 7.6.

1. g09lu IP 09 203.0.113.X ,¢p luo Jp Swp wdssuo $398l. 03l pold Jpgrele FTD IJws
oepd eds zpse 1JIubps 1Jigulunss luweoole Firepower 4100/9300:

<#root>

>

show nanei f

Interface Name Security
Managernent 1/ 1 managenent 0
>

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Managernent 1/ 1 203. 0. 113. 130 YES unset up up
>

show i nterface Management

Interface Managenent1/1 "nmanagement”, is up, line protocol is up

Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0053.500.2222, MTU 1500

| P address 203.0.113. 130, subnet nmmsk 255.255. 255. 248

>

show runni ng-config interface Managerment 1/1

interface Managenent1/1



management-only
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

9lzod 1,6 FTD IJus wgpd eJs Firepower 4100/9300:

<ffroot>

>

show nanei f

Interface Name Security
Et hernet1/1 managenent 0
>

show interface ip brief

Interface IP-Address 0K? Method Status
Et hernet1/1 203. 0. 113. 130 YES unset up
>

show i nterface managenent

Interface Ethernetl1l/1 "managenment", is up, line protocol is up
Hardware is EtherSVI, BW 1000 Mbps, DLY 10 usec

MAC address 0053.500.1111, MTU 1500

| P address 203.0.113. 130, subnet mask 255.255. 255. 248

>

show runni ng-config interface Ethernet 1/1

interface Ethernetl/1

Protocol

up



management-only

nanei f managenent

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

pdlebbs: s Firepower 4100/9300. spdod luile EtherNetX/ly pguoe Jglzoo b6

peuewes Jdobosdle soldolds Bl luywe 1Uglzos 1Jelbso o9 EtherNetX/ly. 9Js w
ManagementNetX/y.

2. sgodV e0lu IP o3l g0 guslo IP IJpuso B 1g)lz 1J1e, show network:

<#froot>



>

show net wor k

[ System Information ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed : sfpDetect

Operation Speed : 1gbps

Link Toup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
--------------------- [ IPV4 Jommmmmmmmmmmmommem o
Configuration : Manual

Addr ess : 192.0.2.100

Netmask : 255.255.255.0

Gateway : 192.0.2.1
—————————————————————— [ IPV6 J------—--=——mmm -
Configuration : Disabled

Swp wESSU udlu IP 203.0.113.x |Js 9lzos 1UIL6 Jzjie pu 056 9lzod [JI,6 1Jpzess (CMI)
lJos op bgldel Ws IUluosl) 7.4.0. 9o uvdd gluo: wed eudso Idwulee 1Js 1dluesl) 7.4.x i_9
luosly lzsee sBene Iwsolee spz slzole IUbLS Sldegigsuwe Jel 09 p9oe Bs Guwe 20z 9lzole
I8 ol dougisoo. I3l uge 1Udpe suowe luve 9lged 1UL6 09 [UDL6 9swp wessue wdllssl
Jeuwslu IP 1UslgJs 203.0.113.x.

ol 2)Ys o)9) Idoslule 1UbLss Ws gpdsle uyiy 9lzes
lJ)6 |.Jpa_rog_6

Swp luwedsle gugly IP 203.0.113.x Jogds, louald IUBL6 pu ey Lina glds yvwdle 1Jb1o
lJegbzso v 9lzod 1b1o [JosIJ0 Jpel sds. o3l ldlouold yoy9)8 W IJeldle lJos o@9pe Vol
wodysu gplu Lina ped syslog. sed luwe Ipeld (DNS). 9ldsuosd lds E9be IJpols 98
9ldogasd sldezluwed (AAA) 9,0l |Js 3JY.

S9uoe 03l 1dpglol Glb,6 glps gldss IJpuwass eds punb 096 09, IUbL6 pu ey Lina |s
s 1dbls 1Ughzse:


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e

CMI management traffic path

Lina management intf o g L , - Management
Managementx/y or Ethx/y  (BlicloRRIE" Default gateway INUX management0 @ Default gateway network

9 Dynamic PAT to management(

203.0.113.129 XX.X.8 ®AKD

lJoslb 1J)issuvss:

1. sup wdosu gugly IP 203.0.113.X pg Yule [JuvoJs 129 iu.u-_éJ lJ9lgos wluwwesle [uwpe
Lo IF. 9Jdy o3l ldodysy sy piiss Os lolz |Ji|o_) show run interface:

<#root>

>

show i nterface Management

Interface Managementl/1l "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 1000 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address bce7.1234.ab82, MTU 1500

| P address 203.0.113. 130, subnet mmsk 255.255. 255. 248

>

show runni ng-config interface Managenment 1/1

|
interface Managementl/1
management-only
nameif management
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

Sup wdssy yuvodé IJouglus IJI$9)Iub§6 203.0.113.129 Jopu g29d wogso IJbLs. o3l Ideuuly
IJIo,luos £, poiss Y 1g)lz IJle, show route management-only w9y suwsble. spdod
lJozdl pu ldpuwl) po edld weass IJeusly 0.0.0.0:

<ffroot>




>

show rout e managenent -only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

>

show route managenent-only 0.0.0.0

Routing Table: mgmt-only

Routing entry for 0.0.0.0 0.0.0.0, supernet
Known via "static", distance 128, metric 0, candidate default path
Routing Descriptor Blocks:

*

203. 0. 113. 129, vi a managenent

Route metric 1is 0, traffic share count is 1

>

show asp tabl e routing nanagenent-only

route table timestamp: 51
in 203.0.113.128 255.255.255.248 management

in 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent

out 255.255.255.255 255.255.255.255 management
out 203.0.113.130  255.255.255.255 management
out 203.0.113.128  255.255.255.248 management

out 224.0.0.0 240.0.0.0 management
out 0.0.0.0 0.0.0.0 via 203.0.113. 129, nmanagenent
out 0.0.0.0 0.0.0.0 via 0.0.0.0, 1identity

2. sop odysu gudly IP 203.0.113.129 gJds zluw Linux 95 j9swo Vs 908 1Jgwle 9500
CESSWOo £Js 9lzod slgdss gds uwwsd IJpeld: TAP_MO:

<#root>



admin@KSEC-FPR3100-2:~$%

ip route show 203.0.113. 129/29
203.0.113.128/29 dev tap_M proto kernel scope link src 203.0.113.129
3. Vs uble IJoubgsd Linux. sep cguosue suslu IP 1Jgluo wlblé IJosIdd Jslzos 1J151,60. o3l
09 £u9lu IP 1Jpsiss Vs pezle IJle, show network:
<#root>

>

show net wor k

[ System Information ]

Hostname : firewall
Domains : www.example.org
DNS Servers : 198.51.100.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 192.0.2.1

[ managementO ]

Admin State : enabled

Admin Speed . sfpDetect

Operation Speed : 1lgbps

Link T oup

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 00:53:00:00:00:01
————————————————————— [ IPv4 J-——————-— -
Configuration : Manual

Addr ess : 192.0.2.100

Netmask 1 255.255.255.0

Gateway : 192.0.2.1
—————————————————————— [ IPV6 J------=--——mm -
Configuration : Disabled

>

expert

admin@KSEC-FPR3100-2:~$%

i p addr show nanagenent 0



15: managementO: <BROADCAST,MULTICAST,PROMISC,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group defaul
Tink/ether 00:53:00:00:00:01 brd ff:ff:ff:ff:ff:ff
inet

192.0.2.100

/
24

brd 192.0.2.255 scope global managementO
valid_1ft forever preferred_1ft forever

admin@KSEC-FPR3100-2:~$%

ip route show default

default via 192.0.2.1 dev managenent 0

4. 0uld o )zp6 uslu lsumy s (Uoow) 8ds 11180 BLu o seuze Idpuoss gwslu IUs
U160 Sbhu gwslu. sep w2dsd vosw dsulpsds pu dld wdasu $less zolad wluwesle
lJIgyle MASQUERADE gJs glzoé managementO:

<#root>
admin@KSEC-FPR3100-2:~$%

sudo iptables -t nat -L -v -n

Password:

Chain POSTROUTING (poTlicy ACCEPT 49947 packets, 2347K bytes)

pkts bytes target prot opt in out source destination
6219 407K MASQUERADE all -- * managenent 0+ 0.0.0.0/0 0.0.0.0/0
lduaﬁﬁ

I o3l peldi CMI pdyw 99s IJuble I.Jiuuluu§ wwdJo DNS 2J gu bysé IJbLs ghu:
<#root>
>

show managenent -i nterface convergence

nanagenent -i nterface convergence



>

show runni ng-confi g dns

dns donai n-1 ookup managenent

DNS server-group DefaultDNS
DNS server-group ciscodns

name-server 198.51.100. 100 nanagenent

dns-group ciscodns

Swp wdysu lJollb 1Uz)e eJs glgole Lina g Linux tap_mO0 9 ManagementO:

<#froot>

>

show capture

capture dns type rawdata interface managenent [Capturing - O bytes]

mat ch udp any any eq donmain

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i tap_M udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

>

expert

admin@firewall:~$

sudo tcpdunmp -n -i nanagerment O udp and port 53



Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

SW9p bdo L2335 ICMP Jesuwo lywpe pzld p9od wldIled (FQDN) Lluuile bde DNS oy o)
Lina. sbo, oyl IJzje6 Vs pzyd Lina 99lzoo Linux tap_m0 g9l IP JJolsis 203.0.113.130.
909 9lzod IJI>1H6 CMI gu9ly:

<tfroot>
>

ping interface managenment ww. exanpl e. org

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to 198.51.100.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/122/130 ms

>

show capture dns

2 packets captured
1: 23:14:22.562303

203. 0. 113. 130

.45158 > 198.51.100.100.53: udp 29
2: 23:14:22.595351 198.51.100.100.53 >

203. 0. 113. 130

.45158: udp 45
2 packets shown

admin@firewall

:~$ sudo tcpdunp -n -i tap_M udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_MO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570892 IP

203. 0. 113. 130

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603902 IP 198.51.100.100.53 >

203. 0. 113. 130



.45158: 38323 1/0/0 A 198.51.100.254(45)

ebo, 1dy0b £ds 10030 Bho 1Jeoslo po 1JBL0 Blo Jldobis guslo. 503l syze IJs PAT
lssulpsds 1Upddy) s Idduwe "eunly 2096 p)9) wslule 1Jb16 Bs gpdsle uui) 9lzosd
11106 1 ee8l,0d™

<#root>
admin@firewall:~$

sudo tcpdunmp -n -i nanagenment O udp and port 53

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 262144 bytes

23:14:22.570927 IP

192.0. 2. 100

.45158 > 198.51.100.100.53: 38323+ A? www.example.org. (29)
23:14:22.603877 IP 198.51.100.100.53 >

192.0. 2. 100

.45158: 38323 1/0/0 A 198.51.100.254 (45)

lJsul

Bloe wpdsu CME swp wessu guslo IP 203.0.113.x odi@lissl 9swpe luvwgslpeo slgdsl
w9luwloo Idoyulpz Jugsds) Idleuold wsu peyd Lina ggvwds IUbL6 1Ughzss. spdud wzlod
suslu IP.

sbJ goslo IP IJbloy Ws I3)lz |.Jip_) show network 90 wgss) 909 gusly IP IUuoese 1Uozs»
lJss see Jlublyé ldso wluwe guslo IP 1Jglue wlslye FTD.

IJelze



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-ifcs-overview.html#Cisco_Task.dita_c7cd5fe9-0134-4f54-9225-1b37ee77198e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760.html
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olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
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