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Platform 4215 4225 4245
Total CPU cores 32 64 128
Available CPU cores for
ETD 30 62 126
Total RAM (GiB) 22 445 875
FXOS RAM (GiB) 6 6 6
DMA RAM (GiB) 11 39 78
Available RAM for FTD
(GiB) g 7 /
Available Disk space for
FTD (GiB) 660 864 1794
Max Instances 10 15 34
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22 10 12 10 10 10 12
24 12 12 10 10 10 12
26 12 14 12 12 12 12
28 14 14 12 14 12 14
30 14 16 14 14 14 14
32 14 16 14 16 14 16
34 16 16 16 16 16 16
36 16 18 16 18 16 18
38 18 18 18 18 18 18
40 18 20 18 20 18 20
42 20 20 20 20 20 20
44 20 22 20 22 20 22
46 22 22 22 22 22 22
48 22 24 22 24 22 24
50 24 24 24 24 24 24
52 24 26 24 26 24 26
54 26 26 26 26 24 26
56 26 28 26 28 26 28




58 28 28 28 28 28 28
60 28 30 28 39 28 30
62 30 30 30 30 30 30
64 30 32 30 32
66 30 34 30 34
68 32 34 32 34
70 32 36 32 36
72 34 36 34 36
74 34 38 34 38
76 36 38 36 38
78 36 40 36 40
80 38 40 38 40
82 38 42 38 42
84 40 42 40 42
86 40 44 40 44
88 42 44 42 44
90 42 46 42 46
92 44 46 44 46




94 44 48 44 48
96 46 48 46 48
98 46 50 46 50
100 48 50 48 50
102 48 52 48 52
104 50 52 50 52
106 50 54 50 54
108 52 54 52 54
110 52 56 52 56
112 54 56 54 56
114 54 58 54 58
116 56 58 56 58
118 56 60 56 60
120 58 60 58 60
122 58 62 58 62
124 60 62 60 62
128 60 64
130 60 66




132 62 66
134 62 68
136 64 68
138 64 70
140 66 70
142 66 72
144 68 72
146 68 74
148 70 74
150 70 76
152 72 76
154 72 78
156 74 78
158 74 80
254 120 130
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Convert to Multi-Instance Mode

You have selected: 4215_Native_Chassis.
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in the process of Multi-instance mode conversion.
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Convert to Multi-Instance Mode

Selected device name  4215_Native_Chassis
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Step 2: Hover over the icon next to
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Available physical ports on the device. Greyed

out indicates they are non-
- actionable/configurable.

Each color indicates the number of cores
utilized by individual FTD instances against
total available cores.

Hovering over on each color will provide a

tool-tip that details more on the FTD
instance.
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Add Sub Interface

Parent Interface

‘? Sync Device H Add 1

I Sub Interface I

EtherChannel Interface

4

Port Type

Data
Sublnterface ID

(1-4294967295)

VLAN ID

I>1,6 EtherChannel

(1-4094)

Cancel l

Jlouile glzos EtherChannel z>s6. Iuwegsp "EtherChannel interface” e ) | o6,

lduwele lJos spdu wdysuoel J EtherChannel o.s:

*  pgyd EtherChannel



* 09g Idpuds (Idoslule! publyJo Idoslule)

« slzole IJig ole
© owed IJemdsd

9,0¢e LACP
pe>J LACP

IJLuwld woliss IJloglo JJpuwdsd

lJoly o IJoddliss

Search Interfaces

Auto Negotiation

Yes

Add EtherChannel Interface

Interfaces Configuration

EtherChannel ID: (1-48)

Port Type
Data W

Select Member Interface(s
Available Interfaces (7)

Ethernet1/1
Ethernet1/2
Ethernet1/3 Add
Ethernet1/4
Ethernet1/5

Ethernet1/6

Enabled

Selected Interfaces (0)

Cancel

oilpud wdssule 1Jgoel;

Admin FEC

Sync Device

Add

Sub Interface

IEtherChannel Interfacel
F"
Add EtherChannel Interface (7]
Interfaces Configuration
Admin Duplex
Full w
Admin Speed
1Gbps v
LACP Mode
Active ~
LACP Rate
Default ~

Auto Negotiation

ould gldle spdy Wsol )9z odgﬁg FMC sodgsu Idgol) pu 1Jpjlews. leas IJzldle os guspel
S99p IJpuwwgsp wlilds NetMod g Isgldo. spdo wudss zols Idpjlews Vs ped oo IUzlle.



Click “Sync Device”.

sep ldeohbd Iduwsse /Jlogble Joble NetMOD

suvb lds :'UOV>§J IJowsse”™ IJpuwegse IS Idpuwowsle: olgwe IUbEJ slJbIJs g0y
IJloc,ue 19 OIR Ws IJgels @ IUslgdse 1JIE)s.

ould w9jse W9, eds enable/disable po o Jo 9226 wploso i? Jw 13 louople po BLU.
lJsog Multi-Instance o9 & w IJgvduvdo 4200 s IUsog IUluods.

FXOS

Deploy
=
. Success response u ‘.I
= o

Reguest to get the config -"-
- = -
" Eesponse

oo FMC Il wezled ldpeeddlé wldodsso IJzlds ep o99pe wlogile ledle vogss, 1Uslzos
Jdpuwedre JJlgc)lsd wo.

S8 p 1,15 4200 1JiLods psis IJowssd 390 lsdl Idogvésd sldezese
1JSls 96 1U$ls 06 £Jes &dunsé EPM

o 38e JJ po EPM OIR g Breakout wlJded eds 2ol IJzelss Idpuvedd B 1dsoe 1Jiuods
25 1 wd uwdé 4200.

4200 Series EPM OIR g99¢lis § FMC 1o osJs6:

» https://lwww.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

install/m-overview.html

IJigues weo ldeple: wpdsologbsd oldss EPM

e Vslp ldpuwerp wldowssd Jopdso 1J9gré swp lbol) weds) JJolds %) io3Jdy Jsuw
U0 EHUPSO.

Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on chassis without needing deployment

Arg you SURE YOu Want 1o turm on the network module?
Turning the module on will add the associated interfaces to chassis.

ldopld opdso EPM: wp oJd@s ledle IUslzos

* ew wpdsu EPM: swp [9)lu glgolw zas36 gds IJgol).
* wodds FMC Idledle z9d 1Uslzole 1Jp,oubs.
* Vs FMC: sz eds Idpuwetse $uad Idogssle.

9502 JBlos 1l s 030 1Jgsly 1210 widss Islzole Ipdenue:

System Configuration
I A Imerface configuration has changed on device. Click 1o know maorne,
Netwerk Module 1 Network Module 2 @
T R T . I - T I oar w3 e
= [l e o o
CONSOLE unknown  USE .l .I'] .".] 'IE@
W WD I N WAE Wed A e
ae Instances VLAN ID Admin Speed Adimin Dupbex Admin State Auto N
1Ghps Full Enabled Yas

ledle wgss) 9lgos EPM


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

S poI9ed §lises 1Uglzos IUglzole IJus wupe luolBwel gus wpdsou EPM. 108, Jeg 96
IJpis> pu gpdsle ouvgsd prve Iz oéss) [Uslzos.
lod) Jeer 98 1> £ pu9d) wed IJe k.

Interface Changes

The following interface changes have been detected. Check if there is any impact on current configuration and accent
changes.

Interface Name Type Change Description

Etharmat2/1/1 Physicalinterface Interface |s associated

Ethernet2/1/2 Physicalintorfoce Interface is associated
Physicalimertace Interface is associated
Physicalimerface Interface is associated

-
Close

tsble 1wl uoJldsuod Ws Lowzs IJosdd

System Conbguration
Network Module 1 Matwork Module 2 @&
W\ U s W m B W e
(W) el e o) (2 o
T v v e e v ww
W oWl W W W We R e
Search interfaces Sy Do Add
pe Instases VLAN D Admin Speed Asterie Duplex Admin State fustos Hegetiation Hhin FEC
Datect SFP Ful Disabled Yos At #
Detect SFF Full Erabied Tes Aarty -
Dutect SFP Full Erabled Yos Auto ”
Datect SFP Full Disatibed Yos Aasty
Detect SFP Ful Disabied Yes futo -2
Detect SFP Full Yos At
Datect SFP Ful Yos Aty
Detect SFP Ful e >
Datect SFP Full o3 Ao

Sup oubEsd pelde oldss Bluod 1Uslzos s wuvgsd gsh IJosduw.



Confirm Interface Break X

A Interface break out is immediate operation and it will be executed
instantly on device without needing deployment

Break operation splits the port to multiple ports, Are you sure you want to
continue?

Ethernet2/2will break in following interfaces.

Interface Break Resulting Interface Admin Speed
Ethernet2/2/1 10G
Ethernet2/2 Ethernet2/2/2 10G
(Admin Speed:40G) Ethernet2/2/3 10G
Ethernet2/2/4 10G

SY9u ledle wedse 1J9lzos pyssl eds woWeo lJosIdd wg> oid§> lo9ble lUglgos.

System Configuration

| A Interface configuration has changed on device. Click to know maore,

Network Module 1 MNetwork Module 2 @
LA T T S T S TV R V- S T T A T3 W Wz w3 wa

== e (o ol
. L L UL L L)

W oe e Wz I3 e s e

pe Instances VLAN ID Admin Speed Admin Duplex Admin State Auto M

1Gbps Full Enabled Yes

1Gbps Full Enabled Yes

owgsy 1dglgoes wes IUludble/lUluoplp



gwd lJou@) B9l Bwod lJogss)lo wuowg 030 IUglzole pe9e8,6 WV 9236 Idopdpe Vs IJD1)6
i wlwsé (FMC) Jlgwegsleol:

Interface Changes

The following interface changes have been detected. Check if there is any impact on current configuration and accept
changes.

Interface Name Type Ghange Description

Ethemat2/1 Physicalinteriace inerface is deleted

Ethemat2/1/1 Physicallnterface Interface is associated

Ethemat2/1/2 Physicallmerface Interface is associatid

Ethernet2/1/3 Physicalinerface Interface is associnted

olos) cgssle IUslzos gds Ipesd

Change Behavior

Change a dedicated interface to Mo validation error
shared
Change a shared interface used in Valdation error will block the change
multiple instance to dedicated
Disable of Network module with No validation error during the disable operation, but
interfaces assigned to Instance error will be thrown in case user tries to accept the
notifications without removing the assignment from
the instance
Break/Join of interfaces assigned to = Malidation error will be thrown to initiate such
instance operation
» User needs to unassign the interfaces from the
Logical Device before initiating Break/Join
operation

bho lJeosd
oedud bhs ldposd pu:

* e eese posdlo wuler Idbuwld Sls@ IJuw,es (FTD) 1dzldss sosluosdel gds zols
(508 MI) Gesé 4200.

© e vlouble/oprse posdle wiolee IUbuwld Blis§ 1duwses (FTD) wluwegsle pyd; 9296
IJpeldes IJesdss6 (CPU) sluosh Idesulez Idplbdswso.

* 2338 posd FTD p9z9o.



o IJuwele Jdpuwese vlgwsl) voz FTD - yog lJ9ue9d suog leshle IJuble |Jiu.u|u.u.___s
Jewsd FTD.

* Gp wldoywesd IJodyliss Jeesd FTD |Js FMC o ez)s 9,29do IJs IJloeyow.

Wiew By: Group v

A1)  ®Emor(0)  ® Warning (0) Offiine (0)  ® Normal (1) Deployment Pending (0}
—

® Upgrade (0) 4, Search Device
Colbpaa Al Dol I Pepon
Name: Model Version Chassis Licenses Access Control Policy Auto RoBBack
~ Ungrauped (1)
p— Firewall 4215 Threat
g d‘_:u""" Defense Multi-Instance  7.6.0 Manage MR Wi N .
Supervisos

!ou'bk: p&@d

Bp woungsd IJpeldz wlJod) Wes luolds posd.

Chassis Manager: 4215_WA_Chassis | @ comectes

=
Cisco Secure Firgwall 4215 Th Multi-Instance S s

Summary Interfaces Instances Systemn Configuration

4
P 2, Search an instance
There are no instances created yet. '
Add an instance to get staned
3

IJgbgo 1. IJlo sl §s6:



Add Instance

@ rowemem 2 Instance 3 Ietertace 2 Daview i Summuy
Conhguration Asslgrimant Managomant

[End Liser License Agreement
[Effective: May 10, 2022
Secure Firewall Terms. and Conditions

[y clicking "Accopt’ Below or using this Cisco Technalogy, you agree that such use i govermed by the Cisca End User License
Agreement and applicable Product Specific Terms avallabie at:

Bty hbmi

Vou alio acknawlbdgs that you hive rad the Ciscs Privacy Stalomant at:

authority to bind your company and its afSates, or if you do not agree with the terms of the EULA, do not click '4
use the Cisco Technology,

| undirstand and scoipt the agresmant. 1

IJ 96 2.

o luslgwsle odaso lJposd:

Add Instance o

1) Agreement [2] hs{m 3 mntertace 4 Device 5 Summary

Configuration Assignment Management
u‘\i"""m'1 ‘ " Permit Expert made for CLI
e 5l e )+
W e e |
m -
TR Allows configuring core allocation
e for this FTD instance. You can pick a
Ntk Caten pre-defined resource profile
LI (Default-Small, Default-Medium, or
Searcn Domsin ONS Severs . Default-Large) or make a new one.
- S — Use the '+' icon to define a custom

--------- resource profile object.
Routed . [ _____ 4 ]
Cancer

* euldsu IP 1Jgluod vodysy IJpesd:



Add Instance

° Instance

Canfguration

) Agresmant 3 Interiace

Assignment

Display Name *
WA _instance_1

Parmit Expen mode for GLI

Danvicr Varsion *
7.6.0.1208

Resource Profile

it - Sl

Managemodf

4 Device

5 Summany

e

Pvd
Management 1P~

192188181
Metwaork Mask *
255.255.255.0

Network Goteway *
192.188.1,284

Search Dormain DNS Servers

FOON Device S5H Password *

Firewall Made * Confirn Password *

Routed

| p— {

Show Password

Cancel

[Back

lJglb9eé 3. wessule 1Jglzos:
Add Instance 3

° Interface 4

Assignment

1| Agreement 2 ) Instance

Configuration

Available Interfaces (14)
Ethernet1/1
Etherneil/3
Ethernet1/5 =
Ethernet1/5.11
Ethernet/5.12 <
Ethernet1/$
Ethernet1/10
Ethernet1/11 wr
Ethernet1/12 i
Ethernet1/13
Ethernet1/14
Ethernat1/15
Ethermnet1/16
Port-channel 1 =

Ethemat1/2
Ethemetl/d

L4

Device
Management

Selected Interfaces (2)

5 Summary

IPvd “ Bath

1PvE
Management IP*

2000:a00::192:168:1235

Pr
1

ehxt
12

Natwork Gatewsy™
2000:a00::192:168:1240

e e [JEEN
1Pwd 1PvE
Managamant 1P Managamant 1P *
192.168.1.81 2007:200::192:168:1235
Natwork Masi* Profuc*
255.255.255.0 112

Neotwork Gaseway *
V92.168,1,354

Network Gateway ™
2007:400:1 921681240

~ Step 3 allows you to assign interfaces to

-

IJglogé 4. 51,6 1Jizoj6:

Cancel

Back

. FTD instance.

Lists all available physical, sub-interfaces
and port-channel interfaces.

Lists all interfaces selected for this instance.

Bulk add all and remove all interfaces. Moves
all available interfaces as selected interfaces
and vice-versa.

Delete icon allows you to remove interface
from the Selected to Available lists.

Add icon '+' allows you to add an available
interface as selected interface.




Add Instance

Device Group
Selsct... -

Access Control Policy *
|Poticy1 v |+
Platform Settings

[select...

Smart Licensing
& Carrier
Malware Defense

O ws -

] uRL

IJs 96 5. pJi o

(1) Agresment
Assignment

Instance Configuration
Mame: Wa_instance_1

£ Device

Select smart license(s) applicable for
FTD instance.

Varsion
Rusource Profis:
[

Mk

[T
Mage:
Password:
FOH:

DS Senvors
Soanch Domain
Expert Mode:

192.168.1.81
2882552550
192.168.1,254
routed

Access Policy:

Duvice Group:

Patiorn Pakcy
Licenses:

Interface A -2

Mame -

Exharnatl 1
Esharnet /2

JIpld 1Jedsso: el &p e Lldouin.



O 1 dovice is avalable for deployment B o

Firewall Management Center Overview ¥ = #0epioy O @ & @ sdmnv Wi SECURE
Chassis Manager: 4215_WA_Chassis & tonected You have unsaved changes [N
Cisco Secure Firewall 4215 Threat Defense Multi-Instance Supervisos

Summary Interfaces Instances System Configuration
—
Name Vershon Resource Prdfile Management IP Management Gateway Licenses

3 & WA_instance_1 7.6.0.1208 Default-Small 192.168.1.81 192,168,1.254 Carler, ... Policyl N.A i

_if] Firewall Management Center Overview Analysis Policies Devices Objects Integration m o @ o @ adminv b cEeURE

Chassis Manager: 4215_WA_Chassis  comectea| a “"”’1":“’ ospioy (TN fancer |

Ciseo Securd Firawall 4215 Theaat Defenss Multi-kstance Supervisar P —— | Rbady for

'y has A Is requir |
Summary Intaf) Systam C,
NHStance
Hame Version Resaurce Profile Managesment IP Manag
3 b WA_instance_1 7.6.0.1208 Dafault-Small 192.188.1.81 192,161 [

IJouwesd IJoddliss Jeosd FTD wes 1o IJulze:



Chassis Manager: 4215_WA_chassis © comesied

Cisco Secure Theeat Dedense
Summany interinces Ingtarces System Configurntion
- m" r80.1M7 Dotautt: Smat 192.168.1.81 192.168.1.254

Dismiss all notifications

—

) Chassis
4215_WA_chassis
Uconses MG Palicy WA_instance_1: provisioning
Carrier, Pol
) Chassis
A215_WA_chassis

Se WA_instance_1: installing

IJeesd IJeuwed Os s Idbbé:

Ani2) ® Errod (1) & Warning (0) Offina (0) & Mormal (1) Deployment Pending (1) ® Upgrade (0)
—
Collaaae AN
Name Model Verslon Chassls
v Ungrouped (2)
Firmwall 4215 Threat
o ?_g;t'[_s 180 Detense Multi-Instance B0 Manage
' Supervisor
© Whinstanco ) Snort 3 Firewall 4215 Threat 20 i
192 168181 - Routed Doterse

® Sno 3 (1) Q Search Device [ aa v |
Dosvrload Deaien Liat Becae
Uiconses Acs ¥
NIA NA MfA V.

Essentials, Malwace (1 more...)

oS poSd

lud) ls 8906 13de Iuolue Jozssy woles FTD:



Chassis Manager: 4215_WA_chassis © temected
Cisco Secure Firewall 4215 Threat Defense Multi-bistance Supenvisor

Summary Inerfaces Instances System Conbguration
—
Hame Version "
¥ @ WA_instance_1 7601217 Defaun-Small 192.168.1.81
lJglss 1. weys) posd FTD:
Edit Instance
. Instance Configuration 2 interface Assignment 3 Summary
Dispiay biarne * E  Admin Stste  Permit Expert mode for CLI
WA_instance_1
Deévice Version® Resaurce Profle *
7.6.0.1217 w Dafault-Small v |+

Pl
Management IP*

192.168.1.81
Metwoork Mask *
255.295.755.0

Nestwork Gateway*

192.168.1.254

Search Domain

FODN

Firgswall Made *
Routed

Both

DNS Servers

Device S5H Password *

2N ( conce |

), Search an instance Add Instance
Management Gateway Licenses AC Policy Platform Settings
102.168.1.254 Carrier, Pel N AU

1J3 196 2.

oSy wEssule [Jglzgoes Jposd:




Edit Instance

1 Instance Confguration

Available Interfacos (7)
Ethermet1/3
Ethernet1/4
Ethernet1/5
Ethernet1/6
Ethernet1/8
Etharmet1/8.10
Port-channel2

. Imeriace Assignment 3 Summary

Salectod Intorfaces (2)
Etharnet! (1
Etharnet! (2

>

«©

Gancel
IJgl96 3. pdeue posd IJos:
o e e
1 Instance Configuration 1 Interface Assignment © summary
Instance Configuration
Narrse WA_instance_1
reo0a7
o Dafault-Small
o8 192.168.1.81
Lt 285,285 265.0
192.168.1.254
routed
dhnatviad
Interface ASSIQNMENT = 7 cescated and 0 1ared melaces smsches |ioe
Nama = Port Type
Ethemat1 /1 DATA
Ethemet /2 DATA
Cancel

3_5;'9 |.qu..S.J

Back

Back




Chassis Manager: 4215_WA_chassis @ comected EZN | conce
Cisen a5 Supenvisor

System Configuration
—
Search an instance Add Instance
Namao Version Rusource Profile Management 1P Management Gateway Licenses AC Policy Platform Settings m
Cancel
»  ©WA_instance_1 7600217 Defauili-Small 192.166.1.81 192.168.1.254 Garrer, ... Pl N.A g |

odgsu SNMP

lowdd IJs gdlps [Jowsse wdyso IJuble Jodysy SNMP:

1] Firewall Management Center Cremrviee Analysis Podicies Devices Objects Inbegeaticn

Chassis Manager: 4215_WA_chassis © Comected

vl 8215 Threat Supervino:

Summary  inferfaces  Insiances  System Conbguraiion

Borraw SNMP settings from:

i instarce from the lst.

lwos)b I ouoss) lJosdd

oueds) lJodsso

loold Ids bLé lJosdd > wdysu [Juble > IJluvos,bIdouess):



Chassis Manager: 4215_WA_chassis o cemecns ol notifications

0 Cloba x

Cien Sacure Firewall 415 Thrvat Dubanse Mo lritsrse Supsniser
2 Davies Configuration Expost
Sumimary Interfaces Instances System Configuration o Con
— S s R

Exporting device conbguasons

0 Gibs
Impart Export Davice Confguration Export
Ths will replace the cument chassls conBguranon with new cordguation This will create a Device Export confguration Mg Export hle created swccessiully

Downicad Export Pack:
Cligk hore 1o axport il

Download

Thaiy: will cownitad! the confiy Sle exported
2 Download

luwvosyb Idodssy

loedd lJs bLs lJosdd > wdysu IJouble > Ul wes)bIJouoss):

. - - Dismiss all notifications
Chassis Manager: 4215_WA_chassis @ connected : ,
Cisco Secure Firswall 4215 Thaat Defense Multl-Instance Supeniscs 0 Global »

) : Device Configuration Export
Summary Interfaces Instances Systern Configuration - Conk Expoet
— Exporting device condguations
© Global *
Import Export Device Configuration Export
Thais will r@p4ace the Currar cHassis CONfGuranion with new configuralion Thes will creaie a Device Expant condguration iy Export file created successfully

’ X Downigad Expert Package
' Click here to export

op File here

[
Download
Thes will dowmiand the contg e Bepared <k
+ Download

Ibsle spdu perdeol 29d luwes)b I ousss) IJosdd

* Sup luwowld zpse IJodssule 1Jesz9so sds IdosIdd wldodsso 1Upeszes Bs Idpdwd
IJpume9)o.

* sew lo s luosly woulee IJouble 1lgwluus 103s soe lvosb IJodsso 1dso o9
oS Iluosly 1deuos).

+ Sev o szess IJosdd IUss wdsp wluwosh Idedasy Bse eds by £33 92310
v dé IJouplbsé IUpowws gus lg)le IJouoss,).

¢+ Sev o $I9o IJosdd 1Uss sep luwasih IJodsss wo uduw (09,6 Idebusd ldpowws
JJizo6 1Jpulbdss.

s Jlsup ouods) lesble Idodssy 1UElues vldobousy. swp vouess) vdssulo IJosdd
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© Sew lple ldouwg Idlzoslbs Jeosd (posdlie) oyolee Idbusld Blis@ IJus,eé (FTD)
wuvdd pudod.

wsluws lesble Ioble Ul wluws JJosd

SuUveL LoE lesble IJuble |Jiu.u|,Ju§ Jdosdd Jdpuwugrpsu vodssy wdgsule [Juble
lJlgwluws 1Jpessé IJeldss:

* pilpws lJsge (NTP)

« DNS

» Syslog

* 1Jpulb s 1Ujpuss

* spdu Jdpuwctse lugile vog 22> "leah IJuble IUluwlgws JJosIdJ" 9ot Losuo0
Josdd pugsd pu IJuwduwdé 4200 (9_og MI).



odese: wobud lesble IJoble Ilguluvs Jdosdd eds Idosdd B3b. 131 Ll
lJpuweesp obousd leshlo IJ(fJ'oIro IJlwlows eds ldpesdle 1Jgluos woc Bspduo
luvwgsle woz leshle IJuble gl gus Jd>le go lJwosss.

1. luedd 1Js wog leshle IJuble IJluwlyus JJosdJ:



I lr:zt?llwlanfgangn?f;emsr Overview  Analysis  Polcies  Devices  Obiects  Integration oepoy O @ 3 @ seme Gk cecune
—_—P Dwice Manageenent il Troutleshoot - .
R > hi e T— Sae To St Fie D]
AI(4) ®Eror(l) ®Weming(l) - Ofine(l) @ Normal(l) ®DeploymentPen "V A Thesat Detense CL , Search Device =R
—_— QoS Enymamic Acoess Polcy Packet Tracer
Cotanis A1 Piatfoem Settings Packst Cagture Dompload Devite Lt Aeoen
Flaslionsg Snon 3 Prosling
Ham e Trowtseshooting Logs
v Ungrouped (3) vpgrade
Theoat Dedense Upgrace
192.168.1.80 Frowad 4215 Thy Chassis Upgrace
9 Js2iea0.00 Mt InLans S LL A ra

2. louvle Jesble IJoble 1Jiglaes JJosdJ:

Object Management

Firepawer Settings
Platiorm Settings Device Type Status. Threat Defense Settings
Chassis Platform Settings
There aré no policies created. Add & new Firepower Settings Policy (or) Threat Defende Settngs Policy (of) Chassis Platfarm Settings Policy b

New Policy X

Narmea*

[ platformSettingsTP :..;

Description

i oo
e

Targeted Devices

Select the devices to which you want to apply this policy.

Available Chassis - Selected Chassis

192.168.1.30

Add

| - 11 Click on 'Add’ button to move a selected chassis
from available list to selected list.

1 'Save' button to stage new palicy in FMC

Chassis IP BN

Address
S




3. LoWes Lwsluws leshle IJuble IUlgulus JJosdd:

PlatformSettingsTP » You have unsaved changes | Cancel | ([ EREN)

Enter Description

Policy Assignments (1)

DNS Resolution Settings 1
Specify DNS servers groups.

(I Enable DNS name resolution by divice

S Server Groups

leshle IJoble 1wl uus JJosdJ: DNS

opIdSU pzedele glse DNS gl uoldwol wze Suve DNS Bs wog lesble IJuble IJlgwluus
JJosdJ:

platformSettingsTP » Yo have unsaved changes | cance | [EEER

Enter Description

ONS Resclution Setings
Shacify DS sarvers geoups " Select an existing DNS server group. User
@) Enatie DNS name resokion by device Add DNS Server Group can qhoose an existing server group available
. v " in objects page
DNS Server Geoups Add Click 'Add" to ) . .
launch Add DNS Select DNS Server Group'
dna_parverTP (dotaut) s Server Group [ ans_serverTp v | + Hew Group
dialog t
Make as default
o
=n
Lists of all DNS server groups

leshle IJoble IUiowlous JJosdd: w9939 1Uodd 1JTes (SSH)

¢ opdsu e SSH slupldee wee Guve SSH po woz lesble IUuble 1l us JJosdJ:



platformSettingsTP ~

Enber Description

Adgorzhms
Click pencil icon
Encryption to launch 'Add
Jdes-cbe Algorithms'
Bes2S6-cbe "
des2S6-clr dlalog

Key Exchange
curveZ§819-shalse
curvez§516-gha 286 _iibssh_ong

Mac

himac-sha-1
Hast Key® 1024
Volurre Ry Limit " ke

Time Fiskey Limit

* opdsu gpsd SSH gl ol woe:

platformSettingsTP ~

[Eror Doscription

5SH Server
@) Enable S5H Server
Augorithms #

Encryption
Ides-che
883256- 20
8e3256-tr
Ky Exchange
e 5510-2ha256
U 25519-3m756 b _org
Mac

hemac-sha-1
s Kiry™ 1924
Vighume Rekey Limit 3 KB

Time Reelury Lima Mirutes

Add Algorithms

Available Algorithms (14)

~ Encryption
aes128-cbe
o1 28-ctr
a05128-gem_openssh_com
»e5192-che
2e5192-ctr
sesl5E6-gem_openssh_com
chacha20-poly1305_openssh_com

 Key Exchange
diffie=heliman-group14-shal
diffie-heliman-group14-sha2 56
ecdh-shaZ-nistp256
ecdh-sha2-nistplB4
ecdh-sha2-nistp521

~ Mag
hmac-gha2-256
hmac-sha2-512

Selected Algorithms (6)

* Encryption
des-cbe
aes256-che
aes256-ctr

~ Key Exchange
eurve25519-shal2s6
curve25519-sha256_libssh_org

« Mac
hmac=sha=1

55H Glient

Strict Host Keycheck arabie

Algerithma

< EncryRain
Des) 92-chr
Ky Exchange
curveZ5519-3ha 256
CUTS519-3ha 756 _ibash_ong

Vickunme Foedary Limit

Tie Rokery Uit

Minubes

Yest hanw: rcsaved changes

Policy Assignments (0)

SSH Client

Strict Host Keycheck Hisable

disable

Algorithms analila
~ Encryption prompt
aes192-ctr

lesble Idoble IUIowlous JJosdd: Glises [y o9d [Js SSH

wbo) gdlps [Jowyse 030 B Gb wes wpdsy SSH wze Guwe SSH pu lesble IJuble

Il wlus Jdosdd.

© ousle 3lises 1Usuosd [Js SSH:



Chassis_Platform_Settings »
Enter Description

Add Metwork Objects

Available Hetwork Gbjects [13) 4 Selected Network Objects (2]
SEH Access List S —

etwork Objects Remove AR

S5M Accast will b aliowed b9 the configured

any -—y-ipvd
i anylpvd 192.168.1,236
Click pencil icon to Pd-Benchmark-Tasts L
add, modify, or Pvd-Link-Local
delete network or Bd-Multicast
netwaork objects Pud=Private=10.0.0.0-8

for chassis Pyd-Private-172.16.0.0-12

acCess Bvd-Private-192.168.0,0-16

B -Private-All-RFC10VE
Pyb-IPwd-Mapped

Pvh-Link-Local
Pyfi-Private-Unigue- Local- Adtinesses
Blt- 1Py Ry -AnyEast

lB Wum.ssnmuhummmmummwml

ok A

0 Ol Natwirk Objbcts of by 'Host" and Natwark’ sre suppoed. Tange’ and FODN' Gbict: a6 nol supporid

¢ luols Jlsole Idgveds JBlsps 9,09 SSH:

Add Network Objects

Avaliable Network Objects (13)

Search Netwark OE

any any-igs

any-ipud 192.168.1.238

1Pyd-Benchmark-Tests G—/
1Pya-Link-Local

1Pud-Muticast

WPvi-Private-10,0.0.0-8
WPvid-Private=172.16.0.0-12
IPud-Private-192.168.0.0-16
WPvd-Private-All-RFC1918
PyE- IPvd-Mapped
IPyG-Link-Local

IPvE- Privite-Unique-Local - Addresses
Pvi-to-IPwé-Relay-Anycast
"

Entes IP Hast ar Nétwark Add

D Orily Network Objects of type ‘Host” and “Network” are supported. ‘Range’ and ‘FODN objects are not supponed

o | D

¢ |uolws Jlisy v ds gass:



Add Network Object

c oo Jlso (Jlsole) Idgveds:

+ ‘Salected Network Objects (1)
Remove All
any any-ipvb
any-igvd
1Pvd-Banchmark-Tests
Py -Link-Local
1Py - MumCast

Pyd-Privase- 10.0.0.0-8
1Pyd-Private- 17216.0.0-12
1Pl Private- 192.168.0.0-16
1P~ Prevate- - RFG1918
Prril-Prd-Mapped

Pl Uik Local
IPli-10- v - Flokay - Anycast
Tesd_Object

O Ondy Natwork 23 of hype Host' and Network' sre supported. Range’ and FODN' objects sre not supponed

cerce |

e lyogle Jisy (Jlsule) IUgveJo:



Add Network Objects

Avallable Network Objects (14)

Search Metwork Objects

any
afy=ignd
any=inh
Pvd-Benchmark-Tosts
Pd-Link-Local
Pyd-Multicast
Prd-Private-10.0.0.0-8
Pl -Private-172.16.0.0-12
Pl -Private-192.168.0.0-16
WPud-Private-Al-RFC1918
WPy IPvd-Mapped
WPyl-Link-Local
WPry-no-IPvd-Relay-Anmyceat

Enter IP Host or Metwork Add

D Ondy Metwork Objects of type “Host' and “Network' are supported. “Range’ and ‘FODMN objects are not supported

o |

« spdu logsle Jlisule IJuivwds Jel 09 ps oz lsuol B o030 1J09,6:

Add Network Objects

Available Network Objects (14)

Search Netwaork Objects Rumove All

any
any-ipvd
any-ipvB
IPvd-Benchmark-Tests
IPvd-Link-Local
1Pva-Muiticast
1Pva-Private-10.0.0.0-8
1Pvid-Privabe-172,16.0.0-12
1Pyd-Private-192,168.0,0-16
iPvd-Private-Ali-RFC 1918
IPVE-IPyd-Magped
IPvE-Link-Local
1PvE-Private-Unkiue-Local-Addresses.
IPVE=to- 1Py Retay=Anycast

@ Only Network Otdocts of type *Host' and ‘Network are supported. ‘Range’ and “FODN' objects are not supported

. 0o Jisole 1o ds 1 p ol b6



Add Network Objects

Available Network Objects (13) Sebected Network Objects (3)

Search Network Objects Remaove All

any-ipvd
Test_Object
19216810

any
aiy-ipv6
1Pv4-Benchmark-Tesis

IPvd-Link-Local

IPvd- Multicast
Pyd-Private-10.0.0.0-8
IPvd-Private-172,16.0,0-12
IPvid-Private=192.168.0.0-16
IPvd-Private-All-RFC1518
IPvE-IPvd-Mapped
IPv6i-Link-Local
IPvEi-Private-Unique-Local-Addresses
Py~ to-1Pvd-Rielay-Anycast

Enter IP Host or Network

0 Only Network Objects of type "Host' and ‘Netwaork' ane supported, ‘Range’ and 'FODIN® objects are not supparted

lesble IJoble Iigulgus JJosdd: pjlews U9 8w
SpJdu LS pilews IUsde vbrsdosy:

1. g0y NTP o0 o3 1UDs1y6
2. £Js ¢ NTP 1t o0

20 NTP o0 oy IUD1y6

1] Firewall Management Center Crverview Analysis Paiicies Devices Objects Integration Depioy O, @ fF @ adminv b cecuRe

platformSettingsTP # | cancel

Enter Description

Policy Assignments (0}

® Via NTP from Management Conter

Usa Custom NTP Sarvor

eds ebp NTP Idpguoue



platformSettingsTP »

Eriinr Description

Via NTP from Managemsnt Center

®) Use Custom NTP Sener

TP Servens

rost W

Policy Assignmints: (0]

Add NTP Server

Select NTP Server®

test

hd I —+ Mew Server

lesble IJouble |Jiuu|uu.§ Jdosdd: ldpulb g 1Jjpusd

wessu ldpulb g 1Jjpuss:
pJatformSerti HQSTP /’
Enter Description

(UTC-12:00) Bic/GMT=12

@ M no Tene Zone is selected, Time Zone wil be UTC Time Zone (UTG « 00:00).

lesble 1Joble 1igelus JJosdJ: Syslog

* edlpd IJowsse zole pedsé Syslog:

You have unsaved changes | Cance m

Policy Assignmants (0

Time Zone:

(UTC-12:00) Etc/GMT+12 v

(UTC-11:00) Etc/GMT+11
(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC=10:00) America/Adak
(UTC-10:00) America/Atka
(UTC-10:00) Etc/GMT+10




platformSettingsTP #

Enter Dascription

restiralions Remote Destinations Local Sources

Critical

" | messages

® | 4194304 Bytes

s edlpé IJowssy gzole Syslog lJogs»é:

platrormsetingsiy #
Entes Daseription

* edlps Idowsse puols) pedss J Syslog:

Local Destinatigns. Remoty Destmasons
Servert
- Er

Crivical

cisoo. staging chco.com

Local?

Cancel

Policy Assignments (0}

Alerts

Critical

Emergencies

Emergencies

v

Local? W

| Locall

Local2
Local3
Locald
Local5

Localé

Fme rgencies

Emergencies

Alerts
Critical

Errors

| Warnings

Notifications
Information

Debugging




platformSettingsTP » You have nsaved changes [ Goncet | [N

Enter Description

Policy Assignmants (0)
Local Destinaions  Remate Destinations  Local Sources

Faulis L ]

W Enable Admin State

leshle 1doble IJlgules Jdosdd: edb 9o

b wEssle lesh IJuble Idiuwlgus JJosIdd: &p IJuuin:

i Firewall Management Center Overview  Anshysis  Policies  Devices  Objects Iniegeation Dipky O, © £ @ sdmnv S cocuns
Chassis_Policy » I ¥ou have unsaved changss | Ganoel _ I
Enter Descrigtion

Policy Assignments (1)

S5H Access List
FEH Accuss wil be aligwid 10 the confgured natworks
Notwork List #

anyeipnd

Tost_Object

10296811

0 Dy datadt. S5H accens is denked unbess you add a netear ta th list




[ Anahysis Pobtas Daizes Otpects bR “ Q 9 0@ smmne Bbeecy

BIOUR oF Stalus
192.068.1.80 || Rsady for Deployment

D 1 dewice is available for Seploymant &7

IJgle o wesd lJosId

JIJéle ouwesd osdd po FMC. luodd 1ds Idizess > s IJlzoj6 > 230,

Migrate | Deployment History
View By: | Group bl
Al(1)  ®Emor (0] ® Waming (0) Offiine (0)  ® Normal (1) Deployment Pending (0)  ® Upgrade (0) @, Search Device m
—=
Collapse All Downlond Device List Repor
Name Maodel Version Chassis Licenses #Access Control Policy Auto RollBack
w Ungrouped (1)
Firewall 4215 Threat
219 WALChesele Defense Muli-instance 7,60 Manage NIA NiA NIA s
Supervisor
Health Manitor
Troubleshoot Files

o298d pu LASES IJosles Idewess [Us Iduoses IUluadss

eldsl ©ogp FMC 1Jozssd po lods [Js pog Iposdle B@b. sooses Jsdd Jorssd zols
o8 los Ids Idssee Idluads: sew eds Idpuvetse luwegale 9lzes wlo, 1J1sle,.

IJglo9s 1: 9p LlJgle ouwesd lJosId pu FMC.

196 2: Igueese ley CLI 03l Jozasd zols 4200 Series |Js Iy og IJluods:

firepower-4215# scope system
firepower-4215 /system # set deploymode native



9lzole wyped wbousyle FMC REST

w99 9lzole wypzs wbwsdle FMC REST Idgles Jzese IUgpdslo Idos wagpol FMC.

Chassis ~

GET 'nnilﬂn:_:on!ip!ul;do«in!{uoninwml is/f g is/{objectId}

m Fapi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{objectId}

(50 /api/fme_config/vl/domain/{domainUUID} /chassis/f g is

L sapi/fmc_config/vl/domain/ {domainUUID}/chassis/fmcmanagedchassis

(0 Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/ {containerUUID}/networkmodules/ {objectId}

Japi/fmec_config/vl/domain/{domainUUID} is/f ] is/{containerUUID}/networksodules/ {objectId}
Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational
/syncnetworkmodule

(5 /apis/tme_config/vl/domain/{domainUUID} / i is/ ineruUID}/interfaces/{interfaceUUID}
Japi/fme_config/wl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces/{interfacelUID}

|l-—| Jfapi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID} /operational
/breakoutinterfaces

Ll Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/operational/joininterfaces

GET s Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces
= /{interfacelUID}/evaluatecperation

I GET Jfapi/fmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID} Logicaldevices/{objectId}
JSoapi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID} /logicaldevices/{objectId}
m fapi/fmc_config/vl/domain/{domainWID}/chassis/facmanagedchassis/{containerUUID} logicaldevices/{objectId}

GET Japi/fmec_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID} /logicaldevices

P50 sapi/tmc_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUuIn}/logicaldevices

glzole wypeé wbusdle REST Jdoessd IJluods [Js pogss lJposdlo

POST API JJwe 8y ppl 131 Jlu 1Jzols IJiqu§ elosl Jdozssd pogss ldposdle:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/operational/switchmodereadiness

up9de bdo JSON:

{
"devices": [
{
"id": "DeviceUUID",
"type": "Device"
}

1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

POST APl Jouigsd IJoessd Izhbes luods 1Js pogss Idpssdle:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/operational/switchmode

Se9d2 bJo JSON:



"items": [

Il_idlI: n

", "dispTayName": "Sample_Chassis_Namel" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }

POST APl Jouigsd IJoessd Idivods 1Us posd pogss:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/operational/switchmode

up9de bdo JSON:

"items": [

||_idll: n

, "displayName": "Sample_Chassis_Namel" 3}, { "id": "

", "displayName": "Sample_Chassis_Name2" } ], "conversionType": "NATIVE_TO_MULTI_INSTANCE" }

slgole wypzd wbousyle REST Jblé lJosdd

ol o 1uols osdd 1Us ey IDLy6:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis



IJzuesd eds eese [JoslIJ:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/

lzued eds osIdd pesu wluwwgsle UUID:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{objectld}
239 osYJ w9luwbo UUID:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{objectld}

up9de bdo JSON:

"type": "FMCManagedChassis",
"chassisName": "CHASSIS123",
"chassisHostName": "192.168.xx.74",
"regKey": ll.'_.h.{':*.kll

olzole wyped wbousyle REST UbLs Idyvedle (9esle Iduveds IJuplbsd)

IJ2uo9d eds 9226 IJubods IUuploss puwe Idpuuese:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/networkModules,
IJeuo9d eds zese 9eolo Iduvods IJoupbsé:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/networkModules,
PUT - 02,80 9236 Uivwds upbsé wluwagsle UUID :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/networkModules,
PUT - |gwesb wslole 1J9esé IJupbss Jduveds o FXOS 90,95 Lo IUoprse:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/operational/sync

op9de Idewesd eds ldlgweeloé

{
"metadata": {
"timestamp": 1688670821060,
"domain": {

"name": "Global",
"3d": "e276abec-e0f2-11e3-8169-F k! s
"type": "Domain"

}



b,
"Tinks": {

"self": "https://u32c01lpl0-vrouter.cisco.com:32300/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169

1,

"id": "0050568A-3F3F-0ed3-0000Q- %%k kdiiik
"moduleState": "ENABLED",

"type": "NetworkModule",

"description": "Cisco FPR 8X1G 8X10G 1RU Module",
"model": "FPR-3120",

"operationState": "ok",

"numOfPorts": 16,

"slotId": "1",

"vendor": "Cisco Systems, Inc.",

"name": "Network Module 1"

9lzole wyped wbosyle REST Jbys Ideesd

ol o 1uolds osdd IUs ey IDhy6:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/logicaldevices

IJzwesd eds eese [JoslIJ:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/logicaldevices

lJzuo9d £Js posd pesd wluwlbs UUID:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/logicaldevices/{o

PUT - c2)s) pivsd woluwbs Ideg s 1Jw)6ss:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/logicaldevices/{o

239 oY w9l wlos UUID:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/logicaldevices/{o

bJdo PUT JJgsué:

"name": "ftdl",
"operationalState": "string",
"deviceRegistration": {
"licenseCaps": [
"MALWARE",
"URLFiTter",
"CARRIER",
"PROTECT"
1,
"accessPolicy": {
"name": "AC Policy name",
"id": "



", "type": "AccessPolicy" }, "deviceGroup": { "name": "DeviceGroup name", "id": "

", "type": "DeviceGroup" } }, "managementBootstrap": { "ipv4": { "gateway": "192.168.xx.68", "ip

", "type": "ChassisInterface" }, { "name": "Ethernet2/2.1", "id": "

", "type": "ChassisInterface" } ], "type": "LogicalDevice" }

slzole wyped wbousyle REST Jbbl,6 SNMP

lJzue9d eds lesl> SNMP (gl ulbs UUID:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/snmpsettings/{ot
IJzuesd eds zese leolble SNMP:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/snmpsettings/
PUT - weis) 9226 uvwds uplbsé 092956 w9luwlos UUID:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/snmpsettings/{ot

op9e Idzuwesd eds ldluwerlus:

"snmpAdminInstance": {
"id": "TlogicalDeviceluid",
"type": "LogicalDevice",
"name": "ftd3"

},

"id": "snmpsettingsUUID2",

"type": "SnmpSetting"



REST APIs JzJo pdzoo

wew9s 030 IJ8lisps gds pedsple wdLosdss 29d slzole REST APl Jedo IUpdge:

. 1 Jigble

* posdlo

L] O)

* 1Jglgole

+ pedsele IJobosd
pJeuo lgble GET JJosIJ:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/faultSummary

upede lJluwoglus:

"Tinks": {
Ilse'I-Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/faultsummary?offset=

IJzuosd eds pdeue Iposdle ddosdd:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/instanceEsummz

vpse Idluweelus:

"Tinks": {
llse‘I_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/instancesummary?offs



IJzuesd eds pdewe Idetisu Jdosdd:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/inventSummary

leloo IJgsuwé:

"Tinks": {
llse'I_Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inventorysummary?off

IJzue9d eds pdeue 1J9lzod Jdosdd:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/interfacesummar

upede lJluwoglos:

"Tinks": {
Ilse'lfll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/interfacesummary?off

lJzuo9d eds pedyple IJobosd 1UEluod vosdd:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}
/inventOrysummary



up9dz IJlusoelue:

"Tinks": {
llse'I.Fll: "

/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/appinfo?offset=0&1im

REST APIs Js1,6 I9lz06

Sews 03l IdBuwpe eds pedsple wdLosJso 29d 9lzole wypzo wbousdle REST Jble
od9su 1Uglzos:

* eulssu URL IJos gwsop luvegsleol Jugssdle odosy 1Uglzos
* gulbsu URL IJos pusop luvagsleol Jbel ol 1Uslzole
* guldsu URL IJos gwsop luvogsleol Jodssule golj IJejlewsd

oS IJglzes IJvedso

Jogp wzdse lJglgolw 1Jplsé: wpe Ield gulasy URL olo.

IJzwesd edss eese [Usleole Ipbse:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/physicallnterface
IJzue9d edis 9lz0d plass pesuéd w9luubs pg 8 IUglzos:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/physicallnterface
s/{interfaceUUID}

oSS 1U9lzos w9luwbbs pg)od [J9lzos:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/physicallnterface
s/{interfaceUUID}

Swo9 byl 1Jglzoes [Jplrss Jel sds:
{

"metadata": {
"supportedSpeed": "TEN_GBPS,ONE_GBPS,TWENTY_FIVE_GBPS,DETECT_SFP",



"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"isSplitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFFwkkkkkk
"type": "Domain"

}

1,

"type": "Physicallnterface",

"name": "Ethernet2/2",

"portType": "DATA",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

1,

"LLDP": {
"transmit": false,
"receive": false

1,

"-i d" o AT AN A TR NN AN AN AN A AN AN

}

odysu IJglzole 1J,es6

Jgp bl 1Uslzole 1JB,es6: wp w8380 guldsy URL oso.
lJzwesd eds zese IUslzole 1J8) e s6:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/IJslz ol

IJzue9d eds 9lzod W)e56 02236 w9luubs pg 8 IUglzos:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/subinterfaces/{in
©o2sd 9lz0d I9)es6 228526

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/IJslz ol

oS 1J9lzos w9luwbo pg o 1Jglzoo :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/subinterfaces/{in
239 91206 W9,e56 L9luwbs pg W 1Uglzos:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/subinterfaces/{in



Sw29 Ue9SE IJslzod IJB,es6 Jol sds:

{

"metadata": {
"isBreakoutCapable™: false,
"isSplitInterface": false,
"timestamp": 1692536476265,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-F*wHdkdkdkl
"type": "Domain"

}
}’
"type": "SubInterface",
"name": "Ethernetl/3.3",
"portType": "DATA",
"subIntfId": 3,
"parentInterface": {
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-0000- st
"name": "Ethernetl/3"

b
"vlanIld": 3,

"-i d" B e e e e e e N e N A N N A AN NN AN A NN AN h kNN

}

JvdJo EtherChannel 91,0

Jogp blé slzole EtherChannel: 9>p0 031 URLs.

lzued eds JJ slgolw EtherChannel:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/etherChannelinte
lzued eJs 9lzos EtherChannel oz336 w9l wloé 9lzos uid:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/etherChannelinte
oyzsd 9lgos EtherChannel gs56:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/etherChannelinte
oSS 1U9lzoo w9lwlbs pg 0o [J9lzo6 :
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/etherChannelinte
ozle EtherChannel g, o 9bw uid:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/etherChannelinte

Swd9 up9de 9lzes EtherChannel wosl I udJ:



"metadata": {
"supportedSpeed": "HUNDRED_MBPS,TEN_MBPS,ONE_GBPS",
"timestamp": 1692536640172,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- ¥kl
"type": "Domain"
}
}!
"type": "EtherChannelInterface",
"name": "Port-channel45",
"portType": "DATA",
"etherChannelId": 45,
"selectedInterfaces": [

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- kx|
"name": "Ethernetl/4"

1,

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- kx|
"name": "Ethernetl/5"

}

1,

"TacpMode": "ON",

"TacpRate": "FAST",

"adminState": "DISABLED",

"hardware": {
"flowControlSend": "OFF",
"autoNegState": true,
"speed": "ONE_GBPS",
"duplex": "FULL"

1,

"LLDP": {
"transmit": true,
"receive": true

1,

"id": "00505686-9A51-0ed3-0000- % i sk

9lzole REST Break/Join

Jogp wepsellogoplp 1Uslzole WS IUgvdunds 42000 spdy luwedsle sulsso URL IJoldse:

IUzuesd eds:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/chassisinterface:
odsSe lpdluss Ybe/ldlogople J9lzod

pl>o IJuiy:
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/operating/breakc

SYuw) [J9lgod



pl36 I Joyiny:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/operating/joininte
Suw2e IJs pzeses pu lUslzole 1Jpd w9, 6

w99 REST Jusl o 1Uglzos

1. lozw o zols IJosdd 1Jpsl) w9luubbs FMC (4200) wluwesle 0 dbé yolss lJosdd
FMCmanage.

lJzue9d eds /apilfme_config/vi/domain/{domainUUID}/chassis/fmcmanagedChassis

bele Slised 2038 IJosdd 1Jes18 po FMC pg 1Jizess pce38 IJposdle pg oluosd eed
IJperd slJluwpe 9ldbo,ls JIJ zolj. Iee, IUlzes6 "pwesss IJpesdie.

upede lJluwoglos:

{
"id": "fcaa9ca4-85e5-4bb0-b049- kA
"type": "FMCManagedChassis",
"chassisName": "192.168.0.75",
"chassisMode": "MULTIINSTANCE",
"Tinks"™: {
"self": "https://u32c01lp06-vrouter.cisco.com:22512/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}
}

2. 1dozdd ppl Bl Jlue 1Jglzos @8l>y0 sds 1wz wluwedsle udlbs yolso IUglzole/ldglzole
lJOsjslisss.

Jl spdo 1Jg 9z 1J1 131 Il "isBreakoutAble" Loz.szl 9 mediaType o9 QSFP.

IUzuesd eds
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/IJglz ol

upede lJluwoglos:
{

"metadata": {
"supportedSpeed": "FORTY_GBPS,DETECT_SFP", >>>>>>>>>

"mediaType": "qsfp", >>>>>>>>>
"sfpType": "none",

"isBreakoutCapable": true, S>>>>>>>>
"breakoutFactor": "4", SSS>>>>>>

"isSplitInterface": false,

"timestamp": 1692344434067,

"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-***x kit
"type": "Domain"



}
1,
"type": "PhysicallInterface",
"name": "Ethernet2/4",
"portType": "DATA",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"
1,
"LLDP": {
"transmit": false,
"receive": false

}1

"id": "00505686-9A51-0ed3-0000- sk i s

3. eds IUglzod: $p codsse 2295 Epdss IS ol wluweesle udbs wolss
EvaluationOperation.

IJewosd eds
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/chassisinterfaces

WO gldo £30 929> oasgg_)lolié_blc WO IJlgwozlede spdo Jdpuvedse lole gpdso lsdlus.

upede lJluwoglus:

Blinks™:

"gelf®: "https:
veouter.clisco.com: $2542fapi/ fme

Ffu3zZellplg=-

configsvl/domain/s/es 'babec-ea0Es=11le3=-A1G49=

ed9edd49b625E fchassis/ fmemanagedechassis/l19d9 6 Tet=-afBl=-4f2e=-b311
B5fftcefbdif/chassisinterfaces/00505686-662F-0ed3-0000-
004294969274 fevaluateoperation/00505686=-062F=-0ed3=-0000=-00425949602 74"

ir

type": "ChassisInterface™,
i "Q0o0o6EE=06LF-0edd=0000=0042

Sqplsiq"

B 216 929> Igble Bis Ilvazlus. Jl suver Jdeumcse wlole godss SluaJ:

{

"operationType": "BREAKOUT",

"interfaceUsages": [

{

"conflictType": "Interface usage on instance(s)",

"severity": "ERROR",

SES55>>>>

"description": "Interface Ethernet2/4 can not be split. Remove it from instances [FTD1] and try a



}

1,
"readinessState": "NOT_READY", >>>>>>>>>
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",

"id": "00505686-662F-0ed3-0000- s

4. 51 e 1Jglzes Blsye gds IJegis 9dlue gldo IJlgueesls "zlojé" W ¥ e w9 1Uglzos
wluwegsle v 9bé volsé IJIJuwy, [Jglgole.

POST
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/operating/breakc

bJo:

{

"targetInterfaces": [
{
Mgty MRk Rk ke d3-0000-004294969276"
"metadata": {
"type": "PhysicalInterface"
3
3
1,

"type": "BreakoutInterface"

IJzsle:

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169

1,

"taskType": "DEVICE_DEPLOYMENT",

"message": "Dep'loyment status for- Fedededededededededededede e dede e dede e de e e de e e de b e de e e de e SUCCEEDED"’
"status": "Interface notification received"

5. wedv [Jpld IUpops luwedsle peyd 1deops O luworlud Jum). wesso elds Idpops [Us
"p luwodle ledle lJglzos".

lJzue9d eJs /apiffme_config/vi/domain/{domainUUID}/job/taskStatuses/{objectld}



"metadata": {
"task": {
"id": "4294969699",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
}
}
1,
"targetInterfaces": [
{
"id": "00505686-662F-0ed3-0000- ¥kt
"type": "PhysicalInterface"
}
1,

"type": "BreakoutInterface"

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169

1,

"taskType": "DEVICE_DEPLOYMENT",

"message": "Dep'loyment status for- Fedededededededededededede e dede e deded e de e e de b e de b e e e de e SUCCEEDED"’
"status": "Interface notification received"

6. lJzuosd eds wessole [Jglgole wluweesle u9bé yolsé ChassisinterfacesEvents.

lJzue9d eJds /apiffme_config/vi/domain/{domainUUID}/chassis/
fmcmanagedChassis/{containerUUID}/chassisinterfacesEvents

vegde ldlpweeloe:

[

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3"

},

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/2"

},

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/3"

},

{

"change": "Interface is associated",



"type": "Physicallnterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/4"
}
]

7. 08 2lds g0 b ledlp IUglzod: $p wpjlpusd IUzols wlgueisle wdbsd wolsé
CiscolnterfaceEvents 9oe 99 pu 929> wEssile pedo.

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassisinterfacesEvents

bJo:

{
"action": "SYNC_WITH_DEVICE"

}

IJzsle:

{
"action": "SYNC_WITH_DEVICE",
"hasPendingChanges": true

}

8. vy wdis Idledlp lood lJogssilo wluwegsle v 8bs wolss ChassisinterfacesEvents.

POST /api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/
chassisinterfacesEvents

bJou:

{
"action":"ACCEPT_CHANGES"

}

9. IJzuosd eds zese Slzole 1Josdd slde ey, eds slzole IJoduwse (Ipglbds) wluwegsle
ulddbs Yolss [Jglzolw.

lJzuosd eds
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/IJslzolw



9oUuBuwe 9lg0s 9126 pu IUslzole 40G. Ju8d ETH2/2 |Js glgole 4x10G - ETH2/2/1. ETH2/2/2.
ETH2/2/3 9 ETH2/2/4

=388 REST Jlouold 1slzos

1. 02l pel B Ily @8> wp Blbog 1Uglzod wluwegsle v 8lbs wolss lUglgole/ldglzole
lJOsjslsss.

odu gpdso IJluople ppdus Wb 131 Jly "isSplitinterface” o9 true 9Jly, mediaType o9 SFP

lJzuosd eds
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/IJglz ol

{
"metadata": {
"supportedSpeed": "TEN_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"breakoutFactor": "4",
"isSplitInterface": true,
"timestamp": 1692541554935,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-*Hkwkkkkdkill
"type": "Domain"

3

1,

"type": "PhysicalInterface",

"name": "Ethernet2/3/4",

"portType": "DATA",

"adminState": "DISABLED",

"LLDP": {

"transmit": false,
"receive": false

1,

"hardware": {
"flowControlSend": "OFF",
"speed": "DETECT_SFP",
"duplex": "FULL",
"fecMode": "AUTO",
"autoNegState": true

1,

"id": "00505686-662F-0ed3-000] - ¥* ¥kt

}

2. 9p v OSSP 2298 £pdsd IUluople wluwegsle v 9bs yolsé EvaluationOperation gJs 9lza6
po|Jﬂado|Jbv&|JPéuwp&

IJewosd eds
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/ch

Assisinterfaces/{interfaceUUID}/evaluateoperation



* Vs eldo £30 929> oab§J|o/iéb|c O Idlweegles spdu Jdpuvedse lple gpdso
lJlQuz’PlP-

"operationType": "JOIN",
"readinessState": "READY",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"1d": "00505686_662F_Oed*******************"

B 2lds 993 Igble Bes IUluwezlus: Jl suwee JJpuwetse wlole gpdss Idloople.

"operationType": "JOIN",
"interfaceUsages": [
{
"conflictType": "Interface used in EtherChannel Configuration",
"severity": "ERROR",
"description": "Interface (Ethernet2/3/4) referred to in Ether Channel Interface (Port-channel32)
3
1,
"readinessState": "NOT_READY",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"jd": "00505686-662F-0@d¥ ¥ ¥k

3. Bl ep Ybg 1Uglzos: sdluw zldo IUluweesls "zlojo" Wedsd IJluuople 1Us 1U9lzos wluwedsle
u9bé yolss IJslzole lJpube,ds. spdu i SJgy interface_uid pg 9 Ls oU 4 9lgole pdug 6.

POST/API/FMC_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/operating

bJo:

{
"targetInterfaces”: [
{
"id": "***************ed3_0001_692539698200"’
"type": "PhysicalInterface"
}
1,

"type": "JoinInterface"



IJzolo:

{
"metadata": {
"task": {
"id": "4294970217",
"Tinks": {
"self": "

/api/fmc_config/vl/domain/e27" ¥k kdiiiuiki*_8]169-6d9ed49b625f/job/taskstatuses/4294970217" } }

4. cedw [Jeld Ipopsd Cluucele perd IJpops B luvoelws Idlugople. vesso elJs 1eops
IJs "ep luvedle ledle 19lz0s".

lJzuesd eJs /apilfme_config/v1/domain/{domainUUID}/job/taskStatuses/{objectld}

IJzsle:

"id": "4294970237",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
3,
"taskType": "SSP_EPM_OIR",
"message": "Deployment status for 19d967e6-xxxx-xxxx-xxxx-85ff6cef6d3f: SUCCEEDED",
"status": "Interface notification received"

5. 1Jeue9d eds wessile lUslzole wluwegslp ugbé wolsé ChassisinterfacesEvents.

IJzuosd eds
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfacesEvents

IJzslo:

L
{

"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",



"name": "Ethernet2/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/1"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/2"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/4"

}

6. Vs 2lJs 30 odds ledlp 1Uglzos Bp wpilpws IUzoly wluwwgsle udlbs wolso
CiscolnterfaceEvents 9oe 99 pu 929> wEssile pedlo.

POST
/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfacesEvents
bJo:
{
"action":"SYNC_WITH_DEVICE"
}
lJzole:
{
"action":"SYNC_WITH_DEVICE",
"hasPendingChanges":true
}

7. opeyd odis Idledlp lood lJogss)lo wlugwegsle v 8bbs wolss ChassisinterfacesEvents.



POST
/api/ffmc_config/v1/domain/{domainUUID}/devices/devicerecords/{containerUUID}/chassisinterfac
i@l&

bJou:

{
"action":"ACCEPT_CHANGES"

}

8. lzuod s gpse gleole IJosdd gle e, eds [Uslzole 1Upyowlbs 9d3dd 1Uglzole Uié)s
cluwedsdle ugbs yolssé 1Jglzole.

IJzuesd eds
/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/IJslz ol

BJ 1w Join &> Lol £Js 9lz0s 10G Judd ETH2/2/1. &p S9d) 9lzos 40G ETH2/2 B
lJlgwoglos.

o5lows slzole wyped wlbusdle REST JJizojs
Joep pilpws [Jogsé IJuplbssé Jduveds 9d5JI Idglzole wp w@3sp gulgsy URL olo.
e lJuuiy:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/chassisinterface
events

re I Jzpsds
{"ldlz,le": "SYNC_WITH_DEVICE"} - > p g Jlo 1 o5l e0é

{"lJlz,le": "ACCEPT_CHANGES"} - > $usJ lJogss,lo

lIJzuesd eds:

/api/fmc_config/v1/domain/{domainUUID}/chassis/fmcmanagedChassis/{containerUUID}/chassisinterface
events

D I.Ji@lo lJos wp wgssyol 9ldos wp luuvlgol
lowoduld IJIgble 9l odlzol / 1JoJugs Lo

ouvesd vg9d FXOS

NN lJouvzsd: spdo luwosle Slgos yulb, IJIslo, (CLI) 030 J FXOS JJozdd pu
ouvgsd sftunnel: lp JIi WOs 2ldsé wuvgsd gpdsle SfipProxy.



firepower# connect local-mgmt

firepower-4215(local-mgmt)# show processes | include sftunnel grep: (standard input): binary file match
3323 root 20 0 80328 2024 1544 S 0.0 0.0 0:11.53 /opt/cisco/sftunnel/sfipproxy -d -f /etc/sf/sfipproxy.
22066 root 20 0 376880 7140 5944 S 0.0 0.0 0:41.18 /opt/cisco/sftunnel/sftunnel -d -f /etc/sf/sftunnel.

I3l Joo wuwegsp 9236 IJoede IUb,dsé J CLL Bolds pu o gz gpdsle 1Jg 0o Jl sop

BP0 LuESSU EuP U926 1Jb, 956 1Js Gspd puluwesd wluwesle CLE oo 1desors:

firepower-4215(local-mgmt)# terminal width 100

BlJlow e_thﬂsénSFTunneI 9S> IJ?@E§J Sup wubgsdol 9pg 3JJ VUL IJouwesd: spdu
loweesle 030 19l JJews) eds Is uwow peeed JJB .

Op O 938p 9lz0é Lulo, I9lo, (CLI) 23536 Wbs FXOS oy Connect Local-mgmt Jg, o uwlisJ
syslog W.s /opt/cisco/platform/log/sfmessages

firepower# connect local-mgmt
firepower(local-mgmt)# tail-mgmt-log sfmessages

Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aa0e2fe8 total = 1 Dec 9 18:31:17 firepower

ouwesd vg9d FMC

* Vs eldo Vuvd wuwesd IJzolj: luze gu usmsharedsves.log 9 vmssharedsves.log . o3l
IJes 8¢ sluze gu Iduvduwds "Chassis Discovery" I "NATIVE_TO_MULTI_INSTANCE"
Jdewss eds lduwow IUpeoed JJBuid.

o Lsu'ah loee W /var/log/action_queue.log 9 /var/sf/messages g puvldJ SFTunnel.
- /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log
/var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log

¢ Vs eldo vuvd IJouwesd IJodiliss JJosdd: lwze g0 usmsharedsves.log
gvmssharedsvcs.log sleze go Iduvduwds Yo vl IJosdJ"
9"NATIVE_TO_MULTI_INSTANCE" JJg w9, eJds Iduwew IJpeepd JJBnd.

« Blognd Jogesd IJoddliss Jdeposd: Bloge o usmsharedsvces.log
gvmssharedsvcs.log gleee gu Iduwduwdd "MI_FTD_INSTANCE_AUTO_REGISTER"



JJews) eds Iduwou Idpzopd JJBSGud.
© B elds 229 Buvd wuin gds IJzoli loedd Ids uub) -> pesble Idoui) -> 1u8) 899
IJouin IJBluud -> 18ee Iduue. sewss o3l IUpdw gds uvow 1B L.

loweduld lgble IJosdd sluodlzol

wagp 9236 IJeedp Vs ILs IJosdd (FPRM) louile Iwed bl Tgble IJosdd sluodlzol
(FPRM) o0 Lowes shé 1Jizojé.

« p&d zoly FTD. ould gsl) luweduulad 1Jigble gl odlzol o9, Jzols lJosdd 1Uss s89p0
wlogile lpweduld Tgble 1Josdd sluadizel 9suupe JJpuwstse wouisd 2ipd
lweduuld IJigble gl odlzol oo FMC.

* 903l Sgpge eipd "show tech-support form" eo [JosIJJ:

Hams gl Varsion Chassis Ucsnaes Access
Ungrouped (3)
Flegwall 4215 Theast
:lala‘.h\q._:mn o oat Defonse A HA A 21
Delete
Health Moritar
@ WAnstance_) Snart 3 Fiewwall 4215 Theeat Defense 160 Hid Essernals, Matware (1 mere.. ) » Troublashoot Files |

tsble luwedyuld igble 1Josdd sluodlzol 9e9dss0l:
Generate Troubleshoot Files - 4215_WA_chassis

@) This operation generates troubleshoot logs for Secure
Firewall 3100 chassis

() This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

FXOS Logs

Cancel | Generate

93 iuuodubl-_é euvIdJlo |Josdd 9zdol 9oy jsdol:



Deployments Upgrades © Health Tasks 2 | @ ) Show Pop-up Notifications @

12 tota 0 waiting 2 running O retrying 10 success 0 failures Filter

¥ Chassls

Generate Troubleshooting Files 11%
- G ate troubleshooting files for 4215_WA_chassis
Remote status: Generating troubleshoot files.

Deployments Upgrades © Health Tasks * @ ) Show Pop-up Notifications
—
m 0 waiting 1 running 0 retrying 11 success 0 failures Filter
© Chassis
Generate Troubleshooting Files Im&7s X

Generate troubleshooting files for 4215_WA_chassis
—— ClICK 10 retrieve generated files,

0852 el ot Iuwed bld I puid I sluadizol
lJouwesd IJodlliss Jebd 1Josdd s FMC

lIJeuvdde: sogbd IJogwesd IJodyliss JJosdd s FMC.

lJowses lJpw99es:

* Lprd wos Iozasd po FMC. oo Idpesde 1o wdou Es) puveds 9puweds oddlss! B
FMC.

lJowsegs IJwedse:

« Wy lJouwesd IJeddlss JJdosdd
Ioweduuled 1JeundJs sluadlzol

1. 1dezdd pu ldozesd:

e olds pu oubgsd IJozesd eJs FMC.
* 8p vouvesd IUead Ids IJzols 902838 pel I JIL 8> wp crasd IJzels Ids suog Izlsss.
* Gp voungsd Ile) Joss el Bl dlo 9> wp wzsd IJzols:

firepower# scope sys

firepower /system # show

Systems:

Name Mode Deploy Mode System IP Address System IPv6 Address

firepower Stand Alone Container 192.168.xX.XX ::

2. o288 pu bLé 1Jlzojé:

© 5288 el Bl Il 85 wp cesso bbs Idizess wuvdd Lozse:



firepower# show device-manager
Device manager:
Name: manager
Hostname: 10.10.xx.xx
NAT id: 3ab4bbla-d723-11lee-a694-89055XXXXXXX
Registration Status: Completed
Error Msg:

3. Iduwadle IUpbdse 1dezdd puol:

3.1. luyewd IJs /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log 9
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

3.2. lupe gu lJdJple Il uss "native_to_mi_conversion" g "chassis discovery" s IJpJble
Jp& )86 oo lJweyid.

IJouwesd IJoddlss Jdpesd Ws FMC
IeuidJs: Buvd Idouwzsd IJoddlss Jdpasd Bbes FMC.
IJooses ldpesdes:
* ope’ 99y Idpasd po FMC: oo Ipesde ouwesdo oddlissl bs FMC
IJooszs IUdedss:
c Suud ldogesd Idoddlss JJeesd
Iweduuled 1JeuudJs sluodlzol

¢ old po oubgsd oty v logble IJpssd.
Bl de sop Jugin: Solds pu wuin IJogssle eds [Jgol.
- BlYly ould WUb] Vs IJouyiy B8 p wldpolugs lJs pedsble Idugiy -> 1ud) 993
U2 w283 pu e B 98 wluadlz st Iduui, slgls Ierlads.

e ol pu wouse IJpasd 90 v 2lds Idouugsd IJgluos wo pouods. spdud luveésle
w926 Idpde e Jdosdd JJezdd pu lds lesls Idpesd.

Instances

eqaily
MName bir_instancel 2 Instances Found
Operational state  online

List of online instances

© bir_instancel  online 2 O O

Management 1P 192.168.1.88 SERIIEEE

. @ bir_instance_2 online - ;
1 0/0 - Critical 1/1 - Warning | &) Online A Ermo @ ofine
0/0 = Major 0/0 = Info Up 1
1 Dadicated
5/5 - Minar 0 Shared

© 0edd pw 929 SFTunnel s IJouvgsd eJs FTD Jdposd wluuweésle 03l 1Jie):



ps -ef | grep -i "sftunnel”

* blde sJo SFTunnel 3> IJogvgsd: Welad wodss iro_) lebo IJouvgsd:

pmtool restartById sftunnel

e luodd IJs Ivar/opt/CSCOpx/MDC/log/operation/vmssharedsvces.log 9
Ivar/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

s loze go 1JIJes IJigwluss "MI_FTD_INSTANCE_AUTO_REGISTER" s lJpJwd JJge9,
eds uvow IJyud.

cuvesd IUlzos6 1Jiuodss bs FMC

lJpubdJe: SOUd ouvesd IJzols 1divads Ws FMC wes weasd 1Jzols p6 13,6 1Js IJsLoe
JIods

© B 2lds Ssle Ideuwotsp wozssd IJosdd (suoe M) 0,6 185 1Js Idsune 1dIuadis
9dJJuo suuws 23 IJosdd pu FMC. SuPwT lJzol) 55) puuod wluwoegsle FMC.

o Blzlod Idpuwwesp lelrs oywesd o3l 1Jzol) UI,_sz £)0 Ia)._s IJs FMC. W wswo vl
IJouwesd-

Ioveduuld 1JeuudJs sluodlzol
e olds pu o bgld IJosdd &> wp e3do oo FMC $od weasd IJzols 6 Te)s 1Us IJsuoe

IJiLods. n
© wpyd 2390 Idbeld: 2lad lghbo wuwzsd IJgolj IUIads s FMC.

poleg p 9526
* pedople eod ldgleole lJpuve,J6:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF

* o926 3100 pugsss IUposdle eds pade >ep Cisco:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-
instance-sec-fw/multi-instance-sec-fw.html

csble 1Jslzes 9ldegws; IUslds

esble 1Uslzosd


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
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8o Wveldse glzole IUb6 1Jej 3926

¢« £ds & Ib,l; 4200 B 1Jsog Iinods: sop w9Bds) podss IUIhs 1dpbss Jog e
o) 19lz0s Jesds @ug) 1JIb1s Iy Jsg e Islzole IJpodnds JUbbs sldescsy.
- wouoeu ldlzojs byl; 9300 9 4100. B ol gu Iduvdunds 4200. slzole 516 053926.
Op wuopSe 9lzos 1J1b)6 IJeluss. Management 1/2. JJ Jlguegslpol s IJizsle.
© B 9uoe IJogles Idecess (Idpesssd wluwe "lUzloss") spdod odosy oo IUglzos W
9lz06 Lwlbo, 1JIgle, (CLI) 1Jgl 06 LldsBle gu lJoosss Bs I elds. $p wogsso susly IP
eds v Iduveds JIJ pesd.
* ewpl wdyy Vs 9 uoe IJelass sd9o JIJ pesd FTD glzele Management 1/1 9
Management 1/2 pg 506 |Jsol wd@lissl.

© Swp websd 9lzos IJbLs IJeluss wuvdd IVl uss.

- Jlspdud wdssy Management1/2 ol ywogsle FMC sgo wdysuol pu gJId FTD
CLISH (eJs 9300/4100. Is. £Js 1Judsue pu 3JY sop Bs 9lzoé wb, 1JIsle, (CLI)
IJ¢lo6 o FXOS). Iguegspe 03l 1Jie, g woe euslo IP IJpbdsw sldewslo slduvwds
lJo,es0 9ldpszo IJolow:



configure network ipv4 manual 192.168.0.xx 255.255.255.0 192.168.0.1 managementl



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



