odyso Jlisoy FADN gds $lises Idozde B
IJs o9J IJpswed J PBR eJs FMC

lJpzogsle

lJp 95,00

SueWd 03l IJpwows Igle odssy Jlisw FADN W $lispes 1Jsuo9d 1Jpegwed (ACL) JJluwegsle
Vs Iduwgzse IJpuwows IJs Idyvsluwe (PBR).

IJecbdole 1Jlul jusé
lJpobdolo

9008 Cisco Llu oy Jssd pe s woso ldpuwele:

205 bbb b 1Jzelss 1Jlew (FMC)
o 1J53lg IUlpw g0 wodss 231y IUzplss (FTD)
T wswsh

lJpdovlo Idpuwespd
ouwow Idpedspele 1Jglyo W o3l ldpuwens 1Js luosble Idolez sldedsole 1Jpebss IJeldss:

« Id>lg Jo> woss> Firepower J VMware. 1] o>, 7.6.0
o oy Lo 2ol Ideelss IUles J VMware. 1J] oo, 7.6.0

e logule U,ogg.Jg,olo 1J9ly>6 WS 03l IJpuwews pu |._Jiao)6 1J 09296 WS wSiS6 pgpdso gluoo.
wlo zese Ilzejd IJpuwogrpd Bs o3l ldpuwows wodssu peundz (IV)luos). Bl dlve
wedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpeeed Jls lp).



peJsple luwlgwsd

eJsle Jl suwpz FTD ssuosds eds w096 a9y ) HTTP wlgwegsle Jlisole luve 1 eeld
IJedod wldIled (FRDN) Jpl 09 p3ds, Bs pe,d wuoest IJigble oo Cisco CSCuz98322.

030 |Jobb 586 3896 £Js lubpd ASA Il wlwss: 9p8 3JI: spdo wuobss IJuvudle
sldobossle BEb sJs FTD.

Spdud |uolwe Jlisy FADN |Js $lispes 1Jguo9d IJpeswes Jodssy PBR Clguegsle odo
b, s.96.

lJodosuy
lJglb9sé 1. 9p wlouvle Jlisule FQDN zuwe 1Jelz6.

Edit Metwork Object (7]

Name

CEECD O COHT

De<engation

Metaork
Host Range MNetwork

CEECD GO

Mote
You can use FODN network objects in access, prefiler and transiated destination in MAT rules only

Lioooup:
Lodhee wnthin 1Pvd addreésses only -

Allowr Overnides

lJuo9,6 1. Ylisesd Jlso lduve s

IJEo96 2. 9p wluyble Slises 9,09 powes oo Iddlsule > bLé Iddlise > Slses 1d9esd >


https://tools.cisco.com/bugsearch/bug/CSCuz98322

PIUWEOS-

Extended |
»  AMA Server L

~ Access List An access list object, also known as an access control list (ACL), selects the traffic to which a service will apply. Standard-ldentifies traffic based on destination address only. Identifies trafi
Extanded 1 and destination address and ports. Supports IPvd and IPvE addresses. You use these objects when configuring particular features, such as route maps.
Standard

> Address Fools HName Value Cverride

Application Filters.
AS Path

BFD Template
Cipher Suite List

»  Community List

|96 2. Slispé Blisps [Jsuo9d IUpsuwe

cw luoles §lgss gasre: Jlgh o JI Spdud 4956 Jlisy FADN 1U3s Gpo wodssuo gus lg)le
e &ds Jlsole Iduveds Jogsss IJpuos) 91dozoes.

Edit Extended Access List Entry [7]
© Allow v
Logging:
Default v
Log Level:
Informational v
Log Interval:
Sec.

Metwork Port @ Application @ Users @ Security Group Tag

Ayailable Networks + Source Networks (0) Destination Networks (0)
3, cisco 4 any any

Add to Source
Add to Destination

I Enter an IP address | I Enter an IP address I

| Cancel Save

lJuo9,6 3. 8lises $less Slispd 1U9uod [Jesuwes 1Uers26

1J21096 3. 9p wlousle $lers Jl spdu 1dguesd [dsoel vese sop louvle lises IJozde B
1J9,09J (ACL) 109 wes 909180l Jodsse PBR.



Add Extended Access List Entry

Action:

[ @ Allow v ]
Logging:

[ Default v ]
Log Level:

Informational

Log Interval:

Network Port i ]

Available Metworks

Application

Sec.

D Users

[ 1 Search by name or value

)

any
any-ipvd

any-ipve
GW-10.100150.1
IPvd-Benchmark-Tests

IPv4-Link-Local

Add to Source

Add to Destination

B Security Group Tag

Source Networks (1)

Destination Networks (1)

192.0.2.10/32

o 192.0.210/32

ca s I m

lJuo9,6 4. odssu B8lers $lisesd 1Usuod IJos JI spduo 1dsuesd [Jsol

IJeb9o 4. sgo lugile Blgso eds wog IJogdpe Vs 1J9ue9d (ACP) wuweosd FTD IJ¢gluo v
luwedsle Jliso FQDN. ©@§9p 9226 IJozde Bs Lo lJosdd (FMC) oy Jlisy FQDN |Js

FTD zos spdud Idyzee lJso pu gJId Jlisy FlexConfig.

I Add Rule

MName  New-Rule-#1-ALLOW

Insent |into Mandatory v

Q Zones Metworks (2)
——
Networks Geclocations
& any
any-ipvd (el
any-ipv

Iﬂ cisco.com (Nefwork

I1Pvd-Banchimark-Tests. (el

Pons Applications Users URLS

Showing 15 out of 15

IJuo9,6 5. §lgss ACP g Jliis, FQDN

Action | £ Allow
W@ Intrusion Policy | Mor
VLAN Tags

Dynamic Attributes

Selected Souwrces: 1

B Logging

Collapse Al

0.0.0.0/0,:/0 wer |~ 1 Object

0.0.0.040 .
0
CISCO.CoMm
198.18.0.0/15

(7]
B Time Range  None w Rule Enabled
able Set w B File Policy  Mone i
@, Selected Destinations and Applications: 1 a,
Remove Al Rermove All

weT | ~ 1 Object

lJglogs 5. luowwd s FTD gds IJiaoJ'i;i > o Idzol 9235 gdlpd IJowssy wogse sluedd IUs
Suwe IJogzse ldpuwous [ds [Juwsluws.



whmh,  Firewall Management Center

cisco s | Swcure Fir
- 10.100.150.33
Hama

Cisco Secure Firewall Threat Defense for Vidware

]
- Dovice  Interfaces  Inline Sets DHCD VTEP
Cverview

Policy Based Routing

Configure Interface Priority

M:Js-ﬁ Manage Virtual Routers Spacify ingress interfaces, match criteria and sgress interfaces 1o route traffic accordingly. Traffic can ba routed acrass Egress interfaces accordingly
Global ’ J
i rf Match criteri f i
. Virhual Router Properiies Ingress Interfaces criteria and forward action
ECMP There are no PER policies defined yel Start by defining the first one.
For stap-by-stap guidance on configuring a policy-based routing policy and adding applications, lsunch the How-Ta,
= BFD
Devices ospE
i 05PFV3
Objects ENGRP
- 3 Pelicy Based Routing
Integration
= OGP
1Pvd
1Pyt
Static Roate

w  Multicast Routing

1296 6. $lispé PBR

1J¢1b96 6. 9 wodsu PBR gJs 9lz0s wluwesle $lises [dopde b IJ9e9d (ACL) IUos wpe

odysuwoel gl @l sw e wuuyol.

Add Forwardingﬂctions

Match ACL: * [fqdn v ] -
Send To: * [Egress Interfaces v ]
Interface Orderin... [Interiace Priority v ] 0
Available Interfaces Selected Egress Interfaces *
[ Search by interface name ] Q
Priority Interface
Priority Interface 0 outside
0 inside -+

lJuo9,6 7. 9lz06 PBR 9 8lisp6 weas> Blisesd Jupde Vs 1909

lJgb9s 7. luegd lJs Jlsole > blys IJJlisy > FlexConfig > Jlisw 99, wlouile Jlisu zasos.



Add FlexConfig Object

Mame:

= )

o )

s Copy-pasting any rich text might i Eine breaks while CLL Please verify the CLI before deployment.

Insert v | 7] Deployment: [ Everylime v J I'ype:l [ Append

Insert Policy Objact 2| Text Object

Insert System Variable  * | Metwork

Ingert Sacrat Key Security Zones

Standard ACL Object

Extended ACL Object I

Route Map

lJuo9,6 8. Ylisps widssu Jlisy FlexConfig

1Jglb9o 8. 235 Ix)lz > Jlisu Blisps Idoedpe Os 1U9uo9d (ACL) IJp9wed: 980 wouwpeso
lUpogs) 9220 Slises Idogde S 1Usuesd (ACL) Idpguwesd IJos Spo wlugilsel puvwdl oop
lu0|g90 |Jpoé§J c__;|J|uuro |J)5 quo'a)poo.



Insert Extended Access List Object Variable ®

Variable Name:
[ fgdnacl ]
Description:
Available Objects (™ Selected Object
Q) Search fgdn 0

Cancel m

lJuo9,6 9. louble IJpogs) JIlisy FlexConfig

IJgboss 9. 3¢ 03l I wlo, JIJ Jlis FQDN &850 Jlises lJezde B 1Usuosd (ACL) Uzl 06
)

<ttroot>

access-li $

extended pernit ip any object



IJg o9 10. Izl Jlise, FlexConfig IJgloo wd J I pyé > |uolds.

lJglbes 11.1u08d IJs Ylisps wog FlexConfig Lopu |Jiao_jé > FlexConfig.

PN

Home

Overview

Analysis

v

Policies

Devices

Devices

Device Management
Template Management
NAT

QoS

Platform Settings

FlexConfig v

Objects

3

Integration

Certificates

29,6 10. pwly Ylisps wog FlexConfig

VPN

Site To Site

Remote Access

Dynamic Access Policy

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer
Packet Capture
Snort 3 Profiling

Troubleshooting Logs

Upgrade
Threat Defense Upgrade

Chassis Upgrade

lJglb9é 12. 9p wluuble wog FlexConfig zos> i_9 23> wog wp wEsswe wldwed J FTD IJgluo .

IJue9,6 1. ozisy uwsluws FlexConfig gas36 19 Jouulgol

lJglogs 13. Iuod Jlisy FlexConfig |Js IJuwog: 9l db 9 o).



Preview Config | |[ Cancel

Palicy Assignments (1)

Description

Description

test flex
Home Enter Description
|
Overview Available FlexConfig [t i Selected Prepend FlexCenfigs
®
ul = # Name
Analysis 1
User Defined
L] "8
Policies System Defined
“n Default_DNS_Configure
- oy DefaultInspection_Pratocol_Disable
Devices
“a Default_Inspection_Protocol_Enable
® “B DHCPVE_Prefix_Delagation_Configure .7 Selected Append FlexConfigs
Objects o DHCPvE_Prafix_Deleqgation_UnConfiguré
@1 DNS_Configure # MName
3 E .
o DMS_UnConfigure i
Integration - ! adn
]

lJuo9,o 12. |uolwe Jlisy FlexConfig |Js yuslwo FlexConfig

IJozdd pu lduogs

Couoey 9lzed 1U529d 1UEluos o puml IJuwsluws pe &b Idpuwly Idos wp logbldol

odllissl.

<#root>
firepower#

show run interface gi0/0

|
interface GigabitEthernet0/0

nameif inside

security-level 0

ip address 10.100.151.2 255.255.255.0

policy-route route-mp FMC_GENERATED PBR 1727116778384

Sz pebb eyl eds Blised ldopde Vs 1Jsuesd (ACL) Idep3s wluweesle slgos 1gzos

Upuuoé_.)pc").

<#root>
firepower#

show run route-map FMC_GENERATED PBR 1727116778384

!
route-map FMC_GENERATED_PBR_1727116778384 permit 5

match i p address fqgdn



set adaptive-interface cost outside

029 Slised 1J9uosd eds Idpuosd Ideuwetse JJpoze 9lJSless IUlualdss Iws Iuodeol
ou ¢JIJ FlexConfig.

<#root>
firepower#

show run access-list fqdn

access-1list fgdn extended permit ip host 192.0.2.10 host 192.0.2.10

access-list fqgdn extended pernmit ip any object cisco.com

lue suwobse gpde sub tracer oo Iesed Sbo Jpuos) b $2388 lue oy I PBR p2Js.

<#root>
firepower#

packet-tracer input inside tcp 10.100.150.1 12345 fqgdn ci sco. com 443

Mappi ng FQDN ci sco.comto | P address 72.163.4. 161

[...]
Phase: 3

Type: PBR- LOOKUP

Subtype: policy-route
Result: ALLOW
ETapsed time: 1137 ns

Confi g:

rout e-map FMC_GENERATED PBR 1727116778384 permt 5
mat ch i p address fqdn

set adaptive-interface cost outside

Addi tional |nformation:



Mat ched rout e-map FMC_GENERATED PBR 1727116778384, sequence 5, permt

Found next-hop 10.100. 150.1 using egress ifc outside

[...]
Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: outside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 140047752 ns

egidJle 1duslisg s

999 PBR ey ldgpd wg> gpdss vy Sluss

Iszle IJezdd pel 13 Jloe Blisps 1Jsgoed JI sl ceess eds Gless Jlisy FQDN.
B odo IJelJé: spdod o wrs 1U8less Je wes oul.

firepower# show run access-Tist fqdn

access-1list fqdn extended permit ip host 192.0.2.10 host 192.0.2.10
firepower#

ozl pu lesh Jlisy FlexConfig eJs Iue Uit AllITime and type: Append. Sup wbousy
J3les S I p6 edis pdsle IJoui IJeuwadudss.

JI sgd FQDN
g0 0219J6 2wl louold FADN. wzuod eds suwlds 29J luve IJeuossd £y Lolde.
<#root>

firepower#

pi ng cisco.com



A

ERROR: % I nval i d Host nanme

w2dY pu wd9su DNS. szo 10 $J90 Josd g9lse DNS spdu [U9u09d IJsol g peesesd
lJgobpe 1Jglued v 9sew 1o wdyu glgole wee 1dpzld 8,6 eds 1Usuesd IJsol.

<#root>
firepower#

show run dns

dns donai n-1 ookup outside

DNS server-group DefaultDNS
DNS server-group dns

name- server 208.67.222. 222

name- server 208.67.220. 220

dns-group dns

firepower#

pi ng 208. 67.222. 222

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 208.67.222.222, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 170/202/280 ms
firepower#

pi ng ci sco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 72.163.4.161, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 120/140/190 ms.
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