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Routing

Add Multiple Virtual Routers ~ ). Commands £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
1 route Y +

INTERFACE

192.168.30.3

1 StaticRoute_IPvd 0.0.0.070

site1_ftd_gateway
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Device Summary
Routing
Add Multiple Virtual Routers
Static Routing ~ BGP  OSPF  EIGRP

ECMP Traffic Zones

1 route

INTERFACE
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‘Hies’ SECURE

w >~ Commands v £ BGP Giobal Settings

GATEWAY IP

1 StaticRoute_IPvd outside 1Pvd 0.0.0.0/0

192.168.10.3 1

site2_ftd_gateway
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Ne—
Network Objects and Groups

Object Types e

T3 Networks 9 objects

€ Ports

Create_network_Object
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Description

Type
[{Eﬁ mmmm] I:::I Host -C:] FODN D Range

e twork

I 192.168.70.0/24 ]
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site1_inside_network
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Smart License Backup and Restore Troubleshoot
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Download Configuration
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Device Summary

Site-to-Site VPN
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AT DXIMST

CREATE SITE-TO-SITE CONNECTION

Create_site-to-site_Connection
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Create new Virtual Tunnel Interface .
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dentify the

Connection Proﬁte Name
Policy Based

Demo_525

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface Remote IP Address
~

MNothing found

Create_VTI_IN_VPN_Wizard
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Define Endpoints

ace IP ad
Traffic E
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ween these netw

Connection Profile Mame Type

oo e

Sites Configuration

LOCAL SITE REMOTE SITE
Local VPN Access Interface ﬁ?emole IP Addrass
demovti (Tunnel1) w7 192.168.10.1

i

VPN_Wizard_Endpoints_Step1
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@ VPN TUNNEL

FTONT42 INTERNET PEER ENDPOINT

Privacy Configuration

IKE Policy

@ IKE policies are global, you cannot configune diffierent policies per VPN, Auny enabled IKE Policies are available to il VPN
connections.

weversionz (@D weversion1 (@)

IKE Policy

oo
IPSec Proposal

None selected EDIT... (1]

Edit_IKE_Policy
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Add IKE v2 Policy

[ Priority Name State
Filter
Lt 1 AES256_DH14_SHA256_SHA256 ‘D

A i
@ ) AES-GCM-NULL-SHA Encryption

.
I
|‘) AES-SHA-SHA l
Diffie-Hellman Group
@ DES-SHA-SHA s

[ Integrity Hash )
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Pseudo Random Function
\
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[ Create New IKE Policy “ 86400

oo (D

Add_New_IKE_POLICY
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Create New IKE Policy

enable_new_ike_policy
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PEER ENDPOINT
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Privacy Configuration
IKE Policy
) IKE palicies ane global, you cannet configure different policies per VPN, Any erabled IKE Policies are svallable to all VPN
connactions.
||;Emsmz‘) IKE VERSION 1 @
IKE Policy
Globally applied EDNT...

IPSec Proposal

o 9

Edit_IKE_Proposal
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Add IKE v2 IPSec Proposal

Name
Y Filter SET DEFAULT
AES256_SHA256

A
& AES-GCM in Default Set I Encryption
& AES-SHA A ¥

Integrity Hash

s -] s

& DES-SHA-1

Add_New_IPSec_Proposal



¥ Filter SET DEFALULT
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=

& AES-SHA

& DES-SHA-1

| & AES256_SHA256 l

Create new |IPSec Proposal
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Enable_New_IPSec_Proposal
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FTONT42 INTERNET PEER ENDPOINT

Privacy Configuration

IKE Paolicy

@ IKE palicies are glabal, you cannot eonfigure differam policies par VPN. Any ensbled [KE Policies are availabie to all VPN
CONNBCEONS.

ixe version 2 (D) IKEVERSION1 (@ )
IKE Policy

Globally applied EDIT..

IPSec Propesal

Custom set selected EDIT...

Authentication Type
(®) Pre-shared Manual Key  (O) Certificate

Local Pre-shaned Key

emote Peer Pre-shared Key

ssese

configure_pre_shared_key
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Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

IPSec Proposal

Authentication

N

sha,sha256-sha,sha256-14

aes,aes-256-sha-1,sha-256

Pre-shared Manual Key

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1
Interface
IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-

N

IKE V1: DISABLED

|

Lifetime
Duration

Lifetime Size

28800 seconds

4608000 kilobytes

ADDITIONAL OPTIONS

o Informati

VPN_Wizard_Complete

on is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

IUgkoss 3.14. $p louble 8lexd IJoede O 1dsuosd Jduwele Jordd 1Upss) wldeasy gw, FTD.
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1 rule

NETWORKS

®© & @ i |w=m v W secure
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ﬁ Intrusion

APPLICATIONS I

* 1 Demo_allow

Default Acticn

Access Control @@ Block  §, [~



Access_Control_Rule_Example
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g il | = Monitaring Policies Objects Davica: ftdv742 (] i Adrpinistrator e

Device Summary

Site-to-Site VPN

1 connsction profile Y Finer +

Preset Sers: Foute Bosed (VTT), Policy Based

LOCAL INTERFACES LOCAL NETWORKS REMOTE NETWORKS MAT EXIMPT KEV CE w2 ACTIONS

1 Demo_S25 Route Based (VT1) demovti v

Deploy_VPN_Configuration

lJodysule eJs BGP

IJg 9o 4. loedd [Js Idzols > IJwszse. bbb ds g,00 wuvdsd.

—L mw G _
. T . L ’ ¥ * admin I TR —
Firewall Device Manager @ O . @ H cun
ad E Sdialss Monitaring Policias =] @ . Administrator cisce SECURE
o1 ] &b internet
CiseoF Twrast Dafanss for KVM @ :
(1) () o] ] ]
Interfaces Routing Updates Systern Settings
Management: Merged 1 static route Geolocation, Rule, VDB, System Upgrade, Mar =
Enabiled 4 of 9 Security Inteligence Feeds
Vigw Al Interfaces 3 View Configuration > View Configuration >
Smart License Backup and Restore Troubleshoot
Tier: FTDWS0 - 10 Gbps
View Configuration > View Configuration » rbzaridenatisieidng, Sas meey

VIEW_ROUTING_CONFIGURATION
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Routing
Add Multiple Virtual Routers W 3= Commands v £ BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones

CREATE BGP OBJECT

Create_BGP_Object

1Jg196 6. 9o w9 bs) luwe IUdlsu. loodd lds Id8lde sldedssu. 1o, B8 1)) p9ldd
Jdeb.

|JIwp: demobgp

IJuwlo) 1: odosu ,8p AS. byb§e as-number. ) 5o AS Idpeds JJb¢lJ 1Usr958. WS 03l
lJeold: AS ;9 65511 JJps9e 1 FTD.

vl 2: odssy wy9w9ded IP. b gl 96 ip-protocol. 2> IPv4.

Add New BGP Object

Name Description
demobgp 4
e

Template ® Showdisabled  Reset

iFFrptocol
1 router bgp 6551_

configure address-family EEiEfslgeiaslaeiity

ipv4

Create_BGP_Object_ ASNumber_Protocol

IJuwl, 4: o dosu Idesss pu Idlesble. béb@e gpdss lesh lee,o glo sugs 3JI bibge
e pebd.



Add New BGP Object

Name Description
demobgp Y
1
Template @ Show disabled | ) Reset

router bgp 65511

configure address-fan
Address Family IPV4 Settings

address-family ipva _..____._
configure address-family ipv4

lI%iHIHII

advanced CANCEL

Create_BGP_Object_AddressSetting

lJuvlo, 6: 109, g=.93k§ i@égoé + Jopdsu Idgb pou odysy o Jéd BGF:. lug) eds Jlisy
Jovwdo. spdud ly oys IJdlsole 1Jpolzs 9lge, 9lzsl. Wbs 03l Idpeld: 2o, luwe IJIlsy
513J_192.168.70.0 (wp luublgo Vs IJglbgs 3.2.).

Add New BGP Object

Name Description
demobgp >
4
Template & Hide disabled &) Reset

router bgp 6 1
configure address-family ipv4 .
address-family ipv4 unicast
configure address-family ipv4

distance bgp 26 200

Create_BGP_Object_Add_Network



Add New BGP Object ® X

Name Description
demobgp y
e
Template & Hide disabled ) Reset
p +

router bgp 65511
configure address-family ipv4 v
address-family ipv4 unicast

IPV4 Network address

o e

network I

‘cy OutsidelPvdDefaultRoute Network

'y OutsidelPv4Gateway

any-ipvd Network

any-ipv6 Network

Create_BGP_Object ADD_NETWORK?2

IJowb) 11108, B9 ls 8906 + Jopdso IJuub) pu odsu Idpedssle Ipoed$s weudds
BGP 1Jezls,- lud) 9938 euslu 1dpzlas 98e wIbeld guslo BGP 1Jezle, JJubs) $298l. S 0l
lJpeldi 09 169.254.10.2 (guslo IP VTl Jdesde 2 FTD). lu$) e 98, wlogld bde IJubs)
3298l Vs 03l IJpeld. 65510 ¢l oo  Site2 FTD. 148, w999 config-options glg ) IJgoliso.



Add New BGP Object

Name Description
demobgp 4
/4
Template & Hide disabled ) Reset

router bgp 65511
configure address-family ipv4
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside_192.168.70.0

ct Configuration Option

configure neighbor 169.254.108.2 remote-as

properties

Create_BGP_Object_NeighborSetting

Iduwlo) 141108, B9 lsdous + Jopdso IJuwlb) po wdsse weuo IJguolsue Jdezlsy- lud)
999 gsble IJouubsb slge, IUguolisue.



Add New BGP Object

Name Description
demobgp >
/A
Template & Hide disabled ()} Reset

router bgp 65511
configure address-family
address-family ipv4 unicast
configure address-family ipv4
distance bgp 28 288 200

network inside_192.168.70.0 v

configure neighbor 1 2  remote-as

neighbor 169.254.1 remote-as T
Select Configuration Option

configure neighbor 169.254.10.2 activate activate—optionsv

properties I

Create_BGP_Object_NeighborSetting_Properties

IJowlo, 131108, B9 ls§9ué + Jopedsy lUuwl) pu lbol) IUgsble [Jew906. b by
gpdss lesb slee,o pudsp.



Add New BGP Object

Name Description
demobgp >
"
emplate ide disablec eset
Templ & Hide disabled R

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4
distance bgp

network inside_192.168.70.0 v

configure neighbor 16¢ :
g g Select Neighbor Setting
neighbor 169.254.10.2 remote-__ !

configure neighbor 169.254.18.2 remote-as
configure neighbor 169.254.18.2 activate

general
neighbor 1 54.18.2 activate

advanced

migration

ha-mode

Create_BGP_Object_NeighborSetting_Properties_Advanced

Idowb, 18: 166, W98 IJesble slse, disable Joglbsd 1o bl 9236 12> 1JIduos JJodd
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Add New BGP Object

Name Description
demobgp y
Z
Template & Hide disabled O Reset

router bgp 65511
configure address-family ipv4w
address-family ipv4 unicast
configure address-family ipv4 general v
distance bgp 20 200 200

network inside_192.168.706.8 v

configure neighbor 169
neighbor 169
configure neighbor 169.254.18.2
neighbor 169.254.18.2 password
configure neighbor 4.10.2
neighbor 1 54.16 version

options (optional)
neighbor 1 et EransSpoRtREOne tion mode oot ion -

neighbor 169 .16 transport path-mtu-discovery [elolafelER"

configure neighbor 16 54.10.2 activate pro

neighbor 169 4.18.2 activate disable

Create_BGP_Object_NeighborSetting_Properties_Advanced_PMD

lJuwlo) 14915916 9 17: 1o 998 - 1))y Jogbsd Idows. wp lud) i) p9ldd Jewb Jlisy
BGP.



Add New BGP Object

Name Description

demobgp

Template £ Hide disabled ) Reset

router bgp
configure addr ~-family ipwd
address-family ipv4 unicast
configure addr
distance bgp

network

configure neighbor

neighbor 1 B <

configure neighbor 169.254.18.2 remocte-as advanced ~
neighbor 169 .18
configure neighbor 2 18.2 hops options
neighbor 1 .18.2 wversion version-number
neighbor 1 ?  transport connection-mode options
neighbor 16 .18.2 transport path-mtu-discovery

confipure neighbor 16 54.18.2 activate propertiesw

neighbor 16 .18.2 activate

Create_BGP_Object_DisableLines

030 w6 glpo gJs Ie51> BGP Vs o3l IJpeld. spdod wdysy leshble BGP Uit_,.,s wule gds
leoslzlod IUseJss.



Name Description

demobgp

Template & Hide disabled Q

router bgp 11
configure address-family  ipv4 v
address-family ipv4 unicast
configure address-family ipv4
distance bgp 28

network inside 192.168

configure neighbor 1
neighbor 1 254.,19.2 remote-as 6

configure neighbor 169.254.18.2 remote-as advanced v

neighbor 16 transport path-mtu-discovery
configure neighbor 169.254.18.2 activate propert

neighbor 16 4.18.2 activate

Create_BGP_Object_Final_Overview

lJgloes 7. v,y wessyle wdosy BGP.

" Lo = ™y admin il
Manitoring Policies Objects fidv7az \L/ B Admioistrator cisca
Routing
Add Multiple Virtual Routers w - Commands v £ BGP Global Settings
Static Routing ~ BGP OSPF EIGRP ECMP Traffic Zones
1 object
w o NAME DESCRIPTION ACTIONS
1 demobgp

Deploy_BGP_Configuration
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o0 l2d ©dsso Site2 FTD VPN 9 BGP. ), Uz bb9s 3. |Us 1Jgbogs 7. og IJpedele 1Jpdlods J

Site2 FTD.

obo,y6 gles £ds wdsse Sitel FTD ¢ Site2 FTD B slz06 Lwls, 1Jisle).

Site1 FTD

Site2 FTD

NGFW. IJ]_osl, 7.4.2

interface GigabitEthernet0/0

luve ez

>Jsd CTS

ILdse lJpodle, Preserve-untag
wSluwd H8se wlow pelbd p9es s wo
puwe9s IJlely 0

ip address 192.168.30.1 255.255.255.0

interface GigabitEthernet0/2

luwe Sled

puwe9s IJiely 0

ip address 192.168.70.1 255.255.255.0

o9 1Jglzos 1

UlesO s5p9 90

ip address 169.254.10.1 255.255.255.0

91206 puo>y IJud B bz

9206 lJud.8 192.168.10.1

w9w9dsd IPV4 Jgog 1o

2elss 1Joud§ pdud g s ipSec_profile|e4084d322d

wweds IJdlisy ¢z IPv4Gateway

IJpuosd 192,168,30,3

Jrede IJdlisy inside_192.168.70.0

IJuibeds 1J,es6 192.168.70.0 255.255.255.0

022986 1Js09d NGFW_ONBOX_ACL IJg 9.
Access-list NGFW_ONBOX_ACL pJlzbbs rule-id
268435457 yog lJ9e9J: NGFW_ACCESS_POLICY
oJdlzbbé rule-id 268435457 J3lisps 19 09J
NGFW_ONBOX_ACL: 3lg>s L5: Inside_Outside_Rule
pzp9ed Jlsule & @86 pu@s06 NGFW_ONBOX_ACL oy
Blispd |Js o9 [acSveg-268435457 IFC iz Is IFC ¢z
Is §leso-id 268435457 LuzJ IJlesle JJI

Access-list NGFW_ONBOX_ACL pJlzloé rule-id
268435458: wog IUs29J: NGFW_ACCESS_POLICY
lesé o‘c').,_sgé [JSlg>é-id Jpedlglbé $lises 19 09d

NGFW. IJ]_osl, 7.4.2

interface GigabitEthernet0/0

luve ez

>Jsd CTS

ILdsye lJpodle, Preserve-untag
wSluwd L8se wlow pebd 99§ wo
puwess IJlely 0

ip address 192.168.10.1 255.255.255.0

interface GigabitEthernet0/2

luwe 512J

ouwe9s IJiely 0

ip address 192.168.50.1 255.255.255.0

099 1Jglzos 1

ulpsd ssp980s 25

ip address 169.254.10.2 255.255.255.0

91206 po>y IJud B bz

9206 IJud§ 192.168.30.1

wu9w9ded IPV4 Jgog 1o

2elss [Joud§ pdud wg s ipSec_profile|le4084d322d

wweds IJdlisy ¢z IPv4Gateway

IJeosd 192.168.10.3

Jbwdo [JYlisy inside_192.168.50.0

IJuibeds 1Juws,es6 192.168.50.0 255.255.255.0

0er9ss6 1Jso9d NGFW_ONBOX_ACL IJgp9ps
Access-list NGFW_ONBOX_ACL pJlzbbé rule-id
268435457 yog |9 o9J: NGFW_ACCESS_POLICY
pJdlzbé rule-id 268435457 J3lisps 19 09J
NGFW_ONBOX_ACL: glg>é L5: Inside_Outside_Rule
pzp9ed Jlsule & @86 pw@s06 NGFW_ONBOX_ACL pu
Slisps 1J9 09 [acSveg-268435457 IFC »lgJ Is IFC ¢z
Is §les6-id 268435457 LuzJ IJlesle JJI

Access-list NGFW_ONBOX_ACL pJlzbs rule-id
268435458: yog lJ909J: NGFW_ACCESS_POLICY
Slesxs wgHsd 1JBless-id Jpdlzbs $lisps 19 ,09J
NGFW_ONBOX_ACL 268435458: §lg>6 L5: demo_allow




NGFW_ONBOX_ACL 268435458: §lg>6 L5: demo_allow
pep9ed Jlisu Idwele IJpedse J NGFW_ONBOX_ACL oy
Blispé IJs o9 [acSveg-268435458 Is §le6-id
268435458 LuzJ IJizsle JJI

edlz s 1J8less-id 1 Jslsps 1U9 09
NGFW_ONBOX_ACL: woz lJ9_o9J:
NGFW_ACCESS_POLICY

edlz s IJsless-id 1 Jslsps 1U9 09
NGFW_ONBOX_ACL: $lgsé L5: DefaultActionRule
NGFW_ONBOX_ACL IJ,8 o lJpcdsp J IP is Gless-id 1

IJp9zo bgp 65511

BGP log-neighbor-changes

lJogssu ldodglss Jesge BGP-id VRF

lJoo Uiab@ Jelsds [Jgusly IPv4

oy IJoedp g0 wes AS 65510. IJIosl, 169.254.10.2
cl, 169.254.10.2 transport path-mtu-discovery disable
Swp vugushb lJpegly, 169.254.10.2

IJuvedo 192.168.70.0

Jls9es wdisue oddliss

Jlhoges pslews

exit-address-family

IJpuwly ¢z 0.0.0.0.0.0.0 192.168.30.3 1

crypto ipSec ikev2 ipSec-proposal AES256_SHA256
w9999 ESP JJovds,) AES-256 AES
w9999 ESP Integrity SHA-256 SHA-1

crypto ipSec profile ipsSec_profile|e4084d322d
set ikev2 ipSec-proposal AES256_SHA256
SESSU £p) lBelu Ulply JIsdoulse 4608000
e wolus 1de ey JIdelu 1iply 28800

e29d Jl woliss Uinsgogs PMTU JLoulb lely IPSec

wog crypto ikev2 1
IJouvds,) AES-256 AES
odlpd SHA256 SHA
Ipzeoes 14

prf sha256 sha

oolos 1Jgp, 86400

wwslywé crypto ikev2 20

lJogvds, AES-256 AES-192 AES
IJodlpd SHA512 SHA384 SHA256 SHA
IJpzpe9e0 2120 16 15 14

pep9ed Jlisu Iduwele IJpe 30 J NGFW_ONBOX_ACL oy
Blispé |J9s o9 [acSveg-268435458 Is §leé-id
268435458 LuzJ IJizsle JJI

edlz s 1J6less-id 1 Jslsps 1U9 09
NGFW_ONBOX_ACL: woz lJ9_o9J:
NGFW_ACCESS_POLICY

edlzbs IJsless-id 1 Jslsps 1U9L09J
NGFW_ONBOX_ACL: $lgsé L5: DefaultActionRule
NGFW_ONBOX_ACL IJ,8 o lJpc@sp J IP is Gless-id 1

IJp9zo BGP 65510

BGP log-neighbor-changes

lJogssu ldodglkss Jesgo BGP-id VRF

lJoo Uiab@ Jelsds [Jgwsly IPv4

IJezle, 169.254.10.1 zols Ideedp g0 we> bl 65511
e, 169.254.10.1 ¢, §J path-mtu-discovery disable
Sup wugusb [Jpeely, 169.254.10.1

IJuvedo 192.168.50.0

Jls9es wdisue oddlss

Jloges pslews

exit-address-family

IJeuwl) bz 0.0.0.0.0.0.0 192.168.10.3 1

crypto ipSec ikev2 ipSec-proposal AES256_SHA256
w9999 ESP JJovds,) AES-256 AES
w9999 ESP Integrity SHA-256 SHA-1

crypto ipSec profile ipsSec_profile|e4084d322d
set ikev2 ipSec-proposal AES256_SHA256
SESSU £p) 1Belu Ulply JIsdoulse 4608000
e wolus 1deps JIdelu 1iely 28800

e29d Jl woliss nsgses PMTU JLoulb lely IPSec

wog crypto ikev2 1
IJouvds,) AES-256 AES
odlpd SHA256 SHA
Ipzeogs 14

prf sha256 sha

oolos 1Jgp, 86400

wwsluwé crypto ikev2 20

lJogvds,) AES-256 AES-192 AES
IJodlpd SHA512 SHA384 SHA256 SHA
IJpzp9e0 2120 16 15 14




prf sha512 sha384 sha256 sha
oolos 1Jgp, 86400

wedsy crypto ikev2 gz

vog geles [s2sGP[192.168.10.1 »slgJs
woz zeles [82sGP|192.168.10.1 Lwped
vpn-tunnel-protocol ikev2

tunnel-group 192.168.10.1 o,9¢ ipSEC-I2I
Tunnel-group 192.168.10.1 uelw gled
wvog lJpepsgs Il el oss [s2sGP[192.168.10.1

wele uy9weded IJlue,ue Tunnel-Group 192.168.10.1
rc>n_9u|a puvend puwodl Jpuol> 86 IKEVZ g0 wg>
pS0lz puve,d puwedl Jpuol> 96 pedss IKEV2 ****

*kkk

prf sha512 sha384 sha256 sha
oolos 1Jgp, 86400

wedsy crypto ikev2 gz

vog geles [s2sGP[192.168.30.1 slgJs
wogz zeles [82sGP|wple 192.168.30.1
vpn-tunnel-protocol ikev2

tunnel-group 192.168.30.1 y,9¢ ipSEC-I2I
Tunnel-group 192.168.30.1 I|J_welw |Jgled
wog lJpepses el oss [s2sGP[192.168.30.1

wele uy9weded IJlue,ue Tunnel-Group 192.168.30.1
ron_9u|a roufiJQJCJ PIJ"‘V\BI JrouoL)Lé& IKEvV2 EU WED
pS0lz puive,d puwedl Jpuol> 96 pedss IKEV2 ****

*kkk

IJozdd pu lduogs

luwogse 03l ldGuwe Joldss gpd Idodsss vuvdd Lorse.

lJglbgs 1. luw9d lJs 9lzes ywb, 1Jisle, (CLI) JIJ !:TD gwy 9236 IJoedpe l9 SSH JJozsd pu
2ldé yuvoJsé VPN Jdesedd 1 9ldereds 2 po gJIJ 1UIsl e, show crypto ikev2 sa gshow crypto ipSA.

Site1 FTD

Site2 FTD

ftdv742# show crypto ikev2 sa
wwodle IKEVZ:

&) aduwo 1Jg pd:134. IJzlJs:up-active. ike
count:1. child count:1

59, glJé Tunnel-id Local Remote FVRF/IVRF

56398431 192.168.30.1/500 192.168.10.1/500
Global/Global Ready Responder

ENCR: AES-CBC. zgp lUpdulz: 256, wejise:
SHA256. DH GRP:14. £Jlpé 1Jeol> 85 PSK.
1Jozdd po Ideuolss: PSK

IJe po/lJs e 1Juuiulo: 86400/5145 &losé

Child sa: pg>> peds 0.0.0.0/0 -
255.255.255.255/65535

lJpe>> g0 we> 0.0.0.0/0 -
255.255.255.255/65535

ftdv742# show crypto ikev2 sa
Juvodle IKEV2:

&) 2dwo 1Jgpd:13 IJzlJo:up-active. ike
count:1. child count:1

59, zlJé Tunnel-id Local Remote FVRF/IVRF
339797985 192.168.10.1/500 192.168.30.1/500
POSS Ep9pSIElJps

ENCR: AES-CBC. zgp |Updwlz: 256, wgjise:
SHA256. DH GRP:14. g Jles |Jpol>96: PSK.
lJozdd pu ldpuolb96: PSK

lJe e/l e lJuuulo: 86400/74099 wlosé
Child sa: pg>> peds 0.0.0.0/0 -
255.255.255.255/65535

lJpe>> g0 wg>0.0.0.0/0 -
255.255.255.255/65535

sed/lg,z ESP: O0xb7b5b38b/0xf0c4239d




>¢Jlg,z ESP spi: 0xf0c4239d/0xb7b5b38b

show ftdv742# show crypto ipSec sa

|Jglzos: Demovti

edlpo gHsbo lJovds,: _ vti-crypto-map-
tunnel1-0-1. , 9, seq: 65280, IJgu9lu IJpeds:
192.168.30.1

VRF lJpzes (IVRF): gldps

lJewslo 1Jpeeds (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

gu9lu wgs> (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

current_peer: 192.168.10.1

#pkts encaps: 5720. #pkts #pkts encrypt: 5720.
digest: 5720

#pkts Ylog IJloold: 5717, #pkts #pkts oI
lJospes): 5717 wg 89 pu: 5717

#pkts pog9lbo: 0. #pkts g, pog9b: 0

#pkts £, puoE9b: 5720, W vd o)lJy #pkts
#pkts: 0. W vd wuozse Joedd: 0

#pre-frag uele: O. #pre-frag #fragments i J:
0. wp ldluunle: 0

#PMTUs |J ey udé: 0. #PMTUs revd: 0.
#decapsulated frgs IJos weolz IJs lelbé
IJozese: 0

#TFC revd: 0. #TFC wp IJLuwld: O

#iz ble ICMP 1J_ozsezé revd: 0. #igble ICMP
es)y weldeérevd: 0

#send ¢bl: 0. #recv ¢bl: 0

volss ldovds) IJpeds: 192.168.30.1/500.
wvolss IJouvds) gu wes: 192.168.10.1/500
9236 12> IJigoos JJudd (MTU) Jdpuwls bl
1500. 9256 12> IUlSuos JJudd (IPsec) byl
78(44). 9256 1Jz> IJlgos JJudd (MTU)
JJsuwlisb byl 1500

o ldpowds pu PMTU (Gluss): 0 wog
DF: copy-df

IJezdd pu ebl ICMP: pglod. 250 TFC: peloJ
SPI 1J o>, IJzlJs: B7B5B38B

SPI 1J9l)> 1JzlJs : FOC4239D

eeudle 18,10 ESP SAS gl)é:

show ftdv742# show crypto ipSec sa

|Jglzod: Demovti25

edlpo grsbo lJovds,): _ vti-crypto-map-
tunnel1-0-1. , 9, seq: 65280, IJgu9lu IJpeds:
192.168.10.1

VRF IJpzes (IVRF): gldpes

lJewslo 1Jpeeds (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

euw9lu wes> (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

current_peer: 192.168.30.1

#pkts encaps: 5721. #pkts #pkts encrypt: 5721.
digest: 5721

#pkts Ylog I1Uloold: 5721, wp OY LS,
#pkts #pkts: 5721 vz 89 pu Logd: 5721
#pkts pog9lbo: 0. #pkts s, pog9b: 0

#pkts gs) puogob: 5721 BUbd w)lJy #pkts
#pkts: 0. W uvd wuozse Joedd: 0

#pre-frag uele: O. #pre-frag #fragments i J:
0 wp lJluunle: 0

#PMTUs IJ oy uudé: 0« #PMTUSs revd: 0.
#decapsulated frgs IJos weolz IJs lelbé
IJogese: 0

#TFC revd: 0. #TFC wp IULuwld: 0

#iz ble ICMP 1J_ozseé revd: 0. #igble ICMP
es)y weldeérevd: 0

#send ¢bl: 0. #recv ¢bl: 0

wolsé IJouuds) Idpeds: 192.168.10.1/500.
volss IJouvds) gu we>: 192.168.30.1/500
926 IJz> Iiduos JJoudd (MTU) Jdpusl bl
1500 9236 12> IJIGuos JJudd (IPsec) bl
78(44). 9258 IUz> IJl8Los JJudd (MTU)
JJouwlisb b5 1500

lJosw ldpowds pu PMTU (Gluss): 0 wog
DF: copy-df

IJozdd pu ebl ICMP: pglod. 250 TFC: peloJ
SPI IJuols, IJzlJs: FOC4239D

SPI1Jsl)s IJzlJ.s : B7TB5B38B

eeudle 18,10 ESP SAS gl)é:




spi: 0xFOC4239D (4039386013)

zldé SA: yuubé

lJogosd: ESP-aes-256 ESP-SHA-256-HMAC
w90 JoEb

lesble [Jlguesle ={L2L. Tunnel. IKEv2. VTI. }
slot: 0. conn_id: 266. crypto-map: __vti-crypto-
map-tunnel1-0-1

lJs e 1Jpeas: p36 w@le lJpdelz (kB/sec):
(4285389/3722)

lJzee IV: 16 Ulse

sep ldogilos lebe IJogvgsd: Y

P98 LSS Loo lehs Idoubgsd:
OxFFFFFF OxFFFFFFFF

eeodle 18,luo ESP SAS IJols,é:

spi: 0xB7B5B38B (3082138507)

2ldé SA: yubé

lJozosd: ESP-aes-256 ESP-SHA-256-HMAC
w9U oEb

leshble IUlguegsle ={L2L. Tunnel IKEv2. VTI. }
slot: 0. conn_id: 266. crypto-map: __vti-crypto-
map-tunnel1-0-1

lJogw [dpess: p3o wdle lJpdulz (kB/sec):
(4147149/3722)

lJeze IV: 16 Llsw

sep ldogilos lebe IJogvgsd: Y

w296 U b sé Lo lebs IJobésd:
0x0000000 0x0000001

spi: 0xB7B5B38B (3082138507)

zldé SA: yuubs

lJogosd: ESP-aes-256 ESP-SHA-256-HMAC
w90 oD

leshble [Jlguegsle ={L2L. Tunnel. IKEv2. VTI. }
slot: 0. conn_id: 160. crypto-map: __vti-crypto-
map-tunnel1-0-1

98w [Jpeas: 036 wlle Idpdele (kB/sec):
(3962829/3626)

IJzee IV: 16 Ulse

sep ldogilos lebe IJogvgsd: Y

P98 LSS Loo lehd ldoubgsd:
OxFFFFFF OxFFFFFFFF

ezodle 18,luo ESP SAS IJols,é:

spi: 0xFOC4239D (4039386013)

2ldé SA: yubé

lJozosd: ESP-aes-256 ESP-SHA-256-HMAC
w9u oEb

lesble IUlguegsle ={L2L. Tunnel IKEv2. VTI. }
slot: 0. conn_id: 160. crypto-map: __vti-crypto-
map-tunnel1-0-1

lJ9dw Idpess: p3o wdle lJpdwlz (kB/sec):
(4101069/3626)

lJzzpe IV: 16 Llsw

sep ldogilos lebe IJogvgsd: Y

w296 ubsé Lo lebs IJo g sd:
0x0000000 0x0000001

1Je 1096 2. loodd I 9lzoé b, IJisl o, (CLI) JIJ FTD gy 9226 IJoweIp I9 SSH ez dd pu
2lJé BGP oluwwesle 1Jl9le, show bgp neighbors gshow route bgp.

Site1 FTD

Site2 FTD

ftdv742# show bgp neighbors

ezloy) BGP o9 169.254.10.2. VRF single_vf.
&8> AS 65510: houlb ghes

BGP IJluosl) 4: pgyd 1Upszo 0 v
192.168.50.1

2lJé BGP = cluwsuw: pos JJb,l; 1d20h

13, §,les 00:00:25. T¢, Jelwo 00:00:45. 9.9
IJloebly 09 180. W6 keepalive os 60 &luso
eduwle [Jzel):

Todblc Jsuw 3, eds Idozssd (pebd)
lpdlole 1Jesly:

wzdse Idpuwly: wp ldlgdlu guo sluwo9oldo

ftdv742# show bgp neighbors

ozloy) BGP o9 169.254.10.1. VRF single_vf.
&8> AS 65511 huulb ghzs

BGP IJluosl) 4« pgyd 1Upszo 0 v
192.168.70.1

2lJé BGP = cluwsuw: pos JJb,l; 1d20h

13, §,les 00:00:11. T¢, Jelows 00:00:52. 9,9
IJloebly 09 180. W6 keepalive os 60 &luso
eduwle [Jzel:

Todblc Jsuw 3y eds Idozssd (pebd)
leJlole 1Jgsl):

wzdse Idpuwly: wp ldlgdlu guo sluwe9oldo




(2>s2) g

92,6 o Js [Ulely 1JJIuwdIsé (ASN) Hulesé
IJlobes: wp Iledlo guol sluwadoldol

IJoo Idizhbs Jelsds IJgwsle IPV4: oo IJledlo
cwo 9luwoguldo

lJ93,6 eds weas ldJdgle:

!&pl&slo U_)u.ukSJZ

€p8INQ o9 0

Epé OoutQ o9 0

RCVD 1Jpyuwd
woele: 11

IUlzbolyle: 00

Jogrsele: 22

Hhuwlisd vogvsb IUleold: 2423 2427
wgdse Idpuwl): 0

lJpze9e: 2426 2430

Iz Ibos IIdeslups JJsde wsu gedsle
ouvgsd IJlgdlu 09 30 wluss

Jelsds Idgolssu: IJoo Uiab..g J IPv4
lJgJuwé: 169-254-10-2

BGP 1Jzasd IJluosl) 30 1Jluosl) 3/0 1dpeels,
zee Slisps luobl) [JIglz: 0

lJSo, w1

EuPS peeses Idoprse sles

RCVD IJe,yuvd

ouvlb lJolsé: —

IJobsle Idgldss: 11 (syveodd 80 wlsw)
lzpelds Idobislo: 11

IJuvee lduopus: 0

IJwee 1duosse: 00

Suvoesp Jpuul,y 1B oJ:n/a 1

Suvwede Jouwl) pogssinfal

Jsly> IJuols)

lJuwsluws 1Upedss oo Idobsle: —
BESTPATH oy 03l IJubs,: 1 n/a

IUpzpse: 10

€33 NLRIs s IJopyse 1Uss op huwldoe: 1Je>
Ui os 10 1Jes 1Jbos 0

op wpdsu wede Ideuvslu seess RIB eds
wp logule |.J|C;u?|.J|CJ 1cop luwilb 0
&) lebs wessu lwol

(2>s2) g

92,6 Lo Js [Ulelo 1JJlwdIsé (ASN) Hulesé
IJlobes: wp Iledlo guol sluwadoldol

IJoo Idizhbs Jelsds IJewsle IPV4: oo IJledlo
cwo 9luwoguldo

lJ93,6 eds weas ldJdgle:

!&pl&slo U_)u.ukSJZ

£p9INQ o9 0

Eroé OoutQ o9 0

RCVD 1Jpyuwd

woele: 11

IUlgbol,le: 00

Jogrsele: 22

Hhuwlisd vougvsb IUleold: 2424 2421

wzdse Idpuwl): 0

|Upzpos: 2427 2424

12> Ibos UIBe,lgos JJsde wso gpdsle
ouvgsd IJlgdlu 09 30 wluss

Jelsds Idgolssu: oo Uial)..g J IPv4
lJgJuwé: 169-254-10-1

BGP IJz>9J IJluesl) 9: 1Jluesl, 9/0 1deels,
zee Slisps luobl) [JIg)lz: 0

o, 4

4lg ole Bs pzeoed lJopsse

RCVD IJpyvd

ouvlb lJolssé: —

IJobsle Idgldss: 11 (syveodd 80 wlsw)
lzpelds Idobislo: 11

IJuvee lduopus: 0

IJwee 1duossei 00

Suwoesp Jouuly 1B o n/a 1

Suvwedpe Jouwl) pogssin/al

Jsly> IJuols)

lJowsluws 1Jpedss s oo Idobsle: —
BESTPATH oy 03l IJubs,: 1 n/a

IJpzpse: 10

€33 NLRIs s IJoprse 1Uss wp huwldoe: 1Je>
Ui os 10 1Jes 1Jbos 0

op wpdsu wedvw ldeuvslu seess RIB eds
op logsle IUlosoldle 4 wp vl 3




wpe welbsd Transport(tcp) path-mtu-discovery
e wgbsd lgbs Jouvgsd IUepsd

lJ9lzoo Vs gduwo IJgpd 1
wpe welbsd Transport(tcp) path-mtu-discovery

op websd lghs IJouugsd Izesd

ftdv742# show route bgp

les): L - peds: C - pouode S - pwldo
lwolosdscR-RIPcM - pzp9J: B - BGP

D - EIGRP. EX - EIGRP ¢l,zs: O - OSPF! IA -
OSPF wsu IJeulbd

N1 - OSPF NSSA ¢lzs IJuge 1. N2 - OSPF
NSSA ¢hzs IJuge 2

E1- OSPF ¢hzs IJuse 1. E2 - OSPF ¢lzs
lJogg 2.V - VPN

| - is-is. suU - is-is summary. |1 - is-is-level-1. 12 -
is-is-level-2

IA-18-IS Lo ldpulb§: * - cessu Jpuve
IJIde)luos: U - Idpuwh IJeloe JIJ puuegse
0-0ODR(P - puwl)y vlow swp wujsde wuvdd
2908 * - puwbh puuw9t Luwel popledl

S| - Static InterVRF g Bl - BGP InterVRF

w9lwé 1dpzlods IJigs,6 o 192.168.30.3 |Js
lJuveJs 0.0.0.0

B 192.168.50.0 255.255.255.0 [20/0] £,
169.254.10.2 9 1d20h

ftdv742# show route bgp

les): L - peds: C - pouode S - pwldo
lwolosdsR-RIPcM - pzp9d: B - BGP

D - EIGRP. EX - EIGRP ¢l zs: O - OSPF. IA -
OSPF Lo IJpulb g

N1 - OSPF NSSA ¢lLzs IJuge 1. N2 - OSPF
NSSA ¢hzs IJuges 2

E1- OSPF ¢hzs IJuse 1. E2 - OSPF ¢lzs
lJuse 2.V - VPN

| - is-is. suU - is-is summary. |1 - is-is-level-1. 12 -
is-is-level-2

IA-18-IS Lo ldpulb§: * - cessu Jpuve
IJIde)luos: U - Idpuwh IJeloe JIJ pumegse
0-0ODR(P - pwl) clow sop wujsdo wuvdd
2908 * - puwbh puuwst Luwel popledl

S| - Static InterVRF g Bl - BGP InterVRF

wolusé 1pzleds IUigs,6 os 192.168.10.3 |Js
lJuveds 0.0.0.0

B 192.168.70.0 255.255.255.0 [20/0] £, 169.254.10.1
1d20h

IJ21o96 3. vz epsd IJpsde 1 9epsd 1JpsSe 2

gpsd Site1:

Sitel_Client#ping 192.168.50.2
Type escape sequence to abort.

Ss ool dlewald voguoopl Idog .

Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

epsd IUps e 2:

Site2_Client#ping 192.168.70.2
Type escape sequence to abort.

31/56/90 ms

Sending 5, 100-byte ICMP Echos to 192.168.70.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/39/71 ms




luvoduled 1Jigble gl odlzol

S99, 03l 1UBuwp pedsple spdod luueisleol Jlgueduld igble IJedssy sluadlizol.
oo Suwolbse luwogpdo I Suowb iro_) in order to wgyse |J VPN 9uwpe.

debug crypto ikev2 platform 255

debug crypto ikev2 protocol 255

debug crypto ipsec 255
debug vti 255

lve suvobse luuogpdo 1o suoub e, in order to wz)se 1J BGP §uwp.

ftdv742# debug ip bgp ?

A.B.C.D BGP neighbor address

all All address families

events BGP events

import BGP path import across topologies, VRFs or AFs in BGP Inbound information
ipv4 Address family

ipv6 Address family

keepalives BGP keepalives

out BGP Outbound information

range BGP dynamic range

rib-filter Next hop route watch filter events
updates BGP updates

vpnv4 Address family
vpnv6 Address family
vrf VRF scope

<Cr>
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