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o900 Cisco Llu oday Jssd pe,ds Lldeslose IJeldss:

* Firepower Threat Defense (FTD)
* o395 blyé Firepower (FMC)



lJpdouvlo Idpuweispd

» Firepower Management Center Virtual 7.4.1
» Firepower Threat Defense Virtual 7.2.5
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Management

rd @
Remote Host Address: 192.168.1.8
Secondary Address:
Status:

Manager Access Interface:

—’ Management Interface

S&UP 29 9lzod 1dsosd JJpess, 9lees IUbL6 1e9z936. 1oy W99 IUbe ol Jogsss wse

lJ9lzo6 1Jg>85: 909 gsb) 9lzod Idoslule Ws IJElisesd IJpouwsds 1b1e IUzols woluwlbs 9lud,
999 I b.

Manager Access Interface @

P This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

‘ Management Interface hd

Management Interface

Data Interface
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Add Static Route Configuration (7]

Type: * P IPvE
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Slow 9lduslud Jodyy glzole wslule.

* configure network {ipv4 | ipv6} manual ip_address netmask data-interfaces



NETMASK GATEWAY

>
F DDRESS

> F_AULUHESS GAlE
> configure network ipv4 manual (192.168.1.8)(255.255.255.0)(data-interfaces)

Setting IPv4 network configuration...
Interface eth@ speed is set to 'leeeebaseT/Full’
Network settings changed.

edlebi: eJs IUéEp pu lud Jl ogbb Jluwegsle slzos IUbL6: lue suvgs uoe gusle
Slow. gds uwesd Idpold: guslu gluo zos spdud vessu Idugles |Js glgole
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Management

Remote Host Address: 192.168.1.8
Secondary Address:

Status:

Manager Access Interface: A Data Interface
Manager Access Details: Configuration

opdse SSH eds lesble IJoble Il wl s

9p -__;o,od.;({ SSH Jglgos IJoslule ds wsluws lesble IJoble Iigsluus: sbbudoo gds o3l
IJzoly gws IJlzejo > leshle IJoble IUluwlgws > 9,09 SSH. 16,8, 999 | ol96.
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2. 9p vluolWs IJpulb§ IJos wpwas eds IJslzole JJuwelz vlouoldle SSH. wlduuwes
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Add Secure Shell Configuration [+
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Management s

Remote Host Address: 192.168.1.30
Secondary Address:

Status:

Manager Access Interface: Data Interface
Manager Access Details: Configuration

lJozdd pu dld 9lgoed ub, IJisle, (CLI) J FTD

B 9lzos Lwl, IJIsle, (CLI) IJgluos Lldwosss: bsgd IJle, fTunnel-status-brief Jg , o 2lJé
looold IJDs1)é.

>
> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is wvalid type (CONTROL), using 'tap nlp', connected to "192.168.1.2' via '169.254.1.2°
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2' via '169.254.1.2'
Registration: Completed.
IPv4 Connection to peer '192.168.1.2° Start Time: Tue Jul 16 22:23:54 2824 UTC
Heartbeat Send Time: Tue Jul 16 22:39:52 2024 UTC
Heartbeat Received Time: Tue Jul 16 22:39:52 2024 UTC
Last disconnect time : Tue Jul 16 22:17:42 20824 UTC
Last disconnect reason : Both control and event channel connections with peer went down

o&Hue IJelds louoldl wlgel Jslzod wslulesulbo, 9lgos TAP_NLP 1513 Jsé.

lweduuld IJlgble gl oJlzol
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> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is valid type (CONTROL), using 'ethe@', connected to "192.168.1.2" via '192.168.1.8"
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2" via '169.254.1.2°
Registration: Completed.
IPv4 Connection to peer '192.168.1.2" Start Time: Wed Jul 17 @6:21:15 2024 UTC

Heartbeat Send Time: Wed Jul 17 17:15:28@ 2824 UTC
Heartbeat Received Time: Wed Jul 17 17:16:55 2624 UTC
Last disconnect time : Wed Jul 17 ©6:21:12 2824 UTC

Last disconnect reason : Process shutdown due to stop request from PM

wSubsy 80 1Ugpd

> sftunnel-status-brief

PEER:192.168.1.2
Registration: Completed.
Connection to peer '192.168.1.2"' Attempted at Wed Jul 17 17:2@:26 2824 UTC
Last disconnect time : Wed Jul 17 17:28:26 20824 UTC
Last disconnect reason : Both control and event channel connections with peer went down

IJozdd pu wos pedsele lduveds

g 9lgos yub, |._Ji_9||oJ (CLI) 1Jgluod wldwoesss: lg,uo leshle guods 9lzod wslule 1Jyueed
JJb6 9ldpessy:

> show network



> show network
===============[ System Information ]===============

Hostname : ftdcdo.breakstuff.com
Domains : breakstuff.com
DNS Servers : 192.168.1.163
DNS from router : enabled
Management port : 8365
IPv4 Default route

Gateway :ldata-interfaces
IPve Default route

Gateway rldata-interfaces
State
Link
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 15ee
MAC Address : ©0:8C:29:54:D4:47
Configuration :
Address :1192.168.1.8
Netmask :§ 255.255,.255.8
Gateway :\192.168.1.1
--------------------- -[ IPVv6
Configuration : Disabled

:::::::::::::::[ FFﬂKy Information ]::::::::::::::::
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces : GigabitEthernete/e

MTU .
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