odosu Idpuwblo IJolowe oluwegsle FDM

lJpzogsle

lJp 95,00

S9uoe o3l ldpuwows Jsdss wdsy ldpuwble Idelows eds prs) iao_jé FirePOWER (FDM).

IJecbdole IJlgul jusé
lJpolbdolo

SIS wldpgye Lldpesluose 1Joldse:
s lJodssu I.Ji_9.J§ JUrle Los wosss poly Idzpelso UTPQ ou Cisco.
lJpdyule 1dpuuegspd
ouwowd Idpgdsele 1Jglyo W o3l ldpuwows 1Js luosh) IJeulee:
o wulpz IUsSle Lo> woss> Firepower. IJ] o5l 7.0.5.
oe logble Ipgdsple I.J_9IJ>o B 03l lJpuwows pu 1Ulz0j6 1Je92956 Bs wsisé pgpdss ¢luos.

wlo zpse 1Ulzojs Iquuua),oo s oSl |Jr0u.uuu) codysy PPUNIT (ILBUJluos) Bl Yoo
Jvodod 8 IJouvgsd: Bolds pu Wopd Jdoles) Ipeeed Jis o).

lJodosy

lJodosule

lJgbgo 1. 169, eds IJgols slooyd IJs IJogeseo.



afrarfee . Livii 5= [==]
c', sc!:: Firepower Device Manager - é’ - . @ @ : admin
- Muonitoring Policies Objecis Device: firepower Administrator
1
Model Saftware VD8 Irtrusion Rule Update Cloud Services High Availability £) coMEICURL
Clsco Frepower Threat Defense for Vidwa... 7.0.5-72 3380 20210503-2107 i Mot Registered | Registor Mot Configurad o
)|
(Cisco Firepowss Threst Dafonde Tor Viwsere @ | B DNS Sarver
Interfaces Routing Updates System Settings
Connacted There are no static roufes yet Geolocation, Rule, VDB, System Upgrade, Management Access
Enabled 3 of 4 Security Intelligence Feeds Logging Settings
View All Interfaces > Wiew Configuration > View Configuration > CHER Barvar
DNS Server
T Management Interface

i Hostname

Smart License @ Backup and Restore Troubleshoot . . )
Time Services
Evaluation expires in 90 days Creation date is not available SSL Settings
Toer: FTDWS - Tiered (4 core / 8 GB)
View Configuration > Wiew Configuration ¥ REQUEST FILE TO BE CREATED Sea more
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
Thare & no connections yet Regquines KA VPN license Inchudes: FlexConfig, Smart GLI Audit Events, Deployment History,
Mo connections | 1 Group Policy Downdoad Configuration

View Gonfiguration > Gonfigure ¥ View Gonfiguration ¥ View Gonfiguration

IJg1096 2. 168, £Js ls@wsé shiss (+) Jluolds puwly elow.



edlzbé: B 2lJs 9295 p9zole Ibe,)lLoss Jssd Bulds oo weass IJeszo IUblo,s

lJoorese.
il ==
[E14-] F firepo
s tual R W P ands v k3 F
F F GRP E P T
v
NAME INTERFACE P TYPE NETWORKS GATEWAY SUA MONITOR METRIC ACTIONS
CREATE STATIC ROUTE

IJe96 3. §p wldpologs Jodssy guolsue Idpuwl IJelow.



* Aot lgwe Idpuwb.

19 (IRosbs): pedsple o osdss eu lJpuwl.

o 1Jglzod: 235 1Jglzod IJos sew buwld eyJé 1Jp,9) IJsol.

* IJessesdsd: ses wowsded Idwgese. :

s Idusodle: Bs Blises IJuvwdle Ipolzs: 23519 B wlouile Jliso 1duvods Jduvwdle
lJ9z0d.

o« 1duslué: 23319 Bp wlouble Jliso IJuvwds Uluwegsle IP 1Jgluo wldpuosad IUss uusop
bowld 2098 IJpass 1dso. bed Sse 1luwpe sldpuosd.

Add Network Object

DR ripidan

192.168.41

e 1JB8sluw: bed Bspé wso 19254 JJpwlds 1dblsé. w39, 1o 1Jdses I8 Il Jly
U838 Idpdod 19e) pu 1l 0.

* 2l8w6 SLA (Jlgoshs): Bl Jouo oo Bs IJelds oo 1o 03l IJpuuly po9dd; slisel Bszw
o9 03l 1Jpdd. sgpd 03l IUgsl) BBl pg wy9e9dsd IPV4,



Add Static Route

MName
L ]

Syslog_Servers

Description
L]

WinirelaizTer=0

outside2 (GigabitEthernet0/2) v

Protocol
L ]

@ pva () IPv6

MNetworks

+

‘D IPv4-Private-172.16.0.0-12

Gatewax Metric
L ]
ISP2 A 1

sbAMonitor Applicable only for IPvd Protocol type

Please select an SLA Monitor o

CANCEL

* 108y 998 p9ld JJITelJ.



IJglbss 4. 108, W98 IJuui,.

il e i i == == + - . admin
cISco Firepower Device Manager =, H
I : Manitoring Policies Objects Device: firepower L = Administrator

Device Summary

Routing

Add Multiple Virtual Routers w J- Commands 2 BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
1 route Y Fiktar +

B NAME INTERFACE P TYPE @ g SLA MONITOR METRIG

1 Syslog_Servers cutside? Py 172.16.0.0/12 192,168.2,1 1

lJglogs 5. uuu) Iduog.

Pending Changes

° Last Deployment Completed Successfully
30 Jan 2024 12:30 PM. See Deployment History

Deployed Version (30 Jan 2024 12:30 PM) Pending Version O LeceEnD

o Static Route Added: Syslog_Servers

- metricvValue: 1
- ipType: IPv4

= name: Syslog Servers

iface:

= outside2
gateway:

= I5P2
networks:

= IPv4-Private-172.16.8.8-12

O Physical Interface Edited: outside2

enabled: false true

— ipvé.ipAddress[@].standbyIpAddress:

- ipv4.ipAddress[@].netmask: 255.255.255.8
- ipv4.ipAddress[@].ipAddress: 192.168.2.2
— ipve.ipAddresses[@].standbylpAddress:

— ipv6.ipAddresses[@].ipAddress:

= name: outside2

- ipv6.linkLocalAddress.standbyIpAddress:
- ipw6.linkLocalAddress.ipAddress:

= subType: Host

= value: 192.168.2.1

— isSystemDefined: false

= dnsResolution: IPWV4_AND_IPVE
= name: ISP2

MORE ACTIONS CANCEL DEPLOY NOW v




lJozdd pu lduoes

Joid.§> el B JIy o3l 1dlesls @5 wp cbus@oe wuvdd Lozse: weole lJs 1Usuosd IJs zolid gu)
CLI.

WO 9lzgos yulo, Ui_9|r°_) (CLD). 8p voubvEsd Uip) show running-config route.

> show running-config route
route outside2 172.16.0.0 255.240.0.0 192.168.2.1 1

<2dd pu woed el Bl Yl IJpuwly Bs 229d IJoszso wluwagsle show route.
» Show route

Codes: L = Tocal, € = connected, 5§ = static, R = RIP, M = mobile, B = BGP
O - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inTér area
N1l = OSPF NSSA external tyvpe 1, NZ = OSPF N5SA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i = IS=I5, su = IS=I5 summary, L1 = IS=I5 level=1, LZ = IS=IS level=2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o= 00R, P = periodic downloaded static route, + = replicated route
£ - Staric InTervar
Gateway of last resort 15 not set

1/2.16.0.0 2556.240.0.0 [1/0] via 192.168.2.1, outsidel
192.168.2.0 255.255.255.0 1s directly connected, outsidez

192.168.2.2 255,255, 255,255 15 directly connected, outsidel
192.168.45.0 255.255.255.0 is directly connected, inside
192,168,451 255.255,255.255 s directly connected, inside

FAEAW
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