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Add Application Group @ X
n Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

Application Group Edit

Marme External_Duo

e SAML Service Provider (SP) Metadata

The service jider's met for the Application Group are dynamically ger cannot be modified. Copy or download the SP

fi

metadata file as required for use in your |dP.

Entity ID
Copy

Assertion Consumer Service (ACS) URL

, Copy

Download SP Metadata m

v wp? e wslule wgysd SAML SP: luedd |Js 1dP 98 wodisy wbosd SAML SSO
28>

2 wwed 1dsged lds Ideulisss sloedd s chbosdle > zelss cboss.

Dastboard 3 Applications

Dashboard
Applications
Davice Insight w
Policies o4
o Manage your update to the new Universal Prompt experience, all in one place.
Applications ~
-]
Protect an Sae My Progreas Gt Mo information [
Application
L] I
Authentication Proxy
Single Sign-On v 1 0
AN Applications Emd of Suppor
Users v
Export (o F:
Groups .
Hame = Type Agpianon Polcy Gooup Posicies

Endpaints a
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| Applications -~

Protect an
Application

Authentication Proxy

Singlo Sign-0n

Dushiowd > Apolcations > Frotect an Application

Protect an Application

generic

Application

BUS Auth APl

Generic OIDG Relying Party

Generic SAML Service Provider

2FA with S50 hosted by Duo

2FA wih S50 hoated by Duo

0. wuisd Iduvols guslule wg)ysd SAML ey IDp Yol 09 plodye Jpolwgo IJodsse eds zol)

lJgpelsé I.JT,o(J.
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Dashboard » Applications * Generic SAML Service Provider - Single Sign-On 1

Dashboard
Generic SAML Service Provider - Single Sign-On 1
Device Insight w
See the Generic S50 documentation C to integrate Duo into your SAML-enabled service provider.
Policies v
Metadata
Applications ~ ]
Entity 1D hitps://sso- limetadai: Copy |
Protect an
Application Single Sign-On URL https://sso-8i 1/sso Copy I
Authentication Proxy
Single Log-Out URL https://ss0-{" L] gl Copy |
Single Sign-0n v
Metadata URL htips://ss0-8 ‘metadat: Copy I
Users w
Groups y Certificate Fingerprints
SHA-1 Fingerprint SE:5 5C Copy I
Endpoints w
88 B . @5 =9:52| Copy l
2FA Devices w
Administrators w Downloads
Certificate Download certificate Expires: 01-19-2038

Trusted Endpoints

Trust Monitor

Reports

Service Provider
Settings
Metadata Discovery MNone (manual input)
Billin
L. 1} Early Access
You're using the new
Admin Panel menu and
left-side navigation Entity ID * hitps./fi /External_Dua/saml/sp/metadata l

Provide feedback

Temporarily switch to
the old experience

SAML Metadata

Download XML

The unigque identifier of the service provider.

Assertion Consumer Service
(ACS) URL *

https.//.

‘External_Duo/+CSCOE +/samifsp/ac

+ Add an ACE URL

5 B wosy Jobosd 986! Jeobdoled 1Ugluo6 sleue 28 1Usuesd 1ds IJebosd
Jdeuwedresu ldpduo9rsy B8b slud) 898 e b,




Type Generic SAML Service Provider - Single Sign-On

Name External Applications ZTNA

Duo Push users will sea this when approving transactions.

Self-service portal Let users remove devices, add new devices, and reactivate Duo Moblle
See Seif-Servica Portal documantation [£.

T allow Duo to notify users about sell-service portal aciivity, select Settings > Notilications

Username normalization Username normalization for Single-Sign On applications is controlled by the enabled authentication source. Please visit your authentication source to medify this configuration.

Caontrods if a username should be altered before trying to match them with a Duo user account.

Voice greeting
Welcome to Due.
A
Specify the message read to users who use phone callback, followed by authentication instructions. Maximum 512 characters.
HNotes
A
For Internal use. Maximum 512 characters.
AN e il Assign administrative unit -
Permitted groups Only allow authentication from users in certain groups
Sala -
Whaen unchecked., all users can authenticate to this application
Allowed Hostnames Since this application is using Frameless Duo Universal Prompt, configuring allowed hostnames is no longer supported.

Gat more information 4

h. luedd )6 E)s 1Js FMC 9lowd wslule g )swd SAML IDp |Js pzeses lJobosdlo.
cluwedsle Idpdole IJos wp wujsdol pu IdP.



Add Application Group @ X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

[ 1) Application Group Edit
Mame External_Duo

(2) SAML Service Provider (SP) Metadata Edit
Entity 1D https:/i 'External_Duo/samli/sp/metadata
Assertion Consumer Service (ACS) URL https:j/ ‘External_Duo/+CSCOE+/saml/sp/acs Ttgnames=D...

SAML Identity Provider (IdP) Metadata

Import or enter the IdP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.
e |mport IdP Metadata
.-,' Manual Configuration

") Configure Later

Import IdP Metadata
+
Drag and drop your file here
or select file
External Applications ZTNA - IDP Metadata.xml
Entity ID*
https://sso-E M

Single Sign=-0n URL*
https://ss0-E N

IdP Certificate

Cancel

iol. bybye wes 3JY ggvdJe IJ reauthentication Wl oJ 9i,oo wedp bodl Jpobdolod. )lze
odsu Idpdeuo 9lud)y 9938 luols.



Add Application Group

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(1) Application Group
| Name External_Duo
(2') SAML Service Provider (SP) Metadata

Entity ID https://fi External_Duo/saml/sp/metadata
Assertion Consumer Service (ACS) URL https:/f) External_Duo/+CSCOE+/saml/sp/acs?tgname=D...

(3) SAML Identity Provider (IdP) Metadata

Entity ID https://ssc
Single Sign-0On URL https://ssc
IdP Certificate External_Duo-1697063490514
(4 Re-Authentication Interval
| Timeout Interval 1440 minutes
(5 ) Security Zones and Security Controls
Security Zones Inherited: (Outside)
Intrusion Palicy Inherited: (None)
Wariable Set Inherited: (None)
Malbware and File Policy Inherited: (None)

Cancel

pepoes ldobosyle 2: [ueésle pe )0 Microsoft Entra (Azure AD) Jpg ;9

@ X

~
Edit
Edit
Edit
Edit
Edit
v

I bgd luve pzeses Idebosdle slod) B9é IJolds Juslole ogrssd p9s, 306 SAML (SP)

Jebdse gs00l.




Add Application Group 9 X
An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

:i: Application Group Edit
| Mame Azure_apps

° SAML Service Provider (SP) Metadata

The service provider's metadata for the Application Group are dynamically generated and cannot be modified. Copy or download the SP
metadata file as required for use in your IdP.

Entity ID
https:// [Azure_apps/saml/sp/metadata Copy

Assertion Consumer Service (ACS) URL
https://! ifAzure_apps/+CSCOE+/saml/sp/acs?tgname=[  Copy

Download SP Metadata

3 ) SAML Identity Provider (IdP) Metadata

4 | Re-Authentication Interval

5 ) Security Zones and Security Controls

Cancel

v we)’ e wslule ogysd SAML SP lpe@d IJs 1dP 99, wodssy wbousd SAML SSO
28>

2 wved 1Usg9d IJs Microsoft Azure glow9d lJs ebosdle Enterprise > clbos§ zo8>.

Home > |Enterprise applications |
2z Enterprise applications | All applications

N
s - Microsoft Entra ID
b -+ New application () Refresh L Download (Export) O Freview info == Columns [#5) Preview features A7 Got feedback?

Overview

@ Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their identity Provider.

X Diagnose and solve problems The list of applications that are maintained by your arganization are in application registrations.

Manage | J Search by application name or object ID Application type == Enterprise Applications Application ID starts with > +7 Add filters
I HE Al applications I 77 applications found

— Mame 1. Object ID Application ID Homepage URL Created on
Bl Application proxy + ! pplicati pag



> o) Wy luuile cbosdd IUglue > i.)'a._J e lJobosy > logsle
T

Home  Enterprise applications | All applications

Create your own application %
Browse Microsoft Entra Gallery

H yons aee deweloping your own applkcation, using Application Prowy, or want to integeate an

Eriira App ¥ 5 & catalog of thousands of apps that make i easy o deploy ard coefigure singls sign-on [550) and automabed user provisioning. Whan deploying an app freen ihe App Gall  apphcation that i not in the galléry, you €an Ereate o own appkcation hére.
create your own application here. i you are wanting to publish am application you have develoged into the Microasft Entra Gallery for other ceganizations o dicover and use, you can fike 4 request uting the

A Gat feedback?

5 Got terdback?

What's the name of your appT

F Search application Single Sign-on : AN Wer Account Managerment | Al Categoried Al Fess Trust FTD

Winat aee o looking 1o do with your application?

() Configure Apgication Prmy for Secure romote S0005s 1 49 ON-premies apgkeation
(O) Register an appiication to integrate with Micrasat Entra ID {App you're develoging]
() intagente ey sther sppbeation yeu dom't find in e gallery (Nen-galary)

0. Iz IJobusd 81ud) B9 CESSU pucEISU SpEe9Els Jogrsd IJpuuetsesy 9l
IUpzeoele 1dpuwpese Jol wldsuesd s Ioboss.

Harne : Enterprise applications | Al applications » Browse Microsaft Entra Gallery

fii Zero Trust FTD | Overview

Enterprae Application

B Overview Properties

[0 oepioyment Plan e

X Disgmose and toke prablems . Zero Truss FTD 1]
Appleation ID

Manage Pt
= moems w0 [y

! Propertes

o Object ID
& Orwmers - = M

&. PRoles and administratars .
Getting Started
& Usrs and groups

3 Singhe sign-on

T Provissonin i n users an 5)  Z.Setupsin on ( rovision User Accounts . itional Access
r g 9 1 Asig d groups 2. Set up single sign [2) 3. Pravision User Ac L 4 Conditional A
B Appication proey Provide specific users and groups access Enable users to sign into their application Automatically create and delete user Secure access 1o this appication with 3

8o th . uing their Micrasoft Entra oredentials acoounds in the apphcation customizatile acoess policy.

© Self-service

Crean

Security
® Conditional Access T 5. Self service
5, Parmissions Enable users to request sccess to the

application using their Microsoft Entra
' Token encryption credentish

Activity

9108, 998 1UolB8 puwcsplpzeses > wras> IJpuwotrpsulldpzesele 1,958 > wessO-
wpRd CESSU Idpuweddpsullderesele IUuozses: lod) W98 wuwesd 1dxgsd Idlzbs.



Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

Za Zero Trust FTD | Users and groups

Enterprise Application

1

“ + Add user/group & Edit assignment emove 4~ Update credentials == Columns DTJ Got feedback?

0 The application will appear for assigned users within My Apps. Set "visible to users? to no in properties to prevent this. =

il Overview
[ Deployment Plan

# Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

Manage

' . |/'"- First 200 shown, to search all users 8 gro...
.I Properties

2 Owners Display Name Object Type

4t Roles and administrators D @ Angel
&3 Users and groups D . Fernando

2 Single sign-on 2

g. p0 9lg36 WVOS Yuwpe wuwesd 1U>gsd Uiab@ lu9, eJs SAML.

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Zero Trust FTD

) Zero Trust FTD | Single sign-on

Enterprise Application

H Overview Single sign-on (550) adds security and corvenience when users sign on to applications in Microsoft Entra ID by enabling a user in
yoeur organization to sign in to every application they use with only one account Once the user logs inte an application, that
M Deployment Plan credential is used for all the other applications they need access to. Learn more

. Diagnose and solve problems

Manage Select a single sign-on method  Help me decide

:f' Properties

& Owners
. ® Disabled G SAML ﬁ Password-based
& Roles snd administrators Single sign-on is not enabled, The user Rich and secure authentication to Password storage and replay using a
B Users.and groups wan't be able to launch the app from applications using the SAML (Security web browser extension or mebile app.
My Apps. Assertion Markup Language) protocol.

D single sign-on

& Provisioning

]

T Application proxy

L&) 998 wresd pdd wslule IJog)sed 925 oS XMLISs ©p wujsdo pu 39> 1Ugse6 (221
Iz plsé 1Tp0) 19 5d 839! e 1Usz36 98 u9les URL Jgspb IJpuweodd 1Upddss (ACS) po
P2e9es wbousdle ZTNA (wp logulyel Bs IJgbs A).

% pdlzbo: ol pu wuisd XML Joslole ogysae Idleezls |_9 oujsd [Juvolxs wuvdd WS
(B8lex6 64) 9o we wslule wg)sd SAML oy peySle IDp (sulyso URL Jogwesd 1U>gsd
souwesd 1Ug)9z 9p89le Microsoft Entra) gse |u 030 pbbdyws Jeolwgs IJodsy eds
2ol lJgplsd |JL°Q.



Home > Enterprise applications | All applications > Zero Trust FTD

Zero Trust FTD | SAML-based Sign-on

Enterprise Application

I ? Upload metadata file I k}' Change single sign-on mode IE Test this application ﬁ_"‘ Got feedback?

i Overview

(D Deployment Plan Set up Single Sign-On with SAML

2 Diagnose and solve problems ) . , . . - . . .
An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Learn

Manage more.

Ill .
Il Properties Read the configuration guide & for help integrating Zero Trust FTD.

& Owners o
Basic SAML Configuration -
& Roles and administrators g
2 Users and groups Identifier (Entity Il?:n https.// fAzure_apps/saml/sp/metadata
Reply URL (Assertion Consumer Service URL)  https:// fAzure_apps/+ CSCOE+samlfsp/
3 single sign-on acstigname=DefauliZeroTrustGroup
Sign on URL Optional
» o
+ Provisioning Relay State (Optional) COptional
1 i I ignal
B Application proxy Logout Url (Optional) Optignal
Z Self-service e
Custom security attributes Attributes & Claims 2 edit
Security givenname user.givenname
surname USErSUMame
®  Conditional Access emailaddress usermail
name useruserprincipalname
a [P
i Permissions Unigue User Identifier user.userprincipalname
Q' Token encryption
Activity e SAML Certificates
D sign-in logs Token signing certificate £ Edit
I
ni - Status Active
fil Usage 8 insights
: 9 9 Thumbprint
E Auditlogs Expiration
. Motification Email
m Provisioning logs i
g g App Federation Metadata Url = E
= Access reviews Certificate (Baseb4) Download
Certificate (Raw) Download
Troubleshooting + Support IFederalion Metadata XML Download I
& New support reguest
Verification certificates (optional) 2 Edit
I
Required No
Active Q
Expired a

e Set up Zero Trust FTD

You'll need to configure the application to link with Microsoft Entra ID.

Login URL [ htpsy D]
Microsoft Entra Identifier hitps//s El
Legout URL hittpsy/yl m

i loedd 06 18,8 1Js FMC 96 luvos,b wslole og)ssd SAML IDp |Js pzeses lJobussle
20 Glgwedsle pdod wslule ldog)s 1J3s wp wuisdo pu ldP 1y §p Lbgld Idoslule
IJploJ9w6 $39:5l.



Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

(1) Application Group Edit
| Name Azure_apps
5/- SAML Service Provider (SP) Metadata Edit
Entity 1D https:i/. {Azure_apps/saml/sp/metadata
‘ Assertion Consumer Service [ACS) URL https://. {Azure_apps/+CSCOE+/sami/sp/acs Ttigname=Def...

€ SAML identity Provider (IdP) Metadata
Import or enter the [dP metadata. If IdP metadata is not currently available, you can skip this step and configure it later.

® Import |dP Metadata

) Manual Configuration

) Configure Later
Import IdP Metadata

Drag and drop your file here
or select file
Zero Trust FTD.xmi

Entity ID*
https:/

Single Sign-0On URL™
https://

IdP Certificate
MICEDCCAdigAwlBAgIQdTt? Lwlj7aRGm 1m2 1 2dU/DANBgkahkiGIw0OB

I ey e e w

4 | Re-Authentication Interval

5 | Security Zones and Security Controls

S bybyo wes 3JY ggvdJe IJ reauthentication Wl oJ slpy wedpe bol Jpobdolod. Slze
oJdyso Idedeue slud,y W98 lwole.



‘ Add Application Group 9 X

An Application Group allows you to group multiple Applications and share authentication, security zone, and threat configurations.

Application Group Edit

| Name Azure_apps

2 ) SAML Service Provider (SP) Metadata Edit
Entity 10 https:/f {Azure_apps/saml/sp/metadata
Assertion Consumer Service {ACS) URL https:// {Azure_apps/+CSCOE+/saml/sp/acs Ttgname=Def...

3 ] SAML Identity Provider (IdP) Metadata Edit
Entity 10 https:/[:
Single Sign-On URL https://|

ldP Certificate

4 | Re-Authentication Interval Edit
| limeout Interva 1440 minutes
5 | Security Zones and Security Controls Edit

Security Zones Inherited: (Outside)

Inherited: (None)
Variable Set Inherited: (None)
Malware and File Palicy Inherited: (None)
Cancel Finish
|- "

odysu ldobosylo

IUIo wes logvle pgesgle ldobosdlodlod) ¥Wed luolds wbusd Joesss IJoboussle IUos
Sew eelsool sldyosd lJsol gu weo.

1. bed leshle IJelbosd:
) lgwe IJoboss: perd IJobosd 1ss wp wdssuve.

o) guslu URL IJ¢ghes: euslu URL Idpuuingy JJobosd Vs ywedle DNS IUglps/ldghess.
03l 09 g9l URL Idpmwesre JJ9uosd lds Idobosd e weo.

¢) susly URL Jdobusg: FQDN Uigéévjé 9 IP JJuiwds 1Jgluo wldobousd. 03l 09 gusly
URL IJpwogse wsluwlos 2ol Idzelss Idleo Jdyuesd Ids Idoboss.

S pdlebd: sop luwedsle euglu URL IJghes Jewslo URL Jdobosd wuvdd 18l os.
Bp wlJEle weass glus IJIRosl) Jogsss guslu URL podsd JJoboss.

3) gwobe Idobous®: uvduvds Iduvoble gldevdclz 1UElue Jdobosyd IJ3s gvswe [Jyuosd
lJso (puolod pu Iduowzs 1U)issunss J9gso Idogde Ws bhs Idlblle (FMC) > IJdlsule >



Ihs IJdlsole > PKI > 1 uobsle 10518 Js6)

0) pu22) U ds (NAT) eoy wu9w9ded IPVA (IRoshis): wop wozes euslu IP Ideuos) pu
IJewedse ldoess IJs IJeolaso IUpeas God lehs wozse Idze Is IJobosd (Ul see sge
w9s Jlsule Iduveds po u9g Idpuosd gldubl$/pzesele IJJlsole IJos wzess eds
golasu IPVA). sedu odasu o3l Jupplo tuesd IJebusdle eds puslh e6 i8)s [Us
lJpuwetseso Ioessu pu ddld ol Idzelss 1Jles

9) pepesgsd ldobosdle (lgoshs)ies el Bl Jly o3l IJobusd &> weo luoldeo |Us pepeoed
obosdle 92936 Jlgwwgsle IJlgsble lJos we wdysuoel Jo.

VO o3l ldpeld wes ldobosdlo IJos sop 1J9ue9d IUsel wluwegsle ZTNA g_;p&lu_;(é ltool)
J9lz06 pwegse 98w FMC 991206 puwegsp 95w J CTB IJpe9z9:6 gJw 231, IUzpelse 1Ulpw.

Sew luolws u)lgsuo Idobosyle Vs Iddlisole > bhs IJdlisule > PKI > 1IJguoble 1UslgJse:

Add Known Internal Certificate Q
Mame

aa=Imc=-Fna cisco. local
Certiftcale Data or, choose a fla:

====-BEGIN CERTIFICATE-----

4y

Key or, choose a file: Brow

Encrypted, and the password is mramimE=




% pdlelbe: olds U luoles Jlwss I veble JJJ ebosd Jsop 1U9uosd IUso wluwedsle
ZTNA.

ol o ljode IJuvoble sodds v slgds: luwe el o suvdd 1g pdss lesh powd.

lesblo IJobosy IJos we odysuel Jodl ldpeld os:

IJobosd 1: l2oob 9lzes puveise 95w FMC (eL09 O pzeses IJobosyle 1)



Add Application @ X

Enabled @)

o Application Settings
Application Name*
IFMC |

External URL* @

Ihltps:Hao-fmc-ztna.cisca,lucal ]

Application URL (FQDN or Network IP)*
https://ao-fmc-ztna.cisco.loca

ﬁ Use External URL as Application URL

By default, External URL is used as Application URL. Uncheck the checkbox
to specify a different URL. For e.g., https://10.72.34 57:8443

Application Certificate* @

I ao-fmc-ztna.cisco.local I +

IPvd NAT Source @
Select... +

Application Group
IExternaI_Duo ]

2 SAML Service Provider (SP) Metadata
3 ) SAML Identity Provider (IdP) Metadata
4 | Re-Authentication Interval

S | Security Zones and Security Controls

Cancel Finish

p& luols lJobosd lJs peesesd Uob.._;..géglo 1 odyu IJlgshle |Jp&y&§-.§6 29956 Jodl
IJoboesd. I sild wlpdlod wzly) pollb @ 1dlelo sguluo) Idoede Os IJlplo lesble pgoduwds.

olee Idobosd 1U3s wp wdssuo 9lud) 99§ luole.



Add Application @ X

Enabled @ )

(1) Application Settings Edit
Application Name FMC
External URL https://fao-fmc-ztna.cisco.local
Application URL https://ao-fmc-ztna.cisco.local
IPva MAT Source =
Application Certificate ao-fmc-ztna.cisco.local
Application Group External_Duo

' | SAML Service Provider (SP) Metadata
Configurations are derived from Application Group ‘External_Duo’

2
3 | SAML ldentity Provider (IdP) Metadata

| Configurations are derived from Application Group ‘External_Duo’
4

5

' | Re-Authentication Interval

Configurations are derived from Application Group ‘External_Duo’

Iﬁ\ "] Security Zones and Security Controls Edit
Securty Zones Inherited: (Outside)
Intrusion Palicy Inherited: (None)
Wariable Set Inherited: (None)
Malware and File Pohcy Inherited: (None)

IJobosd 2: 9lz06 puvegse 95w CTB (o9 Vs preses Jobosdle 2)

SYIu pdeue IJodssy Jodl ldobusg o9 lJulds:



Cal

Enabled @ )

1 | Application Settings Edit
Application Mame CTB
External URL https://ao-ctb.cisco.local
Application URL https://ao-ctb.cisco.local
IPvd NAT Source ZTNA_NAT_CTB
Application Certificate ao-ctb.cisco local
Application Group Azure_apps

2 | SAML Service Provider (SP) Metadata
Configurations are derived from Application Group ‘Azure_apps’

3 ) SAML Identity Provider (IdP) Metadata
Configurations are derived from Application Group 'Azure_apps

4 | Re-Authentication Interval

Configurations are derived from Application Group ‘Azure_apps’

5 | Security Zones and Security Controls Edit
Security Zones Inherited: (Outside)
Intrusion Policy Inherited: (None)
Variable Set Inherited: (None)
Malware and File Policy Inherited: (None)

S edlebs: Jlgb ivo wlduuwos Josl lJebusd: op odsso Jisu uwds "ZTNA_NAT_CTB"
Jpued) nat J IPva. pg o3l wubdsd: wozew Idpuos) euslu pu ldpuvegpdsu go we> [Js
euslo Lopu I supdd Jlso Sod 1o souwd Ieb [Us IJoboss.
op od9su o3l Jlu IJpuwl IUIBelups JJobosd (CTB) subs, IJs walvs 18)s £ 2ol
IUzpls6 Ulpwc soldelds Je s buwld 2096 w9, 1Lzl Is IJpuvespso Idogssso.
p& wd9su NAT o3l wp wdysu puwh Sloe eds IJobosd JJuveds 1 )es6
ZTNA_NAT_CTB JJs spdu 1Jsuosd lJsol pu eI 231 1Jzelsé 1JTeg.

w8 wdysu Idobosdlo: sop ool IUlL Lops "preses IUcbossle" 1Updluds.

ZTNA-TAC ~ Taegated: 1 device
Groups: 3 Applications:
\pplicatior Satting:

Add Apphcation

Hame External L1 Al atiests LI SAML Entity 80 Securty Zones ol union ety Mabware and Fie Poly fruabies
- Arure_apps | Ac tiar Hitps:f&ts g .. Outside rited) Mone == ]
CTB it ffa0-Gib isco. local LS 0G0 CISC0 oo Chitsice y None 1 Nona Trusk L |
d Extermal_Due 1 A t PR 550 B e . . Outsice ) None e None ot |
[ FMC hitps:jja0-imc-ztna.clsco local hetps: | ja0-me-ztna.cisco local Owutside t Maons 1 Neng Trus. ® /W

2l 8p wedb IJogssile soui IJodsso.



IJozdd pu lduogsd

wpe 10 $Y90 IJodsso Bs paupgo: Spdu Jdpuwcerpsu 0 wes IUsuesd IJs Idobusdle
pu eJlJ guslu URL 1Jghzs 1 Jlu puwpedel wol woluwbs pgyd IDp IJpblod Sdssop 28
lJsoesd IJsol.

lJoboss 1

1. 889p IJpuwere w90z puve e 98w ldusze IUs euglo URL IJghzs IUglue wldebosd
1. Vs odo IJzlJo: guslu IUyw b 1IUgLzs 09 https://ao-fmc-ztna.cisco.local/

. pdlebs: szw ed luwe guslu URL IJghzs [Js guslo IP 1Uglue wsleos 23l 1Jzelss 1Ulpws
IJos op wdasuol. B 03l Idpald: sop lded IJs guslo IP JJslzes 1Ughzss (192.0.2.254)

2. ub)l Jio, o3l 09 9,29d 2383 wup lghd wogso IJpuwwede IUs woluéd ouwzsd lUsged |Js 1dP
lJos op wdysuol Jduboss.

Single Sign-0n
al adit

Password

Login

Secured by Duo

3. swp buwld >8gs Jdpuwegse J MFA (sgps 03l eds luvdsw MFA 1Uss wp wdssuo gJs
|dP).



Are you logging i o External
Applications ZTHAT

@ Global VPN TAC



~ IJgluo wolzod 2ol 1z pelss IJlpws IJos e odssuol. Bs o3l ldpild: swp lded IUs guslo
IP JJslzos IUgzso (192.0.2.254)

2. ub,l Jio, o3l 09 9,29d 2383 wup lehd wogso IJpuwwede IUs woluéd ouwzsd 1Usged |Js 1dP
IJos cp odssuol JJoboss.

BE Microsoft
Sign in

Q Sign-in oplions

@ login.microzoftonling.com)

B Microsoft

Approve sign in request

Oipen your Authenticator app, and enter the
number shown to sign in,

Mo numbers in your app? Make sue 1o upgrade 1o
the Iatest version,

3. sup buwld 28es Jdpuwegse J MFA (sewps 03l Js luwdse MFA 1U3s wp odasuo eJs
IdP).



A-74 B s+ = D




299 gpdsle degvgsue wedsd! uvled! (09138 T JI) s0zee uvedle oL osJss
SpJdu vedsdoel Jed IJpuvddle

Swp luwodsle IJogvgsuole 1Uglues widobosd JIdoolu:

Ipoildd IUpogdés wolle DNS

d9su £8) LPEsE: EJS Lwwsd IJpeld: Jp sop Bog eles Idosuosd: 9dsle>
lJouousyd: 9.99lg> nat

lJpusldd Os vor IJsuesd IJs 1Je s 18,56

lJewldd 1dpoed 86 wldglzed: eds wwosd ldpeld Jp sop wdysu Idlzos. 9 1o IJ9lzod
pebJs

IJouvgsuele IJgles JJIuos gu:

Bl dp sop wpdsu wigsue wubds) 898

LBl dlpe guobé IJobousy £s) wolded

Il Jp wop wosisé luvdaw IUp ol 86 |Js SAML B pzpses IJIuwdld 1JIde )l osé
pubddle 1deslpus 1Upzees IJpzpes 5ldps 9,6 JJbl s

lJzuo9d £Js )98 pu £3ble snort Jovgsue IJpuvddlo: pod odd IJpoed 96
Ndedlele Ippsio s Bd IJouvds,

wow wudb lgwoodld |uosl) Bs puod) woges.

Jouvgsd ldouvgsuolo:

1. loedd 1Js ls@ows lJouugsue 192936 JIJ wlousd ZTNA,

Applicat ings
Azure_apps Outside None None =
ce Outside Nerw True
Extornsl_Duo Outsice Nooe orw Diagneslics
MG O Moo M True ® Fa

2. 233 zolsl sl 8,y B9 wuvEs.



Diagnostics: CTB

] D

—

3. e IJuolsg Ws 1o d)s).



hagnosiecs: CTH

Gandert iDasion

=ty ] Lagw

b Applicallon Spetine WValdation

v @ General Validabion

2099, I9le) 1desruo 91Usose s FTD CLI Jg,uo odass ese 1Jeds 98,02 Ileolssle

9pedyple IJgduws.

<ffroot>

firepower# show runni ng-config zero-trust

application Show application configuration information
application-group Show application group configuration

| Output modifiers

<cr>

firepower# show zero-trust

sessions Show zero-trust sessions
statistics Show zero-trust statistics

firepower# show zero-trust sessions



application show zero-trust sessions for application
application-group show zero-trust sessions for application group

count show zero-trust sessions count
user show zero-trust sessions for user
detail show detailed info for the session

| Output modifiers
<cr>

firepower# clear zero-trust

sessions Clear all zero-trust sessions
statistics Clear all zero-trust statistics

firepower# clear zero-trust sessions

application Clear zero-trust sessions for application
user Clear zero-trust sessions for user
<cr>

Jopdso wuoese lgble 1J9zss IJuplbsé Zero-trust 9 WebVPN. [quwegse 1UIslo) Ideldsé Bs
pbldué Lina:

» Firepower# debug zero-trust 255

- Firepower# o ogst Igble bJo WebVPN 255
» Firepower# debug webVPN response 255

» Firepower# debug webVPN saml 255

p&erok"; Slo uoJé

« JJzuosd gds puwless [uoldss: sozs Idlouold veyd) IJeuwless IUo@uss (TAC). sdje

£ 8p woldz: zolo loold 1sgp gl ps6 oy Cisco.
« spdod lsuol jshé pzepee Cisco VPN ol


https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



