odosy 1blyé Izoj6 zal) IUzelss 1Jlow gus

lJpzogsle

| 9300

lJpobJolo Il wl wsé

Lpclo ol

lJp 95,00

S92z 03l ldpuweus d@;éﬁtﬂsé oJISU 038 i@_o;é 2ol 1Jeplss 1Jles (FDM) Glis s 1w, (HA)
sldoegvl pu uoewo gds lzojd 2ol 1dgelss 1Uleys.

IJecbdole IJlgul jusé
lJpolbdolo
lIJedsule |Jpuueded

ouvows Idpedsple 1Jgl)o WOs 03l IUpuwaws s luoshle Idolez sldpdsule 1debse Ioldso:

« 2ol IJiely, 2xCisco Secure Firewall 2100
* ouvesd lUluesly 7.0.5 oo FDM (wuss 72)

op louble Urongplu |,J_9|_po IS o3l IJpwaews pu Ulao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu apse Ulao_,o U,ouuua),oo -.95 03l |.Jr0u.uuu) uu-J_9..5U prouuja (Idujluos) Bl Jdlpo



lJpopd 1. w288 pu ldubisb

pobdoule |Jpops:

U2OY pU o JJl zobis FDM s wegidsly pobdole Idpdlzbs 9spdo odssuopel Jegsle HA.
lJzJ:

lJglbss 1. louod o IP IJgluo ol 1Jzoly oluwegsle SSH 90289 pu i@_o_jé lJ9z>6 IJuploss.

38380 pg IUeruo LosES ley 1zl Iuwluws zob Suupess LoSES:

> show version

——————————————————— [ FPR2130-1 ]-------========————-

Model : Cisco Firepower 2130 Threat Defense (77) Version 7.0.5 (Build 72)
UUID : 6197946e-2747-11lee-9b20-ead7c72f2631

VDB version : 338

IJe2dd po luosly 12056 9ulez IUzols IUluss:

> show version

——————————————————— [ FPR2130-2 ]----—-——————————————-

Model : Cisco Firepower 2130 Threat Defense (77) Version 7.0.5 (Build 72)
UUID : 6ba86648-2749-11lee-b7c9-c9e434a6c9ab

VDB version : 338

lJeop0 2. §0 wod9sy Secure Firewall Device Manager w9
e lJogbsbs Jduvods

edos 1ol IUelds IJousbdlzoslbes (HA) 9861 Josl |t blo:



Eth1/6| Qutside Outside |Eth1/6
Primary 192.168.76.10 (Active) 192.168.76.11 (Standby) Secondary
FPR2130-1 FPR2130-2

Eth1/1 FOVER Eth1/1
1.1.1.1 STATE 1.1.1.2

FTD FTD
Eth1/5 | Inside Inside | Eth1/5
192.168.75.10 (Active) 192.168.75.11 (Standby)

opdsu IJogd) IJelds eds pos) lzojs 2ol 1z elss IUles B 1J9z58 [JIuwlwsd

IJgbgs 1. Jodssu welys Wuvd bLs Blgso wslule 1Jezed (FDM): luwdd IJs 1Jzols slud,
999 wdysu [Jpsess vzl Ipzeses eldss o)

High Availlability
Not Configured

CONFIGURE

IJg 96 2. Bs Loes IJlelzs 1dgldss: lod) eds powe IJeols IdIgwluws:

Select the role for this device

The primary device is the unit that you intend should be active under normal circumstances. Configure the primary unit first.
The secondary device remains in standby mode until the primary unit becomes unavailable.

Primary Device or Secondary Device

A ooy wlds pu LS 1J9258 IJuoeses J9236 luuluwss. swp ouwg zese lJodssole
lJp9z920 W 1J9gro IJlgwluso [Jpesso ouwgl popledl lUs 9256 FTD IJelyess 1deesss.




A suwsed Jduuwe ldpoplod spdo luwowsld IJodsso 1Jelds gds 1degé IJelyess.

1Jgo96 3. §p wodssu houlb welyj IJuuvd sleshble hoolb IJzlJe:
O o3l ldpeld: sYsu Jhowlb Idzlds oy leshle hoollb wrly) 1Jw .

FAILOVER LINK STATEFUL FAILOVER LINK Use the same interface as the Failover Link
Interface

unnamed (Ethernet1/1) v

Type Typs
@ pva () IPv6

Primary IP

1.1.1.1

Secondary IP

1.1.1.2

Netmask

255.255.255.252

IPSec Encryption Key
A\ MPORTANT

If you configure an IPsec encryption key with inconsistent settings for export controlled
features, both devices will become active after you activate HA, Learn More [

IJelbys 4. 1u) eds wuuvshb HA

IJglogs 5. loweg wdssy HA |Js 1Jzlebe ws juwldo IJoidé)‘ Jduodo gJds 1J9gre IJelugss.



You have successfully deployed
the HA configuration on the primary device.

What's next?

need to coanfigure Peer Device | configured both devices

Copy the HA configuration to the clipboard.
“_ / Copied Click here to copy again

Paste it on the secondary device.

|.- i ..I
~__ Log into the secondary device and open the HA configuration
page.
/7~ You are done!
| v"’" |

“_/ The devices should communicate and establish a high
availability pair automatically.

S89e IJuble wouui IJodsso eds IJ9s) eds Idzols. Jl ooz lds wae popd wuin. 5 Jp
sbo) s Hwlds obds> .__:IL', lJodssu IUglue o $> wp gdlbo slu §pJ§5 lJouby 9S>
IJe@e: 3 wIdepas) IJs leds Iduodes JUlbJlg eds suwlisd 1Jgbl.

Jol swp uwé |Jod_9..§(:v IJs 1Jelwbs. spdud |gwegsle IJouwgs Jodsso 1dgzso IJelygso
wungs. JJeuosd eds lelu [uolBs: Jl sop ouops plvlz IJogvds) Ss uuwes Idzlbs.

EUS 030 |.Ju;§]a6: Sew i od9y eds LoWes IJoegly,) IJelds: 9szw i odoy glJs ao!jd
"o-_él_?u'o“. Sew lu wouold IJelds |Js Active zos Wod wdssu IJubbs)9ldis sze lu sbo,
eds luo "Wuvd" 2os ©d9e vodssuo.



High Availlability
Primary Device: Active ﬂ Feer: @ Falled

cedsu 1Jesd, 1Jelds eds pos) Izoss 231y 1Jzelss 1Jles B 19236 [Jelugss

&> wdssu IJzoly Il s JJesd;) IdugsbJlzoslbs IJgls: sze wdsso 1Jzols IJeluss
o3 3J9. Lwzd 1589 1Js FDM gds 309 1zl suved o3l 1Jlzle.

1Jgbgs 1. Jodosu weley buuvd bhs 8lgss wslule Idezed (FDM). luedd 1Js [Jzols slud,
999 wdysu [Jpaess vzl Ipzeses eldss [Jogs):

High Availability
Not Configured

CONFIGURE

lJglogs 2. Vs LoWeo IJlwlzo IJgldso: lud) W9 pywe IJzol) IJelugs:
Device Summary
High Availability

How High Availability Works w

Select the role for this device

The primary device is the unit that you intend should be active under normal circumstances. Configure the primary unit first.
The secondary device remains in standby mode until the primary unit becomes unavailable.

Primary Device or Secondary Device

IJgbo96 3. Tee, les IJgsble IJoldss:

* bysds uwods—lud) W98 iy IdJue s pu ek e Juod Bs IJodssu: &p lud,
999 p9l9 8. 8 99p 03l Lupdse IJed9d wldbse IJpuluveo: sldos spdoud 3880l wgd
3JY.

* 1 Ub)s88 1Us2986—8p wodssu boulble welys Ideuvd 9ol IUSGud IJpgws
ro.__:luiué. bed vy IJleshle olduowl gds Idzols Ideluss 1Jss begdeo eds 1Jzol;
|.J|uu|uu§



Paste Configuration from Clipboard

Paste here Peer Device Configuration

FAILOVER LINK CONFIGURATION

Interface: Ethernetl/1
Primary IP: 1.1.1.1/255.255.255.252
Secondary IP: 1.1.1.2/255.255.255.252

STATEFUL FAILOVER LINK CONFIGURATION

Interface: Ethernetl/1
Primary IP: 1.1.1.1/255.255.255.252
Secondary IP: 1.1.1.2/255.255.255.252

CAMCEL

IJglogs 4. 168, B¥9§ wuuivsb HA

s99p Idoble cuuiy Ideodssy gds ISy, eds Idzels. Jl wrelzlds wos pops wub). 131 Jp
sbo, s ) wldoé ods> g_jlo IJodssu IJgluo o 8> wp gdbo 9ly :c‘_,oJ-.sé Jouin s>
IJodse Bp wldoprs) s leds 1duowes JJlbdle gds yuslisd 1Ug bl

wes 1o pld IJodssu: weuod eds Huwlds w@sd 1Y Bpo wldodsso. lod) W96 1Jzu09d
gdso Jogled 1,uwlJs.

gwd o030 IJudbo: sgw o edyy WOs Lozo IJwsly, IJg&IJ@g@ay I oubs) eldé a?ljd IJs To
03l 09 IJzolj IJeluss. B 2lJs velz 1wk pg Izol Ilpwluws: swslew 1Jzols pg 1luwluws:
998 wolso IJpblud: seo lu sIJu IJgoe Vs 9o IUluwoesh sszew o sYyu Idubs) uuvbl.

High Availability
Secondary Device: Standby = Peer: Active



1Jed wdosy IJglzole

IJglbogs 1. Jodgsu 9lzole FDM: oo @d IJs 1Jzols slud) 899 £)u2 zese 1Uglzolw:

Interfaces

Connected
Enabled 2 of 17

View All Interfaces

1Jglo96 2. 235 92, leshle 1Jglzole Jel 09 p9 oz W6 IJuo9):

9lzod lse,uw 1/5:



Ethernetl1/5

Edit Physical Interface

Interface Name Mode Status

insidel Routed v ()

Maost features work with named interfaces only, aithough some

require unnamed interfaces

Description

IPvd Address IPvE Address Advanced

Type

Static v

IP Address and Subnet Mask
192.168.75.10 / 255.255.255.0

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

192.168.75.11 [ 255.255.255.0

CANCEL OK

9lzod lse,uw 1/6



Ethernet1/6

Edit Physical Interface

Interface Name Mode

outside Routed W
Most features work with named interfaces only, although some

require unnamed interfaces.

Description

IPvd Address IPvE Address Advanced

Type
Static v

IP Address and Subnet Mask

192.168.76.10 {  255.255.255.0
e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0
Standby IP Address and Subnet Mask

192.168.76.11 [ 255.255.255.0

e.q. 192.168.5.16

CANCEL 0K

IUgbss 3. we> wdssu Jotssilodloud) 998 IJotssile Iped s
o 9 wldugiy IJlo.



1Jpopb 3. 1Jc280 o0 1Je9d, 1Ugldes Jblys fdm

pobdoule |Jpops:

w2l pu ledble 1deys; 1delds pu 9lz0s IJpuwedse IUyuwsess (GUI) J FDM 9oy 9lz0s b,

IJislo, (CLI) J FDM.

lJeJ:

IJgbgs 1. luw®d IJs IJzols 99z o lesble 1w, IJglds:

Jevice Summany

High Availability

Primary Device
Current Device Mode: Active Peer: Standby

High Awvailability Configuration

@ Select and configure the peer device based on the following characteristics.

GEN
Model Cisco Firepower 2130 Threat Defense
Software 7.05-72

VDB 338.0

Intrusion Rule 20210503-2107
Update

Ethernet! /1
Type 1Pl
Primary 1.1.1.1/255.255,255,252
IPNetmask
Secondary 1.1.1.2/255.255.255.252
IPMetmask

STATEFUL FAILOVE

IPSEC ENCRYPTION KEY: NOT CONFIGURED

IJglo96 2. louod o CLI gl o wldzols IJluwlus J FDM Cluwegsle SSH 98 wldoe s
oluwegsle IJi,oJ show high-availability config:

> show high-availability config
Failover On
Failover unit Primary

Failover Criteria

INTERFACE FAILURE THRESHOLD

Failure Criteria

Number of failed interfaces exceeds

INTERFAGE TIMING CONFIGURATION
Poll Time

5000

PEER TIMING CONFIGURATION

Pall Time

1000

Failover LAN Interface: failover-1link Ethernetl/1 (up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1
Monitored Interfaces 4 of 1293 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(4)200, Mate 9.16(4)200

Hold Time

25000

Held Time

15000

Mumber



Serial Number: Ours JAD231510ZT, Mate JAD2315110V
Last Failover at: 00:01:29 UTC Jul 25 2023
This host: Primary - Active

Active time: 4927 (sec)

slot 0: FPR-2130 hw/sw rev (1.3/9.16(4)200) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface eth2 (0.0.0.0): Link Down (Shutdown)
Interface inside (192.168.75.10): No Link (Waiting)
Interface outside (192.168.76.10): No Link (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Other host: Secondary - Standby Ready

Active time: 0 (sec)

slot 0: FPR-2130 hw/sw rev (1.3/9.16(4)200) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface eth2 (0.0.0.0): Link Down (Shutdown)
Interface inside (192.168.75.11): No Link (Waiting)
Interface outside (192.168.76.11): No Link (Waiting)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : failover-1link Ethernetl/1 (up)
Stateful Obj Xmit xerr rcv
General 189 0 188
sys cmd 188
up time
RPC services
TCP conn
UDP conn
ARP tbl
XTate_Timeout
IPv6 ND tbl
VPN IKEvl SA
VPN IKEv1l P2
VPN IKEv2 SA
VPN IKEv2 P2
VPN CTCP upd
VPN SDI upd
VPN DHCP upd
SIP Session
SIP Tx 0 0 0 0
SIP Pinhole
Route Session
Router ID
User-Identity
CTS SGTNAME
CTS PAC
TrustSec-SXP
IPv6 Route
STS Table
Rule DB B-Sync
Rule DB P-Sync
Rule DB Delete

err

=
o]
(o]

o
o

[eNeNeolNolNolNoNeNeNoNeNoNoNeNe]
[eNelololoNoNeoNoNolololoNoReoNeo el
[eNeNeolelNoNoNoNeoNoNo oo No Ne]
[eNeNeoNololNoNeNeNoNoNoNoNeNoNo ool

[eNeNeNolNolNoNeNel ool
[eNeNeololoNoNoNoNoNoNoNe]
[eNeNeNeloNoNoNoNoNo ol
[eNeNeNolNolNoNeNeNoNeo o Nl

Logical Update Queue Information

Cur Max Total
Recv Q: 0 10 188
Xmit Q: 0 11 957



IJglogs 3. led IUgbse udwo gds IJzols IJeluss.

IJglo96 4. 0288 pu 1JelJs IUeldsé wluwegsle 11, show failover state:

> show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 00:01:45 UTC Jul 25 2023

====Configuration State===
Sync Done

====Communication State===
Mac set

lJglo9é 5. w2898 pu lJodosy pu lJ9gd I ul ussd wluwegsle show running-config failed over
and show running-config interface:

> show running-config failover

failover

failover lan unit primary

failover Tlan interface failover-Tink Ethernetl/1

failover replication http

failover 1link failover-Tink Ethernetl/1

failover interface ip failover-link 1.1.1.1 255.255.255.252 standby 1.1.1.2

> show running-config interface
!
interface Ethernetl/1
description LAN/STATE Failover Interface
ipv6 enable
!
interface Ethernetl/2
shutdown
no nameif
no security-level
no ip address
!
interface Ethernetl/3
shutdown
no nameif
no security-level
no ip address
!
interface Ethernetl/4
shutdown
no nameif
no security-level
no ip address
!
interface Ethernetl/5
nameif inside



security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
1
interface Ethernetl/6

nameif outside

security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11
1
interface Ethernetl/7

shutdown

no nameif

no security-Tlevel

no ip address

1

interface Managementl/1
management-only

nameif diagnostic

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

no ip address

IJpoes 4. bl celes Suud Idpwsd
pobdoule |Jpops:

ey lJslzosd U, uu9pes6 Secure Firewall Device Manager « 9o wog9sJ i>9l, oely Ideuid pu
lJluwlpws/Idounlo: sldelyss/idizeslbs |Js Ul gus/IJiguegsh gldelyss/idouulo

IJzJ:

IJgo96 1. 1u8) 999 1Jzols

B
Device: FPR2130-1

1Je 96 2. 1o, B9 IdLoulb glds 1Jessd, 1e9z9s edis Izlow Ilspo pu pdéue 1Jz0ls.



High Availlability
Primary Device: Active < Peer: Standby

IJ¢ 1098 3. o0 ls 8908 19 (
) 1o suse 1Jpzad.



Resume HA

suspend HA

Break HA

switch Mode



Make This Device the Standby Peer

This action might fail if the other device cannot become active.

Are you sure you want to make this device the standby device?

2 92 IJuble wely) Iduvd crse wuowe IUszrs IJugvbs glojé: souowe 196
IJlzoslbso os 1U9ero IJuuilbs 1Jzas36.

121096 5. w283 pu IJuwses Jel 09 p9 o S 1o,

Primary Device
Current Device Mode: Standby & Peer: Active

o

1Je98 6. pu Idppdu ksl IJozdd eu luwedle IUbowlb "eedsble welss IS bJ" ssew lu
s Il 1dpuood Jseas wedp slzes yub, 1Jsle, IJuwlise:

From State To State Reason

21:55:37 UTC Jul 20 2023
Not Detected DisabTed No Error

00:00:43 UTC Jul 25 2023
Disabled Negotiation Set by the config command

00:01:28 UTC Jul 25 2023
Negotiation Just Active No Active unit found

00:01:29 UTC Jul 25 2023
Just Active Active Drain No Active unit found

00:01:29 UTC Jul 25 2023
Active Drain Active Applying Config No Active unit found

00:01:29 UTC Jul 25 2023
Active Applying Config Active Config Applied No Active unit found



00:01:29 UTC Jul 25 2023

Active Config Applied

18:51:40 UTC Jul 25 2023

Active

Active

Standby Ready

No Active unit found

Set by the config command

PEER History Collected at 18:55:08 UTC Jul 25 2023

PEER-HISTORY

From State

To State

22:00:18 UTC
Not Detected

Jul 24

00:52:08 UTC
Disabled

Jul 25

00:52:10 UTC
Negotiation

Jul 25

00:52:11 UTC
Cold Standby

Jul 25

00:53:26 UTC
App Sync

Jul 25

01:00:12 UTC
Sync Config

Jul 25

01:00:12 UTC Jul 25
Sync File System

01:00:23 UTC Jul 25
Bulk Sync

18:45:01 UTC Jul 25
Standby Ready

18:45:02 UTC Jul 25
Just Active

18:45:02 UTC Jul 25
Active Drain

18:45:02 UTC Jul 25 2023

Active Applying Config

18:45:02 UTC Jul 25 2023

Active Config Applied

2023

2023

2023

2023

2023

2023

2023

2023

2023

2023

2023

Reason

PEER-HISTORY

DisabTed

Negotiation

Cold Standby

App Sync

Sync Config

Sync File System

Bulk Sync

Standby Ready

Just Active

Active Drain

Active Applying Config

Active Config Applied

Active

PEER-HISTORY

No Error

Set by the config command

Detected an

Detected an

Detected an

Detected an

Detected an

Detected an

unit

Other

unit

Other

unit

Other

unit

Other

Other unit

Active

Active

Active

Active

Active

Active

wants

wants

wants

wants

wants

me

me

me

me

me

mate

mate

mate

mate

mate

mate

Active

Active

Active

Active

Active

IJg1096 7. L 1Jezdds Bp wouuvsb 19236 1Jiuuluuss 0,6 ig)s.

IJpops 5. lssld 1o, Idglds 9 luwesoldoe



Spdud sl 9226 p9del Vs j9z elds 1w, sJ9y 03l pdssl gudpl:

o JJol ldgprosu Vs zlds uuilb oyl 9l 5956 luadle IUleuold eds hoolb egly;
I vd IJs euoese IJpuvdJs.

o oy luwaduulad Igble 9236 wUubs 19 lposlbss sluodlzel 9Jl whss buvd Isesle Teule
s3JI 1dsGe.

© 08 pug welys IJBubd lcule cowse wrdss IJulee eds IJzols IJlzeslbs.

SJpu I IS 1d)ssuus wso wedsd HA 90 od HA B lve sop IUlzedlb oldodssy
elds 1Jesd, eds 2ol HA ped3. euspl ©89p weuwe HAC s punz Idodsso. soldelds:
S IJgsh Jlgwesold HA eds uble pedi el sosz IJodsso IUpsres sszed Idzolisu
seedlo Jisg Jorles IJSuvd p)8 1g)s.

,oo]o.J.__,lo U'ooroél

ou 1Jslzoo 1U,u9ps6 Secure Firewall Device Manager « §p wlsdld 1J9g»6 IJiquuu§6 eI 9wl
slpwesolw IJeyw) IJelds gds 1U9zrs wdwol.

lJeJ:

IJ21o96 1. 169, 994 IJzols.

B
Device: FPR2130-1

lJglogs 2. 169, W98 IULoulb glds 1w, 1Jeszes eds IJzluw I.Ji..gfog ou pdéue IJzols.

High Availlability
Primary Device: Active . Peer: Standby



IUg1o96 3. o0 58906 1Jey9um (
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Resume HA

suspend HA
#2 Break HA

«' Switch Mode



Suspend HA Configuration

Suspending high availability on the active unit suspends HA on both the active and
standby unit. The active unit will continue to handle user traffic as a stand-alone
device, whereas the standby unit will remain inactive. The HA configuration will not
be erased.

Do you want to suspend high availability on both the active and standby unit?

CANCEL 0K

IUg1o96 5. 0288 pu IJuwses Jel 09 9 oe B 1Uuns,é:

Primary Device
Current Device Mode: Suspended €) Peer: Unknown

© Time of event: 25 Jul 2023, 01:08:01 PM
Event description: Set by the config command

1g1096 6. Jlpweisold HAL po lsdsos 1densum (
) 2oy luwosolo HA.



© Resume HA

O SuspendHA
#2 Break HA

«' Switch Mode



Resume HA Configuration

Are you sure you want to resume the high availability configuration?

121096 5. w2838 pu IJueszs Jel 09 9oz B 1dues,é:

Primary Device
Current Device Mode: Active Z Peer: Standby

lJpopd 6. I,y 1ol IJelds

Blde wgd oyge Os io Sepd lJzoblu Jjoe EU:.'-.; lJe99) Vspdud Juw) odssu HA. g0l
o)y HAC suouz JJ zolj goly puwedd. sevw lu wogs) vdssuloel Jel sds:

.+ spoub Izl ok oldedsss 1Jdled Jal 09 God IUSI o pe Lilds odsss HA.

* 9swdyy Idgolj Idlzeslbs pu zese wdssule 1Uglzos IJos wpo Lldwel ldluolws |Js
od9su HA. swp websd gese 1Uslzole [Jplbséc gds 1Uigp pu £3p websd lJglzole
lJo,es6. wlbd 9lzos IUbLo wuvlbs: J3JY Spdud ogwesd 1Us>gsd 1Js 1Jzgolj slglo
wJdgsyo.

,oo]o.J.__,lo Urooloél
o0 1UJglzoo U, w9056 Secure Firewall Device Manager: §po wJuw) joz [Jesws) IJelds.
lJeJ:

IJe 96 1. lud) B9 1Jzols.



I
Device: FPR2130-1

1Jg1096 2. 108, B398 IJLoulb glds 1Jesd, 1Jeszss eds IUzlow Iispu po pdiue 1Jzol.

High Availlability
Primary Device: Active = Peer: Standby

IJ¢ 1098 3. o0 ls 8906 19w (
). 30, Jou, HA.



Resume HA

suspend HA
72 Break HA

' Switch Mode

IJg1096 4. 19,1 5 uulds IJoldss. 9235 ol I3l Juo ouss weass gsh welbsd IUslzole: 9lu@,) 99,6
Break.

Stw wedss 1Jgsh) Jogbsd IJglzole 13l oo w@89p oY HA po 9256 IJlwegsls.



S89p IJuble oy céssilod eds 1By, gds I po 03l Idzol szolj IJubs, (1 1edw). §>
Swwodd douuiy vuog d38lsy zos sJdopd gds JJ zols sdds suove JJ zobs puwe 9l

Confirm Break HA

& Deployment might require the restart of inspection engines, which will result in a
momentary traffic loss.

Are you sure you want to break the HA configuration?

When you break HA from the active unit, the HA configuration is cleared on both the
active and standby unit, and the interfaces on the standby unit are disabled. When
you break HA from the standby unit (which must be in the suspended state), the HA
configuration is removed from that unit and interfaces must be disabled.

Disable interfaces on this unit.

CANCEL BREAK

1298 5. 0288 pu lduoses Jel 09 pouoe s 1Ju0s)é:

High Availability

) CONFIGURE
Not Configured

ped9ple Slo Lodo

c spdu lJees) eds egpse luosble sdsd edasy bl lzojs 2l 1z plss Ilew o Cisco oul

https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-
configuration-guides-list.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
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https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-
9781587144806
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https://www.cisco.com/c/en/us/support/security/defense-center/series.html
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https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
https://www.cisco.com/c/en/us/support/security/defense-center/series.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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