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il e e i o == ==n @ @ @ admin
cisco e RS RS Manitoring Policies Objects Device: firapower Administrator
L%, API Explorer

@ Security Policies

ACTION  ZOMES RETWORKS

CREATE ACCESS RULE

Dafault Action Access Control @) Block & [, ~
IJ09,8 1. 91206 pyueise 95w FDM.
IJglo96 2. 13, 1Jdisé Accessolicy Jg )0 luwesglele AP pgoJuds.

IICIIIS!IOII Firepower Device Manager L‘.o:‘lll(:':'.q Pboc-cs OnT:;c:s [:'r'-:rcml'To"pm @ @ @ 0

documentation for the resource.

FTD REST API

You a0 1881 the various methods and resourcas thisugh this page. When you fll in parameters and chick the Try It Out! button, you mteract directly with the system. GET calls retrieve real iffarmation.
POST calls create real objects. PUT calts modify existing objects. DELETE calls remove real objects. However, most changes do not become active until you deploy them using the POST

loperational /deploy resource in the Deployment group. Although some changes, such as to the management IP address and other system-level changes, do not require degloyment, it is safer to do a
deployment after you make any configuration changes.

The REST APl uses OAuth 2.0 to validate access. Use the resources under the Token group to get @ password-granted or custom access foken, to refresh a token, or 1o revoke a token. You must include a
walid access token in the Authorization: Bearer hitader on any HTTPS request from your AP1 chent,

Bafora using the REST API, you need to finish the device initial setup. You can comphete the device initial setup either throwgh Ul or through InitialProvision AP
You can also refer to this page for a st of AP custom error codes. (Additional emors might exist.)

HNOTE: The purpose of the APl Explorer Is to help you bearn the APL. Testing calls through the AP Explorer requites the creation of access locks that might interfera with regular operation. We recommend
that you use the AP Explorer on a non-production device.

Cisco makes no guarantas that the AP| version included on this Firepowar Thieat Device (the “API™) will be compatible with future releases. Cisco, at any time in its sobe discretion, may modify, enhance of
otherwise improve the APl based on user feedback,

AAASetting

ASPathList

I AccessPolicy

ActiveDirectoryRealm
ActivelserSessions

AnyConnectClientProfile

AnyConnectPackageFile

IJu29,6 2. 9lgod puweise 95w API Explorer.

IUg1o96 3. S wogugsd GET IJpdldes JJzuoad eds perd woz IUsunsd.



AccessPolicy Show/Hide List Operations  Expand Operations
m /policy/accesspolicies/{parentld}/accessrules

m fpolicy/accesspolicies/{parentld}/accessrules

[l [policy/accesspolicies/{parentld}/accessrules/{objld}

ﬂ fpolicy/accesspolicies/{parentld}/accessrules/{objld}

m [fpolicy/accesspolicies/{parentid}/accessrules/{objld}

m Ipolicy/accesspolicies I

E fpolicy/accesspolicies/{objld}

lJuo9,6 3. Wisé wog |9 o9d.

lJglb9s 4. seo edsd IJog bTRY ITOUTI w0l |uwoelewd 9lzes oypes IJobosyle (API).

[ LT [T —— Lisraaar T o £
cisco FEESSSIESSSS S SN Monitoring Policies Otjects

@ @ fﬂ.‘l‘:ll-ll:‘ls frarcy

FTD REST API

API Explonar

Error

528

W0 inolicyfaccesspolicies/{obild)
/palicy/accesspolicies! {objld)

IJu09,6 4. 250! 1Us 135S sd89p woubésd luvwsgle slzos w)prs IJobosdle (AP).

1J¢b9o 5. louwg 3soN Idoslole pu zod IJlgwegles 1Us o996, Jlgdle Sgo luvwésle peywd wog
IJoede wldsuesd.



Firepowe & Manager = @ @ @ 0 adrnin
cisco She==s SN Monitoring Policies Objects Device: firepower Administeator
F

FTD REST APl

B
e}

AP Explorer

curl -X GET --hesder "fccept: spplication/§3on” "hreps://10.88.243.61: 44370 /apk/ fda/ve/policy/sccesspolicies”
Request URL

hrtps:/18.88.243.61: 44370/ api  Fdm/vi/policy /accesspol icies
Response Body

“hitCount™: {
“hitCeunt”: B,
“firstHitTimeStamp™: =7,
“lastHicTimeStamp™: °7,
"lastFetchTimeStamp™: "3923-87-18 23:12:162%,
“type”: Thitcount”
I8
“type": “accessdefaultaction”
I
“sslPolicy™: null,
“certWisibilityEnabled™
“metworkanalysisPolicy”:
“advancedSettings™: {

“dnsReputationEnforcementEnabled™: true,

“type”: “advancedsettings"

= c7Beb6be-cbST-43e-bebf 9567903475037,
g
securdtyIntelligence™: null,

IJue9,6 3. IJzuesd eds luworlewsd po woz IUsue9d.
IJglb9o 6. luze g0 Wisé TimeRange 9owzol gds puved v 9lzos wypzs lJobosyle Jg)uo
lowesglele 9lzos oypes IJobosdéle (API) IJegodwss.

] LT | o e
CI5CO T e O Y

Monitaring

CHCNONON : M

StandardAccessList

FTD REST API

Standard CommunityList
AP Explorar

SyslogServer
Em

I Systeminformation
Telemetry

TestDirectory
TestldentityServicesEngineConnectivity
TestldentitySource

TifgRange |

TimeZoneObjects
TimeZoneSettings
TimeZones

Token
TrafficinterruptionReasons

TrafficUser

Trafficl lsarGroun

IJu29,06 6. Wiss wbl g 1Jsde.

IUsboss 7. B wlouble £33 Jisule TimeRange 1Uss oys0 wluuoisle luuesgle POST API.



ltaln
:isco

== admin
mnge Show/Hige  List Operations  Expand Operations
D REST API = =
u Jobject/timeranges

| m lobject/timeranges I

Implementation Notes
This AP call is not allowed on the standby wnit in an HA pair.

Response Class (Status 200)

Miode Example Value

“effectivelndDateTime™: “string”,
“recurrencelise™: [
{
days™: |
=mon™
Is
“reswrrenceType”;
“dailyStareT

Response Content Type | appheatonison v |

Parameters
Bprpmeter T Description Parameter Type Data Type
bedy (required) body
Maodel Exampic Value:
y “veesions “string

[Juo9,0 7. [uwesgle pbé 1o, Jublg U9 dw.
loge oul gu puldsy ssoN JJoouwsd Jlogsle Jlisuso TimeRange PE_L"JJ\.é@L.J.

[JIlse, 1:

<tfroot>

{

"name"':

range-obj -1

"recurrencelList": [
{
"days": [
"MON",
"TUE",
"WED",
"THU",
"FRI"
1,
"recurrenceType": "DAILY_INTERVAL",
"dailyStartTime": "

00: 00

"dailyEndTime": "

"type": "recurrence"

1,

"type": "timerangeobject"



lJJlso 2:

<{froot>

{

"name" :

range- obj - 2

"recurrencelList": [

{
ndaysn: [
n MON n

1,
"recurrenceType'": "DAILY_INTERVAL",
"dailyStartTime": "

"dailyEndTime": "

"type": "recurrence"

1,
"type": "timerangeobject",

}

A pdlebé: o3Iy lduogb TRY ITOUT! Jugugsd pdldele APL.

IUs 1096 8. §p wouigSJCET IUpdldps JJzuosd es perdle Jlse TimeRange.



i

a o ONNONON : Biv
Device: fircpawer e Administrator

hatps i/ 10,88, 243,61: 44370 apd/ fdu/vi/cb ject /timtranges —

st nat] .
cisco

Monitoring O

e

Response Body

“effeceiveEndDateT ime
“rocurrancelist™: [

“FRI=
1s
“recurrenceTyps™: “DAILY_INTERVAL™,
“dallyStartTime™: “90:00°,
“dailyEndTime": "23:50°,
“type®: “recurrence”
H
Ja
“timeRangeObjeceld™: 3,
"id: "718eBb5c-2697-11ee- 0507 -FTedT 2030186,
TRy timerangechiect”,
“links™: =

Response Code

]

Response Headers

T "hytes”,
i “mo-gache, PO-STORS, max-3Eee0, sust-revalidate”,
e

Ly am

IJue9,6 8. 1Jzuosd eds luworlewd po IJoblg 1Ujpus.

1Jg 96 9. 108, W9 §Deployl sy JJwedd pu woesd IJogssile IJos Gpw wol subusdol.

alaln ) o .
cisco 4 vianage Monitoring Policies Device: firepower @ @ @ o Administrator
FTD REST API ; Firepower Threat Defense REST API

AP Explorer

The following is a list of resources you can use for programmatic access to the device using the Firepower Threat Defense REST APL The resources are organized into groups of related resourees, Click |

group name 1o see the available methods and resources. Click a methed/resource within a group to see detalled information. Within a method/resource, click the Model link under Response Class to see
Error Cat documentation for the resource.

You £an test the vanous methods and resources thiough this page. When you fill in parameters and click the Try It Out! button, you interact directly with the system. GET calls retrieve real information,
POST calls create real ohjects. PUT calls modily existing objects. DELETE calls remove real objects. However, most changes do not Become active until you deploy them using the POST
foperational/deploy resource in the Deployment group. Although some changes, such as to the management IP address and other system-level changes, do not require deployment, it is safer to do a
deployment after you make any configuration changes.

1Ju29,6 9. 5y IJogin IJpss) pu puwodyivnd 9lzes wypzs ldobosdle.

1Jgo96 10. ©2808 pu Loed IJodssy 1Uds Gpw wlogbliso 1UlG 9lu@) 99§ DEPLOY NOW.



Pending Changes

Q Last Deployment Completed Successfully
19 Jul 2023 06:32 PM. See Deployment History

Deployed Version (19 Jul 2023 06:32 PM) Pending Version

) timerangeobject Added: range-obj-1

recurrencelist. recurrenceType: DAILY INTERVAL
recurrencelist.dailyStartTime: 80:80

recurrencelist.dailyEndTime: 23:58
effectivestartDateTime: Started
effectiveEndDateTime: Never End
timeRangeObjectId: 3

name: range-obj-1

recurrencelist.recurrenceType: DAILY INTERVAL
recurrencelist.dailyStartTime: 12:80
recurrencelist.dailyEndTime: 13:88
effectiveStartDateTime: Started
effectiveEndDateTime: Mever End
timeRangeObjectId: 4

name: range-obj-2

MORE ACTIONS » DEPLOY NOW b

IJuo9,6 10. o936 g ss,le FDM IJpedds.

IJgbgo 1. oz guAccessPolicylJ9iso 9ldwe luwwsgle POST Jloyile $lgss wepdpe Vs 1Jy o9
ouwow lJs 1Jsgue.

wlar] = - [i%ii o 5= = o admin
Firepower Device Manager y
cisco B S Monitosing Policies Oblects Davice: firepower @ @ Administrator

Cisen makes no guarantee that the AP version intluded on this Finepower Threat Device (the “API”) will be compatibile with future releases. Cieco, at any e in its sole diseretion, may modify, enhanee or
FTD REST API ¢ othanwize impeove the API based on user feedback.

AP| Explorer
AAASetting

ASPathList

AccessPolicy Show/Hide List Operations  Expand Operations

Inali i Al
L3 P

DELETE

Ipolicy/accesspolicies
Ipalicy/accesspolicies {objld)
Inclicyfaccesspolicies/{objld}

sooaneEek

ActiveDirectoryRealm
ActiveUserSessions

AnyConnectClientProfile

Idues,s 1. IJloold 1dpeouigy Juog 1Usuosd.

loze oul gu peld 10N Cogwsd Jlouble Slises IJozde S 1dsuosd (ACL) Idpuwewss [Js
lJsde sldos wose Is 1denss pu 1D IJs Ideub$s 1UEhzss.

s pu luwegsle perd Jliso ubld IJsde IJuozse.



<tfroot>

{
"name": "test_time_range_2",
"sourceZones": [
{
"name": "inside_zone",
"id": "90c377e0-b3e5-11e5-8db8-651556da7898",
"type": "securityzone"
}
] ’
"destinationZones": [
{
"name": "outside_zone",
"id": "blaf33el-b3e5-11e5-8db8-afdcObe5453e",
"type": "securityzone"
}

1,
"ruleAction": "PERMIT",

"eventLogAction": "

LOG_FLOW END

"timeRangeObjects": [
{

Il_idll: mn
718e6b5c-2697-11ee- a5a7-57e37203b186

"type": "timerangeobject",
"name": "Time-test2"
}

] ’

"type": "accessrule"

}

% pdlzbé: eventLogAction Sgw ig SIJ9y LOG_FIOW_END oy i@_J ouvesd IJgre Vs wolso
lJo>9@: 9ldl BOluo sglos 'a]oi.

IUekess 12. 8p wuuiy IJotssile Jobusy Slises IJozde B 1dsuesd (ACL) Izss26
lJeuwewsé Ids 1dsde. see lu wgyuo pbldous ldogss)lo Idped$6 Jiso Idubly 1djp0s
lJpuwwgspe Vs 1Jgbgo 10.



Pending Changes

0 Last Deployment Completed Successfully
19 Jul 2023 07:05 PM. See Deployment History

Deployed Version (19 Jul 2023 07:05 PM) Pending Version

o Access Rule Added: rest_time_range

- logFiles: false

- eventLoghction: LOG_FLOW_END
= ruleld: 268435468

- name: test_time_range
timeRangedbjects:

-
sourceZones:

= inside_rone
destinationZones:

- outside_zone

a Access Policy Edited: NGFW-Access-Policy

lJuo9,6 12. sgHue wless FDM Pending Changes 1J§lgxs 1Jz>s26.

lJglogs 13 (Izoshss). Bl Jow erge Vs weys) Blises Idoedp Os 1J9uo9d (ACL) Bspedod
lovedslpPuTldpdldes 9o2)s) perd wbld IJsdw.

alraln ot E i o E= @ @ @ @ e admin
Firepower Device Manage = w
cisco Manitoding Policies Objects Device: firapowers L] Adiministrator
B Teolicyl: licies/{parentid]/: les/{abjld}
FTD REST API ¢
[ o cosssoosciossgarensaaccosnsesoo

AP| Explorer

Implementation Notes
This AP| call is not allowed on the standby wnit in an HA pair.

Error

Response Class (Status 200)
Model Exampie Value:

“name”: “string” =
¥
1.
"ssurceletmerka™: [
i
"4d%: "srelng”,

Response Content Type | applicationjsen v

Parameters
Vol Description Parameter Type  Data Type
pensntid (required) pett woind
¢ th -
3 (required) =

IJuo9,6 13. luwesgle PUT Joog 1Js 09U

loze oul g0 peld 1SON IJouuwsd Jos) IJubld 1djeus: 9spdu wrese perdle bl
1J9 8 030 wluagsleGET Ul uesgle.

<ffroot>

{

"version": "flya3jw7wvqg7",
"name": "test_time_range",
"ruleld": 268435460,
"sourceZones": [



{
"version": "Typkhscmwq4bqg",

"name": "inside_zone",

"id": "90c377e0-b3e5-11e5-8db8-651556da7898",
"type": "securityzone"

}

1,

"destinationZones": [

{

"version": "pytctz6vvfb3i",

"name": "outside_zone",

"id": "blaf33el-b3e5-11le5-8db8-afdcObe5453e",
"type": "securityzone"

}

1,

"sourceNetworks": [],
"destinationNetworks": [],
"sourcePorts": [],
"destinationPorts": [],
"ruleAction": "PERMIT",
"eventLogAction": "LOG_FLOW_END",
"identitySources": [],

"users": [],
"embeddedAppFilter": null,
"urlFilter": null,
"intrusionPolicy": null,
"filePolicy": null,

"logFiles": false,
"syslogServer": null,
"destinationDynamicObjects": [],
"sourceDynamicObjects": [],
"timeRangeObjects": [

{

"version": "i3iohbd5iufol",
"name": "range-obj-1",
ll_idll: n

718e6b5c-2697-11ee- a5a7-57e37203b186

"type": "timerangeobject"

}

1,

"id": "0f2e8f56-269b-1lee-a5a7-6f90451d6efd",
"type": "accessrule"

}

IJggs 14. iy IJogssile 9ldezdd puol.



Pending Changes

@ Last Deployment Completed Successfully
19 Jul 2023 07:19 PM. Sea Deployment Histony

Deployed Version (19 Jul 2023 07:19 PM) Pending Version © LEcEND

@) Access Rule Edited: test_time_range

@) Access Rule Added: test_time_range_2

logFiles: false
eventLoghction: LOG_FLOW_END
ruleld: 268435461
name: test_time_range_2
timeRangedbjects:
- range-obj-1
SOUrCETOmES ;
= inside zone
destinationZones:
- outside_zone

Q Access Policy Edited: NGFW-Access-Policy

MORE ACTIONS v DEPLOY NOW

IJue9,6 14. s&)u2 wlwss FDM Pending Changes wgss) IJdlse.

lJozodl pu lduoes

1. 9p yoL}bé§JmowtimermgelJipJ Jduegl pu glds Jlisule Idoublg 1Uje0s8 J>sd.

<tfroot>
>

show ti me-range

time-range entry:
range-obj -1
(

active

)
periodic weekdays 0:00 to 23:50

time-range entry:
range-obj - 2
(

inactive

)
periodic Monday 12:00 to 13:00

2. 1w pshow access-control-configlhl ey JJw2 8l eu Lo2s wdssy Bless Iduede B IJsLo9J.



<ffroot>
>

show access-control -config

[ NGFW-Access-Policy ]

Description :

[ Default Action ]
Default Action : Block

Logging Configuration

DC : Enabled

Beginning : Disabled

End : Disabled

Rule Hits : 0

Variable Set : Object missing: 76fa83ea-c972-11e2-8be8-8e45bb1343c0

=== Security Intelligence - Network Whitelist ]====
=== Security Intelligence - Network Blacklist J]====
Logging Configuration : Disabled

DC : Disabled

=====[ Security Intelligence - URL Whitelist ]======
=====[ Security Intelligence - URL Blacklist ]======
Logging Configuration : Disabled

DC : Disabled

Action :

Al | ow

Source ISE Metadata :

Source Zones : inside_zone
Destination Zones : outside_zone
Users

URLs

Logging Configuration

DC : Enabled

Beginning : Disabled

End : Enabled

Files : Disabled

Safe Search : No

Rule Hits : O

Variable Set : Object missing: 76fa83ea-c972-11e2-8be8-8e45bb1343c0
Time Range :

range-obj -1

Daily Interval

StartTime : 00:00

EndTime : 23:50

Days : Monday,Tuesday,Wednesday,Thursday, Friday



3. ¥p wouvgsd wuoese IJigblesysem support Trace JJolds oo 1w 2,96 1d0,9) wuod [Js 1J@less

IJoozses.

<{froot>

> system support trace

Enable firewall-engine-debug too? [n]: y

Please specify an IP protocol: tcp

Please specify a client IP address:

Please specify a client port:

Please specify a server IP address:

Please specify a server port: 443

Monitoring packet tracer and firewall debug messages

10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
match rule order 1, 'test_tine_range', action Al ow
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
al l ow action

10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
Firewall: allowrule, 'test_tinme_range', allow

10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1
10.10.10.3 62360 -> Destination IP 443 6 AS=0 ID=3 GR=1-1

pass

New firewall session
app event with app id no change, url no chang
Starting with minimum 1, 'test_time_range', a

MidRecovery data sent for rule 1id: 268435460,

Packet 1930048: TCP ** *S*, 07/20-18:05:06.
Session: new snort session

AppID: service: (0), client: (0), payload: (0
Firewall: starting rule matching, zone 2 -> 1

Policies: Network 0, Inspection 0, Detection
Verdict:
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