odyso wezles Buvd ISP 1Jes592 J FTD 1Jesl,
w9l wlos FMC

lIJpeossle

lJp, 9506
sl Jole |l wl_w.sé

lJoedoule | P00

lJp 95,00

S9uoe o3l ldpuwews Jsdss wdssy welyy Wuuvd ISP 1Jejx9z wluweésle PBR 9 IP SLAs gJs
FTD lJss cop bLoo wolywlbs FMC.

lJeobdulo

900 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
s lJugzse ldpwows Ids IJuwsluws (PBR)
¢ |ol¥se pwe9s 306 wy9w9d9d IJlue,ue (IP SLA)

* o) bbl,y6 Firepower (FMC)
» Firepower Threat Defense (FTD)

lJpdovlo Idpuwespd

ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luosble Idolez 9ldedsole 1Jpehbss IJeldss:

« FMCv 7.3.0
« FTDv7.3.0

e logule IJﬁngrolo 1J9ly>6 WS 03l IJpuwews pu Uiao)é 1J 09296 WS wSiS6 pgpdso gluoo.
wlo gpse 1Jlzoso IJpguegsps Os 03l lJpuwows vodssy ppuwse (IVe,)luos). Bl Jlue



Juodod §es IJouvgsd: Bulds po Bopd JJolos) Ipewed Jis o).

peJyple lgwlywso
wb,6 glpé gds psié wedw Idpuwl) Idoloo

owse 2836 "wede Idpuwl IJeloe” J FTD |gueésle louold o ISP elugs Ws z21ds £30 w99,
IJg o 1Jpdz) IJluwlums. 900 led cedesd o3l 1ldedbb: sé9p "wovlpz Idbuwld Blisd 1duw,es
(FTD)" .y puwl)y eloe w03 o)l §us ©@89p wopdsso. o)lde gpdsé SSLA IJodwd Llywwgsle
bJole os>s ICMP 1Us>g,86.

Blde sop ©dds 13 wods: Suusop leool Iddlso pebdl gsep [IUs Idpunh IJpdeno pu
e29d IJuszso. sop luwesle puvh vt leosllos wp wdssve puvodl wodl po ldeuul, Idss
e Lldoo. susuel sd9u punb Idouwt Idlzoslbs Gss IUlguegsle wsluod gpdss pil9wd
SLA pzladlwol JJguo9d 1Us 0538 1Je)l§ws.

9oy w98, 1Josd o6 13,8 swp luvowsld Idpush IJisd B za9d IJogzsoe: Jol oo [51Us
ewvl IJouwe IJlzoslbgs.

Sedud IUlu odoso Idesss pu lplele lghbs wozse IJwzydle IJeldss 1Jpuwenss [Js
IJuwslws B b Isde. gwspl coblod 2J6 1Jess) pe pelssy el s2lad IJuble
lelé wogso eyJs 1dpy9) Ids gulasu IP wldo,ose [Uds wessopus wuge.

o9, IJpsjo eds iaoja FTD Uo:§ ouved IJluosly 7.1 9ldos wope blLwel Jlzgl woluwbs
lJluosly 7.3 po FMC gldlosble IJlz>w.

lJodosuy

lLuwe Jotbsbs JJuvods

O@3p 030 1Juo9)6 poldl eds e lJogbsbs JJduveds.

ISP1 Internet
10.115.117.1
ISP2 Internet

172.20.20.13



ISP1=10.115.117.1

ISP2 =172.20.20.13

lJodysule
lJglbgs 1. v dosu Jlsule pyl 96 SLA.

s FMC: lye@8d |Js Object > Object Management > SLA Monitor > Add SLA Monitor 9] 2196 Jlisy el 6 SLA
Jeulysu IP J ISP.

Uilus SLA Jdgobs IUlBe,luoss 1Jiowlguss (ISP1).



Edit SLA Monitor Object

MName: Description:
| saL

Frequency (seconds): SLA Monitor ID*:
60 1

{1-604800)

Threshold (milliseconds): Timeout (milliseconds):
S000 5000

s e b i m .\_.I:l.-.- -\.l:l-
|_'\. 'E'\-I-I-'I:l_l 1 'E'I- q'\.l L) ('

Data Size (bytes): ToS:
1]

Number of Packets: Monitor Address®:

B ' 10.115.117.1

Available Zones
0, Search Selected Zones/Iinterfaces

Outside

IJuo9,6 2. |bly cdsse yiluivs SLAT,



Uilws SLA JJgolys IUlB el oss IUelogss (ISP2).

Edit SLA Monitor Object

Name:

| staz

Frequency (seconds):

Threshold (milliseconds):

| 5000

(0= G000

Data Size (bytes):

28

0= 16384
MNumber of Packets:
[ 1

Available Zones
L, Search

Backbone

Description:

|

SLA Monitor ID*:
| 2

Timeout [miliseconds):

| 5000

. T T
15 E.-—-.--\.- ALA R

Tas:

|0

Monitor Address®:
[ 172.20.20.13

Selected Zones/Interfaces

Backup

e ]



lJglo9es 2. odysu Idpuwble Idolowsd oluuwegsle puwl)y IJeuwl.

s FMC. lue@dd |Js Device > Device Management > Edit the desired FTD > Routing > Static Routes, 9]_o |96 lJewble
lJolows wuplybs SLA I uorses.

Sew o odou Lilué SLA os IJos oldu IJuslus 11l uoss.

el IJeloe Jdeuls 1dIe,)luosé 1Jiuwlwss:



Edit Static Route Configuration

Type: ® |Pud IPvE
Interface®
outside -

(Interface starting with this icon [ signifies it is available for route leak)

Available Netwark O - Selected Network
o, Search any-ipvd

10.10.10.1
10.117.0.250
10.34.24.0
172.16.0.20
172.20.20.13
192.168.1.20

Ensure that egress virtualrouter has route to that destination
Gateway

10.115.117 .1 * |+
Metnc:

1

Tunnelhed: {Used only for default Route)
Route Tracking:
SALT » |+

IJu29,6 4. 6136 wdssu Ideuwl) IJeloo JJslzes 1UEDzs6.

IJpowh IJeloe Jdgobs 1B e,lunss 1Jelusss.



Edit Static Route Configuration @

Type: s |Pvd IPvE

Interface®

backup v

(Interface starting with this icon [Bsignifies it is available for route leak)

Available Metwork O -4 Selected Network
4, Search any-ipvd

10.10.10.1
10.117.0.250
10.34.24.91
172.16.0.20
172202013
192.168.1.20

Ensure that egress virtualrouter has route to that destination

Gateway
172.20.20.13 r | +

Maitric:
254

Tunneled: (Used only for default Route)
Route Tracking:
SLAZ r  +

IJu29,6 5. uld3s wdysu Idpuwl IJeloe Jslzes Idowe Idlzoslbes.

IJgo96 3. odasy Idpusble IUluwluwss JJuog.

e W9d |Js Device > Device Management > Edit the desired FTD > Routing > Policy Based Routing, IL)DL9U IJ PBR: glge o
lJesgd Sbo.



Add Policy Based Route

A policy based route consists of ingress inlerface bt and & oot of malch criteia associsied 1o egrets intertsces

Ingiesss Inbedtace™

Select

Match Criteria and Egress Interace
Specity fomward action for chosen match crileria

There are o fonward-actions defined yet. Start by defining the first ane

1Ju29,6 6. uld3é wdssy PBR.

odosu lplele lglhé IJugzso.

o« T2, Blisps wpde B 109 23836 wuss pbludwol Iy @e Lluoldwol.
s uewlPAddress py Sendto gshy.
« B o3l lJpeld. 10.115.117.234 o9 FTD slgJ gusly IP.

Edit Forwarding Actions Q
Match ACL:* | all_ipv4_for_pbr | + :
Send To:* | IP Address W |

IPv4 Addresses: 110115117234 |

IPv6 Addresses: | For example, 2001-db8~, 2002:db8:1: |

Don‘t Fragment: | Mone |

[C] Default Interface

IPvd settings IPv6 settings

Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address
Verify Availability |£| .
=x
L B

1Ju29,6 7. uld3s wdysu lplele lghe Idoszso.

Bp wlJoprs) Jiuwdd 960 wluolds Verity Availability §se J ISP1.



Edit Forwarding Actions 7]

[T] Default Interface

IPvd settings |IPv6 settings
Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address
Verify Availability (+]
IP Address: Sequence: Track:
10.115.117.1 1 1 Pl |

IJue9,6 8. uldss wdysu lplele lghe Iduszso.

I b 1Jgpdsé J9lzos Iduuwe Ilzeslbs. 9pg 3JY: olds oo luwogsle Jliso Blisps wede
B Iyuesd peods.



Edit Forwarding Actions

Match ACL:* | internal_networks | +
Send To:* | IP Address w |
IPv4 Addresses: |172.20.20.77 |
IPv6 Addresses: | For example, 2001-db8, 2002:db8-1: |
Don‘t Fragment: | Mone |

"] Default Interface

IPv4 settings IPv6 settings
Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address

Verify Availability

1Jue9,6 9. ulwss wdssu lplele lehs IJwszso

o)l o IJe pdsé Jveity Availabilityl Joosisé 9JIJo 1l J ISP2.

Edit Forwarding Actions

[] Default Interface

IPv4 settings IPv6 settings
Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address

Verify Availability
IP Address: Sequence: Track:

172.20.20.13 2 2




1Ju29,6 10.0283 pu wdosyu lJess,.

wedd pu Loes IJodssu IJglue .

. Firewall Management Center ,
] g t Devices [ o @ 5@ admo e
—
FTDb-osmontoy m
Cisco Firepower Threat Defense for VdWare
Ierfaces Infine Sets DHCR® VTER
Palicy Based Routing
Specify ingrss interfaces. match criteria and egress interfaces 1o mwie trafc accondingly. Teaffic. can be rowind across Egress interiaces accordingly
[ Confpro maoaco Pricay | A
vian2816 A
ail_igned,_for_por 0115117238

Policy Based Routing

IJuos,s 1. wdesy PBR.

U280 pu lduors

lJoue9d IJs FTD pu gJIJ IU8uw,0 UTroQé (SSH) glwwesle IJi'DJ system support disagnotsic-cli 9_ugJ o3l
iro_)i

* show routemap: S&,u2 03l 1Jlo) odssy ¢rsbé IJpuul).

<#root>
firepower#

show rout e- map

rout e-map FMC_GENERATED PBR 1679065711925

, permit, sequence 5
Match clauses:
ip address (access-1ists): internal_networks

Set clauses:
ip next-hop verify-availability 10.115.117.1 1

track 1 [up]

ip next-hop 10.115.117.234

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 10
Match clauses:

ip address (access-1lists): all_ipv4_for_pbr

Set clauses:
ip next-hop verify-availability 172.20.20.13 2

track 2 [up]

ip next-hop 172.20.20.77
firepower#



*  show running-config siamonitor: S¢&,2 03l IJle, odesy SLA.

<#root>
firepower#

show runni ng-config sla nonitor

sla nonitor 1

type echo protocol ipIcmpEcho 10.115.117.1 interface outside
sla monitor schedule 1 1ife forever start-time now

sla nonitor 2

type echo protocol ipIcmpEcho 172.20.20.13 interface backup
sla monitor schedule 2 1ife forever start-time now
firepower#

* show slamonitor configuration: S¢& y 2 03l Uip_) ISpe wIdgsu SLA.

<#root>
firepower#

show sl a nonitor configuration

SA Agent, Infrastructure Engine-II
Entry number:

1

Owner:
Tag:
Type of operation to perform: echo

Target address: 10.115.117.1

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active



Enhanced History:

Entry number:

2

Owner:
Tag:
Type of operation to perform: echo

Target address: 172.20.20.13

Interface: backup

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

* show slamonitor operational-state! S¢& y o 03l Uip_) lJzldé Idoubgsdsé Jgpdss SLA.

<#root>
firepower#

show sl a nonitor operational -state

Entry nunber: 1

Modification time: 15:48:04.332 UTC Fri Mar 17 2023
Number of Octets Used by this Entry: 2056

Number of operations attempted: 74

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 17:01:04.334 UTC Fri Mar 17 2023
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1



Entry nunber: 2

Modification time: 15:48:04.335 UTC Fri Mar 17 2023
Number of Octets Used by this Entry: 2056

Number of operations attempted: 74

Number of operations skipped: 0

Current seconds left in Life: Forever

Qperational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 17:01:04.337 UTC Fri Mar 17 2023
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

o showtrack: &2 03l 1l IJpedsple IUpeed$s wlddlisole IJos e wgdwol woluwbs
gpdsé wedw SLA.

<#root>
firepower#

show track

Track 1

Response Time Reporter 1 reachability

Reachability is Up

4 changes, last change 00:53:42
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

ROUTE-MAP 0

STATIC-IP-ROUTING O

Track 2

Response Time Reporter 2 reachability

Reachability is Up

2 changes, Tast change 01:13:41
Latest operation return code: OK
Latest RTT (millisecs) 1



Tracked by:
ROUTE-MAP 0O
STATIC-IP-ROUTING O

* show running-config raute S&,2 03l 1Jley o dasy Idpuwly 1JzlJs.

<#root>
firepower#

show runni ng-config route

route
out si de
0.0.0.0 0.0.0.0 10.115.117.1 1

track 1

route
backup
0.0.0.0 0.0.0.0 172.20.20.13 254

track 2

route vlan2816 10.42.0.37 255.255.255.255 10.43.0.1 254
firepower#

« showraute: S&,L2 03l 1dlp) 229 IJwszsoe Jsleole IJuslole.

<#root>
firepower#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.115.117.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.115.117.1, outside



10.0.0.0 255.0.0.0 [1/0] via 10.88.243.1, backbone
10.88.243.0 255.255.255.0 is directly connected, backbone
10.88.243.67 255.255.255.255 1is directly connected, backbone
10.115.117.0 255.255.255.0 is directly connected, outside
10.115.117.234 255.255.255.255 1is directly connected, outside
10.42.0.0 255.255.255.0 1is directly connected, vlan2816
10.42.0.1 255.255.255.255 1is directly connected, vlan2816
10.42.0.37 255.255.255.255 [254/0] via 10.43.0.1, vlan2816
172.20.20.0 255.255.255.0 is directly connected, backup
172.20.20.77 255.255.255.255 1is directly connected, backup

rOunroror 0 nm

gws Wuud IULoolb 1Jlgslus:

* show routemap: S&, L2 03l 1Ule, o dasy Ersbs IJpuuly gws Bubd Loulb.

<#root>
firepower#

show rout e-map FMC_GENERATED PBR 1679065711925

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 5
Match clauses:
ip address (access-1lists): internal_networks

Set clauses:
ip next-hop verify-availability 10.115.117.1 1

track 1 [down]

ip next-hop 10.115.117.234

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 10
Match clauses:

ip address (access-1lists): all_ipv4_for_pbr

Set clauses:
ip next-hop verify-availability 172.20.20.13 2

track 2 [up]
ip next-hop 172.20.20.77

firepower#

* showraute: S&,L2 03l 1l 229J 1Jeszso IJzrss JIJ slzos.

<#root>
firepower#

show route



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.115.117.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.20.20.13, backup

10.0.0.0 255.0.0.0 [1/0] via 10.88.243.1, backbone
10.88.243.0 255.255.255.0 is directly connected, backbone
10.88.243.67 255.255.255.255 1is directly connected, backbone
10.115.117.0 255.255.255.0 is directly connected, outside
10.115.117.234 255.255.255.255 1is directly connected, outside
10.42.0.0 255.255.255.0 1is directly connected, vlan2816
10.42.0.1 255.255.255.255 1is directly connected, vlan2816
10.42.0.37 255.255.255.255 [254/0] via 10.43.0.1, vlan2816
172.20.20.0 255.255.255.0 is directly connected, backup
172.20.20.77 255.255.255.255 1is directly connected, backup

rOunroror 0 nmn

osedyple slo Lods
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