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Home

w cxsecurity | Overview

>

« —|— Add v @ Manage tenants What's new

() Overview User D _ _
pler,_integrated experier

&1 Preview features

Group _
Properties Recorr
7< Diagnose and solve problems Erieroise application
> Manage
App registration
> Monitoring
> Troubleshooting + Support Basic information
Name cxsecurity
Tenant ID af42bac0-52aa-429f-92
Primary domain cxsecurity.onmicrosoft.
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Home : cxsecurity | Overview

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Multicloud Defense Controller v

Supported account types

Choose the account types that can use this application or access this AP

Single tenant only - cxsecurity h Help me choose

Single tenant only - cxsecurity

Multiple Entra ID tenants
Any Entra ID Tenant + Personal Microsoft accounts

Personal accounts only nticating the user. Providing this now is
optional and It can be changea later, but a value Is required Tor most autnentication scenarios.

Select a platform ~ e.g. https;//example.com/auth |

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.



J Redirect URI ([ eshs): 2o 1Jgsh Idpoluve Josss gpdd. JI s@se 03l 1dpuucod.
codsss URI Jlghs 1Joszso.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform ~ l I e.g. https://example.com/auth

Fublic cliemt/native (mobile'&'desktop) grate gallery apps and other apps from outside your organization by adding from Enterprise applications.

Web

Single-page application (SPA)

w8 opwesd Jobosd: obo)y podes ub)s glps. luywt perd IJobusy (IJgpsJ)b.
95089 IUsdsd (IJpuwcley) 92 dbopl S pdd)6.

Home - cxsecurity | Overview

i Multicloud Defense Controller =

¢ & Deactivate [i] Delete 3 Endpoinis
B overview
~ Essentials
b Quickstart
Display namé + Multichoud Debende Controlléc Client credentials + Add 3 certificate or secret
5 Integration assistant
Application (chient) ID : eSe0d83d-6i62-4f9-ased-2eabdBS0c72 Redirect URIS 4 2 Reclirect UR
A Disgnose and sobve probiems Object ID : eci74604-bd16-4alk)-2a7d-IbleTeS2456a fion 1D URI
» Manage Directary (tenant) ID © ald2bac0-5280-4291-92db-925819967d 17 fenge Confroller
» Support + Troubleshooting Supparted account types : My grganization onky State

@ Welcome to the new and improved App registrations. Locking to leam how it's changed from App registrations (Legacy)? Leam mons

0 Azure Active Directory Authentication Library (ADAL) and Azure AD Graph o longer receive new feature updates. Wi continue to provide techrical support and security updates. Applications shoukd be upgraded to Microsalt Authentic
Library (MSAL) and Microsoft Graph. Learm mere

Get Started  Documentation

o0 IJoudd IJisus, Juodes IJobusd: luedd 1ds Ibhé > Idgbobsle sliu,l,.7.



Home > cxsecurity | Overview

] Multicloud Defense Controller »

‘,O Search ‘ 0 & () Deactivate [ii] Delete Endpoints

i Overview
-~ Essentials
&4 Quickstart

Display name : Multicloud Defenst

&

Integration assistant

3‘!

Application (client) ID : e5e0d63d-6f62-4ff

#< Diagnose and solve problems Object ID . ec1746e4-bd16-4a
' Manage Directory (tenant) ID - af42bac0-52aa-42¢
&= Branding & properties Supported account types : My organization ol

3) Authentication (Preview)

o Welcome to the new and improved App rec
Certificates & secrets w

'I' Token configuration
o Azure Active Directory Authentication Librai
-9~ API permissions Library (MSAL) and Microsoft Graph. Learn i

& Expose an API
. Get Started  Documentation
& App roles —

A& Owners

& . Roles and administrators

I Manifest The Mi

> Support + Troubleshooting

o) B8 Uw Epsd 22528



Home - cxsecurity | Overview - Multicloud Defense Controller

Multicloud Defense Controller | Certificates & secrets =

I;U Search ‘ s« 27 Got feedback?

i Overview
&4 Quickstart

#" Integration assistant ) . o o o ) N
Credentials enable confidential applications to identify themselves to the authentication service when receiving to
/< Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credent

“ Manage
B8 Branding & properties o Application registration certificates, secrets and federated credentials can be found in the tabs below.
2 Authentication (Preview)
Certificates & secrets Certificates (0) Client secrets (0)  Federated credentials (0)

!I' Token configuration
) A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
<~ APl permissions

& Expose an API ~+ New client secret
55 app o bores Vo
o Owners

No client secrets have been created for this application.
4. Roles and administrators

1 Manifest

> Support + Troubleshooting
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. . = itz@cisco.com @
Copilot -E J.D ,'] SWESHI'IZEC
i CXSECURITY (CXSECURITY.ONMI... W9 &

Add a client secret X

Description | swesnitz-mcd-secret |

Expires | Recommended: 180 days (6 maonths) ' |

an |
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x
@ ~pplication registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates (0) Client secrets (1) Federated credentials (0)
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Client secret values cannot be viewed, except for immediately after creation. Be sure to
-+ New client secret save the secret when created before leaving the page.
Description Expires Value @ Secret ID
swesnitz-med-secret 3/14/2027 s o T

wdpsel sop g uw Igesd B gp9> [JGSes.

logble 59, peuoLe

loowd lJs IJlgves)ldle olguedsl 03¢ J Azure.1.
Q) subf *

Ushb veo

Microsoft Azure

Home - cx-tac-rtp-fw-azure (cxsecurity) | Access control (JAM) Services (19) Resources (30) Filters +4

Create a custom role Servioas (i) See more

Subscriptions

lody B9 Il iesld 1Jgluo .2,

Home - Subscriptions

Su bscriptions 52 - M | Ccompare the different Azure subscription types = Forecast my cost for next billing period

cxsecurity (cxsecurity.onmicrosoft.com)
-+ Add Manage Policies = View Requests < View eligible subscriptions < Exportto CSV L Analyze

Global administrators can manage all subscriptions in this list by updating their policy setting here.

Showing subscriptions in cxsecurity directory. Don't see a subscription? Switch directories

A Search for any field... Subscriptions : Filtered (1 of 1) My role == all Status == all "'v Add filter
D Subscription name T, Subscription ID T My role T, Current cost
D cx-tac-rtp-fw-azure (cxsecurity) 560f3235-2739-42bf-947e-ebeelcc2b999 Specified access $1,418.01

lo) 999 Idoede S 1dsuosd (IAM).3.



Microsoft Azure Q) Search resources, services, and docs (G+)

Home : Subscriptions

Subscriptions « cx-tac-rtp-fw-azure (cxsecurity) st - ®  show me recentresour
cxsecurity (cxsecurity.onmicrosoft.com) Subscription
+ Add @ Manage Policies - | £ Search I ¢« lil Cancel subscri ption & Rename — Change directory £
Global administrators can manage all | ST A\ Change service administrator functionality is no longer suppc
subscriptions in this list by updating their ) o
policy setting here. B Activity log A Essentials
“hoving ubserpsions ineceouity R Access control (IAM) Subscription ID . 560f3235-2739-42bf-947e-e6eeTcc2b
directory. Don't see a subscription? Switch
directories @ Tags Directory . oxsecurity (cxsecurity.onmicrosoft.con
L Search for any field Subsci 7 Diagnose and solve problems My role . Specified access
Tl © Security Offer . Enterprise Agreement
. —_— Offer ID : MS-AZR-0017P
o <.« Resource visualizer
i Parent management group : Americas
+ Events
7 Adi

o9y 999 | olW96 &p 235 |LolWs 39, peuoue pu lJBlisps IUpuusJo.4.

azure (cxsecurity)

cx-tac-rtp-fw-azure (cxsecurity) | Access control (lAl

Subscription

[,O Search ‘ ¢ K + Add ~ ' Download role assignments == Edit
Overview Add role assignment
w Activity | Add custom role
ctivity fog — e o = m e~ USErS have elevated access in your tenz

| %3\ Access control (IAM) root scope thali R R ul el mded. View role assignme
€ Tags

Ip wbeld Idsse IJoldss:s.
luwe 1Us9) Idptuouot luve Spdo ldegrysd edse wuwesds Jdg) Idpeuouo. *
: : lJs o9 9,08 Jddg). *
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Microsoft Azure () Search resources, services, and docs (G+/)

Home : Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Create a custom role

Basics  Permissions Assignable scopes  JSON Review + create

To create a custom role for Azure resources, fill out some basic information. Learn more o

Custom role name * (0 [ Multicloud Defense-contraller-role v

med azure test swesnitz
Description

Baseline permissions () O Clone a role @ Start from scratch O Start from JSON
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vugssu Idboole Ids 1Uxg) Idpguoue.

b gb 9o JSON.6.
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%

"Microsoft.ApiManagement/service/*",

"Microsoft.Compute/disks/*",

"Microsoft.Compute/images/read",
"Microsoft.Compute/sshPublicKeys/read",
"Microsoft.Compute/virtualMachines/*",
"Microsoft.ManagedIdentity/userAssignedIdentities/read",
"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action”,

"Microsoft.Network/lToadBalancers/*",

"Microsoft.Network/natGateways/*",

"Microsoft.Network/networkinterfaces/*",
"Microsoft.Network/networkSecurityGroups/*",
"Microsoft.Network/pub1icIPAddresses/*",
"Microsoft.Network/routeTables/*",

"Microsoft.Network/virtualNetworks/*",
"Microsoft.Network/virtualNetworks/subnets/*",
"Microsoft.Resources/subscriptions/resourcegroups/*",
"Microsoft.Storage/storageAccounts/bTlobServices/*",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Network/networkWatchers/*",
"Microsoft.Network/applicationSecurityGroups/*",
"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Insights/Metrics/Read",
"Microsoft.Network/locations/serviceTagDetails/read",
"Microsoft.Network/locations/serviceTags/read",
"Microsoft.CognitiveServices/*/read",
"Microsoft.CognitiveServices/accounts/listkeys/action",
"Microsoft.Network/virtualHubs/*",
"Microsoft.Network/virtualHubs/hubRouteTables/*",
"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreements/*",
"Microsoft.Authorization/roleAssignments/read",

"Microsoft.Authorization/roleDefinitions/read"



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Create a custom role

o If you change tabs and have unsaved edits, those changes will be discarded.

Basics  Permissions Assignable scopes  JSON  Review + create

Here is your custom role in JSON format. Learn maore

1 {

2 “properties": {

3 “roleName": "Multicloud Defense-controller-role”,
4 “description”: "mcd azure test swesnitz",

5 “assignableScopes": [

6 "fsubscriptions/56@13235-2739-42bf-947e-ebeelcc2b99g™
7 1

8 “permissions”: [

9 i

19 "actions": [1,

11 "notActions": [],

12 "dataActions": [],

13 "notDataActions™: []

14 }

15 1

16 }

i}

[oscri o | [HEZI

S

pdlebo: 028y pu Loed Idpuwludle glderedle JYeds 5o JSON.

03l pold gds weHsd IUsg) ldpdepd:

{

"id": "/subscriptions/redacted/providers/Microsoft.Authorization/roleDefinitions/redacted",

"properties": {

"roleName": "Multicloud Defense-controller-role",
"description": "mcd azure test swesnitz",

"assignableScopes": [
"/subscriptions/redacted"
] ’

"permissions”: [

{

"actions": [
"Microsoft.ApiManagement/service/*",
"Microsoft.Compute/disks/*",
"Microsoft.Compute/images/read",

"Microsoft.Compute/sshPublicKeys/read",

E

"Microsoft.Compute/virtualMachines/*",

"Microsoft.ManagedIdentity/userAssignedIldentities/read",
"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action”,

B

"Microsoft.Network/lToadBalancers/*",
"Microsoft.Network/natGateways/*",

"Microsoft.Network/networkinterfaces/*",

E

"Microsoft.Network/networkSecurityGroups/*",
"Microsoft.Network/pub1icIPAddresses/*",



"Microsoft.Network/routeTables/*",
"Microsoft.Network/virtualNetworks/*",
"Microsoft.Network/virtualNetworks/subnets/*",
"Microsoft.Resources/subscriptions/resourcegroups/*",
"Microsoft.Storage/storageAccounts/blobServices/*",
"Microsoft.Storage/storageAccounts/1istkeys/action",
"Microsoft.Network/networkWatchers/*",
"Microsoft.Network/applicationSecurityGroups/*",
"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Insights/Metrics/Read",
"Microsoft.Network/locations/serviceTagDetails/read",
"Microsoft.Network/lTocations/serviceTags/read",
"Microsoft.CognitiveServices/*/read",

CESSU 1) pePLP

PU L2268 IJozde Vs IJsuosd IJs IJlgbesld (IAM): 1o8) W98 lupl9s cessy 29,1

zure (cxsecurity)

%)\ cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Subscription

L Search j X « —|— Add ~ i Download role assignments == Edit columns Q) Refre
Overview Add role assignment
B Activity log Pl RaGly Add role assignment

. elevated access in your tenant. You should take ii
root scope that are no longer needed. View role assignments

— e o mem s g — e

| A Access control (IAM)

€ Tags

loze gu 19, 1U3s Spo wlugbliso B Guwe logile 39, pgou0.2.

Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role’ Members Assignment type  Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more '
@ [ Copilot can help pick a role

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

[© med % Type:All Category : All
Name T Description TJ

Multicloud Defense-controller-role mcd azure test swesnitz

Showing 1 - 1 of 1 results.

lody 998 IJelds sleud cessu 1Jsuosd IJs cesso 1Us Idpuvedse 19 [dpzeses 193.
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Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment
Role  Members” Conditions  Assignment type Review + assign
Selected role Multicloud Defense-cantroller-role
Assign access to @ User, group, or service principal

O Managed identity

Members + Select members

Name Object ID Type

Mo members selected

Description [ optional

lod) 898 e Uig__u'olc.4.

Home : Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members® Conditions  Assignment type Review + assign

Selected role Multicloud Defense-controller-role

Assign access to @ User, group, or service principal
(O Managed identity

Members + Select members

Name Object ID Type

No members selected

Description Optional

Sp wluolds 19, 1U3s Sepe wlugblise B Suwe luuble 59, peuou0-5.



Select members X

|2 Multi x

E—3 Multicloud - Azure - RTP

i Application

E—3 Multicloud Defense Controller
Application

Selected members:

3 Multicloud Defense Controller ]E
S Application

o) B9 IJelds: &p louwg perd IJlube,1d.6.



Home : Subscriptions @ cx-tac-rtp-fw-azure (cxsecurity) | Access control (IAM)

Add role assignment

Role  Members  Conditions  Assignmenttype  Review + assign

A you changed your role or member selection, your assignment type might have changed. Please review the assignment before submitting.

Role Multicloud Defense-controller-role

Scope /subscriptions/560f3235-2739-42bf-947e-ebeelcc2b999

SR e Name Object ID Type
Multicloud Defense Controller 309bad3d-eb32-4c16-b2bb-0289b3d491f6 App

Description No description

Assignment type Active

Assignment duration  Permanent

o) 898 polzed + wessu.7.



Home - Subscriptions - cx-tac-rtp-fw-azure (cxsecurity) | Access control (|JAM)

Add role assignment

Role  Members  Conditions  Assignment type  Review + assign

A if you changed your role or member selection, your assignment type might have changed. Please review the assignment before submitting.

Role Multicloud Defense-controller-role
Scope /subscriptions/560f3235-2739-42bf-947e-ebee1cc2b999
Mombers Name Object ID
Multicloud Defense Controller 309bad3d-eb32-4c16-b2bb-0289b3d491f6
Description No description
Assignment type Active

Assignment duration  Permanent

Review + assign Previous | Next

wboy Lowes uwlb,o glpo eds IUIGbo)lY. pu IJBlses IUsuv)ys: luedd lJs ulb)o gleo8.
slouwg peyd IJlgve,ld.



Home : Subscriptions

o cx-tac-rtp-fw-azure (cxsecurity) w oo ﬁ Show me recent resource deployments in this Subscription. Can you help me
Subscription
O Search ‘ ¢« [l Cancel subscription ¢ Rename —> Change directory 27 Feedback
Overview A\ Change service administrator functionality is no longer supported. Learn more. For any other issues, contact support,
E Activity log ~ Essentials Copy to clipboard
R Access control (1AM) Subscription ID . 560f3235-2739-42bf-947e-ebeelcc2b999 [y
@ Tags Directory . cxsecurity (cxsecurity.onmicrosoft.com)
/. Diagnose and solve problems My role . Specified access
O Security Offer . Enterprise Agreement
Offer ID : MS-AZR-0017P

. —_
<.« Resource visualizer

Parent management group : Americas
Events

$9s 03l |Js 1Jopld Idpcbdole IUlgulguss J Azure J] olds zuwule Azure |Js MCD. oo
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asco Security Cloud Control

&) Organization H
~+  cisco-swesnitz > (

%4 Home

Platform services

pj Favorites >

fgm Security Devices

.—?—. Platform Management >



P J9zé IJpedsele lUyssumss: lud) 999 1188 euwle B¢ 2ie euwlole Iduwelus.2.

Dashboard

Cloud Accounts Discover X

1 aws oA
1

Cloud Accounts 0 D 0 s

Add Account

View More

lug) eds Lséggé Azure.3.



Select Your Cloud Account

Please select Account Type you want to set up

aws A A a

WOS LoWZo wyLosd puwle Azure IUgluo . i)'aJ lJose IJoldsos:4.
|u.uro E_u.uk_; Azure: |uu|o CU‘UIV Azure U ro.;;]b_9_) MCD. -
P& IUsdsd: perd Isdsd IUss Spw wpdbo Vs pdbe cwzsd wbosd.
&) IJlgbesld: peyd IUlbo)ld 1J3s Bpw vedbo Bs Guve wessy Iy *
IJpguoue
P& IJobosd: per IJobosyd IUss e wepdbo Vs Guwp wuwesd cbusd. *
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Connect Your AZURE Account
Prepare your cloud account for integration with Cisco Multicloud Defense Controller with following steps:
@ Orenup Azure Cloud Shell in bash mode.

e Download and execute Cisco Multicloud Defense onboarding script in the bash shell. This script creates an App Registration for Cisco
Muticloud Defense Controller,

Click here to see the privilege for the App created.

Copy

bash <{ curl -Ls https://raw.githubusercontent.com/valtix-security/cli-azure-setup/master/azure-setup.
sh ) —w "https://prodl-webhook.mcd.us,cdo. cisco.com: 80893 /webhook/ciscoswesnitz-US_htztw/azure"

Azure Account Name * @

[ )

Description @

Description (optional)

Directory ID* ©

Subscription ID* ©

[ J

ApplicationID* ©
[ ]

Client Secret* ©

[ Show l

o@9p MCD Lldould Iuosd Azure 98, 00l. 1@, B98 Next (IJolds).5.



-

Cancel

Discovering Assets

Doing our magic to discover all of your assets. Please give us a minute...

1Cboud Accounts ::glons ;vlemork ACL ;ielwork ACL Rules
;ppllcaﬂon Security Groups (Azure) ;\I Inventory ;I"PCsNNets -Suhnets

:%cu‘rly Groups Load s :"‘ : Interfaces
'-l'xgs ;!nute Tables ;pplicaﬁuns t-':ertiﬁcates

v

lud) W93 "lgJIS"6.



Success!

Mow that you have added an account, you can take full advantage of our feature set to view traffic and secure your

VPCs and VNets.
Step1 ° Step 2 Step 3
Connect Account Enable Traffic Visibility Secure Your Account

r

~
Connect a cloud account with the Enable traffic visibility on specific VPCs Setup a Service VPC and Multicloud
Multicloud Defense Controller to allow for more insight into the traffic in Defense Gateway to secure your Account

and out of your account

Sedud IJlu &0 IJeuwle 1Ups)z po ldouss |.Jiu.u|uu.,§6 > euwlolo CSP.7.




asco Security Cloud Control

= Infrastructure X
&> Organization
= cisco-swesnhitz > Qateways
Gateways
< .
Fationmimeny Service VPCs/Vnets
Multicloud Defense [
Account
2N
g ? CSP Accounts v
= Inventory >
Profiles
il Investigate > Packet Capture
@ Policies > Log Forwarding
'E' Birastchira Metrics Forwarding :
FW
Reports % Network
f38 systemand Accounts > Ll '
IPSec
Platform services BGP
py Favorites > VPN Connections

[~ Security Devices

=
'_?_r Platform Management >

louile VNet
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]

asco Security Cloud Control

— Infrastructure X
o
U5 Organization
~  cisco-swesnhitz > CEELEE
Gateways
bl Service VPCs/Vnets R
Multicloud Defense
Account
AN
Lo ke ? CSP Accounts
s_  Inventory >
Profiles
il Investigate 4 Packet Capture
@ Policies > Log Forwarding

«$3 Infrastructure Metrics Forwarding L

T ? Network
@ System and Accounts > NTP
IPSec
Platform services BGP
i Favorites > VPN Connections

bybss seds 2.



Service VPCs/VNets: 1

-

Quick Filters Advanced

Name v [ All Accounts v] [ CSP Type

) Name +

D mcd_test_vpc-swesnitz 1 AWS-CXLABS-RTP-FW

D~ . Account ¥

Gp obEld 1Gse IJollss:3.
Il e luwe Spdu wg)sVo wwosdo J VNet IUss s@9pe 03l IJlz)le wlogiliso e
Joslus FTDv.
zuvle CSP: IUJluwpe 1U3s Bpo wogssuwo Os duwpe wyuosd euvle Azure o MCD. -
lJpub@o: IJpub@o lJos swp Bsol uyiy w9lewo FTDv. o
Jods CIDR: Jods IP ,s8 Jeobs 1Jodd 1Jpde,08 o VNet.
pulb§ 1Ju9u9,): 235 pubdosy eds IJbJ o0 pulb ¥ 1Jo9s; oo ig_J lJe 906, *
rer9€d IJpshai 22 + luyile preggs p9bo pu IUSlses IJpuymsde.
luve p2e9ed 1Jesho: luwe Jpzpsesd Idesho.
pubb 96 pzp9gs IUpsls: IUpub s lJos wusldd pe IUpub§s lJos Bpo vogssol
Jdpub 9s.
oy B8 e b.



Create Service VPC

Name* @

[ mecd_azure_vnet

CSP Account* ©

cx-tac-rtp-fw-azure

Region* ©

[ East US eastus

CIDR Block* ®

| 10.4.0.0/16

Availability Zones * ©
1
2
Os

Resource Group *

[ + Create Resource Group

Resource Group Name *

[ mcd_swesnitz

Resource Group Region *

[ East US eastus

Q Use NAT Gateway (O
vWAN Attachment

C’ Enable vWAN Attachment

@ Success

Service VPC/VNet created successfully.

Cancel BEEVE

oo,y juwldé uele 4.




Idse ¢Jd 1d VNet oo IJ Azure zloo loodd IJs o ds Tpuluw > Gvods obb)s gles > Guodle
JOIO_);SO

Home - Network foundation

o Network foundation | Virtual Network overview

Preview
.P Search l s«
, Z..N Virtual network
[ Overview Netwark foundation

~ Virtual network . . ) ] . . . .
Service to provision private networks. Build an isolated, secure environment to run virtual machines (VMs) and

applications.
4% Virtual Network overview PP

~ Enhanced security through isclated, secure environments,
4> Virtual networks ¥
+" Flexible, scalable without physical changes.

{p NAT gateways - )
~  Secure connectivity across Azure regions
2 Public IP addresses
Learn more

i Network interfaces

| [ view resourees ]
& Network security groups

@ Application security groups

CAannactivitu

Home - Network foundation

LN Networl( foundation I V|rtua| networks - M  Check health of virtual networks = Check the s
Preview
S h < «@ i
I’O el | + Create 33 Manage view ~ () Refresh | ExporttoCSV §° Openquery | <
Overview
I\? mcd X I Subscription equals all Resource Group equals all >
~ Virtual network
£ Virtual Network overview |:| Name 1

4> Virtual networks

Ij 4> mcd_test_vnet-swesnitz
4> NAT gateways
= Public IP addresses

® Katuwnark intarfarac

suwyd VNet [Js zldé ouvbé wpz)s logblsol.

O Mame ~ o~ : Account = : CSP Type ~ : Region ~ : State -

a med_test vnet-swesnitz 9 cx-tac-rtp-fw-azure AZURE eastus ACTIVE

louile w9lwé Azure MCD FTDv



loodd 1S wuss lgulgwss > wolule. 1.

asco. Security Cloud Control

= Infrastructure 2
S
&> Organization
~+  cisco-swesnitz > Gataways
Gateways Y
S ARy Service VPCs/Vnets v/
Multicloud Defense [
Account
4
L L / CSP Accounts
s=_ Inventory 2
Profiles
il  Investigate > Packet Capture
@ Policies > Log Forwarding
*E' Infrastructure Metrics Forwarding -
3N
Reports > Network '
ni
Q System and Accounts > NTE
IPSer

byl 96 sUoSW 3¢ 2.



asco Security Cloud Control

Gateways: 1

& Organization
~¥  cisco-swesnitz >

[ Quick Filters Advanced
< Platform menu

Multicloud Defense l ‘
Name v CSP Account

@ Home >
2= Inventory >
il Investigate > Add Gateway @ Recommende
@ Policies >

(] Name |1 : State
-B' Infrastructure >

I'_'I e med lale aliiadbaw - ATir

Sp wbeld 1Jsse IJoldss:3.
lJeuvlole: po 1B@lses IJpouwsdo: 235 puwle Azure 1U3s Bpo wywlbo OSs Guup *
w9uoSd euwle Azure o MCD.
u9¢ IJuglus: gas w9lwé FTDv. o
IUlgwe: luwe spdu ldogrsd edso wuwosds Juglus FTDv.
W9t lJpwsd: veg IJposd ldpuluwe Jussed. -
18J lJposdlo: 233 posd sles eds 1JIGJ pu 1J8lkspé IJpousds.
12> Uiduos Jdeesdle: IJgss IJpbdse JJzs IUIEuos pu pesdle FTDY
Jossed. 1des IJisuos [Jpuupse wo o9 10.
pud3 HealthCheck: Il el o o9 65534, JI sés) o3l Idpuuows 030 IJBsps. *



Create Gateway X

-
Gateway Information

Properties

Accounts * @

cx-tac-rtp-fw-azure X v

Gateway Type *

[ FTDv Gateway ® V]

Name* ©

[ mcd-azure-lab ® ]

Description

Optional

Instance Type™* @

[ 8 Virtual CPU | AZURE_D8S_V5 ® v]

Minimum Instances* @

L -]
Maximum Instances * @

E -]
HealthCheck Port* ©

[ 65534 ® ]

)

pdlzbs: HealthCheck Port 09 58 1Jpee93 1U3s suvegspo polio ged IU>Ile pogss
lduoweles Jdogdl pu woed ldposdle. sgo lo ogupe peeselo lply DataPath IJos wpe
wesswol s Ipesdle weyds pi9) Idoslole eds 03l Idpudds.

S wheld 1ddse IJoldss:4.
ewolisuo: 22 e ls UuS-Ev-
luosh FTDV: [uosl) Ido,ulee IUIYS,) pdlepsd JJosiss. ©
S9le> Iduwsluws: vog Idozdpe Vs IJsuesd (ACP) Idplbdse wlowsdo eds pzesesd *
FTDv o3o0.



JJpé 1Jpu9): IJpé o9, Jposdle FTDv.

bl ldesésue: upsde Idestsue ldebdse.

b Idble: 1Jbow@s |Jpoluwws Juwed 1Jpeldes IJpcsdes JJzols.
lusle 1do,gsuor lusle 1Joslesue Idos wp Uinldel Jgpdss Idoui, ode.
lJeub@s: IJeulb §6 Uus Sop u_'9:§o| uuy posdle FTDV olo.

088 VPC/VNet: IJg>p6 VNet Iy, lue lugble W IJ create VNet (§ .

Create Gateway X

Security * ©

[ East West X ® v I

FTDv Version *

[ 10.0.0 ® V]

Policy Ruleset* ©

[ Default Access Control Policy X v I

FTDv

Admin Password

Password Requirements:

« © Must be between 12 and 72 characters long

[ sescsscsccsens ® Show ] . © Uselowercase and uppercase characters, and numbers

. @ Atleast one special character (excluding \ and -}
« & No more than 2 repeating or sequential characters

License Model @

[ Smart Licensing | Multicloud Defense

Performance Tier* @

[ FTDv20 v ]

License Types* @

[ Base X @VI

Location
Region*

[ East US eastus ) v]

VPC/VNetID* ©

. B ~a
[ med_test_vnet-swesnitz | med_test_vnet-swesnitz X vI

Key Selection

Cancel

(o) 23

louble j9g pdlose gle. Lee lJs lugile 59z pdlesz SSH g s Windows JJzuo9d £Js5.
bubble.
et

bed Bsp ldpselz 1Ugle J SSH 9z 09l 1p9153.6.


https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows

Create Gateway X

Key Selection

[ SSH Public Key | SSH Key Pair
SSH Public key *

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCHvSIgyD

Resource Groups *

[ mcd_swesnitz | eastus ® V]

User Assigned Identity ID ©

[ Enter User Assigned Identity ID ]

Mgmt. Security Group * @

mcd_test_vnet-swesnitz-mgmt-sg | mcd_swesnitz

Datapath Security Group 1* @

mcd_test_vnet-swesnitz-datapath-sg [ mecd_sw...

Datapath Security Group 2 *

mcd_test_vnet-swesnitz-second-datapath-sg | ...

Disk Encryption * ©

Azure managed encryption v ]

Instance Details

You can only modify availability zones for gateways deployed in edge mode for GCP, Azure, and OCI
environments

Availability Zone > Mgmt. Subnet > Datapath Subnet 1 Datapath Subnet 2

1 mead test vnet- .~ med test vhe. o med test vne. o

Bp woebsd IPIJgle &p lud) 898 IUolds.7.




Create Gateway X

© © ©

Gateway Information Gateway Details Advanced Settings

Public IP

@D Dpisable Public IP

oleg JIVs IJ3se lJos Bpo wugssrol.8.



Create Gateway

Gateway Information Edit

Name
Gateway Type
Min Instances
Max Instances
HealthCheckPort
Policy Ruleset ID
Property
Instance Type
FTDv Version
Gateway Details  Edit
License Model
Performance Tier
License Type
Region
VPC/VNetID

SSH Public Key

Resource Groups
Mgmt. Security Group
Datapath Security Group 1

Datapath Security Group 2

Cancel

mcd-azure-lab

FTDv Gateway

1

3

65534

Default Access Control Policy
East West

AZURE_D8S_V5

10.0.0

Smart Licensing

FTDv20

Base

eastus

mcd_test_vnet-swesnitz | mcd_test_vnet-swesnitz

ssh-rsa AAAAB3NzaClyc2ZEAAAADAQABAAABAQChHvSIgyDF

mcd_swesnitz
mcd_test_vnet-swesnitz-mgmt-sg
mecd_test_vnet-swesnitz-datapath-sg

mcd_test_vnet-swesnitz-second -datapath-sg

w83 plzed IJdse 9luole wepsd 1Jpsbs lud) 99§ luole.9.



m

Create Gateway

Performance Tier
License Type
Region
VPC/VNet ID

SSH Public Key

Resource Groups

Mgmt. Security Group
Datapath Security Group 1
Datapath Security Group 2

EBS Encryption

Instance Details

FTDv20

Base

eastus

med_test_vnet-swesnitz | med_test_vnet-swesnitz

ssh-rsa AAAAB3NzaClycZEAAAADAQABAAABAQCHvSIgyDF

mecd_swesnitz
mcd_test_vnet-swesnitz-mgmt-sg
mcd_test_vnet-swesnitz-datapath-sg
mcd_test_vnet-swesnitz-second-datapath-sg

AZURE EBS encryption key

Availabilit
Zone y Mgmt. Subnet Datapath Subnet 1 Datapath Subnet 2
1 mcd_test_vnet- mcd_test_vnet-swesnitz- mcd_test_vnet-swesnitz-
swesnitz-mgmt-1 datapath-1 second-datapath-1
9 mcd_test_vnet- mcd_test_vnet-swesnitz- mcd_test_vnet-swesnitz-
swesnitz-mgmt-2 datapath-2 second-datapath-2
Recommendations
loading...
Resources Info J
loading...
Advanced Settings  Edit
Disable Public IP enabled

Cancel

bb,s586 &y00 J9zé IUpedople werrs wepsd IUpsbo.



Fy

Instance Details

gztablllty Mgmt. Subnet Datapath Subnet 1 Datapath Subnet 2
1 mecd_azure_vnet- mecd_azure_vnet- mecd_azure_vnet-second-
mgmt-1 datapath-1 datapath-1
mcd_azure_vnet- mcd_azure_vnet- mcd_azure_vnet-second-
2
mgmt-2 datapath-2 datapath-2
Resources Info ~
Resource Limit In MinUsagefor Aeox:Usage:for Recommendation
Use Gateway Gateway
Private IPs in 254 0 1 3
Subnets
Elastic IPs 1000 51 1 3
Load Balancers 1000 8 1 1
Instances 25000 31 2 6
Virtual CPUs 350 0 16 48

Advanced Settings Edit

Disable Public IP enabled

w2 Jogs Idpedsele Juui Idoslos.

Create Gateway X

Deploying FTDv gateway

Creating your FTDv Gateway

1w

wes o wwl IJuglus B Idlousle: wbo, Huwlds vele. slud, B9 8 OK.10.



@ Success

Successfully created.

pU J9go pedsple MCD. wg, o IJeldé wedsu.

O med-azure-lab # ENABLING ¥ a w.oo @ Updated Default Access Control Polic

eol9wo 1Jzlds pu wussule Idpdéue sldpesdlie.



Details m

Summary Cloud Details

Name

State

Description
Instance Type
Type

Min/Max Instances
Mode

Security Type
Policy Rule Set
FTDv Version
License Model
Performance Tier
License Types
Date Created (Local)

Last Modified (Local)

Interfaces Instances Settings

mcd-azure-lab

ENABLING

AZURE_D8S_V5

FTDv Gateway

1/3

HUB

East West

Default Access Control Policy
10.0.0(F

Smart Licensing

FTDv20

Base

2026-09-15 16:22:37.053

2026-09-1516:23:32.156

Troubleshooting

Terraform

lJozol pu lduoes
lguegse 03l IUBuwe Joldss gpd IUodssy wuvdd Lozse.

e Compute > 1Jizo6 Il el osé Bs Azure: §p wpl@uwb posdle FTDV. cogs)
IJ2lJs oo IJlogble lJs IJogibésd.

Home - Compute infrastructure

e | Compute infrastructure | Virtual machines -~ @ | ieruity vide with natwerk connoctiviy issuas || Anslyze alarts across vitual machines | Get worklosd temglatos for Vs
Microsoft
Search o Virtwal machines Get started
@ Overveew
§- Create » () Resenvations ~  £5) Manageview () Refresh L Exportto €SV }° Openquery ’ - Group by na

B A resources

“ Infrastructure med 3 | Subscription equalsall  Type equals all Resource Geoup equalsall % Location equatsall X+ Add flter

K3 Virtual machines

Virtual Machine Seate Set | Mame Subscription Resource Group  Location Status Operating syst.  Size Public IP address  Disks Update status
® s
L= I East US Creating L Standard D85 vS - 1
© Compute Fleet
[ = East US Creating [ Standard_DEs_v5 - 1

B Arc Machines

oldss 2lJs 1Juslus po J9gs pedsple MCD.



Summary Cloud Details Interfaces Instances Settings Troubleshooting Terraform

Availability Zone Number of Instances
1 1
2 1

AVAILABILITY ZONES DETAILS

Instance ID [subscriptions/560f3235- Policy Updates

2739-42bf-947e- Please check cdFMC for policy update status.
eBeelcc2b999/resourceGr

oups/mcd_swesnitz/provid
ers/Microsoft.Compute/virt
ualMachines/ciscomcd-
mcd-azure-lab-psprorne

Instance Name ciscomcd-mcd-azure-lab-
psprorne [

Datapath Private IP
Datapath 2 Private IP (3
Datapath 2 PublicIP -
Mgmt Private IP -
Mgmt Public IP -

State e INIT

Created 2026-09-1516:26:05.711
(LOCAL)

Last Heartbeat NA

Image Version 10.0.0

ped9ple slo Lodo

loisle VPC 2506 I9 VNet -
lzule ¢ JlpJ FTDV
.. Il wsé Jg s

ub )6 gleé gJs Multicloud Defense J Azure
loble 59z pdle sz SSH gle-¢l Linux VMs 9.5 Azure gl_wegsleo *



https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-create-a-service-vpc-or-vnet.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!t-ftdv-integration-procedure.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c-configure-gateway-prereq.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://docs.manage.security.cisco.com/multicloud/c-ftdv.html#!c_azure-overview.html
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://learn.microsoft.com/en-us/azure/virtual-machines/linux/ssh-from-windows
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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