logble Jozle pedyple souwsole peuou0d
gds Splunk oluwwgsle Syslogs oo FTD

lJp 95,00

S 03l Idpwous Idpuvs Ebgs ibgs Jodssy FTD JLuwld syslogs |Js Idoduwse
9luwegslp odo lduwedle Jlougsle Jggle pedsple souwsole peuoueé.

IJpclbdole Il ulusé

lJpolbdolo

CiSCO $9u2s 16 sedds luw per98 pu 03l L9298 Gwd b sps pu 2l 03l wubdsd @ru:

+ Syslog
* pE)I90 Iowlwsé wJgo peldeo Idoge W Splunk (SPL)

S8, 03l Idpuwews lsuol o Jssd wldded pesd Splunk Enterprise powo s gbp 9>
29 1Jsuesd IJs slgod IUssw.

lJpdyole |dpuuegspd

ouvows Idpedsple 1Ugl)o WOs 03l IUpuwews IJs luoshle Idwlez sldpdsule 1debse Ioldso:



+ Cisco Firepower Threat Defense (FTD) 9> [Jogvgsd eds IUluosl, 7.2.4

« o,9; )6 Cisco Firepower (FMC) s¢gpd £Js 1Jluosl, 7.2.4

* p&sd Splunk Enterprise (IJluosl) 9.4.3) s> IJoubgsd gds zol; Windows
e logile |JQE_J3|D|Q Irjgl_pé Os o3l IJp e pu Uiao_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wilo zese IUlzess IJpuwegsps B odl lJpuwows wodsu ppuwse (I9e,lLos).
ped9ple luluss

o@9p 12036 w90999J FTD ey Cisco Lluile syslogs o osdss wibs lesle IJoundd
suwvsluwle IJozgde W6 1Jyuosd sledle IUlouold 986, 3JY IUJes). sose 0L oo IJuwedlw pg
Splunk |pJluse lg)le wedsd Weld sldovwse Vs 1dsde IJveds Jepdsle lely Igvwde.

SPLUNK o9 uble cedsdle vslule Ws 1dsde IJveds puope Jipved)lz Idoslole IUos wp
loublgel w9luwbs IJzoly 990, weel 9ldwze gwol 98, 00l seww) SPLUNK Geldl L vdd gluo
VIS wsslo IJlely Iduwswlos Jble Jbhs 1dIzsle 9pedsple IUlply (SIEM) o)l J§s>,c0 gds:

o beld oslole Idgwed 0> 1JSsIuw

* lple gpdslo e pe826 Llgwegsle SPL

* logsle Jozlo pedyple souosole

o« 1Uspz pg lubps 1Jlew 9lJesld o 1Jzsle

©89p £pJss Splunk wpeldzs Idoslule po ¢l coBd8le posdds ey lz2d zeJ wslolo IJizoj6
£S5 posdJs 9 Juoo posdds 09536 98lwds Joudss. g6 el syl [Us Ipsled Uluwluss
Jeb lJivlosy o3l Llgup IPIS sles wpsd:

o 1Jbe¢ld
c oedsd
® k_.90_)u.u6

wev

sop £02 Jpdsole IJgles 1yssuwss JJwuss Iluwluvss 1dpuuctsps B czdsd wrdéle
IPIS W5 03l Iy uupe IJogbsbs:



Splunk Web Interface

Search Head
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FTD-PlatformSettings

Enter Description

ARP Inspection Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Banner Basic Logging Seftings
DNS Enable Logging
External Authentication Enable Logging on the failover standby unit

Fragment Settings Send syslogs in EMBLEM format
HTTP Access

[ Send debug messages as syslogs }

ICMP Ac
Memory Size of the Internal Buffer

52428700

SSH Access

SMTP Server

SNMP

VPN Logging Settings

Syslog Enable Logging to Firewall Management Center
Timeouts Logging Level

Time Synchronization [ debugging v

Time Zone
Specify FTP Server Information

UCAPL/CC Compliance

lesble IJoble Il ees gJs FTD - Syslog

196 2. §p wodssy guslu IP JJzolj IU3s swp bso wewse pesd Splunk Enterprise
Jogbgsdo Jgbpe syslog. $p wozass 1Uzd9d Jel 09 0339,

IP Address: Fill in the IP address of the host acting as the syslog server
Protocol: TCP/UDP (usually UDP is preferred)

Port: You can choose any random high port. In this case 5156 is being used
Interface: Add the interface(s) through which you have connectivity to the server



Add Syslog Server

IP Address* _

Protocol () TCP (@ UDP

Port ‘ 5156

Log Messages in Cisco
EMBLEM format(UDP only)

Enable secure syslog.

Reachable By:

() Device Management Interface

(®) Security Zones or Named Interface

Available Zones c
Q_ Search

sanside

outside

lesbsle IJoble IUlgwlous eds FTD - |uolass ¢lse syslog

Selected Zones/Interfaces

.Qutside

o)

Interface Name ‘




Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

Allow user traffic to pass when TCP syslog server is down (Recommended to be enabled)

Message Queue Size(messages)*
512

Interface IP Address Protocol Port EMBLEM SECURE

=
outside - uoP 5156 true talse u

lesble IJouble |Jiuu|uu§ eJs FTD - ¢l Syslog puold

J¢1098 3. 1408 9708 wuwrsd Jeabe Syslog. spdu wesso puvess Idouwesd 933! JelJs
IJIgosh s IJlpvegsle 1UglL08 .

Logging Setup Logging Destinations Email Setup Event Lists Rate Limit Syslog Settings Syslog Servers

["';“”]

Legging Destination Syslog from Al Event Class Syslog from speciiic Event Class

lesble IJoble Il us eds FTD - | olds 9206 s

Add Logging Filter Q
Logging Destination ‘ Syslog Servers v ‘
Event Class ‘ Filter on Severity v ‘ | debugging M
+ Add
Event Class Syslog Severity

coee | I

lesble IJuble IJlwlus eds FTD - vessu puwwss 1Jglby,6 Jsgod IJowesd
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Administrator =

a1}

Add Data

i

Monitoring
Console

| Search settings...

KNOWLEDGE

Searches, reports, and alerts
Data models

Event types

Tags

Fields

Lookups

User interface

Alert actions

Advanced search

All configurations

SYSTEM

Server settings

Server controls

Health report manager
Instrumentation
Licensing

Workload management

Mobile settings

loedd lds prgdle IJoslule s Splunk

DATA

Data inputs )

Forwarding and receiving

Indexes

Report acceleration summaries

Source types
Ingest actions

DISTRIBUTED ENVIRONMENT

Forwarder management
Indexer clustering
Federation

Distributed search

USERS AND AUTHENTICATION
Roles

Users

Tokens

Password management

Authentication methods

lJglogs 3. i'ao_) UDP &p ludy 8ds UDP IJpeds 1Uzrs> W 1duowes Ideldso IJos wbo,.



Data inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwanding and receiving between two Splunk instances, go to Forwarding and receiving

Local inputs

res Inputs Actlons

cal file or monRor an entire dinectony

. Req P
0
TCR
a TCP part for incoming data, a.q. sysiog
( Lisien on a UDP port for iIncoming data, e.g. syslog 1
Reg manitaring
H ik index [= Wir R O lor char

UDP

Data nputs » LDP

louwle [5gld 'UDP peds gos>'

$3¢d tb9é 4. 1Jpsule £Js Is 1 syslogs sdso huwdo. 09 suwés Joo IJ odyw wel 1y
IJpsule suvdd gds I FTD syslog g s lesls: B 030 1JzlJs 5156. in order to $ode 1J
syslogs Wb pu 9lz> puo>) (I FTD) wwow Id VWib §usd wavosd pu eeld IJs IJ IP ey
IJ&bo eJs IJFTD Io I seuod pe 1J splunk olsd. [o@) B9 Next (IJelds).

AddData @ ¢ Back
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Add Data *— < Back Raviaw >
Salect Source INput Semngs "
Input Settings
Opticnally set additional input parameters for this data input as follows:

Source type

App Context

Method "

[Ir:c- cisco_stw_fid_syslog = | Create a .».r-.-.-..-.-..w]

wdosu lesble Iheld Idoslole
IJ¢bgo 6. Hlze IJlesble 9lu®, W9 Liuwld.

Select Source Input Settings Review

Review
INput TYPE .o .. UDP Port
Port Number .......oocveevcenceenne 5156

N/A

... Cisco:ftd:syslog

Source name override .

Restrict to Host .
Source Type ......
launcher

(IP address of the remote server)
cisco_sfw_ftd_syslog

App Context

ooleeo lesble beld Idoslole
oSS lwoedlele SPL glugile Jozle Idpegdyple
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Apps < Hello, Administrator

& Created by you

[ Bookmarks %% Dashboard B Seasch history @ Recently views

~ My bookmarks (0) Add b

Cisco Secui

h & Repo!

~ Shared with my organization (0) A Boakmar

Auelit Trail
Shared by me

Cizco Frepower App far Splunk
Shared by other administrators

Cisco Secue Firewall

~ Splunk recommended (13)

Cisco eStreamer eMNcore for Splunk

Spiunk Secure Gateway Common 1asks [Rh
Upgrade Readiness App E: Add data Search your data = Visualize your data
=2 =
= Add data frem a variety of commen sources. Turn data into doing with 5 Create dashboards. that work for your data.

lowyd lds cbosd Idoze slesh 1degbs,
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9&33 IJlogaldle JdJ vog pzeses B edles IJowssy leuolssle 98,00 030 Idoslule pissl
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Q

ch & Reporting

New Search Sove As Close
index="cisco_sf ¥slog™ | rex field=_raw “Group “<(7<group_policy>[">1*}\> User \<[>1\> IP \<[wdy.1#\> IPv4 Address “<[\dy.1+*\> IPwé address ‘<[*\>1*\> assigned to session®| search group_policy=+ |
st group_palicy
¢ T8 events (i TN25 BAS04.000 PM) Mo Event Job* L &
Events (28)  Pattems ties (4)  Visualization
11
E - Show: 20 Per Page = Wi List 12 Neas

€ Hige olcls i Time Ewvent

—— > GRS Jum 24 228 : 2025 Jun 25 95:81:81 UTC alaBbeat-0828-11e j@561baa 1 XFTD-svc-4- : Growp <sales_Dept> User (D '* < QEENENEND 'Fv4

105843000 PM  address (D 174 address <::> assigned to session

palicy 4

Sahes_Dept R ;- wpsise

 Source 2 > BRAZE num 24 20:32:56 (D : 2o 25 ©2:35:16 UTC alabbeat-9528-11ef-aaBa-b652bas61ban
8:32-58 000 PM dress '_." IPv6 address <::»> assigmed to session
i 50 udpBi56

Growp <ITDept> ser (D 17 -GN - 17+ Ad

IT_Dept [

: Group csales Dent> User (HEEED 1» (NN !¢

KFTD=sve-4=72

25 02: 311233 UTC alaBbesb-0828-11ef-a58a-bE52bAGE1baS :

> 62425 Jum 24 20: HE:
82015000 PM  Address - 16 sddress <
policy = Sales_Dept  hos: = (D

ssion

wip:S156

; Grow <sales_Dept> User HEEED i - (HNEEED 17+

abbeat-0528- 1107 -aaBa-be52ba561baa ¢ XFTD-sve-

> B2
B:27:27000 PM a
udp:5156
y o BAZE 2025 Jum 25 902:29:17 UTC alaBbesti-0828=11ef-aaBa-b652ba561bas & pept> user D 1- NN 1F

3 <21> assigned to session

B:26:50.000 PM

IJoew eu sl wluwegsle lgwogdlele SPL



New Search
*\> IPv4 Address \<[vd\.1*\> IPvE address

o_sfw_ftd_syslog” | r =_ram "Group “e(T<group_policy>[*>Iv)\> User

count grovp_policy

000 PM)

Statistics (4]

v = ) Preview: On
s

IT_Dept

Sales Dept

w2l pu edles IUousso IUlzuolssle

w9 oey P edlps ldowsse Idessle Ihuwe IJoslosdeg bl

=x]#% TP \e[\d\. I*\> IPv4 Address \<[\dv. I+\> IPvE address

1#\> assigned to session”

*\» assigned to session”

h group_palicy==

h group_pol

=

count *

arch & Reporting
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New Search v Az reate Table View  Close

= ram "Oroup ol Tproup pelicy>(*> 1+ 10> User W<f*>19\a 1P \olhd\. Jo'> IPvd Address \<[d\. J+\> IPv6 address \<f*\>]+\> assigned to session™| sea = All time » ﬂ
g ) ose Mode v

index="cisco_sfu_fud

28 1Jd9zs S Jogs pedyele

lJglgs 4. 235 guslol JJ9gs lJpsdsele IJos w@89p v!gublzsolghaJ euslol Jdogé IJos
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Save Panel to New Dashboard X

Dashboard Title FTD_Dashboard |
ftd_dashboard # Edit ID

Description Optional Yy

Permissions & Private v

How do you want to build your dashboard? What's this?
Classic Dashboards Dashboard Studio NEW
The traditional Splunk dashboard A new builder to create visually-
builder rich, customizable dashboards

Select layout mode

Absolute ; :—--'—J | Grid
Full layout control | | —T ! Quick organization D!'I"'I
. | O
Panel Title Successful RAVPN Connections Per Group Policy
Visualization Type € Pie Chart B Statistics Table

» Advanced Panel Settings

Save to Dashboard

lesble Jozo lJpedyple [Jgrs56
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lJeed9ple [Jgluos .

1Jgo96 5 (Igoshhss). Bp woudss 1Jpiss pu luwegdlple SPL 92 bol JJgzle [Js J9go
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Q

>' Search & Reporting

Dashboards include searches, visualizations, and input controls that copture and present available data.

Latest Resources

¥ Examples for Dashboard Studic 1 Intro to Dashboard Studic Intra to Classic Dashboards

i Tite = Actions Orwmir 3 App = Sharing = Type =

Edit = admin seach App Dashboard Studio

JsO$6 &2 J9zs IJpedspele

odysu Idovwsole luwoobl |ds luvegdlele SPL

lJglogs 1. Iov:;néd IJs obosd Idoge slesh Ido@ls) Jlogsle luvegdle SPL goJugsdo
JJozdd pu lue sede Iduwedle 1duozses Idos uwvsope luvoisleol Jogvesd IJouwso.

New Search el
indew="cisco_sfw_ftd_syslog” | rex “suthemtication (I<auth_status>\we)ise:® | search auth_status=Rejected | rex “user IP = (Teuser_ip>Wd{1,3}(7:\.\d(1,30)(3))"| search user_ip=+ | stats count a5 reject_count Al time n
user_ip
+ 29 events (baforg TARS Wo0212,000 PM; L] L.}
Events. (25) Patterms aliz i
1 i Pt Co
Py 1
= Al Fie i Time Event
&m4Ans 8 5: [ b t! tien Reject: d - d
103:22.000 AM
G245 JaBbeak-08328-11ef-2a8a-bE5S2DASA1bAY © NFTD-auth-6-113015: AAA user authentication Rejected : reason = Invalid pa
0319000 AM ssword : local database : user =
5= Rejected  host
» 62335 Jun 23 B4 23 18:55:54 UTC alabbeat-0828-11ef-2a8a-b552b0%6 1baa : XFTD-auth-6-113015: AMA user authentication Rejected : reason = Invalid pa
45736000 AM  sswerd : L] -
= :curce = wdpSI56
timestamp 1 > 2325 2025 Jun 23 19:59:41 UTC alaBbeab-0828-11ef-aaBa-bE52b@561baa : XFTD-auth-6-113015: AAA user authentication Rejected : reason = Irvalid pa
se1_ip 4:57:23.000 AM local datsbase : user = QEENEED user IP =
Rojected  bost = (D Sour
+ Extract My
> 62335 & -3382-be52bO5H 1bas ith 2180 A n en 4 o de

1O : 202% Jun 230

A5TN000 AM

ouvésd luvogdlple SPL Jlouble oowsole ¢luod
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Help = Find Q

. Search & Reporting
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<ffroot>

Permissions: Shared in App.
Alert Type: Real-time (allows failed user authentications in the last 10 minutes can be tracked continu

Trigger Conditions: A
cust om

condition is used to search if the
rej ect _count

counter from the SPL query has exceeded 10 in the last 5 minutes for any IP address.
Trigger Actions: Set a trigger action such as

Add to Triggered Alerts, Send email, etc

and set the alert severity as per your requirement.



Save As Alert

Settings
Title

Description

Permissions
Alert type
Expires

Trigger Conditions

Trigger alert when

Trigger
?
Throttle -

Trigger Actions

Alert to notify more than 10 failed attempts in 10 minutes

Optional

10

e.q. "search count > |

O

+ Add Actions 1

lesble luoldss Jlouuile IUouwso

Trigger Conditions

Trigger alert when

Trigger

Throttle ?

-—_ oM o_ar_

Private

Scheduled

Per-Result

Custom *

Shared in App

Real-time

minute(s) v

Triggers whenever search returns a result.

Number of Results

Triggers based on a number of search results during a

rolling-window of time.

Number of Hosts

Triggers based on a number of hosts during a rolling

window of time.

Number of Sources

Triggers based on a number of sources during a rolling

window of time.

Custom

Triggers based on a custom condition during a rolling

window time.

[ search reject_count>10

Custom »

e.g. "search count > 10°. Evaluated against the results of the base search.

5

Once

minute(s) =

For each result

Save
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Trigger Actions
+ Add Actions +
When triggered v M Add to Triggered Alerts Remove
Severity Medium =
Info
Low
High

“

lesble luoldss Jlouile IUouwso
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New sEarch Save As v Create Table View Close

——dedasababannafy_ftd_syslog" Last 24 hours =
Ipen bookmaris (Ctrl+E)

¢ 290,844 events (7N325 10000000 AM to 7N4/25 136:08.000 AM) Na Event Sampling * Jobr " L] ) + Fast Mode »
Vezue duwedle 9g,u20l

i Time Event

> TH4i25 Jul 14 01:36:¢0 (D :Jul 14 07:36:09 UTC: %FTD-config-7-111889: User 'enable_1' executed cmd: show resource usage resource Routes
1:36:00000 AM  oc: (D  -curce = udp:5156

Seuo Iduwedle se,000l

e Joelo IJpedsple Vs IUsde IJdeds

Sedud Ilvedld [ds Jozs Idpedsele Idpeuouod Idos Gew cluilisel 9,986 IJegss) eds
JJ pu Iddozle Joslule suwedle 23836 sop logblgel e FTD.

FTD_Dashboard

Global Time Range

Last 24 hours hd

RAVPHN Connections Per Group Policy

oo Jogle ldeedsple

ozl pu ouvgsd L__sc") ouwsoly
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Searches, Reports, and Alerts

Searches, reports, and alerts are saved searches created from pivot or the search page. Learmn more [2

2 Searches, Reports, and Alerts Type: All = App: Search & Reportin earchj Owner: Administrator {admin) » filter qQ

Name : Actions 4 Type Next Scheduled Time = Display View = Owmer = App 2

Alert to notify more than 10 failed attempts in 10 minutes Edn~ RunlZ View Recent At 2025-07-14 01:24:00 Pacific Daylight Time none admirn search
Excerding maximum number of falled alerts Edit* RuniZ View Recent (= Abert 2025-07-14 01:24:00 Pacific Daylight Time none admin search

Jobs

Manage your jobs. Leam More 12

68lJohs  App:Search & Reporting (search) = Owner

-
i L owner = Application = Events = Size = Created at » Expires + Runtime = Stafus Actions

admin search n 4.57 MB Jul 13, 2025 10:56:02 PM Jul 14, 2025 122730 AM 0229327 Running (reaktime) lob = 1] ] -

Alert to notify more than 10 falled attempts in 10 minutes |real-time

IJozdd pu lJouwsele 9g,u00l

splunk -enterprise Adminisirator Message: Setting Activity *  Help ~ Find Q

Search Analytics Alirts @ Search & Reporting

Alert to notify more than 10 failed attempts in 10 minutes

{ndex="

w.ftd_ syslog® | rex “authentication (7<auth_status>\m+)\s+:" search auth_status=Rejected | rex “user IP = (T<user_p>\a{1, 317\ 0{1.310{2310°] search user_fp=* Real-time = n
reject_count user_ip

Statistics (1) Visualization

s reject_count = .
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