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Edit DHCP Relay Server Configuration @
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dhop_server

4.0853JY lue@d IJs gsh) |JOJJJ‘_9C)=) 2ol FTD zse wyew Vs wbousy lJogss)le slud,)
W99 LU Jwae uyuiy leshle IJuble gl gws.

eJduuo ¢sl) 43 eds ¢bhes DHCP obbd

pJlz06: 90861 Jpgshy RFC 2132, sdse 1Uzs IUbos Jbod 1Uzs 43 o9 1.

loodd IJs leshle glbe DHCP gluedd 1Js IPVA &p 25 IJublg 9gshle IJoblg >1dejss pu

IJlplele >gsble ldodssy sepdso [Jgsl) 43

it Address Pool
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u| Reservations
., Scope Options
4 Policies

.3 Server Opticns

4| Policies

#| Filters

enable_option_43_on _external_dhcp_server

B Idoslss: seud 1lesls IUIBe)luos 1JBs s BLgs: ppl 938 FTD U luwdlls 1z 506

9oL usIol JpvdJs wuvdd Es) LoRST:

General  Advanced

2
File Action View Help
e 25EXE 4= HE &
? EEHCP Opticn Mame Vendor Value Policy Mame
- ¥ y
v & “‘_"”lsafc""‘qum =] 003 Router Standard 192.168.7.2 None
vB _VS [192.168.7.0] | | 006 DS Servers Standard | Scope Options ? Y
v A68.7.0] 1
- ocope 3 Vendor Specific Info Standard

Available Options

Description »

] 040 NIS Domain Name Mame of Ne
1041 NIS Servers Addresses ¢
(1042 NTP Servers Addresses ¢
v
L4 >




File Action View Help

o 2@ XEGC | HEE &

% DHCP Option Name Wendor Value Policy Mame || Actions
3 s 7
v i Tnl ;2::u.squm £:| 003 Router Standard 192.168.7.2 Hene . Scope Options -
v v
? Scope [152.168.7.011| 06 DAS Sovers Standard | 5cqpe Options ? X Mare Actions »
B & Address Pool &1 043 Vendor Specific Info Standard | |
General anced || 043 Vendo ific Info e
& Address Leases sichs 'Sv_ec
El Reservations Avalable Options Descigtion More Actions ¥
EIOREH NS O 040 NIS Domain Name Hame of Ne
- P°I'{'“_ 00417 NIS Servers Addresses ¢
] Server Options [ 042 NTP Servers Addresses <
4| Pelicies [ 043 Vendor Specic Info Embedded v
| Filters < >
s B IPve
Data eniry
Data: Binary: ASCI
ooon |

default_config_of_option_43

o0 2low 1Ugbe wluwagsle Wireshark. ol Io B 2506 OFFER. Jl 092> 306 JJgsl 43
cwpl sYsy IUbed 0.

2845.. 25665.243313 192.168.7.2 192.168.2.6 DHCP 344 DHCP Discover - Transaction ID @x74376143
| 2845. 25665.243654 192.168.2.6 192.168.7.2 DHCP 342 DHCP Offer = Transaction ID @x74376143
2845 25665.243685 192.188.7.2 192.168.2.6 DHCP 372 DHCP Request - Transaction ID 8x74376143 =
Server host name not given ~[ 88 50 S5 a@ 94 Tc @3 58 S6 8@ BB 54 OB 00 45 00 PY-:| P V:-T-<E -
Boot file name not given 91 48 85 3 80 00 80 11 00 00 cO a8 82 96 b ad H
Paple eackine Ptk o030 1 45 oo o0 EINE 00 80 0 0 co a5 07 0a co ar oC M. ...
Option: (53) DHCP M T offi = Snesac u
gt (53) sassge Type (offer) 92 66 @ a8 87 62 80 59 56 20 2c 59 BB 09 00 08 Py
Option: (1) Subnet Mask (255.255.255.8) 98 G0 90 B0 B0 92 22 P2 90 B0 90 B2 BP B0 B9 P8
' Option: (58) Renewal Time Value 0 00 DO 00 DD 00 0O B0 00 00 0D 00 0D 00 00 00
Option: (59) Rebinding Time Value 00 00 OO OO DO 00 00 0O 0D 00 00 0D 0D 00 0D 00
Option: (51) IP Address Lease Time 90 00 B0 09 20 02 0P B0 ©O 00 20 00 o9 90 B0 00
Option: (54) DHCP Server Identifier (192.168.2.5) B9 00 B2 00 B0 20 20 B0 O 0O 20 B2 B0 90 B0 90
option: (3) Router 00 00 0 00 B0 00 00 PO 00 00 00 00 9O 00 0O ©0
Option: (6) Domain Mame Server 5108 15008 B0 08 S0 00 {DO0:N8190!108 (80: 08 (B0 08
v Option: (43) Vender-Specific Information o 00 BO 00 O3 GO OB 00 OO 0O BB 00 BY 00 OO 99
Length: © 80 60 0D 00 B 60 80 00 ©0 6O OO 68 80 B0 ©D 00
Value: <MISSING> 80 00 B0 00 02 00 00 90 00 00 90 90 O PO 80 %0
Value: <MISSING> 98 80 9G 02 0O 92 02 02 90 B0 90 B2 PO 99 B2 98

non_working_server_side_pcap

Swp luwdlb 1Jzje po Bwd Cisco Firepower Threat Defense (FTD) Jiwol wew9s £Js bod 0
IUELL) pUL900: ppl sEIJO RFC 2132.

<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1

ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 302)

DHCPD/RA: Binding successfully added to hash table

DHCPRA: relay binding created for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.

DHCPDY RA: option 43 is mal forned.

DHCPDY RA: Unabl e to | oad workspace.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 328)
DHCPRA: relay binding found for client 0050.56a0.2c59.




DHCPRA: setting giaddr to 192.168.7.2.
DHCPRA: Server request counter 1

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.

Jupob IUdses IJeulsss Jodso 1Yo, pu 0 98381 J RFC 21320 168, )l piooe! eds 2dd
pEJIPIC 095 043 102236 9223 1USsp6 s 00. Jpl 09 p9 o S 1duo9)6.

swrew ol IJogss) wotle cles) euslo IP Us IJgpsd.

File Action View Help
o 2@ XE G HimE &
@ DHcp Option Name Vendor Value Policy Name
W win- Tsfqam = |
a i ||:5:c° STy |z 003 Router Standard 192.168.7.2 None
v .
v [ Scope [192.168.7.0] I 006 DNS Servers Standard | Scope Options 7 x
) . il o {4 ge
2 Address Pool 043 Vendor Specific Info Standard
ress Po
_a_ General Advanced
@ Address Leases
'Q.— Reservations Available Options | Description A
3 Scn‘ple Options [ 040 NIS Domain Name Name of Ne
[l Policies [J 041 NIS Servers Addresses ¢
£4 Server Options 0J 042 NTP Servers Addresses c
4| Policies 4] 043 Vendor Specific Info Embedded %
, ¥ Filters < >
@ IPvE
- Data entry
Data: Binary: ASCII:
oooo oo
Up UESS)_binary_value_to_1
epJsé DORA B zluw IUghp guspl swp wessu lJ8ses eds 1 s lJgsl) 43
2848 25602.486685 192.165.7.2 192.168.2.6 DHCP 344 DHCP Discover - Transaction ID @x%a683824
2848.. 25882.406970 192.168.2.6 192.168.7.2 DHCP 342 DHCP Offer - Transaction ID @x92608824
2B48.. 25B82.409264 192.168.7.2 192.168.2.6 DHCP 378 DHCP Request - Transaction ID @x3a508824
2848.. J5882.489833 192.168.2.6 192.168.7.2 DHCP 342 DHCP ACK - Transaction ID @x9as@se24
Client hardware address padding: 00E0B000GR0200000000 N @1 46 05 f4 00 @0 80 11 00 00 cO ab 82 @6 cd ad veses
Server host name not given B7 B2 09 43 80 43 81 34 5b 9e B2 O1 05 80 98 68 - -C-C-4
Boot file nane not given 62 06 co a8 07 02 80 S0 5 26 2 59 50 00 0 80 ......P V.,V
. @ a aB Ic T "2
RaLC: Gookia: IDNce @0 60 0P G0 0O GO BO 00 G0 0 6O B¢ 00 60 0P 60 . as
> Gptien: (53) DHCP Message Type (Offer) 82 B0 PG G2 OO 02 G2 OO 00 80 0O 88 00 82 80 08
» Option: (1) Subnet Mask (255.255.255.8) 20 00 0O B0 0O 0O 50 DO 0O 0O 00 0O 08 00 0O 80
* Option: (58) Renewal Time Value 20 90 00 B0 90 00 B0 0P OO0 O9 90 9D 90 B0 90 99
* Option: (59) Rebinding Time Value 82 B0 80 GO 92 00 6@ 90 ©0 ©° 60 80 82 6@ ed o8
> Option: (51) IP Address Lease Time B8 & 90 00 BB 20 00 DO 0D B0 0O 0O 20 0@ 29 B0
> Option: (54) DHCP Server Identifier (192.168.2.8) : : x g g x : : : : : z : : : x
? Option: (3) Router 60 60 0O GO 0O 0O 0O 0O 0O 0O 6O 0O 0O 0O 0B 00
* Option: (6) Domain Name Server 50 B0 0D B0 0O DO 6O GO 8O 0D 6O 0D 0O 6O 0D PO
v Option: (43) Vendor-Specific Information ©2 B0 PG G0 90 9@ B0 OO B0 90 80 80 90 80 90 98
Length: 1 60 60 00 00 00 00 0O B9 0O 00 B0 B0 80 60 o8 ee
value: 8@ @0 90 99 B9 09 ©A 63 B2 53 63 35 91 @2 O1 84 Ff - Sc5e-c--
» Option: (255) End ff f 90 35 84 0O 85 46 00 3b 84 00 09 3a 89 33 $easF geee1:3

server_side_working_pcap

€0Js6 DORA 1JgIos wzluw Igpsd euspl sop wesso IUSses eds 1 WOs IJgsl 43

sspduol o s o IJgpsd sz e IP.




2907.. 1837526.548275 ©.0.9.9 255.255.255.255 DHCP 344 128 DHCP Discover - Transaction ID @x9a6@8024

2967.. 1837526.558283 192.168.2.6 192.168.7.18 DHCP 342 72 DHCP Offer - Transaction ID Bx9a688824

2967.. 1837526.551703 9.0.9.0 255.255.255.255 DHCP 370 128 DHCP Request - Transaction ID @x0a6@8024 ]

2967.. 1837526.5530@8 192.168.2.6 192.168.7.1@ DHCP 342 72 DHCP ACK - Transaction ID éx0a6@8024 W
Option: (53) DHCP Message Type (Offer) ~|[eeee ee Se 56 aB 2c 59 TIRLIREL a0 48 2d 68 88 45 8@ PV, VHR| H- E- ~
Option: (1) Subnet Mask (255.255.255.8) 81 48 11 12 48 @@ 48 11 96 32 c® ab B2 86 c@ ad He-@-H- -2:00--
Option: (58) Renewal Time Value 87 @a 00 43 0O 44 01 34 48 45 B2 B1 96 00 e2 68 C'D-4 HE h
Option: (59) Rebinding Time Value 3c 3f B0 0D @0 00 GO 60 0D @0 CO aB 07 Ba c@ a8 <P cc-c coocoo

82 86 cB a8 ©7 B2 86 56 56 a@ 2c 59 6@ 60 0D 00 PV-,Y

Option: (51) IP Address Lease Time

. 66 g0 0D O 00 OO OO B0 ©D OO OO OD B9 OB BB BB - .- celeeeen

Option: (54) DHCP Server Identifier (192.168.2.6) G0 0D 00 B2 B0 00 00 00 ©D PO DO 0D 00 88 8D 08
Option: (3) Router 62 20 02 00 B0 GG 0P G0 00 B0 0O B0 BO ©0 BR 00
Option: (6) Domain Name Server 68 B2 00 00 00 OO B0 00 ©OD 90 OO OO0 B0 0D B0 88
v QOption: (43) Vendor-Specific Information B8 82 99 B PO 6O 89 99 ©D B0 B8 B0 B9 B0 BB B0
Length: 1 B0 60 0B 00 B0 0D 0D G0 OO0 00 00 0O 0O 60 BO B0
value: 88 68 90 02 00 B0 00 OO 00 ©D B0 0D OO 00 00 PR 00
" AR AR QR AR A AR AR AR GO A AR AR AR AR BB OO

client_side_working_pcap

<#root>
firepower#

debug dhcprel ay packet

debug dhcprelay packet enabled at Tevel 1

ftd# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 302)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: setting giaddr to 192.168.7.2.

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = Ox81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on Lan_network interface
DHCP: Received a BOOTREQUEST from interface 3 (size = 328)

DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: Server requested by client 192.168.2.6

DHCPRA: setting giaddr to 192.168.7.2.

DHCPRA: Server request counter 1

dhcpd_forward_request: request from 0050.56a0.2c59 forwarded to 192.168.2.6.
DHCPD/RA: Relay msg received, fip=ANY, fport=0 on dhcp_server interface
DHCP: Received a BOOTREPLY from relay interface 2 (size = 300, xid = Ox81f5dddc) at 06:55:25 UTC Tue Ma
DHCPRA: relay binding found for client 0050.56a0.2c59.

DHCPRA: exchange complete - relay binding deleted for client 0050.56a0.2c59.
DHCPD/RA: Binding successfully deactivated

dhcpd_destroy_binding() removing NP rule for client 192.168.7.2

DHCPD/RA: free ddns info and binding

DHCPD/RA: creating ARP entry (192.168.7.10, 0050.56a0.2c59).

DHCPRA: forwarding reply to client 0050.56a0.2c59.

DHCPRA: Client |Ip Address :192.168.7.10

DHCPRA: subnet mask in dhcp options :255.255.255.0

IJozdd pu lduozs



BSwd lesls ¢be DHCP Iy IJesesd: wlds oo wuwesd FTD pg FMC. guldluolds |Js 3Jd. oz
o0 929> louold wglbe DHCP s wdssy wyzsd DHCP.

<#froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

<tfroot>

><Press Enter>
firepower#

pi ng

JJeedd po wdssu 939sd ¢ozsd DHCP oy 9lzos yub, IJisle, (CLI) IJgl06 o FTD.

<#root>
firepower#

show runni ng-confi g dhcprel ay

dhcprelay server 192.168.2.6 dhcp_server
dhcprelay enable Lan_network

dhcprelay timeout 60

dhcprelay information trust-all

lpwod ol IJIgble 9]l odlzol

Jlowed gl IJpgvdJs sluodizel og W IUlgeoly IJodlb 1Jeldss:

1UC\.9L9 PU |.Ju_92_;.50 wSU ébro FTD_9 DHCP .Ju'o,olu lrodlow.sé |J_9u0.9-J l-Jt.So PuU E|>P DHCP.
2.0l oo lo ¢lbp DHCP Usso puwly JJ9Lo9d IJs 9lzos 93sd oyesd DHCP.

3. Jlgweduld igble 1Jgpsd 1dos Jl oodds guslu IP sluadizol: sedod lz)le IJodlb 2508
£Jss slzos FTD 1Jp9z06.

03l wsuw ez loe b sWzuo 1J DORA gpdsé po IJ DHCP o Lopu Iyub 1Jedlb.
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Jlsdl eduws god 1JoBlb 2508 pesué B> wilwol puuudl 923d0l Bp Loudss Idie) bolo.
JI s9z> l[Jollb <capture_name>

4. Jp,lzed 1JelJs 9oz pse wuoese lgble DHCPprelay. §po woudss 1Jble, IJolJsé

JJisle wi3dIde spdud oywesd 1U>gad 1Us 9lgod ywb, Uiglro_) (CLI) v oyulpe FTD .

<tfroot>

system support diagnostic-cli

enabl e

luog b eds IJpdelz Enter.

<#froot>

show dhcprel ay statistic

show dhcprel ay state

JJduzdd pu wpdsu uuoese Ui'a]olc ClJed: 9p woudsd Uip_, i>olo.

<#root>

show debug

<#root>
To capture debug excute below commands

debug dhcprel ay packet
debug dhcprel ay event

<{froot>



To disable debug

undebug al

pedyple dlo LoJs
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