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Firewall Management Center

Remote Access VPN Policy Wizard

o Pobcy Assgnmert @ | Connection Prafile Secwe Chern 4 | Access & Certificate Summary

Targeted Devices and Protocols

This wizard will guide you theugh the required mirimal steps %o configurs the Remete

A PN policy Wwish B new user-defined connection peodle

Description

VPN Protocols:

s8L
Paas -KEW2

Targeted Devices;

Q, Seach 1 49
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Before You Start
Before you start, ensure the folowing configuration

wlements to be = place 10 complete Remobe Access
VPN Policy.

Authentication Server

Condgure LOCAL or Resim or RAL
or S50t authenticate VPN clisnts

Saecure Chant Package

Make sure you have Secure Cheni package for VBN
Chent downiosded of you have the relevast Crsco
credentials to download it during the wizard

Davice Interface

already configured on tugeted
can be used a5 B Secuxity 2coe

devices 50 thal they
or imterface group 1o enable VPN access
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Firewall Management Center
Firewall Ma e BHTHATIC NV Overvew Analysis Poiicies Devices Objects Intesgration

Remote Access VPN Policy Wizard

1) Podicy Assgnment @) connecion Protie Secure Chant 4 Aceess & Certifcate Sunmasy

Connesction Profile;

are roup policies

Ad is accomplished and how addresses. are assigned

They also include user attributes, which

I @ This name is configured as & connection alas, it can be used 1o connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specity the method of authentication (AAR, cenihc
connectons

Chent Certibeate & AAA

o both), and the ASA servers that will be used for VPN

LOCAL
a2l
Py
%) Map specific field se entire DN (Distinguished Name) as usemame
GN (Commeon Name) v
10U {Organisational Unit) .
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Add New Local Realm 9 X

Mamet Description

LocalRealmTest

Local User Configuration

»~ sEVPNCEentCN

Lisernanme

S3VPNClientCMN

P s Confirm Password
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Chient Address Assignment:

Chent IP addeess can be assigned from AAA saner, DHCP sarver and I address pools. When multiple options ane
selected, I[P pddress assigriment i iried in the order of A8A senver, DHCP server and I address pool
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+ IJQulg: 255.255.255.0

Add IPv4 Pool )

Mame*
ftdvpn=-aaa-cert=pool

Dascription

IFvd Address Range®
172.16.1.40-172.16.1.50
Formal: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Mask®
255.255.255.0

Allow Overmndes

.'EEII"II'HJL-'E' device Oermides in the address pool oject 1o
weoid 1P aidress oonlicis i case of obpect B shared BCr0ss
mutipde devices

v Owverride (0)

oBluosd weee guldsy IPv4
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Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* -

Edit Group Policy
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Add Group Policy Q

Name:*

fidvpn -aaa-cert-grp

Description

General Secure Client Advanced

VPN Protocols VPN Tunned Protsesl

specily the VPN tunnel types that user can use. At least one tunnshng mode

IP Address Pools agficured for users to connect over a VPN tunnel
Banner
DNS/WINS IPsec -IKEV2

Split Tunneling
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Remote Access VPN Policy Wizard

1) Policy Assignmant ') Cannection Profile ©) securs Client 4 Access & Centificate 5 Summary
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Remoty Secure Gl i
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Secure Client Image

The VPN gateway cam automatically download the latest Secure Client package 1o the client device when the VPN
CONNACHION i3 Nt@atec. Minimize CONNECTION setup tme by choosing the appropriate OS5 for the selected package.

Download Secure Clent packages from Cisco Software Download Center
Secue Cliont fiss Giject Name Secure Clent Package Name Oparating Syitem
In CEo - MuTe - Chen v 5. 1.3 6 CHEO- AU SRR Wi 5.1 3 62 WitODR Windows - I

028> L8 Epsd lpud
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Remote Access VPN Policy Wizard

1) Policy Assignanent ') Connection Prafile ) Secure Chent D) Access & Cenitcare 5 | Summary
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ig
!
Metwork Interface for Incoming VPN Access

Select or create an Inerface Group or a Security Zone that contains the network interfaces users
waill aceass bor VPN conngctions

outsideZore ] |+

Enabie OTLS on membss intertaces
4 Al the devices miusst have isterfaces. a3 part of the knterlace Group/Security Zone seiected
Device Certificates

Dwice camficats (sis0 callad Kantity Canineate) iiamtibes the VPN galawal b the Iemots Secess
chents. Sehect a certificabe which it used 1o suthenticate the VPN gateway.
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Add Cert Enrollment

Name*
| fdvpn-cert

Descripbon

Ci Infoemation Canifcale Pasamebers Ky Hevacation

Enrollment Type: | PKCS12 File v
PRCS12 Fie*. | maCen pix

| I Browse PKCS172 File

Passphease®: - |

Validation Usage: [ WPsec Chent [B) 551 Chent SSL Server
Skip Check for CA flag in basic constramts of the CA Certificate
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Remote Access VPN Policy Wizard
(1) Pulicy Assigeeners ((#) Connecton Protle (¥) Secure Clheen °M.:mac«m= 5 | Summary
i D — — m
- .2 T o
Usar Sacure Claat " t Dwvca
|
A4

MNetwork Interface for Incoming VPN Access

Salect of criabe an Intertace Group of & Securty Zone thal containg the netwark imerlaces users

I

—_
Enabde DTLS on member interfaces

Initerface g

A AR Ehy denices must have interfaces o3 part of the Iterlace Group/Secunty Zore sebected,

Device Certificates

Device certificate (also called Kentdy certificate) identibes the VPN gateway 5o the remole sccess
cherts. Select a certibeate whach is used to authenticate the VPM gateway.

ICEI’IIM‘GIE’ Enroliment * Pcvpn-cen
T R

Access Control for VPN Traffic

Al decrypted trafe in the VPN tunnel is subjected 1o the Access Control Policy by default, Select
this 0ption 10 bypass decrypbed traffic iram the Access Condrol Policy.

1B Bypass Access Control polcy fof decrypled W (Sysopt permst-vpn)
This option bypasses the Access Control Policy inspection, but VPN fiter ACL and
stharization ACL downksaded from AAA senvar s Stll sppid to VPN traffic

Depioy O @F 3 @ wimn-

‘S sEcure

oldss IJlesble B Access & Certificate
IJz1096 9. wldss IJpdéue Jedid wg s IJlouold

e lJped9ped ¢Jo J VPN w9 osd b 9b 96 lugls -

Firewall Management Center

Sate Wizsrd Overview Anghysis Policies Devices Objects Integration
—
Remote Access VPN Policy Wizard
(1) Policy Assigrment - - (3) Secure Client - Access & Certificate - (@) summary
Remote Access VPN Policy Configuration A Confi jon Requi
inewail Management will ¢ une an 'wiEh the Tolowing setbngs Aher  the ) Tabowing
Mame frchepn-aaa- cent-auth condguration needs 1o be completed for VPN 10
Device TarpHs: 100 work on sl devics targets
Connection Profle: Mepi- b~ S -BUIN
© Access Control Policy Update
Connection Alias: e Ca-ath
AN An Arcess Control rule must be defined to aliow
VPN traffic on a8 targeted devices.
Authentication Method Clnt Corsicans & ARA "
Usemame From Certifcate: N [Comman Name] & OU {Orgseisstionsi Uret AT
Authertication Server LocaiReaimTest {Local) If NAT i2 snasbled on the targeted devices, you

muzst defing @ NAT Policy to exempt VPH traffic
© DNS Configuration
To resclve hostname specified in AAA Servers
te CA Servers, contgure DNS using FlexCantg
Palicy on the targeted devices.
@ Port Configuration

S5 will be enabled on pom 443

Please: gnsure that these ports are net used in
NAT Pobcy or other senices before deploying
the conguration

Autherization Server -
ALTHUNENY Served =

Address Assgnment
Adceess from ARR =
DHCP Sénvers. -
Adetress Pools (IPva) PRl n- gl
Mhddress Pools (IPvE) .

Group Policy e saaean=grn.

Secure Clhent Images o0 pure - clntoman= 315 62 -vepbepion -k pk
Susoezons

R — A Network Interface Confguration

Device Certibcates o Maip sure 1o 0od ieterface from taegeted
el = ' +

Device identity Certificate Enroliment

Cestificate encoliment cbject Tidvpn-cen’ is not instaled on ome o mone targeted
devices. Cenibicate installation will be nitisted on the targeted devices on finishing the
wizard Go to the Certificates page to check the status of the installation
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// Defines IP of interface

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 192.168.1.200 255.255.255.0
interface GigabitEthernet0/1

nameif inside

security-level 0

ip address 192.168.10.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftdvpn-aaa-cert-pool 172.16.1.40-172.16.1.50 mask 255.255.255.0

// Defines a local user

username ssTVPNCTlientCN password ***** encrypted
// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftdvpn-cert

keypair ftdvpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftdvpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867
quit

certificate ca 5242a02e0db6f7fd

3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client



enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

error-recovery disable

// Bypass Access Control policy for decrypted traffic
// This setting is displayed in the 'show run all' command output
sysopt connection permit-vpn

// Configures the group-policy to allow SSL connections
group-policy ftdvpn-aaa-cert-grp internal
group-policy ftdvpn-aaa-cert-grp attributes
banner none

wins-server none

dns-server none

dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ss1-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20

anyconnect ss1 rekey time none

anyconnect ss1 rekey method none

anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none

anyconnect dtls compression none

anyconnect modules value none

anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the aaa & certificate authentication
tunnel-group ftdvpn-aaa-cert-auth type remote-access

tunnel-group ftdvpn-aaa-cert-auth general-attributes

address-pool ftdvpn-aaa-cert-pool

default-group-policy ftdvpn-aaa-cert-grp

// These settings are displayed in the 'show run all' command output. Start
authentication-server-group LOCAL

secondary-authentication-server-group none



no accounting-server-group

default-group-policy ftdvpn-aaa-cert-grp
username-from-certificate CN OU
secondary-username-from-certificate CN OU
authentication-attr-from-server primary
authenticated-session-username primary
username-from-certificate-choice second-certificate
secondary-username-from-certificate-choice second-certificate
// These settings are displayed in the 'show run all' command output. End
tunnel-group ftdvpn-aaa-cert-auth webvpn-attributes
authentication aaa certificate

pre-fill-username client

group-alias ftdvpn-aaa-cert-auth enable
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| Certificates More ... »

| Certificates

| Enterprise Trust
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&  Certificate o

General Detals  Certification Path

Feeld Value M
- Signature algorithm sha256R5A

- |Signature hash algorithm sha256

o Issuer fidra-ca-common-name, Cec...

. \Vahd from Sunday, June 16, 2024 6:12:0...

Maonday, June 16, 2025 6:12:...

SENVPTHCEEATCN, ss=IVPRCEEnDD. ..

| EdtProperties.. | Copy toFie...
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1 Conscle Root ssuedTo Issued By Expiration Date  Intended Puspeses  Friendly Man ™
v Ll Certificates - Current User [5;)COMODO RSA Certificati.. COMODO RSA Centificati..  1/18/2038 Client Authenticati.. Sectigo fforr
~ P:.rs::;ﬁrn" gl Copyright (<) 1997 Micros... Copyright (c) 1997 Micros...  12/30/1999 Time Stamping Microseft Ti
" — - T DESKTOP-VCKHRG1 DESKTOP-VCKHRIGT 1073052022 Server Authenticati..  www.infraey
~ | Trusted Root Certification Authorities J - .
N Cestificates Rl DigeCen Assured ID Root ... DigiCert Assured ID Root ... 11/9/2031 <Al <Monex
H—E;Fﬂmﬂ_ o) DigiCert Assured ID Root ... DigiCert Assured ID Root ...  11/5/2031 Client Authenticati.. DigiCert
» ) Intermediate Certification Authorities || & CigiCert Global Root CA - DigiCert Global Root CA  11/3/2031 Client Authenticati.. DigiCert
5 [ Active Divectory User Object G DigiCen Global Root G2 DigiCert Global Root G2 11572038 Client Authenticati.. DegiCert Glol
5 7 Trusted Publishers ) DigeCent High Assurance ... DigiCert High Assurance ... 11/9/2031 <All= <Neonex
5 : Untrusted Cestificates LgIDigiCent High Assurance ... DigiCert High Assurance .. 11/%/2031 Client Authenticati.. DigiCert
3 [ Third-Party Root Cestification Authoriti | ColDigiCent Trusted Root G4 DigiCert Trusted Root G4 11572038 Client Authenticati..  DigiCert Tru:
» 1 Trusted Peaple I—rﬂi i i) s == == = = =
» [ Chent Authentication lssuers “f M frd-ra-ca-common-name
» ) Seart Card Trusted Roots e s el SaS. et e T
» Ll Certificates [Local Computer) [l Glabalsign Globaldign 127152021 Client Authenticati.. Google Trust
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IJgb9s 3. wldss gduwé VPN b FTD CLI

W & Jshow vpn-sessiondb detail anyconnect 1o, b FTD (Lina) CLI Ig $3> IJ VPN zJwé.

ftd702# show vpn-sessiondb detail anyconnect
Session Type: AnyConnect Detailed

Username : sdVPNClientCN Index : 7

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14780 Bytes Rx : 15386

PktsTx : 2 PktsRx : 37

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Policy : ftdvpn-aaa-cert-grp Tunnel Group : ftdvpn-aaa-cert-auth

Login Time: 02:38:22 UTC Mon Jun 17 2024

Duration : Oh:01m:22s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : cb00718200007000666fal9e

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID: 7.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50035 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : O

SSL-Tunnel:

Tunnel ID : 7.2

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
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Ciphersuite : TLS AES 128 GCM_SHA?256

Encapsulation: TLSv1.3 TCP Src Port : 50042

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes

Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7390 Bytes Rx : 2292

PktsTx : 1 PktsRx : 3

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 7.3

Assigned IP: 172.16.1.40 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384

Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 56382

UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes

Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 13094

Pkts Tx : 0 PktsRx : 34

Pkts Tx Drop : 0 PktsRx Drop : O

IJglogs 4. cldss Ileuold LlJghe

losl goul IJlouald eo gpsd IJuiwds 1Jglues 1dbloyss (VPN) [Js IJghe: soids oo vzlz IJlouald wsu gpsd IJuiwds
IUzl,06 1J1blo )56 (VPN) slJglp.

Bp woubgsd capturein interface inside real-time 1Jie, s FTD (Ling) CLI Jeldss Idodlb 1Jz506.

<ffroot>



ftd702#

capture in interface inside real-tine

Use ctrl-c to terminate real-time capture

: 03:39:25.729881 172.16.1.40 > 192.168.10.11 1icmp: echo request
: 03:39:25.730766 192.168.10.11 > 172.16.1.40 icmp: echo reply
03:39:26.816211 172.16.1.40 > 192.168.10.11 icmp: echo request
03:39:26.818683 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 03:39:27.791676 172.16.1.40 > 192.168.10.11 icmp: echo request
: 03:39:27.792195 192.168.10.11 > 172.16.1.40 icmp: echo reply
: 03:39:28.807789 172.16.1.40 > 192.168.10.11 1icmp: echo request
: 03:39:28.808399 192.168.10.11 > 172.16.1.40 icmp: echo reply
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/I Certificate Authentication

Jun 17 2024 02:38:03: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 6EC79930B231EDAF, subject name: CN=sslV
Jun 17 2024 02:38:03: %FTD-6-717028: Certificate chain was successfully validated with warning, revocation status was not checked.

Jun 17 2024 02:38:03: %FTD-6-717022: Certificate was successfully validated. serial number: 6EC79930B231EDAF, subject name: CN=ssVPNClientCl

Il Extract username from the CN (Common Name) field

Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has been requested. [Request 5]
Jun 17 2024 02:38:03: %FTD-7-113028: Extraction of username from VPN client certificate has completed. [Request 5]

/I AAA Authentication

Jun 17 2024 02:38:22: %FTD-6-113012: AAA user authentication Successful : local database : user = ss'VPNClientCN

Jun 17 2024 02:38:22: %FTD-6-113009: AAA retrieved default group policy (ftdvpn-aaa-cert-grp) for user = ssl\VPNClientCN
Jun 17 2024 02:38:22: %FTD-6-113008: AAA transaction status ACCEPT : user = ss'VPNClientCN

Spdu wubgsd oo IJigble oo 9lzos Lulo, 1Jisle, (CLIY IJoubgsuoss J FTD. sldos w98, pedsple spdud luvegsleol
Jlgwedunld fgble IJodsso sluodlzol.

e debugcryptocald
¢ debug webVPN AnyConnect 255

e debug crypto ike-common 255
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https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
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