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Fa MyWorkspace

W)

Collections
v FDM API

GET Generate APl Token

Add request
GET Generate Config file

Add folder
GeT Check Config Generation Task
GET List Config Files

GeT Download config zip
Share

Move

Fork

Rename
Duplicate

Delete
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Generate APl Token

https://172.18.87.226/api/fdm/latest/fdm/token
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"grant_type": "JJdeé 1Je,9,"

"username": "username”.

"I p6 1dpas" "It 1 ps.

Generate APl Token
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Body

none form-data x-www-form-urlencoded @ ® raw binary GraphQL
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Generate APl Token

https:/{172.18.87.226/api/fdm/flatest/fdm/token

Body

none form-data -www-form-urlencoded @ raw binary GraphQL
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Generate Config file

https://172.18.87.226/api/fdm/latest/action/configexport

Authorization

Token
Bearer Token
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"ldugg™: "Scheduleconfigexport”
"configExportType": "FULL_EXPORT".

"DoNotEncryption": _ogse

Generate Config file
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Body

form-data x-www-form-urlencoded ® raw binary
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GraphQL
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Generate Config file

This IP address is the
one that is connecting
to the FTD through the
requests.
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Check Config Generation Task
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Check Config Generation Task : Share

https:/172.18.67.226/apiffd m/latestfjobs/configexportstatus

Autharization

Bearer Token

Body

{} JSON ~
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List Config Files
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List Config Files

hitps: /721887 226 apiffdm/latest/action/configliles

Authorization

Auth Type

Token
Bearer Token

Bady

{} JSON ~
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Download config zip

https:/172.18.87.226/api/fdm/latest/action/downloadconfigfile/Exported-at-2025-06-16-19-33-341.
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Bearer Token
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How would you like to migrate from Firewall Device Manager : X

(i) Click on text below to got additional details on each of the migration options

[ (®) Migrate Firewall Device Manager (Shared Configurations Only) A J

= This option migrates shared configuration to FMC.

= This approach should be used to stage shared configuration to FMC. Maintenance window is not
required.

+ User can either upload a configuration bundle or provide FOM credentials to fetch details,

= Automated fetching of configuration is a preferred method.

Migrate Firewall Device Manager (Includes Device & Shared Configurations) >

Migrate Firewall Device Manager (Includes Device & Shared Configurations) to FTD Device [Mew
Hardware) b

Mot :

« Dovice configuration includes Interfaces, Routes and Site to Site VPN based features.
« Shared configuration includes Acecess control Policy, Remate Access VPN, NAT and Objects based features.

o
| Conlinudg
%, )

FMT - IJodssule Idpuve,ds Joyesd FDM W §b
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Extract Cisco Secure Firewall Device Manager (7.2+) Information e -
Sebecled Migration:

Extraction Methodi
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Auto-Create

FMT - 1Jlouble Idod@liss Jeulb 9 |Ji|plo 9pepotle 1Uslzod

31 - 900z IJluwole pu 3JYe sbo, 1Uzr9d WS IUgp9rsu IU)leg 91Uglouw: pulb §o I.Ji,olg
9pze9es Isleos. eds Ideglds.

Firewall Migration Tool (Version 7.7) - | &‘ (o] o)

CISCO

Mag Sacurity Zones and Interface Groups

Tt

FMT - poulb @ IJiplogroapgelg IJslgod IJos we logulgel wugle

32. B IJuilyus 1Joldss: spdud wpuvse Blisps Idoedpe B 1Jso9d (ACL) Is pz)o IJozdd
o0 226 ACP glJJlisule 9 NAT. L Idlowole 1oy 999 5y 1wz 9.



ik Firewall Migration Tool (Version 7.7) o e' 086

€13

L - " . R
Optimize, Review and Validate Shared Configuration Only 5“"“‘;‘;'(';:1":_;‘:5;.,'_:"_;, R Er e

Bigwia Conted  DRgns AT

m ]

Saler! ol d eabit  Sedenen 14 Saarch

CUETIATION ACCTES CONTROL POLICY

[ [ ———— A [~ st i sy - [ P [
] e 1 ouar prees a il i AN s o sy - 1 Frarm
1 [TER o ey sy p— ey anew sy - g 1 —
i e DATEY  putibde_ k. WY a oy v sy s sy . 1 [

FMT - ceuvso Slisps IJozde Os 1dsuosd (ACL) - 1wz dd po Ideszsd

33 - suwedd IJeedd pu lUuors 538s9osu tos sJdopd.

* Firewall Migration Tool (Version 7.7)

Dpﬁml"}l peviemand taidae Shared m

el
ciico

Arcess Conred  Dbjedts  HAT
Selsctaldanies  SssowdBid L - L Saumy "
ACCERE SO TR, POLIGY
g s [
i [ P — - res = v i .

FMT - 1dczdd pu lduozs Bss Idedse

34. Lpeys Iluwole. sose JI FMT o856 luo wp 1dozdd oo Loed IJodsse woele 9lJgbgs
lJoldss os Idud) W9 iy Iduogb eds IJodsso.



Validation Status

Successfully Validated

Validation Summary (Pre-push)

Access Control List Lines Matwork Objects
Network Address
Translation

| —

FMT - ugz Idoedd pu lduoes - s Idodssy |Js FMC
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Access Control Policy
Objects
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objects and Intrusion Rule
Group)



X
The Step of final push to target FMC/FTD is subjected to zero,

limited or many push errors that largely depend on the success or
| failure of APl execution between migration tool and firewall
management center.

| Click on Proceed to continue.

Proceed ]

Recommendation: Please review the migration fallout report during
the course of final push stage to understand firewall configurations
that will not be migrated in addition to review the suggested actions
to be taken on target FMC for “Abort Migration®
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ool Firewall Migration Tool (Version 7.7)

Complete Migration

Migration States
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https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/fp-migtool-release-notes.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/fp-migtool-release-notes.html
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