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_ || Message ~ Priority Classification

B [ | Snort Alert (1:51350:2) medium Attempted Information Leak
3 [ Snort Alert (1:1000074:6| low Generc [CMP Event
O Alert (1: ?:I high Web Application Attac
3 O Snort Alert (1:41421:2) high Web Application Attack
3 C Snort Alert (1:63309:1) high ‘Web Application Attack
3 [ ] Snort Alert (1:16431:6) high Web Application Attack
B [ § Snort Alert {1:58726:7) high Attempted User Privilege Gain
8 [0 ) Snort Alert (1:58737:5) high Attempted User Privilege Gain
3 Sport Alert (1:58723:6) hagh Attempted User Privilege Gain
32 O Snort Alert (1:58743:6) high Attempted User Privilege Gain
P C Snort Alert (1:58742:8) high Attempted User Privilege Gain
3 [ | Snort Alert (1:65554:1) high Attempted User Privilege Gain
3 [ § Snort Alert (1:58744:6) high Attempted User Privilege Gain
3 Alert (1:58722:5) high Attempted User Privilege Gain
F Snort Alert (3:58806:4) hagh Attempted User Pnivilege Gain
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I Message Short Alert (1:51390:2)
Timae 2025-05-05 '.5:3.7:394
Classfication arternpted Trformabion Leak
Priority medium
Ingress Securily Zome
Device
Ingress Interface
Source IP
Source Port / TCMP Type 604032 [ tcp
Source Country e USa

Destination TP
Destination Part [ TCMP Code

estination Country
HTTF Hostname
HTTP IR

Intrusion Policy
Access Contral Policy
Access Control Rule

80 (httg) / tep
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SIGNATURE_DESC -

sboy uwed Huwlisd FMC Igble pod))s Jipsle [9oele pogsrsé woedd wounlsd Idese:

Apr 10 23:28:56 FMC SF-IMS[21500]: [21500] EventStreamer child(192.X.X.210):sfestreamer [WARN] Unable t

9050.) |quiJ:3JJ5 eds gpse i@l.:, IJIEeold 1d9lss IJds 9226 [dopde Ws bbho IJJ9zs e
lJluwlwséd po lzoss IJlgwogugl 1dpsl)é IO Ev) wgdsule 8lgsé puod; IJusily
(SRU) 9206 IJlelu IUpedss (LSP) IUglsss oo FMC.

lJosiso

U903 19J 0,6 s cisco slew 231, 2plséd o5 116 2600 s,J 0 FMC 7.2.11 (Luss 313)
B w9, gld (HA)

Jol sep cbosy gpdsle wpose puwbesd Jogaé sru/LSP 9 GeoDB 9 VDB gJduol Jpe °
wed IdpunvdJs

b

wp ed dpunvddé po edId lle [ebd cvovse lewbs Jeied wease Slgse Sourcefire (SRU)
Jlgbé logble 8lgss vslole Huwlisd wodse Snort v vdd Lozse.

1.-1J9,09d 1Js 9lzoé Lwlo, 1UIslo, (CLI) 106 w9236 Idepde FMC sldoz 83 pu leas 2506
SRU lJpowwé:

<tfroot>

> expert
admin@FMC:~$ sudo su
root@FMC: /Volume/home/admin# 1s -halts /var/sf/SRU/ | grep SRU-2026-05

43M -rwr--r-- 1 ww ww  43M May 27 04: 02 Ci sco_Firepower _SRU 2026- 05- 26- 001-vrt.sh. REL. tar

43M -rw-r--r-- 1 www www  43M May 22 04:02 Cisco_Firepower_SRU-2026-05-20-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www  43M May 20 04:02 Cisco_Firepower_SRU-2026-05-19-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www  43M May 13 04:03 Cisco_Firepower_SRU-2026-05-12-001-vrt.sh.REL.tar



43M -rw-r--r-- 1 www www 43M May 8 04:03 Cisco_Firepower_SRU-2026-05-06-001-vrt.sh.REL.tar
43M -rw-r--r-- 1 www www 43M May 6 04:03 Cisco_Firepower_SRU-2026-05-04-001-vrt.sh.REL.tar

2.- 0udss lgbs IJoowso Jlgebs Jzipes 920 sru:

<{froot>

root@FMC: /Volume/home/admin#

instal | _update.pl --detach /var/sf/SRU C sco_Fi repower_SRU 2026- 05- 26- 001-vrt.sh. REL.tar --force

3- CEdu wddp Idoduse wluveesle o3l 1Jle):

<ffroot>

tail

root@FMC: /Volume/home/admin#

-f /var/log/sf/sru-2026-05-26-001-vrt/status.log & tail -f /var/log/sf/sru-2026-05-26-001-vrt/sru.l

[260528 12:43:34] *
[260528 12:43:34] FedededededededdehNh NN NN NN NN NN dhededededededededededededede TRAN ¥ ww
[260528 12:43:34] COMPLETED post/999 finish.sh

[260528 12:43:34]

[260528 12:43:34] Lock //tmp/sru.lock for force install removed successfully.
[260528 12:43:34] Pruning Togs and old 1installs

[260528 12:43:34]
[260528 12:43:34] ########SHH#HMHREHHHH
[260528 12:43:34] # FORCE COMPLETE
[260528 12:43:34] ########BHH#HMHREHHHY

ui:[63%] Running script installer/602_log_package.pl...

ui:[68%] Running script installer/900_update_version.sh...

ui:[74%] Running script installer/999_finish.sh...

ui:[79%] Running script post/000_start.sh...

ui:[84%] Running script post/500_copy_contents.sh...

ui:[89%] Running script post/900_iru_log_finish.pl...

:[95%] Running script post/999_finish.sh..

[100/] The force install completed successfu11y

ui:The force install has completed.

state:finished

F1n1sh POST phase

ede N el ddhn

pdlelbs: 9> sywesrd oov:.,_so 9236 sru pl suod IJs 20 589596 JJIJopld: Jol spdy I
Sho, gds lue Sl gud uuwe pESUS Jg6 >38ls . 03l wdsd buses.

4: oes> ldopld gpdss lehé vowse SRU IUlzobss vugle:
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lJove o

Suws ESw B FMC B oJd ol [UEle oslpo Sless wslole suwlisd wadse Snort pel pog
FMC pu 2Jd wslule wg)sd @lgss Snort B Izsle 1JIRe,ld segvswol. sep wgdyw ol
IJuvded o perd wuoese IJigble oo Cisco CSCwu63768.

9sewd> lu 030 IUpuvd s &> voge gu ldovuse &) Iduoese Jopass uvlud Jogaé sru/LSP.
eds lUygp pu lpdluss QEJC IJoouse. boyo 1dbJs o wslole og)sd 1Josdse £92936 £Js
e s ldpuwouvg) (IJlz>1e 1Jeesss w9luwlos GID:SID:REV) 9JJy wes) gdol w9luwlbs FMC
Jerue Iduwlsd wuvdd wozst 19 cuoss) sY8I0g wuwww odud Bless Iduslole.
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Cisco Bug ID CSCwu63768 -

oogsdlo opase 8lesé Sourcefire o



https://tools.cisco.com/bugsearch/bug/CSCwu63768
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
https://software.cisco.com/download/home/286324335/type/286321931/release/SRU
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