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Cisco Secure Firewall Management Center 7.6.5 -
Cisco Secure Firewall 7.6.5
Microsoft Active Directory 95> lJouvgsd edJs Windows Server 2022. -
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aliali.  Firewall Management Cﬁ-nter
‘cisco Integration [ O Identity Sources
—~ Cl Realms ldentity Sources  High Availability  eStreamer Host Input Client Smart Software Manager On-Prem
Horme
]
Overview Configure Identity Sources
]
Analysis Service Type:
None Identity Services Engine f_._‘,' Passive Identity Agent
-]
Policies. 2
A You must enable the Clsco Secure Dynamic Attributes Connector (CSDAC) for this to work. Do you want 1o proceed? [ Enable CSDAC
=
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Enable Cisco Secure Dynamic ®
Attributes Connector?

This identity source requires CSDAC to be enabled. Doing so can take about
15 minutes.

opdsou CSDAC
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Enabling Dynamic Attributes Connector ®

Dynamic Attributes Connector enabled successfully

Preparing Docker.

Done

Verifying images.

Done

Downloading connector images.

Done

Downloading Core images.

Done with warnings

Using local images.

Done

Bringing up Core services.

Done

Bringing up API service.

Done
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Jli.ili.  Firewall Management Center
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= Configure Identity Sources
Overview t
Sarvice Type:
ul )
Analysis [ Idersity Sarvices Ergine (W) Passive dentity Agent
=
Policies | n Your changes will be afective after you save Passive Mdentity Agent as the identity Source.
Devices How does it work?

ACTIVE GHRECTORY

Objecis |_.

o :
- s ¢

‘L ]

o paete
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Configure Agent ®

Name *
‘ LAB-Agent \ ]

Description

Role D

() primary () Secondary |® Standalone

Learn more about the agent role.

Domain Controller *

‘ 10.62.113.247 X \ Q) v] +

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.
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CIS€2  Integ ther Inte : | Identity Sources
o~ Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Home
|
Overview Configure Identity Sources
nl
Analysis Service Type:
) None () Identity Services Engine (®) Passive Identity Agent
=)
Policies

ﬂ Your changes will be effective after you save Passive Identity Agent as the identity Source.,
Devices
Q) Search by agent name or domain contr Create Agent
.

Objects
g Domain Controliers Manitering Agents Hestname © Connection Status <~ @

3

Intagration
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alal,  Firewall Management Center —
CISEO e " Deploy G{._'EJ
o Cloud Services Realms Identity Sources High Awvailability eStraamer Hast Input Client Smart Software Manager On-Prem
Home
|
OSSN Configure Identity Sources
ul
Analysis Service Type:
) None \' ) Identity Services Engine "!\l Passive ldentity Agent
]
Policies
Q) Search by agent name or domain controller name Create Agent
-
Devices Domain Controllars Manitoring Agents Hostname © Connection Status 0
-
-
Objects
& 10.62113.247 LAB-Agant (standalons, Mot Applicabile 7 [ S () B S |
Integration
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WIS 9lzod pwegse FMC: luodd IJs IJuble > UserAnd clickCreate user. §po wpde ol osd
IJouweese 9981 Jpowbdole 1peops.

User Configuration

User Name “ passiveidentity

Real Name [

Email Address [

r

Authentication [j Use External Authentication Method

Password sssssssss J

Confirm Password sessscsee

Maximum Number of Failed Logins | 5 (0 = Unlimited)
Minimum Password Length | 8
Days Until Password Expiration | 0 (0 = Unlimited)

Days Before Password Expiration Warning | 0

[:] Force Password Reset on Login
Options [:] Check Password Strength
(] Exempt from Browser Session Timeout

logble puwisp

B wOESSU 29y puwwedp 1Jogso 1Jgleds Wb, 169, W99 IJ;, SaveButton.



User Role Configuration

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Default User Roles intrusion Adr'nin
Access Admin
Network Admin
Maintenance User
Discovery Admin

Threat Intelligence Director (TID) User

O@OCO0000000000

Passive Identity User

Custom User Roles REST VDI
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https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

Software Download

Dowmleads Home / Security [ Firewalls § Firewall Management / Secure Firewall Management Genter [ Firepower Management Center 1600 / Firepower System Tools and APls- Passive ldentity Agt

(@ searcn.. ) Firepower Management Center 1600
( Epardan | Colapsesr ) Release Passive Identity Agt Related Links and Documentation
A My Notifications Release Motes for Pansa?vc hdcnl?'ly Agt
Latest Release w Release Motes for Passive identity Agt 1.0
nt-1.4.1
=tae File Information Release Date Size
Qualys Connector 1.0 Installer for the Cisco Passive Identity Agent 16-Sep-2024 1.59 MB RIS ]
CiscoPassiveldentityAgentinstaller-1.0.ms
Event Streamer SDK Advisories [
All Release ~  |installer for the Ciseo Passive Identity Agent 11-Mar-2025 2.16 MB RS ]
CiscoPassiveldentityAgentinstaller-1.1.msi
Qualys Connector p Advisories []
Passive Identity Agt >
Event Strearmer >
TSAgent ?
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¥ | = | Downloads

Home Share View

« v 4 ¥ > ThisPC > Downloads v 0

Name Date modified Type Size
# Quick access

I Desktop +
v‘ Downloads 4
E;'“, Documents -

w CiscoPassiveldentityAgentinstaller-1.1.1 04-06-2026 06:28 Windows Installer ... 2,276 KB

‘= Pictures »
Cisco Passive |denti

I This PC

g Network
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ﬁ Cisco Passive |dentity Agent Setup — X

Welcome to the Cisco Passive Identity
Agent Setup Wizard

The Setup Wizard will install Cisco Passive Identity Agent on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back MNext || Cancel

IJio, Install
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44 Cisco Passive Identity Agent 1.1.0-1 — X

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

BN o |

Prmary FMC FQDN / IP address Port

10.62.184.97 © 1443
FMC FUDN or IP address and Port of the FMC

Usemame Password

passiveidentity | sesssesee h Username/Password

- T e o P o e created in previous task

O ot C

Q Search

Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
corfiguration

Test €= Click here to test the connectivity

| have Secondary FMC -

Sp wodssu IUsdsd.

wes lrool IUleuald wotle: 1o, B9 15, SaveButton.



% Cisco Passive Identity Agent 1.1.0-1 - pe

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

[l

Primary FMC FQDN / IP address Port

106218497 © 1443
FMC FQDN or IP address and Port of the FMC

LUzemame Password

passiveidentity (LI T o

The credentials for the connection (Primary or Secondary)

Agent
Q, Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
configuration
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& Passive Identity Agent — X

Secure Firewall Management Center @
Enter the fully qualified domain name or IP address of the Secure Management
Center this agent communicates with.
Corfiguration

Primary FMC FQDN 10.62.184.97

/ |P Address:

Port: 443

Usemame: passiveidentity

Password:

Agent Name: LAB-Agent

Agent Domain Controllers: 10.62.113.247

Edit..

o |
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agration r = [ Identity Sources

CISEO |ntec

o~ Cloud Services Realms Identity Sources: High Availability eStreamer Host Input Client Smart Software Manager On-Prem

Overview Configure Identity Sources

il
Analysis Service Type:

Nane () identity Services Engine '9 Passive Identity Agent
L]

Policies
Q). Search by agent name or domain controller name Create Agent

Devices Domain Controllers Monitaring Agents Hostname O Connection Status — 8

Objects

10.62.113.247 LAB-Agant (standalone Mot Applicable () ® )

3

Integration
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Overview

Identity Policy Domain Status Last Modified

l Thers are no | g5 created, Add a new policy
Analysis

=]
Policies

Devices

Objects

5>

Integration
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bed luve IJuwsluws 988l Jpelbdule 1Jpops.

New Identity policy @

Name

l L AB-Identity-Policy | ]

Description

| |
Cancel m
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aliali,  Firewall Management Center by 0@ & @

cisco C | Identity Policy Editor

. "
. LAB-Identity-Policy
Home: Enter Description cuck here
] Rules Activi Authentication Identity Source
Overview -
+ Add Category + Add Rule (i Search Rules ©)]
hl
Analysis " Source i Source Dast VLANTS Source d Auth
Name Zones DestZones | ks Networks LANTags o DestPorts  Realm Action Protocal
o, Administrator Rules
Policies
Standard Rules
Devices
Root Rules
.
Objects
Intagration
logule Slesé

loo9d IJs Realm & Settingstab ggos lglhé woeso lUpuolb 96 [uvoubl s pobdoule [Jpeops.
Izsule 1o, Addbutton.

Add Rule ®
Name Insert )

[ Rulel Enabled | into Category v Standard Rules v

Actien

[ Passive Authentication - Realm: LAB-Realm (AD)

Zones Networks VLAN Tags Ports Realm & Settings

Authentication Realm *

[ LAB-Realm (AD) ~ ]

2

[ Use active authentication if passive or VPN identity cannot be established

Cancel m

lesh 1dzs)

lu®) 998 I, SaveButton.



bl Firewall Management Center
€100 Policies [ Access Con
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LAB-Identity-Policy T — @m
Homs o
" Pustes

Orves
il Catugeny d
ul
Ansiysty i Hame SourceZonas  Destoows SourceMetworks  Dest Hetworks  VLAN Tags Source Parts Dst Ports Ropaim Aeion Auith Protocel
o, Adminivtrat ot Rt
Policies
Standard Rule:
Devices 1 Pt
Rood Ruk
Objects
L3
...... gration
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WO 9lzos pwegde FMC luodd IJs Iduvsluvle > Ideedpe WS 1Jysosd > 1dozde Vs
lJsue9d. lu @, Editbutton JJuoeg IJgluo 9.

alialn Firm.-allh.ianagfamentCenter a ooy Q@ @ ©

CISCO  Policies [/ ontrol | Accass Control

Owverview
Access Control Policy Last Modified Status 1]
il

Analysis
2025-06-06 08:04:31 argeti iee
Access Control Policy 1 2025-06-06 08-04:3 Ta Qf‘l ""J 1 devi f‘f

Modified by "admin” ’ Ladd dév .
: T

Policies

Click here

Devices

Objects

&

Integration

oS ldueg

luedd IJs IdentitySection 9,0l wog 1Jo9so 1U3s wpe lugblge WS IJpops IUuwlou@e.

Firi Management Center — .
“ew anageme it Cente vepioy Q@) ®

aualie
CISE0  pg

Palicy Editor

¢, Return to Access Control Policy Management
W' Access Control Policy 1 Click here [ @ Anatyze |
Home L J
+ @ Prefilter Rules -+ () Decryption + & Security Intelligence -+ () Mentity + & Access Control @ More Targeted: 1 device
s -
. ArdlKe] i ik 548 Y p— Y
Overview ¥ i _ Identity Policy @ b ] .ﬁaﬂcategorvl
l Icdentity Policy
Analysis Marme Action W e ] ™
Zonas works Paorts.
LAB-ldentity-Palic: Edit
, Mandatery (Mo rules) ity-Policy
Policies Open Identity Policy List
0 A Fule Add Categary i
— Default (No rules)
Devices
Add Rule o Add Category
.
Objects
3
Integration
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all Management Center

I N & @ admin
Policy Editor beploy (7)) & @
4~ Return to Access Control Policy Management
—~
el Access Control Policy 1 & You have unsaved changes Discard m
-+ @ PrefiterRules + () Decryption -+ @ Securityinteligence -+ @ Identity + @ Access Contral @ More Targeted: 1 device

u: —

— 7 || Q Typetosearen tal O 2 mi Add Categery
nl Source Dwestination
Analysis Hame Action Applications
Zones Networks Zones Networks Ports.

<] Mandatory (Mo rules

Policies
Ad Rule of  Add Category

- Default (No rules)

Devices
Add Bude of  Add Category

.

Objects
Integration

lousle ACP
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Add Rule

Mame | Rubel

ingert | into Mandatory

Q
Realms: Showing 2 Selected 1

@ouen ]2

LA
B Specisl kentities

Comenants ~

Q Zonas (2) Matworks (2]

1

Ports (1) Applications Usars (2) URLS

Clear Selections 1
1 GROUFY 3
I userl

Action |3 Asow

W Intrusion Policy | H

Dymamic Aributes VLAM Tags
Selected Sources: 2
Collapse All

~ 1 Oiject

w1 Dibject

B Logging GFF R Time Range | ¢

Rule Enabied D)

R File Policy [

Selected Destinations and Appiications: 3

Remeve All  Collapse All Remave All

1 Object

w 1 Object

PORT | v 10Object

Cancel | Apply and Add Hew Rule m
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. _ Add Rule ®
Mamne | Fulal Action [ Ao v B Loggng OM B Tirree Range [ - ] Ruie Erabied {0
Inzert | imto Mandatary w W Intrusion Policy | 4 B File Policy | Maone w

C[ Zones (2] Hetworks [2) Ports (1) Applications Users (2] URLs Dynamnic Attributes WVLAN Tags
l €1 SearchUser Sefected Sources: 3 ons and Applications: 3 Q
Fnaims: Shawing 2 Setected 1 Users: Total 1 Collapss AN Sand Connaction Events to: Ramawa All
- GROUM v G 5
B O La6-Reaim 1 I B | - 1 ot Firgwall Managemens Center ke
[ D) Special identities 8 ] usen jusers i . [ sysioq server
{Ulsing dedauit sysiog configuration it Access Control Logging)
Wt | v 10bgect » ShowW ouTIIES et
[ shme rap
USiR | = 1Group st
- et oiars
Commants. ~ Cancel
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Default Logging and Inspection

Log at beginning of connection |

Send Connection Events to:
Firewall Management Center

D Syslog server

(Using default syslog configuration in Access Control Logging)

> Show overrides

(] SNMP trap

Default Action Variable Set

Discard \
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Ip wouwesd IUsgad Ids puveese IUpeld po 2ol Idpuveese.

Other user

Sign in to: GAMES

How do | sign in to another domain?

ouwesd 289d [Jeuwedsp

w83 16 889p puvctre vouwzsd 1389d wuzle: ©2dd pu FMC ceo Analysis> puucise
>eduwd uuvbo Jgyuo wVdlosd Idpuwegse IJuuvbo.

Login Time Realmiltsermame Last Sean Authentication Tyre Gurrant [P Raalm Usermame First Hame
9 13:18:09 Directory'fid 2026-06-19 13:18:10 Passive Authentication 10.197.200.13 Directary fid frd

9 12:53:48 Directory\administrator 2026 912:53:48 Passive Authentication 10.197.200.8 Directary administrator
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Connection Events (switch workfiow)

—
)
Connections with Applcation Details Table View of Connection Everts
Jamp i
rn it U PR Pt e | e e ot T, | nmts | et | Sy | ST Domadnbenl, | | st
Category Zene Zona
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1"y Task Manager - . X
File Options View
Processes Performance Users Details Services

~

2% 27%

Name Status CPU Memory
P

1%y Task Manager 0% 244 MB

r Windows Explorer 0% 37.3MB

o, Server Manager 0% 341 MB

Background processes (32)
[a5] Distributed File System Replicati... 0% 8.3 MB
v [#F CiscoPassiveldentityAgentServi... 0% 154 MB
.. Cisco Passive ldentity Agent

> [®5 Microsoft.ActiveDirectory.WebS... h% 16.8 MB

[m7 Runtime Broker 0% 1.2 MB

[#5] COM Surrogate 0% 2.1 MB

¢~ Microsoft Distributed Transactio... 0% 2.3 MB

[#] Microsoft Network Realtime Ins... 0% 34MB

= Spooler SubSystem App 0% 13.0 MB
[85] Usermode Font Driver Host 0% 1.0 MB -

Fewer details End task

wubgsd Idpopes

Sedu Ideey) eds uwedle IUgpsd Vs pJle CiscoPassiveldentityAgent. 1092956 v vdJ
le,luos Wes: "C:\Program files (x86)\Cisco\Cisco Passive Identity Agent\.



T :
<J

+ | Cisco Passive |dentity Agent

File Home Share View
v » ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent v O
Name B Date modified Type Size
# Quick access
[ CiscoPassiveldentityAgent 31-03-2026 06:11 Application 1,303 KB
I Desktop * e — - =
| CiscoPassiveldentityAgent | 01-07-2026 11:41 Text Document 2,686 KB
!’ Downloads  # T CiccoPassiveldentityAgent.og.1 01-07-202604:34  1File 10,241 KB
(5] Documents #* |7 CiscoPassiveldentityAgent.log.2 28-06-2026 05:34 2 File 10,241 KB
=] Pictures # | CiscoPassiveldentityAgent.log.3 27-06-2026 02:11 3 File 10,241 KB
Cisco Passive Identi | | CiscoPassiveldentityAgent.log.4 25-06-2026 22:43 4 File 10,241 KB
B This PC. u CiscoPassiveldentityAgent.log.5 24-06-2026 19:13 5 File 10,241 KB
— [ CiscoPassiveldentityAgentService 31-03-2026 06:11 Application 127 KB
g Network |:] CiscoPassiveldentityAgentService.exe.co...  31-03-2026 06:00 CONFIG File 2KB
- D log4net.dlil 25-07-2022 01:40 Application extens... 264 KB
= logdnet 25-07-2022 01:40 XML Document 1,512KB
9dsd

wundd 10eluss. SoP CESSU wvedle "dsdsd" eds puvwss INFOlevel. Jopdso ouwzsd
puve9s wuoese Idigble: 9o wogsrsd CiscoPassiveldentityAgentService.exe.config 1JeJwd
IUESSU puw s lJoywesd eds ALLorDEBUG.

| 4 = | Cisco Passive Identity Agent

odysu ldedsd

Home Share View
< v 4 » ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive |dentity Agent v O
Name B Date modified Type Size
s Quick access ‘ _ _ o

B Desktop ? E] CtscoPassT\reldentTtyAgent 31-03-2026 06:11 Application 1,303 KB
|| CiscoPassiveldentityAgent 01-07-2026 11:43 Text Document 2,699 KB
_" Downloads  # M CiscoPassiveldentityAgent.log.1 01-07-202604:34  1File 10,241 KB
& Documents  # [ CiscoPassiveldentityAgent.og.2 28-06-202605:34  2File 10,241 KB
=] Pictures # [ CiscoPassiveldentityAgent.log.3 27-06-2026 02:11 3 File 10,241 KB
Cisco Passiveldenti | | CiscoPassiveldentityAgent.log.4 25-06-2026 22:43 4File 10,241 KB
X 0 CiscoPassiveldentityAgent.log.5 24-06-2026 19:13 5 File 10,241 KB
& This PC (5] CiscoPassiveldentityAgentService 31-03-2026 06:11 Application 127KB
‘ MNetwork E CiscoPassiveldentityAgentService.exe.config 31-03-2026 06:00 CONFIG File 2KB
1% logdnet.dIl 25-07-2022 01:40 Application extens... 264 KB
= logdnet 25-07-2022 01:40 XML Document 1,512KB



---- | CiscoPassiveldentityAgentService.exe - Notepad - 8

File Edit Format View Help
k?xml version="1.8" encoding="utf-8"2>
<configuration>
<configSections>
<section name="logdnet" type="logdnet.Config.lLogdNetConfigurationSectionHandler, logdne
</configSections>
<logdnet>
<root>
<level values"INFO"|/>
<!-- Logging Cevels: OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL -->
<appender-ref ref="RollingFileAppender” />
</root>
<appender name="RollingFileAppender"” type="logé4net.Appender.RollingFileAppender">
<file value="CiscoPassiveldentityAgent.log"” />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value="5" />
<maximumFileSize value="10MB" />
<staticlogFileName value="true" />
<layout type="logdnet.layout.PatternLayout”>
<conversionPattern value="%date ¥level - %message%newline" />
</layout>
</appender>
</logdnet>

¢cstartuns

wved Ideedyple
lJoedd po uwedle IUsdsd - leuolh wdsso IUgdsd.

g psd Info Rest. 1Jizsle 1Jpzpgé: [f"domain”:"games.cisco.com". "srclpAddress™: "X.X.X.X".
"o uwws e "fdm" g"timestamp": "2026-07-01T19

gesd Llzs Idpedople: 2lds IJogssu: 919

gpsd Info Rest REST Post ulzg J userBatch FDM. o0 1J9o9d = 00 99w IJosh IJpuwe e
IJelds s UTC: 07/01/2026 |Jwlgs 19:47:34 puuedspe wp ouwesd 289do eJs

Info Rest Client. bJo wdoso IUsdsd

wvedle FMC

e woubgsd 03l 1Jlpy Jegrds ol 131 JIo 5 wp wdds wessu IJpuwotse IJs IP oo 1Jsdsd.



root@firepowerl23:/var/sf/user_enforcement# user_map_query.pl —u fdm
Current Time: 07/01/2026 11:36:03 UTC

Getting information on username(s)...

Uggr #1: fdm

ID: 10
Last Seen: Unknown
for_policy: 1

| Database

No IP Addresses

##) Group Name (ID)

1) Domain Users (18)

2) Users (48)
root@firepowerl23:/var/sf/user_enforcement#
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/var/log/auth-daemon.log -
/var/log/messages °
Ivar/log/process_stdout.log
/var/log/process_stderr.log
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