od9so wgpe NAT gl wedild Rble ozpse
NAT sl oJlzol Ws FTD

lJpzogsle
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puwlde

$9lzo IJpuwese90 punldd VO 1Usuosd Jords p)9) FTD guspl Jl sdsu ozee NAT Jlsl
Jooged gese lopaldle Idpuwedse Iduo,9)86. sdje wessd Idodsso Juoelu 9295 pslyd
Jloso oo NAT Jegldzs £33 Jos) pu ldlogoldle.
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2o 1Jzplsé 1Ulew po Cisco - §lod JJoboss eds zese IUbyj sldlueshle FTD 9 ASA -

logoldle Jos)yé 1Jzee (e, 0w 100000) -

b

Jed sueelu Ideszes 1Jeses s Jpdle Idegisu Iddus)s po ldlopoldlor 9e wusumse weee
NAT Jduyged Idssuolpsdssé eds Cisco FTD. o3l oj9)s Juglbsé g3 I.JlouoUglo lJos ool
100000 ,gpd TCP I9 UDP pujleus.

1. oeass wdssu wgpe NAT Idglds sluwegsleo Jugsss Ideles 1Js IJosumse.

pold 118 lz:

device# show run nat

nat (inside,outside) source dynamic PROXY-OUT-10.X.X.2-5 pat-pool PROXY-PAT-203.X.X.1-4
nat (inside,outside) source static BlueCoat3Inside-10.X.X.X BlueCoatlOutside-203.X.X.5
nat (inside,outside) source static BluecoatInside-10.X.X.X BlueCoat20utside-203.X.X.6



nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.7 description VM

nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.8 description VM
|

nat (inside,outside) after-auto source dynamic any interface

2.9p w0B>8) £33 wygple gulasu/pulds IP IJpbdws Jsge IJess 1Jpi€90 pu louoldle
TCP/UDP lJpwjlpwé IJos swp s9swol gds [Jzol).

pold 118z

<#root>

device# show conn count
device# show xlate count
103388 1in use, 106915 most used

device# show nat

Manual NAT Policies (Section 1)
1 (inside) to (outside) source dynamic PROXY-OUT-10.X.X.2-5 pat-pool PROXY-PAT-203.X.X.1l-4

translate_hits = 1668081470, untranslate_hits = 207827918

2 (inside) to (outside) source static BlueCoat3Inside-10.X.X.X BlueCoatlOutside-203.X.X.5
translate_hits = 0, untranslate_hits = 0

3 (inside) to (outside) source static BluecoatInside-10.X.X.X BlueCoat20utside-203.X.X.6
translate_hits = 0, untranslate_hits = 0

4 (inside) to (outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.7 description
translate_hits = 212, untranslate_hits = 903609

5 (inside) to (outside) source static BluecoatOutside_10.X.X.X BlTueCoatNATOutside_203.X.X.8 description
translate_hits = 221, untranslate_hits = 900629

Manual NAT Policies (Section 3)
1 (inside) to (outside) source dynamic any interface

translate_hits = 1655085476, untranslate_hits = 65319288

3.2 ol Bl Jlue Iesp wuwdl Juwoy "nat-xlate-pool-exhausted” sejlss s [Jzols. spdo I
$38p JJ £0slu IP B wzpe PAT wuvdd ¢luo pl suod 1Js 128000 ¢ )zpé (pulds TCP g UDP
peopEd). 98 3JJc Jpiss pu ldoszele 11856 eds wu9esdsd pesuc sdje 1dpis> pu gulssy
IP. eds uvesd IJpold: bl iJ'oo_) IJzols el s8> g0 100000 &)z ps 9,830 Jpud> TCP. sdjp
298, euslosy eds 13 J IP ulboyl Jive Jl spdu lsle (uss 64000 & yze6 TCP )56 eds
eusly IP gles.

pold 18Iz



<tfroot>

firepower# show asp drop

Frame drop:

Flow is denied by configured rule (acl-drop) 22233
First TCP packet not SYN (tcp-not-syn) 645

TCP failed 3 way handshake (tcp-3whs-failed) 122
TCP RST/FIN out of order (tcp-rstfin-ooo) 2835
TCP SEQ in SYN/SYNACK 1invalid (tcp-seq-syn-diff) 2
TCP SYNACK on established conn (tcp-synack-ooo) 4
TCP packet SEQ past window (tcp-seq-past-win) 169
TCP dinvalid ACK (tcp-invalid-ack) 5

TCP RST/SYN in window (tcp-rst-syn-in-win) 4

NAT failed due to pool exhaustion (nat-xlate-pool -exhausted) 26448

Connection to PAT address without pre-existing xlate (nat-no-xlate-to-pat-pool) 168
Blocked or blacklisted by the firewall preprocessor (firewall) 1780

Blocked or blacklisted by the reputation preprocessor (reputation) 3

Packet is blacklisted by snort (snort-blacklist) 17848

Modifies fixed Tength of data (snort-replace-data-pkt) 51

4.255 €3> |:-J°J€.r°|'~": lJos swpe !uuo'@l,otil JIJ NAT gl Bl Jlpo ogwese vuvdd Hissuvs
Joszele TCP lg UDP. luwegse lel pedd 1Us 19 wyolee syslog/snmp Jezdsd 1JIgle "show xlate
detail" suzpese lJpoddele Idgdsl.

device# show xlate detail | redirect diskO:/show.xlate.detail.txt

eold 1B)lz wed wedsd Al

Top Protocols

i Fo—— - e +
| (Dynamic NAT and PAT) | Count | % |
| TCP | 96047 | 92.941% |
i Fo—— - e +
| UDP | 7286 | 7.05% |
i Fo—— - e +
| IC™MP | 9 | 0.009% |
i Fo—— - e +

Top Translated (Mapped) Source IPs

o Fomm e +

| (Dynamic NAT and PAT) | Count | % |

| 203.X.X.9 | 71585 | 69.27% |

o Fomm e +

| 203.X.X.6 | 31434 | 30.417% |

o Fomm e +

| 203.X.X.10 | 323 | 0.313% |

ettt pmmmm - fmmm +



5. 8p w9 wsE wepe NAT 0 bysd luolds wees gwslu IP slgs Iy Idu_, J@Jo 229 9lzos FTD.
olze 1Joels 8 1)uwpesd puve [Jeled: sy NAT oldo o0 FTD

oldss [uolds Iguslo 1Jzsss.

pold [l wes 1Jluplds:

device# show run nat

nat (inside,outside) source dynamic PROXY-OUT-10.X.X.2-5 pat-pool PROXY-PAT-203.X.X.1-4

nat (inside,outside) source static BlueCoat3Inside-10.X.X.X BlueCoatlOutside-203.X.X.5

nat (inside,outside) source static BluecoatInside-10.X.X.X BlueCoat20utside-203.X.X.6
nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.7 description VM
nat (inside,outside) source static BluecoatOutside_10.X.X.X BlueCoatNATOutside_203.X.X.8 description VM

nat (inside,outside) source dynamic 10-Network pat-pool 203.X.X.10 destination static Cloud-1 Cloud-1
!

nat (inside,outside) after-auto source dynamic any interface

6.0)l 906 luwegsle wzps NAT W8> LIUNSE lJozes Juoplu w9 p9ls wyzpo JlVss. oz 8l
pu Ieble 2,36 1Jp)9) 91dwe 88 pu Lord wirele IJpuweisp IJulers

pold Il lz:

<#froot>

device# show conn
device# show nat

Manual NAT Policies (Section 1)

6 (inside) to (outside) source dynamic 10-Network pat-pool 203.X.X.1l0 destination static Cloud-1 Cloud-

translate hits = 134315, untranslate hits = 136136

I3l luwo ey Iigble 19 13e,00 o0 295 IUlouold: B@e wluolds IJejss po ldeulasy [Us wzpe
NAT zuve IJuo,9,6.

7. JJewesd eds wedselo gbgs webos slplele IJoedd pu lduoes: Llee ddsd o dosu
lJyuwes J Cisco Secure Firewall NAT: wdose, wzpgs PAT gJs FTD

lo szele loo Jis oo 1o S)lze gl peds [Js nat oizes: luvogede ese conn o sesu guslu
lol wpeds Is nat gogle. swgd) eds I9lp) show nat lJosle w3Jd. spdu lebé wogso IBle
ol uosd show conn |Js diskO (/mnt/disk0) JJdeedsd lsuol. 9031 p88> wuvdd glue Jpblo 9o
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wepelo NAT 1Jgluodé wuveds VPN [Js golasu IP Jdpues) IJzdses [Jeeds.

> show conn | include 10.239.27.176
TCP management_static_vti_1l 10.238.x.176(10.239.x.176):55140 CHOL1FTDO2-inside 10.x.x.161:22, idle 0:0
TCP management_static_vti_1l 10.238.x.176(10.239.x.176):9125 CHO1FTDO2-inside 10.x.x.162:22, idle 0:00
TCP management_static_vti_1l 10.238.x.176(10.239.x.176):51681 CHOL1FTD02-inside 10.x.x.17:7000, idle O:
Source NAT IP(Source Local IP) (Destination IP)

show conn detail | redirect diskO:/show.conn.detail.txt

Uu“vv
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