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https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://community.cisco.com/t5/crosswork-automation-hub-knowledge-articles/rest-api-basics/ta-p/3635342
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_API_Explorer.html#concept_oq2_fg1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/objects-object-mgmt.html#ID-2243-000000f2

3. 1Jluwpe - &9, 030 Iduwpes pedyple 29d luwe [JIlsy

4. 1J9,00 - $pIdo luweeslp 030 IJuwps Jodrse weuo Ipedsple IJpdss6 I IJoedsdle
29d IJdlsy

5. 8lod ddeeles - suvee JI wrlos 1dIlss wogrsd §spd wasds Jdlisu: sldos
suvweseol IJoble JJizoé 1Jos weasol. 030 Gupd 1poshiss spdu luvogslel B logile
IJIJlsule.

lJodosy

cpdso APl gds FMC

wpedsy REST API gJs Cisco FMC. JJzue9sd eJs pedplo o Losdss 29d "Jsdss wpdsy
REST API" 9"l od Idpplyuwle" bze 1Us wedsey REST AP gJ.s Cisco FMC

loowd Ids IJuble > 1Jodssy > o osdle REST APL > wesss "wpdso REST API”

so9lzs puved Lind 9lz08 wyezs IJobusdle (AP B oy 1bbs: 96spJ0 1Usuo9d [Jso o0
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https://<management_center_ip_or_name>:<https_port>/api/api-explorer


https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
https://www.cisco.com/c/en/us/td/docs/security/firepower/740/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_740/About_The_Firepower_Management_Center_REST_API.html#task_khz_fh1_ccb
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1.0e5 1d9u29d Idpps) €5y wolde:



Code Details

401
Error: 401

Response body
{

"error”: {
“"category”: "FRAMEWORK™,
"messages”: |

r
L

"description”: "Access token invalid.”
|

}
1,
"severity”: "ERROR™
h
H

lowerlos JSON Uye) 1Usuesd 1deess €5y Idualde



pdlzbo: wpo puol>96 ol IJ'aJoi e luwole Lodlegsé eduwéd IUgpd. lelbé wepsd
puvod i 9lzos wypzs Idobosdle (APl J FMC glglbo 1Jp ol 6.

2. lJoouwsd Idpuwese gy wolde:

"name": "API_1",

"type": IIHOStII’

"value": "10.5.3.20"
"description": "Test Description"



fapi/fmc_config/vl/domain/{domainUUID}/object/hosts

Refrieves, deletes, creates, or modifies the host object associated with the specified ID. If no ID is specified for a GET, retrieves list of all host objects. Check the response section for applicable examples (if
any).

Parameters | Cancel Reset

Nama Dascription

Enables bulk create for host objects.

Domain UUID

domainUuID *
string

(path)

e27Gabec-e0i2-11e3-8169-6d%9ed49b 6251

Request body I applicationjson ~ l

Input representation of host object

Examples:
[Medified value] w
{
“name” sty
“type™: “Host~,
“walue T19.5.3.207
“description™: “Test Descriptiom™

upe9dz bdo JSON Jluuile Jlisy

Code Details

422

Error: 422

Response body

“description™: “Unpr able ity - Unexpected character ("\"™" (c ject entries at line » column: 47

1.

“severity”: "ERROR™
1
}

Subd luwerles JSON wuvew IJbsload 1Jes. 8936



pdlzbé: gldol pl ©wp p9lzos o3l IJ'aJoi ewpl odyy ould VlLoUs 99956 LOLUWSH
JSON. s Idpeld ("dBspes": "10.5.3.20") Jl ceess eds Bluods ouwwwo O odl
IJBid. szo Il wpess T8 uwps woouwsd JSON BEb sds BluoJs. slJl @3
COew OGS 2398 Buvd.

3. b¢ld ey uoldz puvwdsp VOs lugile [JJlsy:

"name": "net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Network obj 2",
"type": "Network"



curl -X 'POST" \
"https:// I/ api/fmc_config/vi/domain/e276abec-edf2-11e3-8169-6d9%ed49b625f/object/hosts™ \
-H 'accept: application/json" \
-H 'Content-Type: application/json”™ \
'X-auth-access-token: eS5ebd@a@-0960-4fe3-a9f9-71e91cf5478d" \

"1.1.0.0/247,
"overridable”: false,
"description”™: "Network obj 27,
"type”: "Network™

}

Request URL

1/domain/e276abec-e8f2-11e3-8169-6d9ed49b625f object/hosts

Server response

Code Details

400

Error: 400

Response body

{
“error”: {
"category”: "FRAMEWORK™,
"messages”: [

{

1
1,
"severity”: "ERROR"

}

"description™: "Input type mismatch. You have entered an invalid value 1.1.0.8/24 for selected type Host.”

}

Sund luweelos JSON Juse ey weolde



pdlebé: B 03l IJpolde wop pelods lousle IJJlsy B Biss 1Jizoj6 |JpLos86 o
209J6 JSON Jdliso I bods: 985 vog vl gbl "ese wblud uog IUbeld". Iuuesse
lJoouwsd Iduoese Idpesu JIYJ Jlisu o ds (Idossle 1Jpuos96 9ld v Jds
9ubds FQDN glJzs 06 9lJobld).

4. |pwoesle 2p9ds luwoelos GET Jlousle IJdlsy

"Tinks": {
"self": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0bj

"parent": "https://10.197.207.3/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/0
1,
"type": "Host",
"name": "API_2",
"id": "00000000-0000-0ed3-0000-034359741703"



Responses

Curl

curl -X "GET™ \
I i/ fmc_config/vl/domain/e276abec-e@f2-11e3 -8169-6d9ed49b625f /object/ ho: ffset=281imit=1" \
ept: application/json’ \
‘X-auth-access-token: eSebd@ad-806@-4f03-a0f9-T1e01cf5478d"

Server response

Code Details

200

Respense body

_config/vi/doma 449 C 00000 -2000-0ed3 -0000-034359741703"
api/fmc_config/vi/domain/e276abec-edf: 3 addresses™

3509741783

lJzuesd eds bdo leual, Jlsole 1dpuosd

Code Details

400
Error: 400

Response body
{

“error™: {
“category”: "FRAMEWORK",
"messages”: [
I
L

"description™: "The wvalue is mandatory as override is not enabled .

1

1
1,
"severity”: "ERROR"

Suid luveelws JSON Luwow uups IUBses 1e3 8956



Code Details

422
Error: 422

Response body

{
"error”: {
“category”: "OTHER",
"messages”: [

{

"description”: "Unprocessable Entity - Unrecognized Field ‘items” in request payload”

H

1
"severity”: "ERROR"
H
h

Ouid Juwoeled JSON zse we logsle IdIlsy voouwsd Es) worse

pdlebs: Vs 03l IJpildi o9y ywed 1 9Se6 099930 VIS 209J6 JSSON IJos wpe



lwedlpol wlgwegsle luwdsw GET 9up wessu IJpedes 1Jesuwes eds IJ5sps
IJIe,)lupss. ould Lwele |Ujless Spdo i od9y VIS gp9do JSON Jluyivle 1JJlse 909
IJuse 9ldluwe 91JSses Jpgbp Jlisule Iduveds (Idossle Ipuos96 9lduve Js
9lJubld 9lJgs06 9 FQDN). gus logile IJIlso wluweésle zp9ds JSSON Jiwdow GET.
lpvogsp B8b IJpedsple Ipoed$s wlddlise 1Jpeesss sled wes IJeolues 98 wbilJs
wped idzos Jl sdyu ould el o pe UUID.

logsle Jlsu puosd

Jlsu puo s 9l

loewd |Js Object > /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POST glu 8, <998
Try Out.

SuuwSY JSON Idpuwedse Jrde Jlisy puosyd 9les:

"name": "Obj_API_100.1.1.1",

"type": "Host"’

"value": "100.1.1.1",

"description": "Host Object Pushed via API"

Code

201

2-1163-8169 - 64564406625 fobject fhosts™ \

A

Server response

Details.

Re3ponse body

0000 - ed 3 - (000- 0141507414137,

.4,

“parentType™: “NetworkAddress™
}

epdss ouzsd Jlogile Jlsy puosd



pdlebs: luwegse "ldpedps 1Jpzees" U1Vl osé leule luveesle gpdss POST Jdlisy
PSS 9l

JIso pUuoSS prpe

loewd |Js Object > /api/fmc_config/v1/domain/{domainUUID}/object/hosts > POST glu 8, <998
Try Out.

SuuwSY JSON IJpwegse Jrde Jisole Idpuosd [Jpzpes:

{

"name": "Obj_API_172.16.0.1",
"type": "Host",

"value": "172.16.0.1",
"description": "Bulk API Operation"
1,

{



"name": "Obj_API_172.16.0.2",

"type": "HOSt",

"value": "172.16.0.2",
"description": "Bulk API Operation"

}

Mame Deseription

bulk

boolean Enables bulk create for hast objects.
(query)

[ v ]

domalnuulb W requined
string Domain UUID

(path)

a276abec-e0f2-1103-8169-6d9ed49b625f

Request body " e

Input representation of host object

Examples:

[Modified value]

[
{
“name”: "Obj_API_172.16.8.1%,
“type”: “Host",
“value™: “172.16.8.17,
“description”: TBulk ART Operation”
,
{
“name”: "Obj_API_172.16.9.2",
“type”: “Host",
“value™: “172.16.8.2%,
“description®: "Bulk API Operation™

vesde bdo JSON Jluusle Jlsole gs) Jos)é

applicationfjson

&

Clear




11e3-8165 - 6dFeddabs25

nt A
791 -840

Regquest URL

https: s/ I i/ nfig/vi/demainfelT6abec - edf2-1103-8160 -6d0edd9b625f fobj

Server response

Code Details

2m

Response body

“lastUser™
"hane =

upedde luwoelos JSON wes luuble Jlsole Jos,)é



pdlebs: gus lugile Jlisule puosd preg: 20 Ipeded Idpzped J8sps LoTSTS. SPIU
logile 1000 [sgld Iz 18uos JUsBes Ipzpes 19less Lluuagsle bysés POST.

logule Jlisy guoddod
Jlssy v dé glg>

luedd 1Js Object > /api/fmc_config/v1/domain/{domainUUID}/object/networks > POST 9l 8,
999 Try Out.

oS JSON Idpueése Jrdg Jlisy vwds glgs:

"name": "Obj_API_network",

"value": "7.0.0.0/24",

"overridable": false,

"description": "Single Network object created",



"type": "Network"

Name Deseription
bulk
boolean Enables bulk create for network objects.

{query)
= -

domainUUID * o= )
string Domain UUID

(path)

e276abec-e0f2-11e3-8169-6d%ed49b625f

Request bady """ applicationi|son

The input network object maodel

Examples:
[Meodified value] £

{
“name”: “0bi API ne k",
rateet: gL etk
“overridable”: false,
"description”: "Single Network object created”,
“type™: “Hetwork®

upe9dz bdo JSON Jluuile Jliso o Jds glgs
iso 1o ds I pzees

loewd lJs Object > /api/fmc_config/vi/domain/{domainUUID}/object/networks > POST 9lu. 9,
99,9 Try Out.

oS JSON Idpuedse Jode Jlisolo IJgvwds 1Upzpegs:

"name": "Obj_API_netl",

"value": "1.0.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"

"name": "Obj_API_net2",

"value": "1.1.0.0/24",
"overridable": false,
"description": "Bulk Operation",
"type": "Network"



Hame Description

bulk
Bechean Enables bulk create for network cbjects.
(query}

(e =]
domainUuID * e
string Domain UUID

(path)
e276abec-e0i2-11e3-8169-6d9ed49b625f

Request body e

The inpul network object model.

Examples:

application/json

[ Modified value]

name”: “Obj_API_netl”,

“walee™: “1.8.8.8/24%,
“overridable”: false,
“deseription™: “Bulk Operation”™,
“type”: “Network™

“name": "0bj_APT_netd”,
“walse™: T1.1.0.0/247,
“overridable”: false,
“description®: “Bulk Operation®,
Ttype”: "Metuork”

Clear

upe9dg bdo JSON Jluuile Jisole gvods Jos,)o



pdlelbs: g logule Jlsule Lfbvdé 0z pE0: 23> 1Jpedpd lUpgped J9Spd LoeSTo.
Sedu lugvle 1000 [>gld Jzs 1 9uos J>9e6 1Upzeeo 1U9lers wluwegsle bysgs POST.

louble Jliso bl 1 bods
Jlsy ubly Juodé gles

loedd lJs Object > /apiffmc_config/v1/domain/{domainUUID}/object/range > POST 9lu 8, 999
owd d3JI.

oS JSON IJpuegse Jog Jlisy ublg gleo:

"name": "Obj_API_TestRange",

"value": "10.2.30.40-10.2.30.50",

"type": llRangell’

"description": "Create Single Range Object"



Jlsy ubly IJgvods [Jpgpeed

luedd lJs Object > /api/fmc_config/v1/domain/{domainUUID}/object/range > POST 9lu 8, 999
opwd d3JI.

SUUNSY JSON |J|o,_)uoé.)ro J.)l._QE_ Jlisule |Jub|§ |J|o@_rof_i

[

{
"name": "Obj_API_TestRangel",
"value": "10.4.30.40-10.4.30.50",
"type": "Range",
"description": "Bulk Operation"

},

{
"name": "Obj_API_TestRange2",
"value": "10.5.30.40-10.5.30.50",
"type": "Range",
"description": "Bulk Operation"

}



pdlglbs: guo !Q,:)blc Jlisolo ublg lgelds: e3> 1Jpedes lpgpsd J true. spdy louble
1000 |>¢ld Iz 19uos JU>8¢g6 1dpzeeod 1J9lers wluwegsle bysgs POST.

louule Jlis, FQDN

Jlisy FQDN glg>

luedd lJs Object > /apiffmc_config/v1/domain/{domainUUID}/object/fqdns > POST glu ) <999
Try Out.

oS JSON Idpueése Jrdg Jlisy vwds glgs:

{
"name": "TestFQDN",
"type" : n FQDNII ,
"value": "cloud.cisco.com",

"dnsResolution": "IPV4_ONLY",



"description": "Create Single FQDN Object"
}

Jlisy FQDN IJpegps

luedd lJs Object > /api/fmc_config/v1/domain/{domainUUID}/object/fqdns > POST glu 8, 998
Try Out.

uuwsd JSON Idp meise Jsdg Jisole 1diuds |Upzpgs:

[

{
"name": "Obj_API_FQDN_1",
"type": "FQDN",
"value": "downloads.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

1,

{
"name": "Obj_API_FQDN_2",
"type": "FQDN",
"value": "support.cisco.com",
"dnsResolution": "IPV4_ONLY",
"description": "Bulk Operation"

3



pdlelbs: gus logule Jlisulo IfQDN 0zpE6 233 1Upeded |Jpzpes eJs luol Lopses.
Sedu lugvle 1000 [>gld Jzs 1 9uos J>9e6 1Upzeeo 1U9lers wluwegsle bysgs POST.

louvle Jlisy ¢2p06
Jlssy 200 9le>

loewd lJs Object > /api/fmc_config/vi/domain/{domainUUID}/object/protocolToBjects > POST
9lody B98 wyws 3JI.

SUUNSI JSON |qu.uoé.)p J)\_QE_ Jlssy coXp0 3|a.)1

"name": "Obj_API_Telnet_Port",
"protocol": "TCP",

"port": 23,

"type": "ProtocolPortObject"



SuuwSH JSON Idpuwegse J>dg Jlisy 006 9lz> pe IJubls:

"name": "Obj_API_objl",
"protocol": "UDP",

"port": "1025-65535",
"type": "ProtocolPortObject"

edlzbé: g0 wpas> Lbld 1pulds Louuwsd JSON: Iuweése edlole wuLosLe 03926
eds uwosd IJpold "dpowds": "1111-1115" 9)Jl spJdod pslzos IJgbl: "l o™
1Jdslo £ 1JSlod Jpeldes - 0 s pesde (- (aps 45): Jlo seade o wd9e
lJlods v od beldle IJJliss Ws Idyulo): 40 1dgp9>: 17"



Jlssy |J'a.)lo5 |Jp@_p&5

luedd lJs Object > /api/fme_config/v1/domain/{domainUUID}/object/protocolToBjects > POST
9oy W¥9Y weyws 3JY.

CUUNSY JSON |quuoé.)p J.)l._QE_ lisule L_Jt.)pc") |J|oa_ro&<")i

[
{
"name": "Obj_API_UDP_Port",
"protocol": "UDP",
"port": 123,
"type": "ProtocolPortObject"
3,
{
"name": "Obj_API_TCP_Range",
"protocol": "TCP",
"port": "1025-65535",
"type": "ProtocolPortObject"
}



pdlelbs: gus logule Jlisulo |tJ'a.>roé lJpgpgd: 233 1Jpedpd |Jpepesd eds Iool UOCSTO-
Sedu lugvle 1000 [>gld Jzs 1 9uos J>9e6 1Upzeeo 1U9lers wluwegsle bysgs POST.

lweduiuld IJlgble gl oJlzol

o« Lze Ids Idpuweos 1Ugluo v 2ldé HTTP (luwlwsle REST API)

c Jlspdu luwedsle vslule lecplb Idpuuegse JIYJ po 9lgole REST APl g GUI W 9§
Slzs 5w wuwesd vz Ideuwcése 290 uwlod Ll BBl op luvesleo JJJIIUslzele.

* Sop ouwesd zese bdolo REST Ws pdus Iduwed odsu eds FMC. Idoee g guslo
URL 1U¢luo o (8Js wwsd Idpld. ...Jobject/hosts) pg 1Ug pdsé Iduozses (131 doo
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tail -f /var/opt/CSCOpx/MDC/tomcat/Togs/stdout.logs
tail -f /var/opt/CSCOpx/MDC/Tog/operation/usmsharedsvcs.log
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