luveesle 9o 1Jlweysh-config JJodosu
lJbl)is eds [Jgol;

lJpzogsle
| 9300

o ole 1wl w.sé

Lpclo ol

lJp 95,00

Suod 03l 98,886 FTD 7.7 sywee pd luweghé-config luwdsw J blys gds blé uvdsd.

IJpclbdole Il ulusé

lJeobdolo

< spag Cisco o @l s Jasd ag b lda sloass 1deldss:
o Idacile = Ceaga FirePOWER (FTD) oo Cisco
o a4 13 FireSIGHT (FMC) #0 Cisco

lJpdsule IJpuueésed

S 1dag Jsph 1d gl )3 g o3 1 a1 Jumdl e 1A lam sldaet sl 1alagss 1l ss:
¢ Uz FTD 7.7.0+
« FMC7.7.0+

e louvle IJeedsple 1Jsl)6 B o3l lJpuuews pu 1Uiz056 1092956 B wsisé pepdssd ¢luos.
wlo gpse lJlzojé IJ,ou»oé__spE: WO odl IJp,_,uoo{yongkﬂso PPUNIT {|g§o)|ub§). Bl Jlyo
dredod 86 IJogvgsd: Wolds oo Wopd JJules) Idpeeed Jls le).

lJg s

wp bgld 030 1Jpsio Bs IJluosl) 7.7.0 9spdu lunwgsleol Jip)le wessile IJodssy e
lJobly guspl sdsu logald 1UbL6 pg bl

sop lole cgssle Jodsss 050 puluing B 9lzes ub, 1Jisle, (CLI IUzl o6 Cldzols 1Js:



* e wvluwoghs logold IUbL6 Bl oo ouwegse 9lzod vslule Jdsuesd IJs 1dps>s).
¢ 9p wupdsd wEsslo Idueg lJos Jl spdu luwbl)ol zos wop luvegls Il olJ.
wey? luvogbs logold IUDL)6:

1. ceolz Ids IJIG)L wlgedlBle IJodsso 1Jpsuoes Bs cuwse ldodsse ghz [dublys.

2. 8p vlp)le v IJogssle B 9236 Idoedpe B IUbL6 1wl uuss (FMC) $od IJoui.
Jio O 9236 Idoede Vs 16 1deszss (FMC) s@9p slisel wluwowld IJogss)le
IJpedss.

e suwobss JuIdJo 03l ups pulbdé Bs I CLI wuvgsuos Wb luvegls-config luudow:

+ 1Jslzolw

lJogzsoe IUssulpsds: BGP 9 OSPF
« &9lpd lJoodss 1Ulsdsé

« Ubeds VPN oo 098¢ 1Js 98
euld ldodssy

eJusé 1Upgpd

I o3l Idwsubsy W& zol; FTD pwed W6 FMC (Clyvwgsle 9lzos IJwslule Jglzos [51)6)
louold IJbLo: 9dluadlz o030 Idpuvddo: wwp |uols puwly Slow |Us FTD wluwedsle ps)6
recovery-config.

oew9s 9220 ldoedp s b 1JJ9es I.Jiuulu.u§6 (FMC) eJs zoljsu Jd>Wlg gu |.J=o0)§)|o
puvedsu (10.0.21.72 9 10.0.21.73). 9JIJu SpIdu 1U9ue9d 1Us 91> B@b oy 030 1JIzo o Jel 09
P92z I IJuog) IJeldss (9lzes uwb, 1JI9le) 991206 Idpuweise 1y ess).

root@FMC-HTZ: /Vo lume/home/admin#¥ netstat -tan grep —1 8305

tcp 0 0 10.0.21.71:8305 0.0.0.0:% LISTEN

tcp @ 0 10.0.21.71:35069 10.0.21.72:8385 ESTABLISHED
tcp @ 0 10.0.21.71:8385 10.8.21.72:37995 ESTABLISHED

root@FMC-HTZ: /Vo lume/home/admin#



Firewall Management Center Q, search pepioy Q@D @ @ | admin

Device Management

-

Home

Error (0) n ) line (1)

Ac Control
Version Chassis Licenses coonnionir Auto RellBack
Palicy

© FTD1-HTZ Snort 3 Firewall Threat

Devices L

® FTD2-HTZ

- -
A I«
Objects

Suwwgde FTD glzos IJoslule Jgpdss Idouvesd |Js FMC.



[ [Pvd 1]
Configuration : Manual
J.7.7.11
Z295.255.255.8
Configuration : Disabled

= [ E'rﬂ:":‘_..-' ||'lfﬂrr~m'r :if.:l'l'l :] e ——
atate : Disabled
Huthent icat 1on : Disabled

System Information - Data Interfaces l=s=====
DHS Servers .

Interfaces : GigabitEthernetd 2

EE=E=Esss=ss=s====] l;igdhjtﬂf]“yrnntﬂfg |==s===sss==s=====E
state : Enabled
Link - Up
Name : outside
MTU : 1564
MAL Address : BB:5B:56:B3:BE 87
L [Pvg |

Configuration : Manual
Address : 18.H. 21,77
Netmask : 255.255.255.8

lizsabled

H A 169.254.1.2:8385 .B.8.8: LISTEN

H B ?.7.7.11:8385 .B.8.8: LISTEN

H H fdUH:H:H:1: 2:H3HS HIHH LISTEN
root@FTD2-HTZ: ~homesadmintt _

tbole IJodosy

1.:_JeJ§ owpdy pu luwesle psjé recovery-config. sdjed wuwesd 1J>g9d lJs 9lzos wb,
IJlsle, (CLI) 1Jglued o FTD gldluedld lJs 9uog lina (>gp IJubble diagnostic-cli).




2. 9p voUvESJ IJipJ configure recovery-config.

3. 131 Bpo wdolus edlps luwedolp (9): Bumsce s zese IJIole, 1poe908: Jol 09 p9oe
s 1JBlspes Idoldse.

firepower(recovery-config)# ?

access-1ist
as-path

bfd
bfd-template
cluster
community-Tist
crypto

end

exit
extcommunity-1ist
group-policy
interface

ip

ipsec

ipv6

ipv6

isakmp
jumbo-frame

management-interface

mtu

no
policy-Tlist
prefix-1ist
route
route-map
router

sla

sysopt
tunnel-group

vpdn
vrf
zone

Configure an access control element

BGP autonomous system path filter

BFD configuration commands

BFD template configuration

Cluster configuration

Add a community list entry

Configure IPSec, ISAKMP, Certification authority, key
Exit from configure mode

Exit from config mode

Add a extended community Tist entry

Configure or remove a group policy

Select an interface to configure

Configure IP address pools

Configure transform-set, IPSec SA Tifetime and PMTU
Aging reset timer

Configure IPv6 address pools

Global IPv6 configuration commands

Configure ISAKMP options

Configure jumbo-frame support

Management interface

Specify MTU(Maximum Transmission Unit) for an interface
Negate a command or set its defaults

Define IP Policy list

Build a prefix 1list

Configure a static route for an interface

Create route-map or enter route-map configuration mode
Enable a routing process

IP Service Level Agreement

Set system functional options

Create and manage the database of connection specific
records for IPSec connections

Configure VPDN feature

Configure a VRF

Create or show a Zone



ot pu ldpos e o wgsd 19l o, 1dplodows JJluwaesls 19 luuegsle lJbsbis. lo
sdouluw gs) polds pulsle) suves Juo luvegpdo pu ldpuweeuwo lo souad
lue cisco TAC JLuls.

4. Le> ouvésd IJle, configure recovery-config. s p £,00 wuwse 9sbdo pod wldss 1Ule,



firepower# configure recovery-configqg

CAUTION: The config CLI is for emergency use only. Use the config CLI if the mMa
nagement center i=s
junreachable, and use it only under exceptional circumstances, such as loss of co
nnectivity or
to restore manager access. Do not change management center’s auto-generated conf
ligurations.

After your Management center is reachable, manually make the same configuration

change=s in the
Managerment center. The management center cannot implement them automatically. Hh
en you deploy
from the management center, out-of-band configuration changes wWwill be overwritte
n. Also, node join
Mill be blocked till config CLI session iz active, =o make sure to exit from the
config CLI after
changes are made.

pould you like to proceed 7 [Yles/[Nlo: __

5. wpe Ields 00 3Jd spdud wos luweale ble, IJodass IJecles. B ol Iduusoliss.
cop o8 puuly Sloo s Islzos 1Jehzss. wes 1deeld Idedssu: $p woubgsd Ile, exit
JJeise eu suoe Idluwels.

lve pbldo 1JIu weldb IJogss)le 9sep )02 wuwse sedp v lJogss)le Jl sop IJlzodlb
wol Bl wpe lels wuvgsd IJgol;.

firepuuer(recuuery—cunfiﬁlﬂ route out=side B.H.8.8 B.8.8.8 18H.8.21.13
firepouwer (recovery-configl# exit

lInsaved changes are not kept if you reboot.3Sawve changes to memory ? [Yless[Hlo:
No

(f irepower#
\if irepowers# _

6. spJdud oiéJ.._p obosd IJodssy. Vs odo lJegldé: [boly IJpuble.
firepower# show route

local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
EIGRP, Ex - EIGRP extermal, 0 - 0O3PF, IA - 03PF inter area
O05PF H35A external type 1, M2 05PF H35A external type 2
O5PF external tyg 1, E2 O5PF e: . y 2, U
[5=15 summary, L1 y level-1, L2 5 level=2
[5-15 inter area, = candidate default, U per—us static route

OnR, P periodic downloaded static route, =+ replicated route
atatic InterURF, BI BGP InterURF
last resort is 18.8.21.13 to network H.H.H.8

A.8.0.8 [1-8]1 vwia 18.8.21.13, outside
255.255.255.252 is directly conmected, inzide
255.255.255.255 is directly connected, inside

7. 08> 835 >38lis 8¢ sesd 03l lIJugss,) UI.:,U?U & FMC. wlbo, 1oy, IJoldsé logald wpe
logulgo: l9dl WO FTD &p B 9lzos ywb IJIgle, (CLI) J FMC.



Comm lost

Comm restored

2FTD2

Comm lost

Comm restored

8. wes luwoglé I.:Jodgggg,. WO 9lzod IJpwegse lyuw9pess (GUI) J FMC: spdud IJlue@ld
IJs zoly > 1bLé 1Jlzos6 9lJud) eds zolid (S 030 1Jpldé sdso FTD2-HTZ).

ould spdud i oS wuwso IJounld odysy ghe Idubly. 1@ W98 &)u0 IJovdlosd
JdlbJlg eds lgodlvle IJodyso.

il Iflrew | Management Center 01, search Deploy D@ @ @ e

cisce o Secure Firewall Interfaces

FTD2-HTZ I& St : I detalls -

-
Home
A Out-of-band configuration changes ¥
Inline Sets  Routing
Virtual Tunnels

Analysis

o Lagical Name Security Zones  MAC Address (Active/Sta_. P Address N

Policies

TE Global

Global
s
DObjects

9. plzes vVl osd IJodssy ghz IJoblg sldleo)lo Lldiedlvle.



Out-of-band configuration details (FTD2-HTZ)

™

+———  Configuration

Configuration — 5
added

missing

10. v Iog,d eds Rodisle ldodssu loedd Ids edsso Jogss)le oduwol ldos we
lol9ol Vs 9 o8 IUluweys 9JIu Iy po gJId 9lzed IJpuwedse Iyuv9pess (GUI) J FMC. Ws
o3l Iduwsubsy wwp luolvs ol elow.

Q, search

Add Static Route Configuration

Type:
Interface*
Overview outside

MNullo ilable for route leak)

]
Analysis : inside Selected Network

Data-Mgmt-IP
FMC
FT Vigmit

Objects
Gateway*

5 ”

Metric:
1
{1- 254}

Tunneled: (U 0 for default Rol

Rauta Trackinn:




ahal  Firewall Management Center Deploy Q@ & @ sl

€isco [ 5 | Secure Firewall Routing

- FTD2-HTZ & Out-of-band configuration differential acknowledged. View detalis m

Home

=
LH . r
Device Interfaces Inline Sets
Overview

Il OSPF Add Route
| 5|
e
S OSPFV3
Leaked
EIGRP i
o, rom
Metwork Interface Virtual

Palicies RIP Routar

Gateway Tunneled Matric Trackad

Palicy Based Routing « IPvd Routes

i v BGP tsidl c
Devices amy-ipvd outzMafi Global ASh-Border (10.0.2113)
\Pvd Accass)

~ IPvB Routes
™ IPvE
A
Objects Statie Route

»  Multicast Routing

Integration IGHE

Fin
Multicast Routes

Multicast Boundary
Filter

General Settings

1. vee tdb vessle Idodssu loodd s vuin IJogssile. sop erup cowse 1@ ledle
votsslo ldodssu gz IJubly 9o e IJog)w gdsol slu ldegssile wp wglyjol woluubs
Joun) 1Jzlds.

wezd uele IJouin wop pilews IJedssy e le)s.

Fetps/10.88.240.52:4327 dddf#RoutingSettings;id=1d25487c-3824-1110-9:08 - 08251 45f623 W £ =}

alial.  Firewall Management Genter Q@ & ® | admin ~

CISC0 Devices | Secure Firewall Rowting

FTD2-HTZ v | i [ tgnore warnings

FTDN-HTZ Riady for Deploymant

Inline Sets
Lisit: FTO2-HTZ | vatidgation

Walidation messages on device FTOZ-HTZ

Analysis Cut-aif-band configuration changes wera detected and

were acknowledged. This deplaymeant will averwrite the
" 'r""""“"“ sl conligUration with Ihe Management centes
2, ' Metwork Interface o
Virtual

Policies ? Routar

o o i
1 selected 1 pending 1 warming

- B tside (FMC
e ASA-Barder (10.0,2113)

Devices

~ IPvE Routes

L]
Ohbjects Statie Route

w  hulticast Routin

1 AP
Integration

el

General Satlings




Vianagement C - :
L:’Il';:;:flﬂemtent Center ), Search Deploy Q @ @ admin

F-s
Home

g~ Inspect N « e e - e
Modified by o Type Last Deploy Time Preview
il Interruption

Analysis

admin FTD £}

o adrmin FTD v | complatag

Policies

L]
A&

Objects

e

Intagration

IJeslze

» https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-
defense/770/threat-defense-release-notes-77.html
« https://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/lb Command Reference for



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/770/threat-defense-release-notes-77.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/770/threat-defense-release-notes-77.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4205799262
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