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pebp lJpuwog uole woil. 030 os IJgble JJeuesd eds Jbols pu poodz Chrome.

== dna.cisco.com/authflogin

Security
dna.cisco.com

Connection is secure

Your information (for example, passwords
or credit card numbers) i1s private when it s
sent to this site. Learn more

Certificate is valid 7
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Certificate Viewer: dna.cisco.com

General Details

Certificate Hierarchy

IdenTrust Commercial Root CA 1
HydrantlD Server CA 01

dna.cisco.com
Certificate Fields

ldenTrust Commercial Root CA1
Certificate
Version
\ Serial Number
Certificate Signature Algorithm
Issuer
Validity

Mot Before

g

Field Value

|
]
Export...
- LT == m-——-—J

wuodSy) uwduwds Idgiseble

B oluwosyh Igvoble 1Us péio Iuvoble 1e9e96 wol' B ISE 31 Jloe gvduwds IJuvolsle

099956 (wpeodd ISE LlJwed CA IJz3, IJegl,s IDENtrust 1).
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Jpuols 96 ¢sple Cisco. g, 1bLs > wble > Luoble.

Deployment Licensing Certificates

lssuer

Certificate Management o
System Certificates

Admin Certificate Node
Restart

Trusted Certificates
OCSP Client Profile

Certificate Signing
Requests

Certificate Periodic Check
Settings

Certificate Authority 3

Usage

opdsu IJeds Jpuolb 96 ¢ple Cisco

lLuwe IJogbsbs JJosd$

Logging Maintenance Upgrade & Rollback Health Checks

* Friendly Mame

Status

Description

Subject

Issuer

Valid From

Valid To (Expiration)
Serial Number
Signature Algorithm

Key Length

IdenTrust Commercial Root CA 1

Enabled

IdenTrust Commercial Root CA 1

CN=ldenTrust Commercial Root CA 1,0=IdenTrust,C=US
CN=ldenTrust Commercial Root CA 1,0=IdenTrust,C=US
Thu, 16 Jan 2014 18:12:23 UTC

Mon, 16 Jan 2034 18:12:23 UTC

0A 01 42 BO 00D 00 01 45 23 C8 44 B5 00 00 00 02
SHAZ256wIthRSA

4096

Trusted For: (79
D Trust for authentication within ISE
I:I Trust for client authentication and Syslog

D Trust for certificate based admin authentication

B Trust for authentication of Cisco Services

D Trust for Mative IPSec certificate based authentication



App Activation Workflow

On-Prem ISE Ul Catalyst Cloud Portal User Application (cdFMC
Auth S50
<<
+ Consent
+ Device Info ;
Auth > « Auto create Account
Get Token/Activation code

Register Device Auto Create Device ;

Auto Enroll Device

Activate App (/scopes)
Get OTP (App) oTP
< . >
: Redeem OTP (App)
< !
App Status '

wS) Epd vuussb lJobosyd

oui ISE Ipuwagse B o3l IJlgsls

Deployment Nodes

A Cisco ISE node can assume the Administration, Policy Service, or Monitoring personas.

Data is autematically replicated fram PAN to all the secendary nodes. If needed, you can manually sync a node
with the PAN by using the Sync option.

During Sync, Cisco |SE performs Full Sync if full database replication is required or Selective Sync if only bulk
replication of selective dataset is needed.

You must update the SXP device configuration with the connected PSN details in case of upgrade, node failure,
of node configuration updates,

Selected 0 Totald ¥ g5

= Register v
(] Hostname ~  Personas Role(s) Services Node Status
O Ise341-PAN Administration, Monltoring PRI(A), PRI(M) NONE @
0 isedd]-SAN Administration, Monitoring SEC(A), SEC{M) NONE (5]
O Ise341-psni Pollcy Service, pxGrid SESSION,PROFILER @
O ise341-psn2 Policy Service, pxGrid SESSION,PROFILER 2 @

ouwesd ISE pg Catalyst Cloud Portal

O vopdsy 300 welus PxGrid s Cisco ISE g wzd zol3d.

1. B 9lz06 lJpuweesp | w9 pss (GUI) Juble Cisco ISE. I¢e, Administration > System >
Deployment.

2. 168y VY IJe 6 IUos wys> wpdsy gxp6 PxGrid Cloud gJsol (s o030 1JzlJs g.956 PSN
IJisdss).

3. B edlps IJewsse IUleshle IJgles. Bp wopdss 8306 pXGrid.
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IJelds. spdud wpdsu sl PxGrid Cloud W §b gus wpdsy 306 pxGrid eds oJd
lJg9>6.

5. 3 28J luvp wuiny ISE. bgd luwel 31 pgos. sop gu2 03l IJluupe Bs Catalyst Cloud Portal
98pJu luwegsleo JJupss) Bl Jluw gpdsle i) ISE lJpegsss puwzdd pe ldywelos. spdud
lJozdd pu wuiy Cisco ISE lJpuwed eds wslwd Iduwelus Cisco Catalyst Lluuegsle luwe wui)
ISE.

(I2oshs) Bs 28J IUsuod (lgesbs): Ibgd 9ol Juui, Cisco ISE.

6. Vs IJ8lspes IJpuurJo LJPQJ:D,_é(S ‘ i'acu pul 96 Joywesd golj Cisco ISE 1J¢glo wd. swp
IJTu >g o Cisco PXgrid Cloud s 19,901 sl us! sl ezsi 1Jolsis sldslole wldluolds |Us
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7. 108, V98 IJouvesd.

Pl Bookmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade & Rollback  Health Checks  Backup & Restore  Admin Access  Settings

B2 Dashboard
Enabile Passive identity Service

1 comtaxt Visibility

A, Operations

1 Policy

£, PxGdid Cloud can b snabied only aftor ragistenng your Ciace ISE 19 your

4. Administration
Cisco DNA Portal account.

Work Conters
SE deployment name

ISE341-PSN1

Interactive Help
Description (optianal)

Primary prGrid node

Sebect & roghon whene aril 10 registar your device. Application should also be

Region

wiewast-2 v

cur with the statements

the checkboues below to negis

I have road and acknowiedge the ©

1B 1 sgeoe that affors aro governad by Cisco EULA and | am on sulharzed agont of my
comeany. Cisce's End Liser Lico 1

Risat

ouwzsd ISE PSN ¢ PxGrid Cloud

8. Vs LOWRs wuUusb zolhd IUpuw e 9o Swe pde Hp) Idouuvsb 1Uglue ldzoll odllssl.
o) B9 Next (JelJes).
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CISCO

Activate your device

Follow the instructions on your device (o get an
activation code

Activation Code

L e b

Contact support Privacy Terms & Conditions Cookies Trademarks

cuunshb IJzol;
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CISCO

Device activated

(A) poongarg@cisco.com

Follow the instructions on your device for next
steps

Contact support Privacy Terms & Conditions Cookies Trademarks

op wouubsb 1dzol
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https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/login
https://dna.cisco.com/auth/signup
https://dna.cisco.com/auth/signup
https://dna.cisco.com/auth/signup

= il Catalyst Cloud Portal

Papordons @ Product Details

SUMMARY ), Cisco DNA Center ragistration from vorsion 2.3.7.5+ should be initiated from Cisc DNA Conter itself. To register, navigate
Serean instruetions = - |SEZ41-PENT
 Products Typa (5 Praoduct Mame 341-PSH I

Al Products that are inactive will automatieally be deleted after 30 days of inactivity. Primary pxGrid node

f - ct Type Cizco ISE
Region » ALL ~~

Ragior us-wost-2
) Select a region 1o register product.
Last Heartbeatl Status March 17th, 2025 = 5:01:47 PM
) Catalyst Dashboard
) Regist
« Registration Stalus (5 Products (1/5) Focus: Show praduct type ~-
1 PSMY
ding
Product Mame =« Registratian Stas Roegian Type
ISE341-PSN1 Registered us=west=2 Ciseo |58

€936 ISE |Jpwzdd pg p>¢d Catalyst U uwelos
10. spdud Idgey) eds wiluosd 29d ublp Cisco ISE Idpwzd J>sd WS Guwpe pXGrid (116 >
uble> uuu, > pxGrid).

- pxGrid

nablo prlnd Lloud

To enable peGrid Closd spplcation, please 4o bo the Infegrathon Catalog.

Ciscio NS Poriad sccount Shaius
cisco B Connected
ISE deploymeent namee Regisigred region

ISE341-P5N1 wEs-wesi-

D oo pthoen oo
Primany paGrid node Active

IJezdd po wuvesd ISE g PxGrid Cloud

SpJdud U:;,,j_) 998 lJgle IJouwesd JIJgle o uwzsd zolj Cisco ISE Ussd. s9ss IJgle ouwesd
Cisco ISE ls ol |Js |Jgle coubsb IJobosdle Idpouods od@lissl.

cugusb vubousg CDfMme gds ISE Clgwegslp Joldse Idodlpd

1. B 91206 lpuweese Iy ess (GUI) 1Jsluos o ISE. I3e, b > Jeldsz odled.

2. Jopu gpdslo lJodlpd IJpwlzé 2o cbousy ey bhé gl 1dgelss.



pdlelbs: weops Slisps IJobossle eds IJeuwle. sspdu v serue veus Ibdule
Jeuwlolo pass W ¥b.

= Uyl Identity Services Engine Administration / Integration Catalog

) Integration Catalog

Available integrations

¥ @ o~
1 Cisco Security Cloud Firewall Management Center pxGrid Cloud Demo pxGrid Cloud Demo Multi-instance
GO ED [ etmering =D




3. Vs Suwe wdosu obousd: s Idpasd IUpdss slte, vbldle Idoslule Jodsso
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odlzbé: gupl ©B89p wopsss wbld uslulo. Bluol w@9e lsuol vepdsy vduw IJueg
wew lesble vog wwelwd pxGrid gds puwwss [Juble.
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‘thits’ Identity Services Engine Administration / Integration Catalog

¢ Integration Catalo,
D' Bookmarks e .

Firewall Management Center weworksecurity  pxtria Gloud  us-west-z
8% Dashboard

Configuration About this integration
Il Context Visibility

A operations Registration

The integration of pxGrid Cloud will take place through your Cisco DNA Portal account
I Policy whane this ISE is registered. Manage your ISE registration
8o Administration Cisco DMA Portal account Status

giseo & Registered
Al Work Centers Device name Reglistered reglon

ISE341-PSN1 us-west-2

Description
?  Interactive Help Primary pxGrid node

App configuration

Application status

@ Inactive

Instance 6]

() Existing instances

Data scope
Select at least 1 data scope for this application to consume.

Adaptive Network Contral (ANC) Configuration
Provides AMC configuration details such as policy name, action type, status, and
MAC address.

Echo Service
Provides a way for the app to check the health of the integration.

Profiler Configuration
Provides ISE profiling policy device details such as ID and name.

B session birectory
Provides details on session and user group objects which include authenticated
user context, wired and wireless connection type information, posture status,
endpoint prefile device, Security Group Tag (5GT), and username.

TrustSec
Covers TrustSec, TrustSec Configuration, and TrustSec SXP topics which include
SGACL, 5GT, and 86T binding information.

A + I you are associating multiple ISE clusters, please ensure that your SGT IDs
and names are homogenized.
« When you select a data scope, it will also enable the same under system level
pxGrid Cloud Policy settings.

odysy wbosd FMC gJs ISE

0. p0 IJSkses Idpuw 88 Jdeé )9, 1Je,6 1Uglers (OTP). lugwt Jdeé a9, 1de,6 IUglzss (OTP)
Jluweszleol eds CDIMe leole [ouble pisd elbusd pxGrid



One-time Password
Generated

Loeg into your account on the App page and use
this one-time password to add an instance.
Authenticated with App account (7

One-time password

1c0zAGz9sMayH Jzyde|SsbpgBHe... O Copy

OTP Jubus$ cdFMC

6. 9p vodssu uwsluwd uwzles PXgrid po gJIJ IJloe@ld 1Js 16 > ésple PXgrid > 51,6
lJepsd > uwslwo uweleo PXgrid. gas gple PXgridi IJos w)ge Bs puvhJdwol pg wbosdle
SAAS 9w pdsu 9lgole w)pzs wbousyle API(ERS) IUghzssé JJgsele RESTul (ERS)
90penAPIs IJgosd Wib |Js wbousdle uwelws Cisco PXgrid.



Identity Services Engine Administration / pxGrid Services

P Bockmarics a Client a Settings

5 Dashboard

pxGrid Cloud Policy

1! Context Visibility
You can create a general pxGrid Cloud policy for what ix aliowed or denbed between your ISE deployme

nd the paGird Clowd service. The per partner authorization policy can be setup In the cloud

Gevups i
X operstins s
v prGrid Services
et Cioud Policy

I Paiicy B

Wou can ube Clico palldld 1o share the context-sansitive Infarmation from Clice ISE sasslon diretony
Bo Aok o wilh ather nutwerk systems sisch as ISE Eco system paniner systams asd sther Cites platiomms, The

puiid framework can alse be used 1o exchange pelicy snd configuntion duta between nodes like

sharing tags amd policy objects betwaen Gisco ISE and third paty vendors, and for other information
Al Work Cantars eachangos.

Echo Service = TrustSec SHP - MDM -

TrustSec configuration = TrustSes «

Interactive Help
#Brodiler configuration = Endpoint «

ANG configuration = Radies Fasure =

Wsor Dofined Network - Sessian Directory « w

ERS APIs

Erable External RESTHa Services (ERS) APIs Polcy In pxtirid Cloud Palicy.

Wl Enabied
O Resd Onty
Fies

[+

Open APIs

Ensble Open APH 67 g

Wl Enabied

O Reesd Dy

FeadWrite

od9su uwsluws uwelesé PXgrid



pdlebs: swp luwoesle £206 Echo Jouvesd gpdsle Idezdy po lduoes Jogsy
leuold YU po PUB-sub 9 API o ISE.

cuvdd lVo)los sop puz wbosdle yuglws Cisco pxGrid 29 19 o9
JJ@)led Vb |Js slzole wypzd Jobosdle (spdu wudss gpdsle HTTP GET
WBYb). Bp vopdsu sl IU@)les/lJIolus Bs uldss wog wwelws PXgrid bl oo o)ss
lJuwpelz wgpdsle POST 9 PUT 9 DELETE JsJJ.

logble pesd wbws pxGrid (cdFMC)

1. ogwesd 103gsd 1S wslws IJopdp Bs uwelws Iiplo (SCC) Jpuuese Jo 29, "ldpuuisd
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CISCD

CONNECTING TO SECURITY CLOUD CONTROL (APJC)

Security Cloud Sign On

Emall

| |

Conanise

Don't have an account? Sign up now

L

Other login options

5!||I|HI'I'| status FI:I-lII:'l' statement

woBeo wuwesd 2¢9d SCC



2. o0 Blisps IJopde Bs yuzlusd IJielud 1ud, ;'9?& bho > gpdsle IJodlpd > o9 blys 2ol
lJzplsd 9235 pusd CDIMe 9eds esble 1Jzjie IUlspu: 23> wble > wdgsu.

= Administration X .
Customize
General Settings Top Information
Homa
User Management
2 Naification Settings Aizer i Overall Inventory i Accounts and Assets
Data sources:  Multicloud
Bilticol i Total Devices
Dise Log Settings 4
@ 0 Service VPC/VNets without gateways
Manitcr integrations 1 5 Healthy Rules {71%) o lzsues 2
| 0 Unhealthy Rules (0%) 0 0 Apps not protected
£ Secure Connaciors 2 Disabled Rules (29%) A Ponding Action 2
s & Firewall Management Genter
e it S . © 0 vPCues ot proeced
Multicloud Defense A% 0~ 0%
Management Onli o
< @ Online 0 Accounts + Add Account
Events & Logs: Dynamic Attributes Connector Details %
View All Devices » Multicioud Defense Controller &
Manage Migration
Firewall Migration Tool
o,
. Migrate FTD to cdFMC . .
Policles Configuration States
.
A
Objects 0 2 NotSynced O conflict Detected 0 synced
o -] ‘Warning 4
-
Security View All Insights »
Bevices
o
Secure Change Log Management
Connections n

Datasourcos: FTD  ASA  Multicloud

@ Changes by all users My Changes

Administration derutilized features:

lJooudd lJds pd) bhé zaslo lJzgelss

3. B Lod2s lJedssu: 223 Idodled > gpdsle IJedled 1Jigs > puols) 1desss > Tew, use
lJ¢>pe0 Identity Services Engine (PxGrid Cloud). 16,9, 999 luuble posd wbwsd pxGrid
9luwe b OTP IJ3s wpe uuwgo pu Cisco ISE J]olds possd.

Create pxGrid Application Instance ()

Mame *

[ 5aas instance-cdFMC

Description

[ cdFMC

{One-Time Password) *How to get OTP 7

The OTP enatiles you o set up your pxGrid Cloud apglication instance




louble pesd owbosd CDfme

4.5989¢ 09 £Js Cisco plxs pdlj6 Jugloss prgd Vs wbosdle gpuwgle > 2ol IUzelss Iblo
pod5 > bhe > pucele > weas posd Slispsd poywrJds.

il
Cisco

Catalyst Cloud Portal

Firewall Management Center

Status: Connected Account: poongarg@eisco.com wiew all details
SUMMARY

Activated

Products About

[ Select Instance - Saa$ instance-cdFMC -

Activations (0)
1 Search Table

0 Selected Add More Actions -
O Name = Type Region Status

No data to display

lJoedd pu Uiuubgloé CDfme gJs wolws Catalyst I welosé

5. 25 wbws® CDMe 1Uss we logilyo gasel 9lu@) W9l luolws. 23> pub s 9lud) cuuvshb.

Select Region

Region

us-west-2 W

Cancel Activate

XS WIIZR T

5. 120, posd IJobousd slud) B9 IJelds. igo) Idpuce (8826 ISE PXgrid). 1ud) 998
IJelds.

6. odosu IJogdpe Vs 1U9o9J: i'acu IJé>le 1debsuss IJos gvswpe [duwpelz wol JJE)ue
IJeoé9l FMC gJs puwe ISE JJgsble. o8, B9 Next (IJelds). sop eHu2 pdéue
lJodsu. > 89w 9b9b 96 wuuvshb.



= dluilh - Catalyst Cloud Portal

clsco

Configure Access Control

Choose the functional capabilities and APl Access control to be allowed for application " Firewall Management Center® on this products "ISE341-
PSN1

CAPABILITIES APl ACCESS

@l  selectAn

@ Adaptive Network Control @ Eche service topics used
(ANC) configuration for testing

Identity Services Engine ISE Session directory
(ISE) Profiler configuration

@ TrustSec related topics
(Configuration, SXP, etc.)

odosu Idogdp Bs 19 esd J cdFMC

Al Catalyst Cloud Portal

Cisco

Done! Your Product is connected to Firewall Management Center

It could take up to 5-10 minutes to activate this application on your products.

M@ ‘Your Product is connected to Firewall Management Center @

Product ISE |JewoJé o cfFMC

8. 5898w 09 g£Js Cisco plxé pudlje ywzlus pogd Vs cbousyle 9puezle > 2al) 1dzelso o
pod5 > bhe > pucele > weas posd Slisesd puywrds.



lJozdd pu cugbsb lJobosd

lJozdd pu lduors

1. eds wolws Catalyst IJwelosé loodd Ids dobosyle sldpooelo. 35 luwe powe ISE
Igluo wd 9920 culuosd ldeuoe: ©rdd8 pu boy, CdFMC Lopy Idobosd IJugulb.

Product Details

Product Name ISE341-PSN1
Description Primary pxGrid node
Product Type Cisco ISE

Region us-west-2

Last Heartbeat Status ) March 17th, 2025 - 6:28:08 PM

Registration Status &) Registered

Activated Applications

() Search Table AY4
Applications Id = Applications Name Applications Activation Status
fmemi-o1lsbr5b9 Firewall Management Center ) Activated

1 Recordis) Show Records: 25 ~ 1 -1 g o

IJozdd pu lduozs eds wolwod IJoede B yuelus Catalyst



2. Bs "lJopdp Bs guzlusd IJiely" lgou, posd obusd cdFMC 1Uss op odsswe. IJIgeul,
‘.“Sbo-) "oalt"

3. ouwesd lUsgod IJs U&éx} Active PXgrid slJwe 99 pu i, Hermes (9Jsd uweleo pxGrid) W
2lJo IJogvgsd wluwedsle 1Jle, show application status ise. o3l g psd Vs 2lds Idogbsd eds
£9>6 PxGrid IJlz wslbsé.



ISE PROCESS NAME STATE PROCESS ID
Database Listener running 265600
Database Server running 168 PROCESSES
Application Server running 4158798
Profiler Database running 272781
ISE Elasticsearch running 4124473
AD Connector running 285681
M&T Session Database running 4122983
M&T Log Processor running 4125438
Certificate Authority Service running 41801637
EST Service running 47678
SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 4187829
ISE API Gateway Database Service running 4126393
ISE API Gateway Service running 4148593
ISE pxGrid Direct Service running 244678
ISE pxGrid Direct Pusher running 245743
Segmentation Policy Service disabled

REST Auth Service running 23551
SS5E Connector disabled

Hermes (pxGrid Cloud Agent) running 250688
MFA {Duo Sync Service) disabled

McTrust (Meraki Sync Service) disabled

aciconn (ACI Connection Service) disabled

Workload Connector Service disabled

ISE Prometheus Service running 240758
ISE Prometheus Exporter running 250921
ISE Graftana Service running 4143487
ISE MNT LogAnalytics Elasticsearch disabled

ISE Logstash Service disabled

ISE Kibana Service disabled

ISE Native IP5ec Service running 4144654
MFC Profiler running 27017
ISE Prometheus Alertmanager Service running 4153383
Protocols Engine running 236265

lJoedd pu gldé Hermes (9Jdsd ywzloé pxGrid)



w298 pu pxcloud.log 1Jpesz9s eds JJI g 9> pxGrid Joid@ clJé IJlgwegsh gldogullo:

On Active pxGrid node (pxcloud.log)

<{froot>

https://ise341-psn2. poongarqg. | ocal : 8910/ pxari d/ pxcl oud/ st at usLookup

2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::

r ol e=STANDBY,

state=MONITORING, pxGridConnectionStatus=NOT_CONNECTED, cloudConnectionStatus=NOT_CONNECTED, reason=]
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:35:27,445 DEBUG [pxCloud-heartbeat-2769]1[[]] cpm.pxcloud.ha.statemachine.StateMachine -:

RUNNI NG

(PEER_MONITORING)

2025-03-17 14:35:35,548 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -
2025-03-17 14:35:35,572 DEBUG [pxCloud-hermesCheck-2768][[]] cpm.pxcloud.ha.statemachine.HermesCheck -

On Standby pxGrid node (pxcloud.log)

<#root>
2025-03-17 14:34:14,145 DEBUG [pxCloud-heartbeat-6441][[]] cpm.pxcloud.ha.statemachine.HeartBesat -:::::- url -
https://ise341-psnl. poongarg. |l ocal : 8910/ pxgri d/ pxcl oud/ st at usLookup

2025-03-17 14:34:14,153 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::

peer - StatusResponse [rol e=ACTI VE

, state=RUNNING, pxGridConnectionStatus=CONNECTED, cloudConnectionStatus=CONNECTED, reason=]
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.HeartBeat -::::
2025-03-17 14:34:14,154 DEBUG [pxCloud-heartbeat-6441]1[[]1] cpm.pxcloud.ha.statemachine.StateMachine -:

MONI TCRI NG

(PEER_RUNNING)

oedd wldluolws [Js 3JY pu 1dpowds 8913. 9lJ3s swp Wozo Vb gJs £90 Active PXgrid:

<tfroot>

ise341-psnl/admin#show ports | include 8913
tcp:

127.0.0.1: 8913


https://ise341-psn2.poongarg.local:8910/pxgrid/pxcloud/statusLookup
https://localhost:8913/hermes/cloudConnectionStatus
https://ise341-psn1.poongarg.local:8910/pxgrid/pxcloud/statusLookup

ise341-psnl/admin#

4. o288 po £psd uwglud PXGrid po ¢JIJ 1loedld 1ds 116 > ¢3ple PxGrid > 51,6 1Jg pJle >
IJg pdle > g pdle Luzlus PXGrid. c286 lsuol po IUpsumsele Ides o 1lubeld Bsol.

= I Identity Services Engine

Administration / pxGrid Services

[} Summary Client Management Diagnostics Settings

Clients

Clients must register a

palieid Cloud Poiley
3 piGrid Clients | pxGrid Cloud Clients

Mame Description Toples Subscribed

Jiopicicom.cisco.ise. ses
sion.group

Mepicicom ciscaise.ech
o

PxGrid Cloud Client g Js ISE

Toples Published

5. olds pu leuol, "lJpsuosele Ipuue,ds" s cdFMC. B pogd "ldoede Bs wuvglus 1Ulely"
oy W99 uwsluwle > 1UsxVle go ldwodss > Idedled > gpdslo wdlpd ié)s > ool 1Jo9gss.
109y B98 pedd Erple 1Jo9gss (Uweles PxGrid). 68, W98 wdsu g9lpd Iouodss. eds
IJuodzs: lud,y 898 edlpd IJowsse puie Iduwele Idssulpsdss. Se Cludble pyuie Iduwele

lJ>sulpsdss.

Add Condition

Ky

[ ammipemen

CusSecurityGroup
ErcpantDpermingSmien
EndpoiniFrofie
EMBEhi AL ICALON
MdmComplant
MdmDiskEncrypoed

M JalBokin

mdmDs\ersion

Op lau'ob Uuurok) 1) ISE



lweduuld IJlgble gl oJlzol

1.1 loole ouvesd ISE:

odosu Idsdsd pd§9s

©2d pu lopald ldlue,ue sldedssy g6 Iduorse Jdydsd Idpzoed.

2. oo, gldo pxGrid >0 IJloold WS LoWes £956 wz)ys) ISE wgd wpdsy 306 puglud
pxGrid godysu [Jluwp 9pedple 1Jpulb 86.

ozl pu hermes.log s 1Ug 926 IUos ©@9p Bsol wopdsu 206 guelus PXgrid:

<#root>

ise341-psnl/admin#

show | oggi ng application hernmes/hernmes.log | begin 8913
2025-03-17T709:19:35.277Z | INFO | hermes/httpserver.go:57 |

Starting REST server on :8913

2025-03-17T09:19:35.285Z | INFO | hermes/httpserver.go:78 | REST server is up and running
2025-03-17T09:19:35.307Z | ERROR | hermes/pxgrid.go:194 | Failed to establish pxGrid WebSocket connecti

https://ise341-psnl. poongarg. |l ocal : 8910/ pxqgrid/control /Servi ceLookup": SSL errors: SSL routines:tls_prec

2025-03-17T09:19:35.307Z | ERROR | hermes/main.go:166 | Failed to open pxGrid WebSocket connection: Fai
2025-03-17T09:19:35.307Z | INFO | hermes/config.go:279 | Stopping monitoring of configuration file: /op
2025-03-17T09:19:35.307Z | INFO | hermes/connectionstatus.go:81 | Resetting connection status to DISCON
2025-03-17T09:19:35.308Z | ERROR | hermes/main.go:402 | Error running Hermes: Failed to establish pxGri
2025-03-17T709:19:35.308Z | INFO | hermes/httpserver.go:90 |

St oppi ng REST server on :8913

¢bp Hermes Rest JJlgwople [Us Iyuwlsd eds lJpue93 8913. ooz IUuwedle wuvdd 9luoz
Iy gbe Hermes REST szlod IJwse 9dJuo Wyvd WO lugile louold WebSocket J pxGrid


https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup
https://ise341-psn1.poongarg.local:8910/pxgrid/control/ServiceLookup

lJzd: wedl pu Loed uvolssé pXGrid 9pu 30 Sbg yuvduwds Iduuoble. &00 IJuuolss 9ldez 99
pu woeo glds Idiolss. W 030 1Jzlds: JIu luwpe puosd ISE g5, wozse Ws ivolsé pxGrid
lJos wp lueshel Jodo 1Jg 956.

Certificate Hierarchy

Ceartificate Services Root CA - ise3d1-PAN
Ceartificate Services Naode CA - ise3d1-PAN
Ceartificate Services Endpoint Sub CA - ise341-pzni

lza341-psnl.poongarg.local

ige3d1-psni. poongarg.local
Issuwed By : Certificate Services Endpoint Sub CA - ise341-peni
@ Expires - Sun, 17 Mar 2030 08:36:18 UTC

Certificate status is good

uvolxsé PxGrid LolJzo

3. Vubd cuussb obos® cdFMC gJds w9l wzluo Catalyst.

lJzJ: olds pu wpdsu 1Jsuod [Js APLIJEDzs Jéspele RESTful (ERS) 9 OpenAPls JJ§,leé
V9 gJs ISE: Lopu wog uwelws PXgrid.

IJuovedle dpoed s wpsio yugleo pxGrid:

pdso oozt IJigble luwe pJd IJwed I os
wvelwo pxGrid pxcloud.log. hermes.log pxcloud.log: 909 $99,

vouwesd vEssle odssu
&2p6 ywelod pxGrid gelds
louold 306 Luzlos pxGrid
92ldo IJw9ws, Idelds

pxGrid Cloud OpenAPI pxcloud.log. hermes.log obse ldesdb: glds IUlgue,)ld

WIS p929¢e PXCGridc bJolw
ERS REST v 095z pxGrid.

oessle ldodssy eds ISE.




oo ldosluw

sch.log

Swe logsle [dgwzd guoel
Suwwedp ldpuwese Joldoz
lJodlped. 909 sSOL2p0
IJovedle 1Jlsdss IJos
ozw9s eds e 1dpes)
IJeuwere Jloold ouwelod
pxGrid.

pdlebs: wgo ldub, gu 1Jg 936 lJos w@89p wopdsy PxGrid Cloud Persona gJsol:
Sdied IJozdd pu Iduwedle 1p9z926 eds €956 PAN IJugubos. wpzs> ouwesd IJzols
ooy ywedle Hermes gds 1Jg 956 1Jpeds6 s swp wpdsuol.

>80 Hermes.log pwessle wwed cusese Iigble sldpgdsele sldoess) sl bl
;'9}510._9.__,UQU§‘ 131 I'aojgo COLE SUP UESSU punws Iduved eds |Q? LUOTST
IJIgble J hermes.log. I3l IR, Obz swp cessy puvewss Iduved £ds luo gl J

hermes.log.




ouvesJlogesd ISEsldobosy. pslo Idougvsh

99wd wuwesd IJzolie suwegse ISE el pesil Jdzoli Jedw Blises wldeulbd 98kises
IJobosdle pu ldyveles. sop w99s) 03l 1d)es 1dpess woluwbs pdsy "wslule wows
IJlpwosle" Bes ISE. Bp o sch.log sJs &8> PAN:

2025-03-17 09:10:23,361 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,361 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,463 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:23,467 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:23,480 INFO [openapi-http-pool17][[]] cisco.dna.tethering.client.TetheringClient -:::::
2025-03-17 09:10:23,480 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATelemetryClie
2025-03-17 09:10:23,483 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.DNATetheringClie
2025-03-17 09:10:24,492 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:24,497 INFO [openapi-http-pool17][[]] infrastructure.telemetry.sch.api.TetheringStateSt
2025-03-17 09:10:24,529 INFO [openapi-http-poo17][[]] cpm.infrastructure.telemetry.api.TelemetryConfigH

pxcloud.log (PAN node): wpz)> wpdsu 306 ywelud pxGridc swpe cuuvslb Hermes(gpsd
wwelo6 pxGrid) 9szued ISE eds pedsple [Upulb9d 9s20od eJS Le) ppss Evn pd90 COowE
Uquoé_)Ip.

2025-03-17 08:47:00,300 INFO [main][[]] cisco.cpm.pxcloud.api.PxCloudInitializer -:::::- Initializing p
2025-03-17 08:47:00,312 INFO [main][[]] cisco.cpm.pxcloud.pxgrid.PxCloudProviderRegistration -:::::- Re
2025-03-17 08:47:00,314 INFO [main][[]] cisco.cpm.pxcloud.hermes.ProxyConfigNotificationHandler -:::::-
2025-03-17 08:47:00,376 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Registerin
2025-03-17 08:47:00,376 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Registerin
2025-03-17 08:50:18,842 INFO [main][[]] cisco.cpm.pxcloud.hermes.HermesConfigManager -:::::- Updating H

2025-03-17 08:52:46,834 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 08:55:46,877 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 08:58:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:01:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:03:37,136 INFO [pool-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:04:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:06:37,136 INFO [pool-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:07:46,781 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:09:11,901 DEBUG [hermes-change-monitor-0][[]] cisco.cpm.pxcloud.hermes.PxCloudNodeChangeH
2025-03-17 09:09:37,136 INFO [pool-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:09:37,139 DEBUG [pool-225-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogSchedule
2025-03-17 09:10:22,475 TRACE [openapi-http-pool14][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:10:22,485 INFO [openapi-http-pool4][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Fetc
2025-03-17 09:10:22,739 TRACE [openapi-http-pool17][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:10:22,750 INFO [openapi-http-poo17][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
2025-03-17 09:10:22,754 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
2025-03-17 09:10:24,529 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
2025-03-17 09:10:24,537 INFO [openapi-http-pool17][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::-
2025-03-17 09:10:26,938 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
2025-03-17 09:10:26,946 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
id: ap-southeast-1

name: ap-southeast-1

fqgdn: neoffers-sg.cisco.com

}, class Region {

id: eu-central-1

name: eu-central-1



fgdn: neoffers-de.cisco.com

}, class Region {

id: us-west-2

name: us-west-2

fgdn: neoffers.cisco.com

1]

2025-03-17 09:10:26,968 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,051 INFO [openapi-http-pool17][[]] cpm.pxcloud.api.impl.PxcloudApplicationCatalogImp
2025-03-17 09:10:27,055 DEBUG [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudUtils -:::::- Ano
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool17][[]] cpm.pxcloud.api.impl.PxcloudAppTlicationCatalogIm
2025-03-17 09:10:27,533 DEBUG [openapi-http-pool7][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
1

2025-03-17 09:10:37,338 INFO [openapi-http-pool17][[]] cpm.pxcloud.api.impl.PxcloudApplicationCatalogImp

Sop odis bovlb ldoogvsb 9sop lJogwesd IJeddlss ssop IJouwzsd.

2025-03-17 09:16:42,536 TRACE [openapi-http-pool12][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:16:42,537 DEBUG [openapi-http-pool12][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
2025-03-17 09:16:42,569 DEBUG [openapi-http-pool2][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
2025-03-17 09:16:42,569 DEBUG [openapi-http-pool12][[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
|

2025-03-17 09:16:44,729 DEBUG [openapi-http-pool12][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:16:44,735 DEBUG [openapi-http-pool2][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:16:45,310 TRACE [openapi-http-pool13][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp
2025-03-17 09:16:45,345 INFO [openapi-http-pool13]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
|

2025-03-17 09:16:45,538 INFO [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
2025-03-17 09:16:45,589 DEBUG [openapi-http-pool13][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
2025-03-17 09:16:46,805 INFO [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:16:46,816 DEBUG [pool-24-thread-1][[]] cpm.pxcloud.service.ui.IntegrationCatalogScheduler
2025-03-17 09:16:47,631 DEBUG [openapi-http-pool13][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
|

2025-03-17 09:19:14,196 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -:
2025-03-17 09:19:14,196 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
2025-03-17 09:19:14,199 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.utils.PxCloudHttpClient -:::::
2025-03-17 09:19:16,956 DEBUG [openapi-http-pool19][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -
2025-03-17 09:19:16,964 DEBUG [openapi-http-pool19][[]1] cpm.pxcloud.api.impl.DeviceRegistrationApiImpl -
2025-03-17 09:19:16,964 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
2025-03-17 09:19:16,964 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
2025-03-17 09:19:17,284 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
2025-03-17 09:19:17,284 DEBUG [openapi-http-pool19][[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
2025-03-17 09:19:17,306 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,325 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,342 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,369 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,394 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,418 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,438 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,463 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat
2025-03-17 09:19:17,485 DEBUG [openapi-http-pool19][[]] cisco.cpm.pxcloud.api.PxCloudPropertiesNotificat

2025-03-17 09:19:17,489 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
2025-03-17 09:19:17,495 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- ISE
2025-03-17 09:19:17,500 INFO [openapi-http-pool19]1[[]] cpm.pxcloud.service.ui.IseEnrollment -:::::- Init

2025-03-17 09:19:17,500 INFO [openapi-http-pool19][[]] cpm.pxcloud.api.impl.DeviceRegistrationApilmpl -:
2025-03-17 09:19:17,554 INFO [openapi-http-pool19]1[[]] cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -::::



2025-03-17 09:19:17,554 DEBUG [openapi-http-pool19][[]] cpm.iseopenapi.pxcloud.util.PxGridCloudUtil -:::
2025-03-17 09:19:18,501 INFO [pxcToud-configuration-1243]1[[]] cpm.pxcloud.service.ui.CloudConfiguration
2025-03-17 09:19:18,505 DEBUG [pxcloud-configuration-1243]1[[]] cpm.pxcloud.service.ui.CloudConfiguratio

908 3JI. 1,0 £8> pxGrid 59, ACTIVE. B> Jlzbul oul Iy pxGridConnectionStatus os
NOT_CONNECTED. gldJos wp luodlzol wgs luols Jiuolss pxGrid I ozses (pe yvduvdo CA
1Jz3) [JIJleds) eds 956 pxGrid o30)

2025-03-17 09:20:12,301 TRACE [openapi-http-pool18][[]] cpm.iseopenapi.pxcloud.impl.PxGridApiDelegateImp

2025-03-17 09:20:12,301 INFO [openapi-http-pool18][[]1] cpm.
2025-03-17 09:20:12,310 INFO [Thread-150][[]] cpm.pxcloud.
2025-03-17 09:20:12,311 INFO [Thread-150][[]] cpm.pxcloud.
2025-03-17 09:20:12,427 INFO [Thread-150][[]] cpm.pxcloud.

service.ui.IseEnrollment -
ui.IseEnrollment - - Get pxCloud

ui.IseEnrollment - - pxCloud stat
ui.IseEnrollment - - Received res

pxcloud.
service.
service.
service.

o288 1o po Hermes.Luzd 1Usgsd U 858 ACTIVE PXgrid Jizsle Pubsub:

2025-03-17T09:37:43.906Z | INFO |
2025-03-17T09:37:43.907Z | INFO |
2025-03-17T09:37:43.907Z | INFO |
2025-03-17T09:37:43.907Z | INFO |
2025-03-17T09:37:43.908Z | INFO |
2025-03-17T09:37:43.908Z | INFO |
2025-03-17T09:37:43.908Z | INFO |
2025-03-17T09:37:43.921Z | INFO |
2025-03-17T09:37:43.983Z | INFO |
2025-03-17T09:37:44.066Z | INFO |
2025-03-17T09:37:44.066Z | INFO |

Sop lJozdd pu wors uwduwds

2025-03-17T09:37:44.731Z | INFO |
2025-03-17T09:37:45.034Z | INFO |
2025-03-17T09:37:45.743Z | INFO |
2025-03-17T09:37:45.743Z | INFO |
2025-03-17T09:37:46.273Z | INFO |
2025-03-17T09:37:46.279Z | INFO |
2025-03-17T09:37:47.054Z | INFO |
2025-03-17T09:37:47.432Z | INFO |
2025-03-17T09:37:47.533Z | INFO |
2025-03-17T09:37:47.533Z | INFO |
2025-03-17T09:37:47.533Z | INFO |

hermes/config.go:332 | configMgr created successfully: configMgr[path
hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:338 | Config file /opt/hermes/config.yaml parsed suc
hermes/main.go:126 | Configuration Toaded successfully
trust/trust.go:28 | Custom trust bundle has been set/updated
hermes/pxgrid.go:187 | Creating pxGrid WebSocket connection
hermes/httpserver.go:57 | Starting REST server on :8913
hermes/httpserver.go:78 | REST server is up and running
pxgrid/websocket.go:93 | Got WS URL: wss://ise341-psnl.poongarg.local
pxgrid/websocket.go:107 | Connection to wss://ise341l-psnl.poongarg.lo
hermes/connectionstatus.go:44 | Setting pxGrid connection status to C

IJesze Idpuoo8 1Jeds Juslod uwelos Catalyst.

267 | Cloud credentials are obtained from ISE

376 | DeviceID: 67d7e91688c5fd08d0860039, TenantID:

| Making OCSP request at http://commercial.ocsp.iden
| Making OCSP request at http://commercial.ocsp.iden
| OCSP Validation passed for CN=HydrantID Server CA
| OCSP Validation passed for CN=dnaservices.cisco.co
| Making OCSP request at http://commercial.ocsp.iden

hermes/pxgrid.go:
hermes/pxgrid.go:
rest/ocsp.go:207
rest/ocsp.go:207
rest/ocsp.go:254
rest/ocsp.go:254
rest/ocsp.go:207

hermes/config.go:262 | File /opt/hermes/config.yaml modified. Event:

hermes/config.go:117 | Parsing configuration file: /opt/hermes/config
hermes/config.go:305 | New configuration loaded

hermes/config.go:314 | Restarting Hermes due to configuration change

wp logsle bdo luvo)ld pslose pes6 0,6 9leréc wp wdssu wbous® FMC Lopu "Joldse

IJedled"



2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:
2025-03-17T12:

2025-03-17T16:
2025-03-17T16:
2025-03-17T16:
2025-03-17T16:

lJ9s9>

54:
54:
54:
54:
54:

54

54:
54:
54:
54:
54:
54:

17

17:
17:

17

09.
09.
10.
10.
10.
:10.
10.
10.
10.
10.
10.
10.

:30.
30.
30.
:30.

9757
9757
2637
2637
2637
2637
2707
2707
5597
5597
5597
5597

050z
050z
050z
0577

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO

pxgrid/subscriber.go:40 | Request

to create new subscriber: service=c

pxgrid/subscriber.go:55 | Subscriber[service: com.cisco.ise.session,

device-manager@vl.1.12/control.go:
device-manager@vl.1.12/control.go:
hermes/pxgrid.go:117 | Request to
pxgrid/subscriber.go:28 | Request
pxgrid/subscriber.go:40 | Request

240 | Completed activate sync ID [s
227 | Processing activate sync ID [
add new pxGrid subscriber [com.cisc
to create new subscriber: com.cisco
to create new subscriber: service=c

pxgrid/subscriber.go:55 | Subscriber[service: com.cisco.ise.config.pr

device-manager@vl.1.12/control.go:
device-manager@vl.1.12/control.go:
hermes/pxgrid.go:117 | Request to
pxgrid/subscriber.go:28 | Request

api-proxy@vl.0.10/broker.go:114 |
hermes/apiproxy.go:43 | API Proxy

240 | Completed activate sync ID [p
227 | Processing activate sync ID [
add new pxGrid subscriber [com.cisc
to create new subscriber: com.cisco

API-Proxy: Broker Agent start consu
connection established

hermes/connectionstatus.go:62 | Setting cloud connection status to CO

hermes/dxhub.go:94 | Policies are

obtained from ISE : &{Pxgrid:{Conte

1. Jl spdo Jdpuweise wpdso PxGrid Cloud Persona gJs 1de) pu @s080.

2. sop e lJEle IJouwzsd pu Catalyst Cloud Portal |Js cdFMC 9JJo Jsgw 1Jgd .

> >) 09,56 |6 PxGrid

wwzloé Cisco PXarid

>desd zdod wzlué Cisco PXgrid


https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://docs.defenseorchestrator.com/cdfmc/c_identity_deployment.html#!g_user-control-with-the-pxgrid-cloud-identity-source.html
https://developer.cisco.com/pxgrid-cloud/
https://developer.cisco.com/pxgrid-cloud/
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html
https://www.cisco.com/c/en/us/td/docs/security/pxgrid_cloud/solution_guide/b_pxgrid_cloud_solution_guide_2024.html
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