lwogse "lbly £ 0d MITER" Jg, 0 [Jeosssle
IJanoro.Jé 9S 9236 |§Joadro WS blo lJJ9gé
IJlwlwss (FMC) 1UTews 9ldg od gds IJouoss
Jol

lIJpeossle

O9liss Ibl) £o a5y

o bl MITER 8.5 voz o

|Jp 95006

S92z 03l ldpuwows Jsdso luvwgsle lbly god MITER Jg)uo IJwosssle 1dpzoedo 9ldepd
edsol Vs pyJ; Ibly6 FirePOWER UTPQ (FMC).

pedsple Iuluss

o lbl) gpd "oy 1o Jso" (Idodosdle Ideslsse gldoduslo 9ldegl,d IJpuve,Js) o9 $less
PE)9S06 9010256 9l wesd IJublg w9, 498 wlyws 2od IJodosdle sldodusle sldlz)lsle
(TTPs) IJos swp wyjseol po Yod IJzole IJleds WV Idworssle Idos woddd |Js 1Jzld
IJuo wlJiobeé. 9ozpe ATTECK Bs pLoW9lle weod JJ puol ube wuvgsd 19 pu od
pe50e. IJ ppds pu piled 1ozspe wesWd o "lJodosd" 9sYsu peoesl gds Idiusldso 1pess6
IJouwogsps Bs cedsd odd el sldeg 998 wluwe "lJiuwldsy".

9JJd 08U Vs lbl) [ewl@ ozl Vs 1Ugsple 9lduodsd wuozwol pedsple su lJodusse:
sldlplele IJpyowbs wol. 9ldsd9e Ipzepds: 98 pdsle IJI . 9lpeds pu IJeldp IJz s b
Jol i lbl, gpd ") 0> Jso" suop hsuol zelele JJluuls [Js zelele IJoesss 9 pzpsele
IJlogivbos 19 1dzole 1JWleds WO peld Ideesss lgueobl |Us pzeses pu ldodosdle
ldoyusle ldos oguegseol. Lluvegsle IUpzesglo suwles bl Idgpd eds cuousyd
wvdodsle lJpgwouslo.

Jeiss pu ldpedyple zod Miter: s zs 1d)z9¢e |Js https://attack.mitre.org.

e bdole IJlgul gusé


https://attack.mitre.org

lJeobdolo
w9 os Cisco vio oJ9y s pgy96 wldesluose 1Joldss:

* eS8 IJuigs)
« FMC Troo
e 1Usle 1Jley g0 o3> 898 |z plss (FTD)

lJpdovlo Idpuwespd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jpbss Ideldse:

* Subuy ol ldeuwows gJs zese puuele Firepower

* wyulpe Secure FTD IJzbs ouvgsdo: IUluesl, 7.3.0

+ Secure Firepower Management Center Virtual (FMC) 1J>s suved IUluesl) 7.3.0 po
IJooolee

e logile UpeJ3p|u Ugl_).)o Bs o3l IJp e pu Ulao_)o 1J 92956 WOS wSiS6 pgpdso ¢luos.
u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

O9ls> |bly gpd psy

© wop luolls vdosdle sodusle slplele vdd IJuslule [Us Tzle Iogudd 1dos opdo
IJewd9Jdso pu ldepd wole s lbl) £od MITER ATT&CK (cdosIle IUguop 9ldpeld
IJublisgs). 903l spdu Idpuwdsdsu pu 0o Y8 Ipag) 9peldecol weiss pu IUSlodsé
JJoessd: ol spduop wzpse IJ8sles puve wog IJog)le s IJoble [Josd Iy Liss
lJoo058>.

© Spdud cobse @sles IJebdd 838l Jlbl ged "pses Lo s Tus Jse”. 9031 suvpz JI
oS Iduwsluwle 9838l Jodosdle sodusle polzgpsy pesus.

£,00 lbl) £pd MITER B wog l1Je wdJ

spdod lbl) god MITER pu Ideodd el Bsles IJobdd 1gluos wd. spsc) 09 pro» Biss
s pu presele IJB9les 909 2is pu pregEl Yle> Talos. wudd IUdsle> Jgss puvessle pu
peedEle 1J89les p389p ppl S99, L1906 Ido) sozese pulbbds JJdsles.

1. ié_o_)Policies> Intrusion.

2. olds U l2wshintrusion Policiess J1 o6 |lJow9sw.

3. lu@,snort 3versonwzgly) pwslwos Idobud ldos o)yss g)u20l |_9 ousyol. i{:_J,_é sdsd puwles
lJog) 1Jds shbo,.

4.108,) 99,8Group Overridesl Jlbo L 6.

O uw>dGroup Overridesl J b 906 JJ WOisle pzpsele 1@9le> Bs osId o)p8. Spdud lzwsl [Jpzees
U268 Jewloy 1d9,96 s JJ pzeses Sless.



< Policies / Intrusion / | MITRE_ATTACK

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description MITRE_ATTAGK

Base Policy — Group Overrides — Recommendations  MNot in use — Rule Overrides Summary

Group Overrides @

2 items Owerrid... +
Search through all Rule Groups

~  MITRE (1 group) i ]
© MITRE

> ATT&CK Framework (1 group) i 1 Groups

Group Namae Security Level @

ATTECK Framework ——
1K
MITRE ATTECK is a globally-accessibde knowledge base of adversary tactics and techn...

6 -Group Overrides9.s bl IJwowsc JBIJs ol sJs AllOS IJBlisps IJpuuwrdsé: vese wdys JIs
ezeoele 1d8sles Juog IJobldd pyisss Vs IUzje IJlsyu).

7. 18y, MITREWS IJgje |Ji.,§u.u_).

S

pdlzos: eds wwsd IJpeld: op o> MITER: 9JJu wule gdis pobdolod 1Jgluos.
SeJdud losh preses B9le> Wisle 1J8lesd 19 s pzpses Bsles 1)s 9pzpsele Bl
oldso ool ouwwgsp JIWs pzessle 1J89les [bl) god MITER.

Base Policy: Balanced Security and Connectivity Mode:  Prevention

Description test_policy

Base Policy — Group Overrides — Recommendations Notin use — Rule Overrides Summary

Group Overrides @

101 items All +

Search through all Rule Groups

ule Groups

> Rule Categories (9 groups) © 1o optimize intrusion policy configuration, you can configure the various rule group categories
enable or disable groups and increase or decrease security levels, thus enriching intrusion eve

8. CeoMITRE lu @) W98 Ibl)AaTTaCKIdE pd Jopa8>0.



Base Policy: Balanced Security and Connectivity Mode: Prevention

Description test_policy

Base Policy - . Recommendations  Not in use d Rule Overrides Summary

Group Overrides @

101 items All o
Search through all Rule Groups

~  MITRE (1 group) o
© MITRE | ATT&CK Framework

<
ATT&CK Framework (1 group) 1 Groups

»  Enterprise (13 groups) L

9. Lz WATT&CK Framework: |9y 999 "p9wwo" Joprsoo.

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description test_policy

Base Policy — Group Overrides — Recommendations Not in use — Rule Overrides

Group Overrides @

101 items All +
Search through all Rule Groups

~  MITRE (1 group)
< MITRE | ATT&CK Framework / Enterprise

v ATT&CK Framework (1 group) L ] 13 Groupe
Group Name
Enterprise (13 groups)

10. 10 8Edit () wzsh puwess Ilelo Jezeses Idsles Jlple céssile Jusid eds puvass
IJlplo JUI6 pzesele 1UG9les IUp8e)ud Lo ey Enterprisedisé pzp9ed IJ99les.

Baga Policy — Group Overrides = Recommendations  Not in use = Rule Overrides Summary

Group Overrides @

101 items All -+
%, Search through all Rule Groups
~  MITRE (1 group) e
¢ MITRE | ATTRCK Framework | Enterprise / Collaction (Tagcos)
~  ATT&CK Framework {1 group) o 1 Grocpe il
Group Mama Sacurity Level @ Ovaaride Rulo Count
~  Enterprise (13 groups) °

Imput Capture (T1055)

Advarsaries may use methods of Eapluing user ingut 15 obtain credentials or collect Inf... s Inuee

o) peeses Soles Ilelo

1. eds uwosd Jpoldée,) puvess 1Jiel 3 Bkt Security Levell Jl bl 9lo, 8, Save.

Group Name Security Lavel



Edit Security Level @
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positives, in an effort to catch more attacks.
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This group does not contain any children.
0 Groups /[ Group contains 8783 rules

View Rules in Rule Overrides

IJ@sles> B welyjle 1J8less

15. lu@) 99§ Recommendationslo L §6 & p lu G Statdwse lpwedsle 1J89les IJos w9uos wol Cisco.
Spdud lgwegsle wysosle Yleso IJolbd Jlgwwoesld @l Idogd 1Jpyowbs wluosd
IJeuosd Ides wp lJIusd guol Vs Iduvods. JJzuesd eds IUeiss pu lJpedsele.

Base Policy — Group Overrides — Recommendations — Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

w9uosle



Cisco Recommended Rules 0 X

Security Level (Click to select)
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Higher Efficiency- Keeps existing rules that match potential vulnerabilities on
discovered hosts and disables rules for vulnerabilities not found on the network.
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