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* ¢l NFS Windows
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l8oz 2Juws SSH |Js FMC 1l v souode lds supe 1Jewls sssosde 1Js 289 Sudo.
9luos, |Jlpletcrinit.dirpebind start.

Spdud 1Jozdd pu wie oubEsdo wuvdd Loese wluwegsle 1l e /edinitdrpebind satus.

> expert

admin@fmc:~% sudo su

Password:

root@fmc: /volume/home/admin# /etc/init.d/rpcbhind start
starting rpcbind daemon. . .done.

root@fmc: /Volume/home/admin# fetc/init.d/rpcbind status
Jusr/sbin/rpcbind (pid 30904) 1is running...

root@fmc: /Volume / home/admin#

w>c RPCBIND

odese: Juoguw IJlgobyl) 1Us y)crpcbinlei)lé lJouwlers s FMC s>9sl 23> ¢luo
IJI2osh lgvogsle IUgshlo 1dpo @306 990 wogwiss sl yvlbo) IUle) wluwogsle-o
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Configuration Health Monitoring
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Domains Policy Syslog

Updates Events Statistics

Exclude

Licenses Monitor Alerts Tools

Smart Licenses Backup/Restore

Classic Licenses Scheduling
Import/Export
Data Purge
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Storage Type MFS -

Connection
Host 192.168.192.76

Directory CAShares\FirewallBackups)

Advanced
Use Advanced Options
Systern Usage

Use for Backups

Use for Reports

Disk Space Threshold S0 %

leshble NFS
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Ci\Shares\FirewallBackups),

an %

1Jg 1096 1. loodd [ System (1) > Tools> Backup/Restore.
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1
Backup Management Backup Profiles
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2
Create Profile
Mame
Config only backup £ u
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Create Backup

MName Full_Backup

Storage Location s/ 192 168.192.76/C:\Shares\FirewallBackups)
Back Up Configuration
Back Up Events

Back Up Threat Intelligence
Director

Email Not available. You must set up your mail relay host.

| Cancel | | Save As New Start Backup

Copy when complete

lesble IJoysosed
239J6 popd pod),s Jlg)le uuwe leoslbs J FMC

lJgb9es 1. luw8d |Js system (ﬂ')> Tools > Scheduling.
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New Task

Job Type @ Backup -
Schedule task to run Once @ Recurring
Start On September L 2023 - Amencafiew York
R 1 . »
SpestiEveny v SIS Days  \yeeks Months
Run At 2:00 v Am L
Repeat On 28 » | Day of the Month

Job Name Monthly Full Backup

Backup Type | ® Management Center| Device

Backup Profile Fuil_EEll:'kuE .

Comment

Email Status To Mot available. You must set up your mail relay host.

. Cancel |Im
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Exclude
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New Task
Job Type Backup .
Schedule task to run Once (® Recurring
Start On September v 2023 - AmericalNew York
R E 1 * i
t
epeat Every 5 Hours Days Weeks Months

Run At | 4:00 v || Am -

Repeat On 29 v | Day of the Month

Job Name FTD102 MonthlyBackup
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Z>>Retrieve to Management Centerglo,o [JIZosl) 9lu@) 899 pdb.

Mew Task

Job Type

Schedule task to run

Start On

Repeat Every

Run At
Repeat On
Job Name

Backup Type

Device(s)

Backup ¥

(_Once ® Recurring

| September v || 2023 v | AmericaiNew York
K 4 Ok O G o

| 4:00 '|| Am .

| 29 » | Day of the Month

| FTD102 MonthlyBackup |

(I Management Center (@ Device
]

. FTD_192_168.192.102

vFTD_192.168.192.83

Mote: Backup the Firepower 3300/ 4100 chassis configuration before initiating a backup of the logical Threat
Defense devices configured on it.

Retrieve to Management Center

Comment

Email Status To

lesble 1Jpeops

0

Mot available. You must set up your mail relay host.
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Sum. Man. Toss. Wad. Thurs. Fri. Sat.
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* 02dV pu lpdluss 1Jsuosd 1Js zoly IJegisu gu wed woluwbs FMC. 1o eJuvs SSH
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> expert

admin@fmc:~% sudo su

Password:

root@fme : /Volume//home /adming ping 192.168.192.76

PING 192.168.192.76 (192.168.192.76) 56(84) bytes of data.

64 bytes from 192.168.192.76: 1cmp_seq=1 ttl=128 time=3.02 ms
64 bytes from 192.168.192.76: icmp_seq=2 tt1=128 time=0.444 ms
64 bytes from 192.168.192.76: icmp_seq=3 ttl=128 time=0.754 ms
64 bytes from 192.168.192.76: icmp_seq=4 tt1=128 time=1.07 ms
64 bytes from 192.168.192.76: icmp_seq=5 ttl=128 time=0.585 ms
AC

-—— 192.168.192.76 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 21ms
rtt min/avg/max/mdev = 0.444/1.174/3.020/0.946 ms

root@fmc : /Volume/home/adming |

Roob ltool Uleuald
© Sop ogisu uwedlo pops IJuuwt IJlzoslbs WO |uwpivarllogbackup.logeJd FMC. W zlJo
229¢ ¢bl 9dpe sop luole IJpops wugler spdud Idoze oul gu glol g WUbJ.

root@tmc:/Vo lume/home/admin#
root@fmc: /Volume/home/admin# less /var/log/backup. log

PSRN



Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11lec-aeec-c53595860d06/backups

Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353
Fr-i Sep zg 1?:09:26 2023 R R R AR R TR TR AR AR ARAREAE AR R RS

Fri Sep 29 17:09:26 2023 m@m

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data
- log to stderr
getting filenames from [/usr/local/sf/etc/db_updates/index]
getting filenames from [fusr/local/sf/etc/db_updates/base-7.2.5]
Rt RwRwRR Ry App‘ly-lng dynam-ll: update -r:-l'les L2221 2.3 218 L k]
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.
Status: Success.
Applying file rule-comments.yaml.
/Backup started

ouwis leoslbss.uved

* Jol spdu Idees) eds 03l ldpdd Os FTD guspl 5890 wounésd pops uuwt leoslbs.
loge &wolingfwivarlogibackup.log.

> expert

admin@firepower:~$% sudo su

Password:

root@firepower:/home/admin# less /ngfw/var/log/backup. log

PRRN

Fri Sep 29 17:09:25 2023 Mounted and chdir: /mnt/remote-storage/sf-storage/c57c072e-ed75-11ec-aeec-c53595860d06/backups

Fri Sep 29 17:09:25 2023 Parent Process ID ... 14353
Fr-i Sep 29 1?:09:26 2023 fehhkhhhbhhhhhhhhhhtthtdhhhhhhhhhbtdhhdhhhhhttt i

Fri Sep 29 17:09:26 2023 méﬂm

Fri Sep 29 17:09:26 2023 Backup config: 1

Fri Sep 29 17:09:26 2023 Backup events: 1

Fri Sep 29 17:09:26 2023 Backup tid: 1

Fri Sep 29 17:09:26 2023 Backup initiated from FMC
Fri Sep 29 17:09:26 2023 Backup storage type : NFS

Fri Sep 29 17:09:26 2023 Entering: main::update_status
Fri Sep 29 17:09:26 2023 Update Task: Checking the database
Fri Sep 29 17:09:26 2023 Exiting: main::update_status
running database integrity check with the following options:
- use exception directory /usr/local/sf/etc/db_exceptions
- check refererences
- check enterprise objects
- check schema
- check required data

Tog to stderr
gett1ng filenames from [fusr/local/sf/etc/db_ updates/1ndex]
getting filenames from [/usr/local/sf/etc/db_updates/base-7.2.5]
Tedede el el Sl e App'ly‘lng dynamm update files #owstteadens
Dynamic update files directory: /usr/local/sf/etc/dynamic_db_updates
Applying file remove_ref_check_rna_ip_os_map.yaml.

Status: Success.

Applying file rule-comments.yaml.
/Backup started

ouwed leoslbss.gued
e ooy gupdle FTD Iuo sup wiiso pJd Iduuwe Ilzeslbs pedsl 9pe 3Jd Bl s

lJuolsé: swp huwldo [Js 9226 1wz dp B 1) |Jiuu|u.u.,§<") (FMC) wp lds zoly IJogisu



Update Task: Copying backup from remote.
Exiting: main::update_status

Entering: main::update_status

Update Task: ng backup to Firepower Management Center
Exiting: main
FTD_192.168.1
Entering: main::update_statu
Update Task: Backup complete,
Ex1ting: main::update_status

Sending SIGUSR1 to process 29582 to notify of success
Received success notification from sf-backup-inator
Exiting...

Retrieval to Firepower Management Center successt

wwedle FTD
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