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! ::lllsélc:' Download OAS 2.0 Spec  Download OAS 3.0 Spec | Logout

Cisco Firewall Management Center Open API Specification &=

ffme_oasd.json

Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AP| Quick Start Guide for additional information.

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)

Cisco Firewall Management Center Licensing
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Cisco Firewall Management Center Open API Specification @ &
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Specifies the REST URLs and methods supported in the Cisco Firewall Management Center API. Refer to the version specific REST AF| Quick Start Guide for additional information.

Cisco Technical Assistance Center (TAC) - Website
Send email to Cisco Technical Assistance Center (TAC)
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Network Map >

Devices ~

INEET /aps/fme_config/va/domain/ {domainuuIn) /devices/devicaracords/ {object1d}
[0 /api/fme_config/vi/domain/{domainUUID)/devices/devicerecords/ {objectId}

Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{objectId}

m fapi/fme_config/vl/domain/{domainUUID} /devices/devicerecords

Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords

Japi/fmc_config/vi/domain/{domainuuID}/devices/devicerecords

m Japi/fmec_config/vil/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectId}
m Japi/fmc_config/vl/domain/{domainlUID} /devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{objectid}
m Japiffmc_config/vi/domain/{domainWUID}/devices/devicerecords/{containerWUIn}/fplogicalinterfaces/{objectid}

m Japiffme_config/vl/domain/{domainUUID} /devices/devicerecords/{containerUUID}/fplogicalinterfaces/{objectId}

AN Japi/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containeruuID}/fplogicalinterfaces/{objectid}

m [apiffmec_config/vl/domain/{domainUuID} /devices/devicerecords/{containeruUID}/fplogicalinterfaces
/api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containeruuiD}/fplogicalinterfaces
/api/fmc_config/vl/domain/{domainUUID} /devices/devicerecords/{containeruUIn}/inlinesets/{objectId}

m Japi/fmec_config/vl/domain/{domainUUID} /devices/devicerecords/{containeryUID}/inlinesets/{objectId}

N1 fapi/fmc_config/vi/domain/{domainUUID}/devices/devicerecords/{containerUuin}/inlinesets/{objectid}

Japiffmc_config/vi/domain/{domainlUID}/devices/devicerecords/{containertUID}/inlinesets
/api/fmec_config/vi/domain/{domainlUID} /devices/devicerecords/{containertUID} /inlinesets
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m fapi/fmc_config/vl/domain/{domainUuID}/devices/devicerecords I

/api/fmc_config/v1/domain/{domainUUID}/devices/devicerecords
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fapi/fme_config/vl/domain/{domainUUID}/devices/devicerecords

Retrieves or medifies the device record associated with the specified ID. Registers or unregisters a device. If ne ID is specified for a GET, retrieves list of all device records.

Parametars

Name

fiiter
strdmg
(query)

offset
integer{$int32)
{query)

limit
imteger{$int3z}
{query)

expanded
beolean
{query)

domainUuiD = =
stedng
(path)

Responses

Fris Masarnainn

Description

Filter to retrieve or delete device records based upon filter parameters specified.

For bulk deletion, we need the filter="ids:" with bulk=true flag, Value is of format : "ids:idl,id2,...” .
ids:idl,id2,... IS acomma-separated list of device uuids to be deleted.

For Ietching device records, Filter criteria should be name: {name} ;hostName: {hostName}; serialNumber : {ABCKXXNX} ; containerType: (value);version:
{x.x.x};clusterBootstrapSupported: {true|false};analyticsOnly: {true|false} includeOtherAssociatedPolicies:{true|false}

containerType - Allowed values are {DeviceCluster |DeviceHAPair|DaviceStack}
clusterBootetrapSupported — Allowed values are {true|false}
analyticsOnly - Allowed values are {trus|false}

includeftherdssociatedPolicies — Allowed values are {srueffalse} . When setto crue , Will give following policies if assigned to device:
| RaVpn , FTDS25Wpn , PlatformSettingsPolicy , QosPolicy , NatPolicy , FlexConfigPolicy |

filter - Fllter to retrieve or delete device recon

Index of first item to retum.

offset - Index of first item to retum,

Number of items to retum.
limit - Number of items to return.
If set to true, the GET response displays a list of objects with additional attributes.
-
Domain UUID

e276abec-e0f2-11e3-8168-6d9ed48b6251
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pdlzbbé: sg5 UUID JJpzld 1oyl 2luwel g0 loble bdole HTTP olbyl i J9J Jlse Jsso
PEISD B8 Up wESSUO: 903l pbdye Joudss Idgedsle.

domainUUID * required

string

Domain UUID

(path)

lowg perd Idpuwese Jdeeld:

e276abec-e0f2-11e3-8169-6d9ed49b625f



w8 3JIJ spdud i(, S Yuwe 193 2w spdud ldewy) eds E_Q‘glg URL IUbJe 9
IJIJeodlos pg luweglesd gD e IJIGe,)lose Joso IUb)s 96 9ueo lpado luvaglws 1UEDe.

Responses
Code Description Links
200 No finks
OK
Media typs Examples
[ applicationfjson T I I Example 1 : GET ffimc_confight DomainUUIDVobje: ices/devicerecords { Get all paginated network objects without offset anc ~ ]

Controls Azcept haadar

Example Value  Schema

default No [inks
Error

Madia type

[ application/json e I

Examnla Valis | Schema

Suwe 1095,
luwdow IJzuo9d eJs Test FMC API Explorer
ITG low zloj JIgoul, 9blisd puvad v 9lzos wspes IJobusdle wlJud, W @Tryitout:

Japi/fme_config/vl/domain/{domainUUID}/ /devices/devicerecords

Retrieves or modifies the device record associated with the specified ID. Registers or unregisters a device. If no 1D is specified for a GET, retrieves list of all device records.

Parameters Try it out
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offset

integer{$inti2)

Index of first item to retum.

offset - Index of first

limit
imteger{$int3z)
/]

Number of items to return,

expanded
boolean If set to true, the GET response displays a list of objects with additional attributes.

= -

domainUuUID =
string

Domain UUID

e276abec-e02-11e3-8169-6d9ed49b625(

Responses
Code Description Links
200 MNo hnks

OK

OIS LUudSd

oyze FMC |uwoelos 1Ugbe 200 131 Jly bdo HTTP GET ulzel s9lo wue Idluwezlesd sgess
eds pedsple ldzols Jeese 1dlzojs 1Jpuwzds Ss FMC.

Responses

“ffdevices/doviceracords”

Request URL

Server response

Code Details

200 Response body

OB ] imit=25"

pcords /6badebbe - 6b8%-1100-0347 - Bie

content-encoding: grip
: rity-palicy

200 1Jzuesd eds e Jlpwelws.

o 03l 1JIg)lz: Jlgb 1o $9z25 wyolez FTD 9les wop bhoo woluwbs 9236 IJoede B 16
IJIwlwsé (FMC) o30. Ll upe FTDV-703.



domainUUID % required
string
(path)

Domain UUID

e276abec-e0f2-11e3-8169-6d9ed49b625f

IUzoo9d £ds UUID Jpzld wwedle 1Jizoss

Spdud Jolus §sp6 Idpg ) Jpl o puweedps JJ9uosd [Js bdole 9lzes w,pzé IUobosdle
Idpuwe0396 J FTD o3l g 920 lJgL0900. louws Idperd:

<ffroot>

"name": "FTDv-703"

"id": "6bad6bbc-0b05-11ee-9a47-84ecf73b3ccf"

Jpold voliss: spdud ey gpse wdssule 1Uglzgosd Jzol) o) pesu (FTDv-703) Cluwwgsle
P& Idpuwese 1JS,6s> (UID) Jdzols (IUss we ldeuosd edse pu Ilumworlos Idgwlod6) wodo
IJb,s96:

<tfroot>

"id": "6bad6bbc-0b05-11ee-9a47-84ecf 73b3ccf"”

oo 8d |JSGET-Devices > Device records > physicalinterfaces.

<{froot>

/api/frc_config/vl/ domai n/ {donmai nUUI D}/ devi ces/ devi cer ecor ds/ { cont ai ner UUI D}/ physi cal i nterfaces

3395 FMC (pg 18)lz luvezlus 1Jghe) sspdod 1o wss 1o 03l IJzols (FTD) szess eds slzole
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Responsaes

c-oof2-11c 169-6d9ed49b6 25/ devices /devicerecords /ebadtbbc - 6boS 7-B4ec FT3b3ccF physicalinte

fireab”

Request URL

Server response

Code Details
20
200 Response body

2T6abec-eBf2-1163- 8 BelOedA0bE2S i i adbbbe - Ob5 - 116 -0a47

Sdesmain/

lJzuosd eds luwoelod 1dslzole 1Jplbsé Juvedle Uiao)é.

<ffroot>

Fr om Response body:

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3-0000- 004294967553",

"name": "G gabitEthernet0/0"

"type": "Physicallnterface",

"id": "005056B3-9582- 0ed3- 0000- 004294967554",

"name": "G gabitEthernet0/1"

"type": "Physicallnterface",



"id": "005056B3-9582- 0ed3- 0000- 004294967555",

"nane": "Diagnostic0/0"
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m /api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/physicalinterfaces/{objectId}
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https://github.com/CiscoDevNet/secure-firewall.
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