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csco SECURE

Secure Firewall
Management
Center

Usarname

| adrmir|

IJeb9s 2. luodd Ids gdles ldowsse opdsd.

Firewall Mdnagemen.t Ce_mer Owerview Policies Devices Objects Integration Deploy O @P £+ @ adminv 20 cecun

Reporting

Summary Dashboard s ssmeesn

Provides o summary of activity on the applance

Network > Threats Intrusion Events Status Geolocation QoS Shen the Last | 1 hour |
Add Widgets
*  Unique Applications over Time - * Top Web Applications Seen - » Top Client Applications Seen -
ol Application ¥ Tatal Bytes (KB) Application » Total Bytes (KB)
12 O HTTP Tun 226.08 O st il 2,812.85
10 [ £, 1841
a8 B.44
L]
&
2
0 1 &3 &8 14:50 15:00
» Traffic by Application Risk -
Risk v Total Bytes (KB}
] 541020
4,396.95
23198 » Top Server Applications Seen - » Top Operating Systems Seen

1841

lJglo9s 3. pu IJ8lisps IJpuuwsrdo: lud) 999 I._Ji@lo lJp9e26.



Firewall Management Center

Overview | Dashboards | Dashbaard Cverview Analysis Palicies Devices Objects Integration Deploy  Q @ &+ @ adminvy el cpeype

Context Explorer Hosts Corrolation Reporting
Netwark Map Correlation Events
Summary Dashboard s s Hosts Allow List Events
Proides & summary of activity on the appiance
Connections Indications of Compromise Allaw List Violations
Network X Threats Intrusion Events Status Events Applications Status our A l n
_— Security-Related Events Application Details f
Servers Hdvanced
» Unique Applications over Time - Intruslons Host Attributes Custom Workflows ]'m - %
14 - - - Events. Discovery Events Custom Tables * Total Bytes (KE)
12 ! | 1 | | Reviewed Events Vulnerabilities Geolocation | 281288
10 1 | Third=Party Vulnerabilities URL
8 \_/-\/\—_,\ Filas: Whois
é I I 1 I | Malware Events Usars Contextual Cross-launch
4 . I | File Events Indications of Compromise
2 : 1 t 1 Captured Files Active Sessions Search
o - - - + 4 Network File Trajectory Users
1410 14:20 1430 1440 14:50 15:00 User Activity
Last updated 2 minules ago
> Traffic by Application Risk -><|
pold Juoes IUg>e 1Ueses
Overview Analysis Policies Devices Objects Integration Deploy Q @ % @ adminv db cecupe
—
Qs Select... b4
(2 Showing 10,000 events (6 10,000) of tens of thousands & W 2023-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :.‘-:L:l:::a::: Part Device Source IP ﬁ?::_:x" ! ::ir:l Rule '
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.111 55046 / udp allgw
¥ 2023-10-04 16;11:29 § 5 Connection @ Alow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allaw
¥ 2023-10-04 16:11:29 5 Connection © Miow 443 (https) Jtop GW 10.18.19.166 53436 [ top allgw
¥ 2023-10=04 16:11:29 4 Connection @ Allow 443 (https) ftcp  GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 ‘% Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
¥  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fudp  GW 10.18.19.32 39366 / udp allaw
» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 101819111 47676 / udp allow
» | 2023-10-0416:11:28 & Connection © Allow 53 (domain) [ udy  GW 10.18.19.41 54037 / udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) f ud; GW 10.18.19.230 B0B02 | udp allow
» | 2023-10-04 16:11:28 45 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) f ud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 443 (htps) ftcp - GW 10.18.19.230 34810 / tcp allow
» 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 5 C

onnection @ Allow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow m

oolzes IJlzsle
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Firewall Management Center

esis { Unifie . Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
Q= Select... b4 Refrash
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '
D 2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f 10.18.19.105 44563 [ udp allgw
» | 2023-10-04 16;:11:29 4 Connection © Allow 443 (https) / top  GW 10.18.19.166 53436 | top allgw
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) ftep GW 10.18.19.166 53437 [ top allgw
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow
> 2023-10-04 16:11:27 5 Connection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_
lJglo9é 2. swp &Hue ldpedsple lUovosdss Jdgso.
Flre\:ual!]::ianag?:nent Center Overview Analysis Policies Devices Objects Integration Deploy G, e o @ admin» ';',',';2' SECURE
—
Qr Select. % || Refresh
@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi e Event Type Action ;':::r:;::: Partl | oavice Source IP :;'::\I:“ ! :“;:r’; s
w  2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ ut; GW 10.18.19.11 550486 [ udp allow
Evant Type: 4 Connection Business Relevance: Very High Ingress Virtual Router:  Glonal
Tirme: 2023-10-04 16:11:29 DNS Query: Cloud-53.0Mp.CiSco.com [Egress Virtual Router:  Glotal
Last Packet: 2023-10-04 16:11:39 DNS Response: Mo Ermor Initiator Packets: ©
Action: & Allow DNS Record Type: A Responder Packets: [
Source IP: 101819111 Intrusion Events: [ QoS-Drogpaed Initiator Packets: [
Source User: Mot Founct Files: 0 QoS-Dropped Responder Packets: [
Destination IP: 1018107 Access Control Polley: Initlator Bytes: 164
Ingress Security Zone: inscde Actess Control Rule: 20w Responder Bytes: (1
Egress Securlty Zone: ouiside Network Analysls Polley: Balanced Secuity and Connectivity QoS-Dropped Initlator Bytes: 0
Source Port | ICMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: 0
Destination Port [ ICMP Gode: 53 (coman) | uio Qo Polley: test Detectlon Type: Aspll
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
» 2023-10-04 16:11:29 5 Connection © Allow 53 (domain) [ ud; GW 10.18.19.105 44563 [ udp allow
> 2023-10-04 16:11:29 5 Connection @ Allow 443 (https) ftep GW 10.18.19.166 53436 | tcp allow
»  2023-10-04 16:11:29 5 Connection © Allow 443 (https) M tep  GW 10.18.19.166 53437 [ tcp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow

U SLP
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| Management Center

Deploy Q @ % @ adminv

a @ # @ adminv

wsiee SECURE

x | NG

Destination Port |
ICMP Code

53 (domain) / ud
53 (domain) / ud
443 (https) [ top
443 (https) [ wep

53 (domain) | ud

53 (domain) [/ ud

53 (domain) | ud

53 (domain) / ud;

53 (domain] [ ud
53 (domain) / ud
53 (domain) | ud
53 (domain) | uc
53 (domain) / uc

53 (domain) / ug

1 Unified Events Overview Analysis Policies Devices Objects Integration
—
.0\- Select...
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF 2023-10-04 15:11:29 EDT — 2023-10-04 18:11:28 EOT 1h
i frime Event Type Action It::n:':::: Port/ Device Source IP ﬁ?::_::;" ! ::::I P
y  2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Aliow 53 (domain) fud; GW 10,18.19.105 44563 [ udp allaw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
> 2023-10-04 16:11:29 % Connection © Allow 443 (https) f tocp GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fudp  GW 10.18.19.32 39366 / udp allaw
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.111 47616 [ udp allaw
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
»  2023-10-0416:11:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.111 39941 / udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 443 (https) f tcp GW 10.18.19.230 34810 | tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 5 Connection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow
lJglo9es 2. 235 299 lJz>e lJus w)yssol WS Idga9d.
f:zewaltlrrg:??ﬁ?went Center Cverview Analysis Palicies Devices Objects Integration Deplay
—
[Q— Salect...
@ Showing 10,000 events (% 10,000) of tens of thousands  + 5 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:29 EDT 1h
M Tme Evant Typo Action Reason Source IP Dastination IP ;nuur:;"J
Saved Column Sets ow 10.18.19.011 10.1.8.107 55046 [ udp
[setect... ow 10.18.19.105 10.1.20.51 44563 [ udp
ow 10.18.19.166 142.250.72.202 53436 / tcp
| Q, Filter columns ow 10.18.19.166 142.250.72.202 53437 [ 1cp
Select none  Select default o 10.18.19.106 10.27.20.51 57541 | udp
Event Type oW 10.18.19.105 10.1.20.51 42318 [ udp
& Action o 10.18.19.110 10.1.9.38 38758 / udp
Reason o 10.18.19.110 1018101 53922 / udp
Source IP = 10.18.19.105 10.27.20.51 52776 [ udp
Destination 1P v 10.18.19.32 208.67.220.220 39366 [ udp
& Source Port | ICMP Type o 1 10.18.19.011 10.1.8.101 47616 / udp
Destination Port / ICMP Cade o 10.18.19.41 208.67.220.220 54037 [ udp
W 10.18.19.230 173.37.87.157 GOG02 [ udp
Revert 11 selected m bw 10.18.19.230 173.37.87.157 59300/ udp
> O73-10-04 16:11:28 | Connechion mow 101819011 10.1.8.101 39941 / udp

IJg 96 3. (lgoshs) lvee gu lJedd Jouwesd IJoudd.

53 (domain) / ud|

® Go Live

® Go Live
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Saved Column Sets

[ Select... |

&, Source X |

Select 14 filtered  Select default
Source P

Source Port / ICMP Type

[ | MAT Source IP

[ | NAT Source Port

[ ] NetFlow Source Autonomous System

Revert 7 selected

lJgb9o 4. 168, W99 2¥9d 2o Jugbsdo i9 wpedsyuo.

Saved Column Sets

Select... l

2, Source * ‘

Select 14 filtered Select default

Source IP

| Source Port / ICMP Type

" | NAT Source IP
| NAT Source Port

| NetFlow Source Autonomous System

Revert 6 selected Apply

lJeb9o 5. 16,8, W99 wbousé.




Saved Column Sets

Select...

| Q. Filter columns

Select none  Select default

Event Type

Action

Destination Port / IGMP Gode

Source IP
Device
Revert

lJg.

Firewall Management Center

Qr Select..

Overview

Analysis

6 selected

Apply

Policies

(&) Showing 10,000 events (5 10,000) of tens of thousands  +

e bbb pze9es 1igpss

Time

2023-10-05 13:02:15
2023-10-0513:02:15
2023-10-05 13:02:15
2023-10-05 13:02:15
2023-10-0513:02:14

023-10-05 13:02:14

By

2023-10-05 13:02:14
2023-10-0513:0214
2023=10-05 13:02:14
2023-10-0513:02:14
2023-10-05 13:02:14
2023-10-05 13:02:14
2023-10-05 13:02:13
2023-10-05 13:02:13
2023-10-05 13:02:13

2023-10-0513:02:113

Evant Type

Connection

O

QNNECan

o

ONNECLon
Connaction
Connection
Connection
Ci

AONNEChon

P2 ST S ST T S R

Connection
Connection
% Connection
4 Connection
‘G Connection
5 Connaction
5 Connection
5 Connection
5

Connection

Action

O Allow
© Allow
@ Allew
© Allaw
o Allow
@ Allow
@ Allow
@ AMlow
@ Mlow
© Allow
@ Allow
@ Allow
Q Allow
@ Allow
© Allow

@ Allaw

Destination Port [ ICMP|
Code

53 (domain) [ udp
53 (domain) [ udp
443 (https) [ 1ep

53 (domain) [ udp
53 (domain) [ udp
53 (domain) f udp
53 (domain) [ udp
443 (htps) [ top

53 (domain) [ udp
443 (https) [ tcp

443 |

ps) / ep

443 (https) [ top
53 (domain) [ udp
53 (domain) [ udp
443 (mips) [ tcp

443 (hips) [/ 1cp

Devices Objects Integration
Device

10181 Seurce P

10.18.19.110 GW
10.18.19.230 GW
10.18.19.32 GwW
10.18.19.105 GW
1001819111 GW
10.18.19.111 GW
10.18.19.230 GW
10.18.19.105 GW
10.18.19.230 GW
10.18.19.230 GwW
10.18.19.166 GV
10.18.19.110 GW
10.18.19.230 GW
10.18.19.166 GW
10.18.19.166 GW

IJglo96 1. 108, 898 pzeoele 1Jlgpr6 1pp89bs.

1696 6. (Itoshs) spdud lghs 9 og IJlgess wuwew JJ 31226 s p9de peodd.

Deploy Q @ & @ adminv SECURE

x Refresh

“ 2023-10-05 12202:15 EDT — 2023-10-05 13:02:15 EDT 1h & Go Live

Access
Control Rule

allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

allow

= m



Firewall Management Center

Analysis J Unified Events Overview  Analysis  Policies  Devices  Objects  Integration Deploy Q. @ & @ adminv Wk sEcuRe
—
[ Qv Select... X ]
@ Shawing 10,000 events (% 10,000) of tens of thousands % B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT 1h @ Go Live

M Tme Evant Type Actlon Reason Source IP Destination IP ;DMI‘::“:"J :::;::n;:::Puﬂf Web Ag
Saved Column Sets e 10.1819.111 10.1.8107 55046 / udp 53 (domain] [ ug
[ select... | o 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (htps) { tep
| Q, Filter columns |57 10.18.19.166 142.250.72.202 53437 [ 1cp 443 (hips) [ wep
Select none  Select default ow 10.18.19.105 10.27.20.51 57541 [ udp 53 (domain) / uc
Event Type oW 10.18.19.105 10.1.20.51 42318 [ udp 53 (domain) / ud|
& Action ow 101879110 10.1.9.38 38758 [ udp 53 (domain] / ud
— ow 10.18.19.110 10.1.8.101 53922 / udp 53 (comain) / ud;
Source IP pw 10.18.19.105 10.27.20.51 52776 / udp 53 (domain) / ud
Destiratinih ow 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) | ud
s Source Port / IGMP Typs oW 101819111 10.1.8.101 ATB16 J udp 53 (domain) [ ud
Destination Port £ IGHP Gode ow 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain) / ud
pw 10.18.19.230 173.37.87.157 60602 / udp 53 (domain) / ug
Revert 11 selacted m ow 10.18.19.230 173.37.87.157 59309 / udp 53 (comain) | uc

3 2023-T0-0416:1T:28 5 Connection T Hllow 101819111 10.1.8.10 39941 / udp 53 (domain) / ud

181096 2. 108, B9 luuble pzeses Iees oo ldorass Ields.

Firewall Management Center

Analysis | Unified Events

Cvendew Analysis Policies Devices Objects Integration Deploy @ @ % @ adminv

[ar select...
(2 Showing 10,000 everts (% 10,000) of tens of thousands I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
" Dastination Port / Source Port [ Access
| E . Time | Event Type | Action Dastination IP ICMP Gode Davice Source IP ICMP Type Gontrol Rl
Saved Column Sats Dow 10.1.8.107 53 (domain) { wd; GW 10.18.19.111 55046 / udp allow
Rule match wo| bBw 10.1.20.51 53 (domain) / wdp GW 10.18.19.105 44563 [ udp allaw
oW 142.250.72.202 443 (hitps) [ tep  GW 10.18.19.166 53436 | tep allc
o 142.250.72.202 443 (htips) [ tep  GW 10.18.19.166 53437 | cp allaw
ow 10.27.20.51 53 (domain) § udp  GW 10.18.19.105 57541 [ udp allow
Saved Column Set 1
. . o 10.1.20.51 53 (domain) { ud; GW 10.18.19.105 42318 udp  aliow
Time | Event Type | Action |Reason |Souwrce IP| | Destination IP |
o 10.1.9.38 53 (domain) f ud;  GW 10,18.19.110 38758 / udp allow
—+ Create column set from current selection | ; .
bw 10.1.8.101 53 (domain) / wd;  GW 10,18.19.110 53922 | udp allow
& Source IP (1 10,27.20.51 83 (domain) f ud; GW 10.18.19,.105 52776 | udp allow
Destination IP (s} 208.67.220.220 53 (domain) f wdp GW 10.18.19.32 39366 / udp allow
1 E 1 { 1 k! Il
Souree Port / ICMP Type .mv 0.1.8.107 53 (domain) f ud;  GW 0.18.19. 47616 [ udp allces
- oW 20867220220 53 (domain) / udp  GW 10.18.19.41 54037 [ udp allow
Destination Port / ICMP Code |
o 173.37.87.157 53 (domain) / wdp  GW 10.18.18.230 60602 | udp allowe
Revert 11 selected m - 173.37.87.157 53 (domain) / wdy GW 10,18.19.230 59308 / udp allow
» | 2023-10-04 16:11:28 & Connection @ Allciw 10.1.8.101 53 (domain) / ud;  GW 10.18.19.111 39941 / udp allow
> 2023-10-04 16:11:28 £ Connection Allores 108.156.211.71 443 (https) | toy GwW 10.18.19.230 34810 / 1o allow
ps) /ep P

1Jg1096 3. (I2oshs) B wobss, lume peeses IJigess.



Saved Column Sets

Select...

2 saved column sets

| Rule match

o

Time | | Event Type | | Action | | Reason | | Source P | | Destination IP

-+ Create column set from current selection

[ ] NetFlow Source Prefix

Revert

[ ] NetFlow Source Autonomous System

6 selected

IJglo96 4. spdud o) peedesd £92926 wldul) eds IJusuolas ().

L, Firewall Management Center .
iil o a t,-ur:r: agi\_ ent Cent Overview Analysis Palicies Devices Objects Integration Deploy  Q @ &t @ adminv Ui sEcURE
—
[ Q- Select... ® | Refresh
& Showing 10,000 events (& 10,000) of tens of thousands  + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h @ Go Live
" " Destination Port / N Source Port [ Access
a Time Event Type Action Destination IP sy Device Source IP JEMP Type i ik
Saved Column Sets W 10.1.8.107 53 (domain) / ud;  GW 10,1891 55046 | udp allows
Rule match w | pw 10.1.20.51 53 (domain) / ud;  GW 10.18.19.105 44563 [ udp allcw
2 saved column sets oW 142.250.72.202 | 443 (hups) ficp | GW 10.18.19.166 53436 [ 1cp allowe
142.250.72.202 443 (hps) [ cp = GW 10.18.19.166 53437 [ 1cp allows
10.27.20.51 53 (domain) / ud;  GW 10,18.19.105 57541 [ udp allonr
Saved Column Set 1 Rename
10.1.20.51 53 (domain) / ud;  GW 10.18.19.105 42318 | udp allowe
Time| |Event Type | Action | Reason | Source IP| | Destinatil Dalete
d 10.1.9.38 53 (domain} / ud; GW 10.18.19.110 38758 [ udp allcner
+ Create column set from cument selection _
W 10.1.8101 53 (domain} / ud;  GW 10.18.19.110 53922 | udp allcer
Source IP W 10.27.20.51 53 (domain} f ud; GW 10.18.19.105 52776 | ucp allows
® Destination 1P 208.67.220.220 53 (domain} / ud; GW 10.18.19.32 39366 / udp allows
Source Port { ICMP Type ow 10.1.8.101 53 (domain} / ud;  GW 10.18.19.111 47616 / udp allow
oW 208.67,220.220 3 (domain) / ud;  GW 10,18.19.41 54037 | ud allow
Destination Port [ ICMP Code ! ) ’ 2
o 173.37.87.157 53 (domain} / ud;  GW 10,18.19.230 606802 [ udp allgwr
ERuRlt Qe ictad o 173.37.87.157 53 (domain) J ud; GW 10.12.19.230 59300 / utp allows
¥ 2023-10-04 16:11:28 5 Connection S Alow 10.1.8.101 53 (domain) § ud]  GW 10.18.19.111 39841 [ udp allow

IJoge g0 220
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Firewall Management Center

esis { Unifie . Overview Analysis Policies Devices Objects Integration Deploy  Q, @ £ @ adminv Ml cEcyRe
—
I Q= Select... b4 Refrash I
@ Showing 10,000 events (5 10,000) of tens of thousands % i 2022T-10-04 15:11:29 EDT — 2023-10-04 168:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP ﬁ?;:_:;::" ! ::Zr:l Rule '

¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Allow 53 (domain) f 10.18.19.105 44563 [ udp allgw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (nttps) f tep GW 10.18.19.166 53437 [ top allgw
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 161128 5 Connection @ Allow 53 (domain) fud: GW 10.18.19.156 52564 / udp allow
> 2023-10-0416:111:27 & Connection © Allow $3 (domain) [ ud;  GW 10.18.19.110 50552 / udp

1Jgb9o 2. 235 1Jz8d 1U3s wyss obosyd glpd IJouodss Bso.

Firewall Management Center

Unified . Overview Analysis Policies Devices Objects Integration Deploy O @ % @ adminw Uil cpcuRe
—
| Qr source x ” Refresh |
(@ 5| NAT Source 1P s + B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port Destination Port | N Source Port | Aecess
NetFlow BRI Autonomous System Azton 1EMP Coda Dhc Scarsstp ICMP Type Control fule

> | NetFlow SO0REE Prefix © Allow 53 {domain) ud;  GW 10.18.19.111 55046 | udp allow
* | NetFlow Source ToS © Allow 53 (domain) [ ud;  GW 10.18.19.105 44563 | udp allow
* | Source Continent © Allow 443 (https) [ top - GW 10.18.19.166 53436 [ 1cp allow
* | Bauree Country @ Allow 443 (https) S tep - GW 10.18.19.166 53437 [ wcp allow
* | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18,19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.105 42318 [ udp alloww
» © Allow 53 (domnain) [ ud;  GW 10.18.19.110 3B758 [ udp allow
¥ =10 T, Connecrion © Allow 53 (domain) [ ud;  GW 10.18.19.110 53922 { udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) { ud;  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 & Connection o Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allow
> 2023-10-04 16:11:28 5 Connection o Allow 53 (dornain) [ ud; GW 10.18.19.111 47616 [ udp allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ ud;: GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [/ ud: GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16;11:28 4 Connection @ Allow 53 {domain) [ud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 18:11:28 , Connection @ Allow 53 {domain) [ ud; GW 10.18.19.111 39941 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 443 (nttps) f tep GW 10.18.19.230 34810 [ tep allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 | udp allow
¥ 2023-10-04 16:11:27 4 Connection o Allow 53 (domain) f ud; GW 10.18.19.110 50552 | udp

IJgdo96 3. 1dow IJS8se Idplbdse luwesleol Jgled wuodss.
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Firewall Management Center

Owerview Analysis Paolicies Devices Objects Integration Deploy  Q, d’ 4 @ adminy  cdelt cpcyRe

'0\. Seurce P 10.18.19.105 = X Select... i

@ Showing all 144 events (45 144) + W 2023-10-06 12:31:58 EDT — 2023-10-06 13:31:58 EDT 1h @& Go Live

IU¢lo96 5. (loshs) spdud [ol9s Ssp pogsss s JJ pruie.

Firewall Management Center

2d Events

Overview Analysis Policies Devices Objects Integration Deplay  Q, e &+ @ adminw | Ml cEcuRe

Qr  SourcalP 10.1B.189.111 % 100819005 % X Select... *

") Showing 150 events (§ 150) + B 2023-10-04 15:11:29 EOT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Wi Tme Event Typs Action g::‘:'“""’" Port TICME | povice Source IP IS(;":::;TI ::;::I i

¥ 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 55046 / udp allow

» | 2023-10-04 16:11:28 S Connection © Allaw 53 (domain) [ udp GW 10.18.19.105 44563 / udp allow

> 2023-10-04 16:11:28 5 Connaction © Allow 53 (domain) [ udp GW 10.18.19.105 57541 [ udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ udp GwW 10.18.19.105 42318 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 / udp allow

¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 47616 [ udp allow

» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10,18.19.111 39941 | udp allaw

¥ 2023-10-04 16:11:27  Connection @ Allow 53 (domain) [ udp GwW 10.18.19.111 46739 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 43523 | udp allow

y | 2023-10-04 16:11:27 4 Caonnaection © Allaw 53 (domain) / udp GW 10081901 46938 / udp allow

» | 2023-10-04 16:11:26 S Connaction S Allow 53 (domain) [ udp GW 10.18.18.105 41931 udp allow

» 2023-10-04 16:11:26 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow

» | 2023-10-04 16:11:25 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 54464 [ udp allow

¥ 2023-10-04 16:11:25 45 Connection © Allow 53 (domain) { udp GW 10.18.19.105 45681 / udp allow

¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 50585 / udp allawe

¥ 2023-10-04 16:11:25 5 Connection @ Allaw 53 {domain) [ udp GW 10.18.19.105 48789 [ udp allawe

¥ 2023-10-04 16:11:24 5 Connection © Alow 53 (domain) [ udp GW 10.18.19.105 45203 | udp allow n

IJg1og6 6. (Igoshis) Iuod IUgsss eu e9lpd IJouodss zuve IUelzs.

’_:Ifew.a”UIf.\?E?iEginem Center Overview Analysis Palicies Devices Objects Integration Deploy Q@ @ £+ @ adminv el cpcURE
—
Qs SourcelP 101819111 x 101819105 % 3  Destination Port [ ICMP Code 8910 *® | X Select... x |
(2 Showing all 106 events (4 106) & B} 2023-10-04 15:11:20 EDT = 2023-10-04 16:11:20 EDT 1Th @ Go Live
ﬁ Time Event Type Action 2':’:“"0" Part/ IGHP Device Source IP ISCT‘::“Z“! ;:::; Rule
»  2023-10-04 16:11:01 & Connection & Allow 8910/ 1cp GwW 10.18.19.105 50786 [ tcp allow
»  2023-10-04 16:10:51 H Connection & Allow 8910/ cp Gaw 10.18.19.105 45442 [ep allow
H 202%-10-04 16:10:11 G Connection © Allow 8910/ ep Gw 10.18.19.105 50784 [rep allow
»  2023-10-04 16:10:01 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 45440 [tep allow
» | 2023-10-04 16:09:21 5 Connection @ Allow 8910/ 1cp Gw 10.18.19.106 50782 [ tcp allow
»  2023-10-04 16:09:11 5 Connection © Allow 8910/ t1cp Gw 10.18.19.105 45438 [ 1cp allow
»  2023-10-04 16:08:31 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50780 [ tcp allow
» 2023-10-04 16:08:21 6 Connection © Alow 8910/ tcp GW 10.18.19.105 45436 [ top allow
¥ 2023-10-04 16:07:41 G Connection © Allorw 8910/ tcp GW 10.18.19.105 50778 [tep allow
¥ 2023-10-04 16:07:31 6 Connection © Allow 8910/ tcp GW 10.18.19.105 45434 [tep allow
»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1cp GwW 10.18.19.105 50776 [ tep allow
»  2023-10-04 16:06:41 5 Connection @ Allow 8910/ tcp Gw 10.18.19.105 45432 [ 1cp allow
» 2023-10-04 16:06:01 4 Connection @ Allow 8910/ 1cp GW 10.18.19.105 50774 [ tcp allow
> 2023-10-04 16:0%:51 5 Connection © Mlow 8910/ tep GW 10.18.19.105 45430 [ top allow
* 2023-10-04 16:05:11 & Connection @ Allciw 8910/ tcp GwW 10.18,19.105 50772 fep allow
»  2023-10-04 16:05:01 f Connection © Allow 8910/ 1cp GW, 10.18.19.105 45428 [tcp allow
¥  2023-10-04 16:04:21 G Connection © Allow 8910/ tcp GW 10.18.19.105 50770 [ ep allow

»  2023-10-04 16:04:11 & Connection © Allow 8910/ 1cp Gw 10.18.19.105 45426 [ tcp allow _
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Firewall Management Center

Overview Analysis Palicies Devices Ohbjects Integration Deploy  Q, @ 1 @ adminy Al cpcURE
—
Destination Port [ IGMP Code 8910 ®x X Source IP 10.18.19.111 % WLIBIRI05 X X Select * Re
. 2023=10-05 12:58:42 EDT = 2023-10-05 13:58:42 EDT 1h
Saved searches (=0 | %
Souree IP Deviee i

Control Rule

W
+ Save search -
»  2023-10-05 13:52:14 © Aliow 8910 | tep 10.18.19.105
¥ 2023-10-05 13:52:04 © Allow 8910/ cp 10.18.19.105
%
lJglb9s 2. 168, 898 zuob IJugo.
Firewall Managemen nter :
S a ag_e_ ent Cente Overview Analysis Policies Devices Objects Integration Deploy O @ 1 @ adminw vl cEcURE
—
Destination Port / ICMP Code 8010 ®X X SourcelP 100879011 x  1WIBIR05 x X Select ® Refresh
Saved searches = | W 2023-10-05 12:56:42 EDT — 2023-10-05 13:58:42 EOT 1h Go Live
Seuree IP Device fecass
Control Rule
allc
allc
W
4+ Save search =
»  2023-10-05 13:52:14 G Connection o Allow 8910/ wcp
» 23-10-05 13:52:04 @ Allow 890 [ wep
b -

IJgl9s 3. (IReshs) G woess) luve Uoge.



firle.t\?r.alg_!rlﬂanagement Center Cverview Analysis Policies Devices Objects Integration Deploy @ £+ @ adminv vl cpcupe
—
Source IP 101819011 % 10.18.79.105 x X Destination Port | ICMP Code 8910 ®x | X Select... x | Refresh
Sa/'.;d searches E Saved search / By 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live

1 Filter Condition

| Betion = Whllow

hawd search 1 3 I

ELLT P vk

lJlbl) 15008

o0 IJlwod wuossd IJlzsle sle IJuods: wule 8Js 980 pesur pu edld wessd Idlbl 1Jjeus.

IJglogs 1. Jogssd bl 1dlbly 1kl JJizsle. lod) ¥es ubls Idobse.

I.F_Irewa” .Managehrnem Center Crarview Analysis Policies Devices Objects Integration Deplay Q4 @ L @ adminv Ml cecyRe
—
Q- Select... x |[ Refresh |
@ Showing 10,000 events (G 10,000) of tens of thousands  + [ WS 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:29 EDT 1h I ® Go Live
ﬁ Time Event Type Action ::;‘;'E::: Portd Device Source P ?;::’:':;T ! :zf;?:l Rule '
H 10-04 16:11:29 5 Connection & Allow 53 (domain) / GW 10.18.19.111 55046 [ udp allow
H -10-04 16:11:29 ¢ & Connection @ Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allgw
» | 2023-10-04 16:11:29 % Connection @ Allow 443 (https) J top  GW 10.18.19.166 53436 | top allow
2 2023-10-04 16:11:29 4 Connection & Adlow 443 (https) ftocp GW 10.18,19.166 53437 | top allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 ([domain) fud:  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 © Allow 53 (domain) G 10.18.19.105 42318 [ udp allaw
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud;  GW 10.18.19.110 38758 [ udp allaw
» 0-04 16:11:28 © Allow 53 (domain) GW 10.18.19.110 53922 [ udp
¥ -04 16:11:28 Q Allow 53 (domai GW 10.18.19.105 52776 | udp allow
» -10-04 16:17:28 5 Connection @ Allow 53 (domain) 10.18.19.32 38366 / udp allow
¥  2023-10-04 16:17:28 5 Connection © Allow 53 (domain) 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) | GW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) f 10.18.19.230 60602 [ udp allow
> 2023-10-04 16:11:28 5 Connection & Allow 53 (domain) fud: GW 10.18.19.230 59309 [ udp allow
3 10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
H -10-04 16:11:28 5 Connection © Allow GW 10.18.19.230 34810 | tcp allow
H -04 16:11:28 4 Connection @ Allow GW 10.18.19.156 52564 [ udp allgw

3 2023-10-04 16:11;27 4 Connection @ Alow &3 domain) fud: GW 10.18.19.110 50552 [ udp allow m

1Jgb9o 2. 235 ubl$ 1J9ge Vs 1Julwdss IJeuw e 8o,



Firewall Management Center

—
Qr Select...
") Showing 167 events (5 187) of tens of thousands %

Destination Port [ ICMP

ﬁi Tima Evant Type b Code Povice Sliding Time Range
3-10-04 16:11: 4 Connech 5 53 (domain) [ udp GW 1 : -
» | 2023-10 16:11:29 3 Connection @ Allow 53 (domain) / udy GW Q. Start time End time Mow
> 2023-10-04 16:11:29 5 Connection @ Allow 53 {darnain) [ udp GW 10. 2023-10-04 153 | 118 || 24 2023-10-04 TES [ 1S3 ||| 2552
*  2023-10-04 16:11:29 5 Connection o Allow 443 (https) [ ep GW 10 .
Select last: 5 minutes, 1 hour, 6 hours, 1 day, 2 weeks, 1 month
> 2023-10-04 16:17:29 5 Connection @ Allow GW 10
¥ 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) GW 1} N .
< October 2023 ‘ October 2023 >
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) / udp GW 10
> 2023-10-04 16:11:28 ‘5 Connection D Allow 53 (domain) / udp GW 10 Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) / udp GW 10 1 F3 1 n 5
> 2023-10-04 16:11:28 G Connection © Allow 53 (dormain) / udp GW 10,
¥  2023-10-04 16:11:28 & Connection © Allow 53 (domain) / udp GW 10
» | 2023-10-0416111:28 S © Allow 53 {dorman) GW 0
¥ 2023-10-0416:117:28 5 Connection o Allow 53 (doman) | e 10
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) / udp GW 10
»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domsain) / udp GW 10,
¥ 2023-10-04 16:11;28 4 Connection @ Allow 53 (domain) / udp GW 10 1h selected
¥ 2023-10-04 16:11:28 & Connection @ Allow 443 (https) [ top e 10.4 - _—
»  2023-10-04 16:11:28 © Allow 53 (domain) GW 10.18.19.156 52564 [ udp

»  2023-10-04 16:11:27

Overview Analysis Policies Devices Objects

Integration Deploy O, @ % @ adminv b spcuRe

“ 2023-10-04 15:11:29 EDT = 2023-10-04 16:

X Refresh

11:20 EDT Th @ Go Live

@ Allow 53 (dormain) [ udp GW 10.18.19.110 50552 [ udp allow n

IJg096 3. (Itesbs) luvetse vbld Seus puidd Jorue IJizsle po s8e pesu IJs 960

lJelds.

Fixed Time Range

Show the last
1 hour W

second

Salect last: B howrs, 1 day, 2 wieks, 1 month

18.19.110

dp Al

1819110 dp Al
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Firewall Management Center

O Overview Analysis Palicies Devices Objects Integration Deploy @, w It @ adminv  dul cecURE
ni

[ Qr Select... s 1
() Showing 8,317 events (§ 8,317) of tens of thousands  + I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h @ Go Live
- TS
M Time Event Type Action gs::"a““" Port[IGMP | ovice Sou Fixed Time Range
> Z023-10-04 16:11:29 G Connection S Allow 53 (domain) { udp GW 10, Show the last
»  2023-10-04 16:11:29 5 Connection © Allow 53 (domain) / udp GW 10| | g hours
»  2023-10-04 16:11:29 4 Connection © Allow 443 (htips) [/ top GW 10 ) _
Select last: 5 minutes, 1 hour, & hourg, 1 day, 2 weeks, 1 menth
»  2023-10-04 16:11:29 4 Connection © Allow 443 (https) / tep GW 10,
¥ 2023-10-04 186:11:28 & Connaction D Allow 53 (domain) [ udp GW 10.
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GwW 10.{ —
> 2023-10-04 16:17:28 4 Connection 53 (domain) { udp GW 10.08.19.110 38758 [ udp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 {domain) f udp GW 18.19.110 53922 f udp allow
»  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 52776 f udp allow
> 2023-10-04 16:11:28 G Connection Q Allow 53 {domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 2 Allow 53 (domain) [ udp Gw 101819111 A7616 [ udp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) | udp Gw 10.18.19.41 54037 [ wdp allow
»  2023-10-04 16:11:28 4 Connection 53 (domain) | udp GwW 10.18.19.230 60602 [ wdp allow
»  2023-10-04 16:11:28 G Connection 53 (domain) | udp GW 10.18.19.230 59309 f udp allow
»  2023-10-04 16:11:28 4 Connection 53 (domain) [ udp GW 10.18.19.111 39941 [ wdp allow

29 Jlsw

Spdud wedsu psjé Go Live Jg,uo IUiesle Bs 1sde IJveds. wbo, Idizsle Jel sep
w9dsool.

Jdopdsu lug,) W99 Go Live.

Owerviaw Analysis Paolicies Devices Objects Inte-gration

Firewall Management Center

Anatysis | Unifie

—
Q« Select...

(2 Showing 10,000 events (4 10,000) of tens of thousands 4

W Tme Event Type Acton Destouton Pot/ | goo | Sourcat® Sorvebortl | Aocees ]
» | 2023-10-04 16:11:29 4 Connection @ Alow 53 (domain) fud:  GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 § & Connection @ Allow 53 (domain) fud; GW 10.18.19.105 44563 | udp allow
¥ 2023-10-04 16:11:29 5 Connection © Allow 443 (https) f top | GW 10.18,19.166 53436 | tcp allow
> 2023-10-04 16:11:20 % Connection © Allow 443 (htips) ftop GW 10.18.19.166 53437 | tep allow
¥ 2023-10=04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.105 57541 [ udp allgw
» | 2023=10-04 16:11:28 ‘4 Connection @ Allow 53 (domain) f ud;  GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 18:11:28 4 Connection Q Allew 53 (domain) fud; GW 10.18.19.105 52776 | udp allaw
> 2023-10-04 16:11:28 5 Connection © Allow §3 (domain) fud;  GW 10.18.19.32 39366 / udp allow
¥  2023-10-04 16:17:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
» | 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
»  2023-10-0416:111:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
»  2023-10-04 16:11:28 5 Connection & Allow 53 (domain) f ud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection o Mlow 53 (domain) fud:  GW 10.18.19.111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 | udp allow
¥ 2023-10-04 16:11:27 5C

onnection © Mlow 53 (domain) fud;  GW 10.18.19.110 50552 [ udp allow _m_

Iopy? wedsuol Bluol wg)uo JJpo Live.

© 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live
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> 4 Cr @ Allow 8910 / 1ep GW
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Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 58387 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 51060/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.105 43359/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 42658 / udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GwW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow

osedyple slo Lods

. | Lo 1Jizsle | N
» Cisco Secure Firewall - gl,, 0 |JIz>5le | 61 IJ¢ :

o lep lJOus 9ldo;



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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