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Devices Integration
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Intrusion Rules
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*  AAA Server

~ Access List
Extended
Standard
» Address Pools
Application Filters
AS Path
BFD Template

Cipher Suite List

Slises 1J9o9d - 1Jpsuwed

|Jglo9s 3. [&, 9 Add Extended Access List.

£ rew-a.Man?nelncni Ganter Cvervew  Analysis  FPobcws  Dewcos  Objects integration oo 4 @ & @ s

AN 300055 5t ob§Ic, S50 kNgWN 45 a0 Bo0n!
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13 the trafic 10 which 2 strvice wil apply. Standaed-deniiles rafic Dased on Cestnation addness oy, kiniites FaMc Gased on SOWGe and Sestnation ackdress and ports. SUpRoNs Fvd and IPYS acdresses.
bt maps.

luol96 $lisps 1J9u09d 1Je9med

IJgb96 4. S wlesls Iuve B Slises [Jsuosd [Jesuwes slud Add.

New Extended Access List Object @
Name
I Applications| |

Entries (0)

Sequence  Action Source Souree Port Destination Destination Port Apphication Users sGT

Mo records

Allow Overrides
Cance m
Jliso Blisps 1Jsuosd 1dpsuwes [Jeas>

lJglb9é 5. 168 Application 912w, ldolbosyle lJelbdyws (we lzosh veue wlbousyle Cisco Josl
lJeeld). &p lu@,Add.



Add Extended Access List Entry

Action:
& Allow v |

Logging:
Default v

Log Level:
Informational v

Log Interval:
300 Sec.

@ Appiication | @ Users

Network Port

@ Security Group Tag

Application Filters O Clear All Filters X

Available Applications (4)

©Q, Search by name Q, cisco Y
[ Risks (Any Selected) Cisco 0
| Very Low 730 0
| Low 622 0

| High 1556

| Very High 577

v Business Relevance (Any Selected)

| Very Low 885

uold6 15¢1d Blises s o9 1esuwe

S

5

Selected Applications and Filters (6)

Applications

Cisco Jabber v
Cisco Secure Endpoint [
Cisco Webex Assistant .
WebEx 1
WebEx Connect w
Webex Teams u

o= o

pdlebbs: spdu wdasu Slispd IU9uosd IJpsuwes wluwesle guldso IP sldeulds
Jdpuoalldsged Jpblo 96 e,Us o9, pesud lJs IJobousyle IUpbdyus. spdud
logble 1Je>s> po G9lise IJezdp Ss 1suesd Idpsuwes Jobosdel eds wdsso PBR.

1J¢1b96 6. w299 pu wdssy Ylispes 1U9o9d 1Jesuwed 9lud,y 99 §save.

New Extended Access List Object

Name

Applications

Entries (1)

Sequence  Action Source Source Port

Allow Overrides

b Jliso Slisps [Jsuosd IJpsumesd

Destination

Destination Port

Application

Cisco Jabber

Cizes Sacure Endpoint
Cisco Webex Assistant
WabEx

(2 more_)

Users SGT

=
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lJglo9é 8. [y 9d |Js Routing > Policy-Based Routing.

Firewall Management Center
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4, Search
lJesese - 1deszse IJSlse eds Iduwsluws
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i Management Center Chprviarey. Ararbpis [ e—— Davices Sepacts rograter

FTD TAC

Cisca Fropowss Threat Defense for Viiwace
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Policy Based Routing
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lJ¢logé 10. iu‘oc.é 9lzoo 1Usg9d Jodgsy PBR (blgd Vs o3l ldpeld): &p lo@)Add.
Add Policy Based Route 7]

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface*

Select. . ha

There are no forward-actions defined yet. Start by defining the first one.

Cancel

[o186 pumly puwews 1Js Iduwslgws

IJglogs 11. 255 pelss) IJpblw 8 (pg Blisps 1U9o9d 1Jpesuwed IJos wp lugvlgel Ws 1Jgbsle
lduwle9é): glzole 1Ug )9z seswsy 1U9lzos.



Add Forwarding Actions [ 7]

Match ACL:* | Applications | +

Send To* Egress Interfaces

Interface Crdering:* |Minima| Jitter | L

Available Interfaces Selected Egress Interfaces®

Search by interface name | (o}

Interface
INSIDE
ISP-1

No interfaces selected

ISP-2

VTI-1

VTI-2

+ |+ +|+

luoles plele lelso IJwgzso

S

el o6 EgressInterfacesMinimal ditterw o [gwsho J>dsd IJodosy 03l wz 98 pu aulis 9 PBR
Lhawess Jpgy96 1dpsss 29d IJgsble IJigs.

IJgboss 12. T2, slzole 1Uz,9z (ISP-1.9 ISP-2 Jo3l 1Upeld). & p 1o, save.


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_27e089d1-6340-40e1-9abd-df12be8378c4
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_27e089d1-6340-40e1-9abd-df12be8378c4
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_27e089d1-6340-40e1-9abd-df12be8378c4

Add Forwarding Actions 7]

Match ACL:* | Applications | +
Send To:* | Egress Interfaces w |
Interface Ordering:* | Minimal Jitter | 0
Available Interfaces Selected Egress Interfaces®
Search by interface name | Q Interface
ISP-1 v
Interface v
ISP-2 O]
INSIDE + v
VTI-1 +
VTI-2 +
Slzole 1Ug) 92 1Upesd0
IJg 96 13. w28l pu wJdssu PBR glug save.
Add Palicy Based Route 7]

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface*

INSIDE x

Match Criteria and Egress Interface
Specify forward action for chosen match criteria. Add

Match ACL Forwarding Action

Send through minimum jitter interface

Applications I ISP-1 _."

ISP-2

L]

Cancel
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lJglogs 15. pob IJogssle 9uuiyoel oo FMC.

od9sy puwl) pogs Idpuwble pouwlys IJodJds (ECMP)

lJglss 1. luo9d |JsDevices > DeviceManagement)gME_ lJwosss 92, 03l |J>~_§|&.

irewall Management Cente:
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lJ¢b9é 2. lue9d |JsRouting > ECMP.

Device Interfac

Manage Virtual Routers

Global -

Virtual Router Properties

ECMP
BFD
OSPF
OSPFv3
EIGRP

RIP

Policy Based Routing

lJeggso - ECMP

IJg 96 3. 10@,Add998 Jlousle ECMP oo slzole VTIs § WAN (ISP-1 9 ISP-2 UsJsd IJedsse

o3l).



ry) Firewail Management Center - O T Doy O, @ & @  samne

FTD TAC E=

Cisco Finpower Thioat Defense for Viwan

Divice  Msuting  Wlifssed R Sels  DHCP VTER

Equal-Cost Multipath Routing (ECMP)

There are no ECMP 20ne records Add

lJoszse pogss IJpuwble pogulsss IJodJss (ECMP)

U096 4. G oleshs luwp 92999 ECMP 5l2e, zpse slzole VTIS: & p lo@,Add.
Add ECMP 0 %

MName

| VTI-ECMP |

Available Interfaces Selected Interfaces

INSIDE

ISP-1

ISP-2

Add

Cancel OK
|

ECMP J VTls

IJzboss 5., 1Jgbosle 3 9 4 Jloile ECMP oo slzole WAN (ISP-1 9 ISP-2 JsJdsd 1Jodsss

o3l).



Add ECMP 0 X

Name
ISP-ECMP |
Available Interfaces Selected Interfaces
INSIDE ISP-2
VTI-1 ISP-1
VTI-2

Add

Cancel OK
[area || |

ECMP Jglzolw ISP
IJg 96 6. l2 815 &g s, ECMP.

IJg1o96 7. §p wodssu Ipuvble IJelows Jslzole 1Jpulbdé pu lzd eolius IJizeld. loedd lJs
Routing > Static Route.



Device Interfac

Manage Virtual Routers

Global -

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

~ BGP
IPv4
IPvG
Static Route

lJosegso - 1dpuwl) Idolow

lJglogs 8. 1y, 9,+ Add Route.

FTD TAC

Cisco Frupower Thrast Defersse for Vidwearn

DHCP  VTER
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Add Static Route Configuration (7]

Tvpe: (o IPvd () IPvE

Interface*

| VTI-1

Interface starting with this icon [%zsignifies it is available for route leak)

Available Network O + Selected Network

| Q, any X | any-ipv4

IPv6-to-IPvd4-Relay-Anycast

u/

Gateway™
| VTI-Tunnel1-FPR2 v | +

(1 - 254)

Tunneled: | | (Used only for default Route)

Route Tracking:

v |+

el IJeloo IIde,las J VTI-1

IJebo9s 10. I, 1Jgbogé 8. 131 JIu ould 1Jpjs> pu sleole VT IJos wp wIdgswol.
~
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Add Static Route Configuration Q

Type: o IPvd () IPvE

Interface*

| ISP-1

Arting wi f= signines it is available for route leak)

Available Network O + Selected Network

| Q. any- X | any-ipv4

Gateway™
| 172.16.1 254GW-24 v |+

Tunneled: [ | (Used only for default Route)

Route Tracking:

v |+

el Ideloe IUIde,luas J I1SP-1

lJglbes 12. J,, 1Jglogs 10. I3 JIy ould 1Upjs> pu 9lgole WAN/ISP IJos wpe wdysuol.
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lJglo9é 1. [ 9d |JsDevices > Platform Settings.

Devices Objects

Device Management
NAT
Qos

| Platform Settings
FlexConfig

Certificates

IJizos6 - lesble 1doble IJiguluws
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ARP Inspection
Banner
DNS

External Authentication

Fragment Settings

HTTP Access

ICMP Access
NetFlow

S5H Access

SMTP Server

SNMP

SSL

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

Performance Profile

lesble 1Joble 1Jigulus DNS

|Jglo96 4. o yDNS name resolution by devicegle, 9 W9, 9Addl i'acu 02986 DNS p9z956. i'aoJMakeasdefauIt‘
uro |QéJOK.

DNS Settings Trusted DNS Servers

DNS Resolution Settings

Specify DNS servers group and device interfaces to reach them.

4s At l=ast one DNS server group is mandatory to be configured as default. Add DNS Server GI’DUp o
@) Enable DNS name resolution by device Select DNS Group™®
Cisco-TAC » + New Group

DNS Server Groups

Make as default

Fiter Domains

GE“;H. “

luol96 pzesesd £9l>e DNS

S
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IJ¢ 98 5. g, 9lzole WAN/ISP Lo puinterface Objectsl J §_w 0.

ARP Inspection
Banner
DMNS

External Authentication

Fragment Settings

HTTP Access

ICMP Access
MetFlow

S5H Access

SMTP Server

SNMP

S5L

Syslog

Timeouts

Time Synchronization
Time Zone
UCAPL/CC Compliance

Performance Profile

oJd9su 9lzos DNS

lJglo9s 6. lewob IJogss)le.

Expiry Entry Timer:

1 Range: 1-65535 minute
Paoll Timer:
| 240 Range: 1-65535 minute

Interface Objects

Devices will use specified interface objects for connecting with DMNS Servers.

Available Interface Objects Z Selected Interface Objects
Q, Search ISP-1 v
INSIDE ISP-2 ]

[ ] Enable DNS Lookup via diagnostic/Management interface also.

lJglo9é 7. luo8d |JsTrusted DNS Serversg 91 0 DNS [J 098,99 wol 9235 030 [JE9lsp.
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Edit Physical Interface

General IPvd IPvE I Path Monitoring I Hardware Configuration Manager Access

I Enable |P based Monitoring I

=select to monitor jitter, round tnip time, packet-lost & mean opinion score of each

interface

Maonitoring Type:
| Mext-hop of default route out of interface (Auto) |

System monitors the next hop of the interface. Tries IPv4 and then IPvE.
If the peer is unavailable, monitoring is not done.

I Enable HTTP based Application Monitoring I

By enabling application monitoring you are allowing all the applications configured in
Extended ACLs used in policy based routing with this interface as egress interface to be
monitored automatically.

Applications

Cisco Jabber

Cisco Securs Endpoint

Cisco Webex Assistant

WebEx

WebEx Connect

Advanced

od9su pil8ws puwl) 1J9lz0d

A

odsy Sew ol Idobosdlo Idos op odssuol Ws Guwe IJodssy [duwlod.

S
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Add New Dashboard @ X

Mame®

| FTD HTTP Path Monitoring |

Metrics*®

Metrics can be chosen from pre-defined correlation groups orfand metrics of your choice. Related
metrics are grouped together, select a group and then the metrics

| Interface | Jitter x | ]
| Interface | | Mean Opinion Score (MOS) x | ™
|Irrterface | | Round Trip Time x | =
|Irrterface | | Packet Loss x | —
| AddMetrics | | Add from Predefined Correlations | Clear Al

Cancel Add Dashboard

luol96 Jozs pedsple 22838 wpdlssuw IUpuwh

IJozow pu lduoes

S9u2e 03l IJduwp Jsse Ideedd pu ldpuvble IJolows 1Uglisps 9 ECMP 9pzp0986 IJJlisule
et ldobosile sodysule PBR.

lJozdd pu wdssy ldpuwble IJelows 1Jglkses 9ldpszole IUIG el ose:

firepower# show run route

route VTI-1 0.0.0.0 0.0.0.0 192.168.200.1 1
route VTI-2 0.0.0.0 0.0.0.0 192.168.200.5 1
route ISP-1 0.0.0.0 0.0.0.0 172.16.1.254 10
route ISP-2 0.0.0.0 0.0.0.0 172.16.11.254 10

lJoedd pu wdssu ECMP:

firepower# sh run | i ecmp
zone ECMP-VTI ecmp
zone ECMP-ISP ecmp

S2dS o p9LWS 228 1 ey w9luwlos ECMP: edis 229J Iz, sz o $89e 229d IJoszse
voswse JJl Idpszosy WS 229 wozsoe FTD IUJley.



firepower# show route static

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 172.16.11.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.200.5, VTI-2
[1/0] via 192.168.200.1, VTI-1

IJezdd pu odso sbs puwl, PBR:

firepower# show run route-map

!

route-map FMC_GENERATED_PBR_1694885402369 permit 5
match ip address Applications

set adaptive-interface cost ISP-1 ISP-2
!

wzdd pu Ylisps IJoedp O 19 09d (ACL) IJus we wesswol Jodssu PBR (weldd pu luve
Slises IJopde Os Idyoed (ACL) eds cdsso grsbs Idpusl):

firepower# show run access-list | i Applications
access-1list Applications extended permit ip any object-group-network-service FMC_NSG_639950173988

C2d8 pu peees IJdlsule oluwesle ldobosyle IUpesws IUs Blised 1Usuo9d (w2dl pu
luwe preses IJdlisule Vs odysu Slises IJozde wldsuosd (ACL)):

firepower# show run object-group

object-group network-service FMC_NSG_639950173988
network-service-member "Cisco Jabber"
network-service-member "Cisco Secure Endpoint"
network-service-member "Cisco Webex Assistant"
network-service-member "WebEx"
network-service-member "WebEx Connect"
network-service-member "Webex Teams"

w2l pu el IJuoez Idpesu Jslzole IUoslule IUpuwesps eds wdsu PBR:



interface GigabitEthernet0/0

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 172.16.35.1 255.255.255.0
policy-route route-map FMC_GENERATED_PBR_1694885402369
|

interface GigabitEthernet0/1

nameif ISP-1

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

zone-member ECMP-ISP

ip address 172.16.1.202 255.255.255.0
policy-route path-monitoring auto

|

interface GigabitEthernet0/2

nameif ISP-2

security-level 0

zone-member ECMP-ISP

ip address 172.16.11.2 255.255.255.0

policy-route path-monitoring auto
!

283 pU peJIple Jozé pedsele pildwb puml HTTP sldoz s pu seslu MOS 9980 29J6
lyedo sleuolele W¥sly 1z )es.

Monitaring e Health: FTD TAG |@ Nermad W Lawt 1 Pour
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Infertace - MOS e e———

Interiace - A Aliaarsees x

Interiace - Packnt Adremtces @

lJozdd po J9zs pedsele pil9ws puwl, HTTP
lvedubla 1Jigble sl odlzol
9 zlds Wubvd oyl dws Idpuwly swpe wdssu 9lzole WAN/ISP pg cpdso 1desl§wo

lJewewsd IJs IP Jhuwld 2ie wedsd ICMP [Js Idwsles Idos we wdysuel gds Idpuwble
lJelows. 9p vodsso IJodlb Idpseddetrz eds sleole WAN/ISP Jdweds o gpd ICMP.



IJoglb psed 9peie:

firepower# cap in interface ISP-1 trace match icmp any any

firepower# cap in2 interface isP-2 trace match icmp any any

vy @¢J:

firepower# show cap in

12 packets captured

: 00:08:28.073604 172.
: 00:08:28.074672 172.
: 00:08:29.150871 172.
: 00:08:29.151832 172.
: 00:08:30.217701 172.
: 00:08:30.218876 172.
: 00:08:31.247728 172.
: 00:08:31.248980 172.
: 00:08:32.309005 172.

OooNOOUVIh WN R

12 packets shown

: 00:08:28.073604 172.
: 00:08:28.074672 172.
00:08:29.150871 172.
00:08:29.151832 172.
: 00:08:30.217701 172.
: 00:08:30.218876 172.
: 00:08:31.247728 172.
: 00:08:31.248980 172.
: 00:08:32.309005 172.

OooNOOUVIh WN

=
NN RO

packets shown

NPRANP ST

firepower# show cap in2
12 packets captured

: 00:08:28.073543 172.
: 00:08:28.074764 172.
00:08:29.150810 172.
00:08:29.151954 172.
: 00:08:30.217640 172.
: 00:08:30.218799 172.
: 00:08:31.247667 172.
: 00:08:31.248888 172.

coONOYUVI A WN

16.
16.
16.
16.
16.
16.
16.
16.
16.

16.
16.
16.
16.
16.
16.
16.
16.
16.

16.
16.
16.
16.
16.
16.
16.
16.

PR RRRRRRRP

PR RRRRRRRP

11.
11.
11.
11.
11.
11.
11.
11.

.202
.254
.202
.254
.202
.254
.202
.254
.202

.202
.254
.202
.254
.202
.254
.202
.254
.202

V VVV V VYV VYV

V VVV VYV YV VYV

172.
172.
172.
172.
172.
172.
172.
172.
172.

172.
172.
172.
172.
172.
172.
172.
172.
172.

16.
16.
16.
16.
16.
16.
16.
16.
16.

16.
16.
16.
16.
16.
16.
16.
16.
16.

PR RPRRRPRRPRRRR

RPRRPRRRPRRPRRRR

.254
.202
.254
.202
.254
.202
.254
.202
.254

.254
.202
.254
.202
.254
.202
.254
.202
.254

2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
254 > 172.16.11.2
2 > 172.16.11.254
254 > 172.16.11.2

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
10: 00:08:32.310317 172.16.1.254 > 172.16.1.202 +icmp:
11: 00:08:33.386622 172.16.1.202 > 172.16.1.254 +icmp:
12: 00:08:33.387751 172.16.1.254 > 172.16.1.202 +icmp:

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
: 00:08:32.310317 172.16.1.254 > 172.16.1.202 icmp:
: 00:08:33.386622 172.16.1.202 > 172.16.1.254 1icmp:
: 00:08:33.387751 172.16.1.254 > 172.16.1.202 icmp:

icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:
icmp:

echo
echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply
request

echo reply
echo request
echo reply

echo
echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply
request

echo reply
echo request
echo reply

echo
echo
echo
echo
echo
echo
echo
echo

request
reply
request
reply
request
reply
request
reply



9: 00:08:32.308913 172.16.11.2 > 172.16.11.254 icmp: echo request
10: 00:08:32.310012 172.16.11.254 > 172.16.11.2 +icmp: echo reply
11: 00:08:33.386576 172.16.11.2 > 172.16.11.254 1icmp: echo request
12: 00:08:33.387888 172.16.11.254 > 172.16.11.2 icmp: echo reply
12 packets captured
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ooy wlds oo oI9Sy gedsle UJedlb Llguegsle golsse IP Jdeues) ldszes Jio
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Je

edpse 1o Jlseed epdss hiss sors Josuasd euluis pe IJoduos) pred:
Weuow IJ ARP blyds: Iy lood o cisco TAC.

JJozdd ppl I3l Jlo PBR sgpd: spdod luuegsle bls voooe 1dese Juoelo wszse erdé o9,
lJobosy wluwegsle PBR.

firepower# packet-tracer input insIDE tcp 172.16.35.2 54352 'PUBLIC-IP-ADDRESS-FOR-WEBEX' $

[Output omitted]

Phase: 3

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

Config:

route-map FMC_GENERATED_PBR_1694885402369 permit 5
match ip address Applications

set ip next-hop 172.16.1.254

Additional Information:

Matched route-map FMC_GENERATED_PBR_1694885402369, sequence 5, permit
Found next-hop 172.16.1.254 using egress ifc ISP-1

[Output omitted]
Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: ISP-1
output-status: up
output-line-status: up
Action: allow

pdlzbo: Jpg 96 1Jpjss 29d (C_ngk,?.;, IP I.J'alu?é vldobosy Jgrpd Iduveds ldos wpe
wdgsuvol gds peesglo IJdlsolo lguagspe 1Ul e, show object-group network-service detail.



osedyple slo Lods

sedu lJees) eds puvowle luolBss poed§é « PBR g o)l 3w punly HTTP oul:

ol wé s odase zoli oy s |

o033 6 2ol Lz pliss L0,

oz |
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_548f6e43-99fe-4a3c-9d69-c7aa828ea792
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/routing-policy-based.html#Cisco_Task.dita_548f6e43-99fe-4a3c-9d69-c7aa828ea792
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html?bookSearch=true#id_74914
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/interfaces-settings-platform.html?bookSearch=true#id_74914
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