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ouiny CSDAC s Ubuntu 20.04

Suldub 03l 1JBuwpe Jsdss cowse Idolez IJiwluuqé eJs Ubuntu.

lJgl9sé 1: Jp swp vovse IJozdd pu wogé Docker.

root@tac:/home/tac# docker --version

Command 'docker' not found.

A oeds) Vs glds wewse Docker lze 9elks g Docker Jlildse oo wswo.

lJg 9o 2: werse puwe9srgle Ubuntu,

root@tac:/home/tac# sudo apt -y update & & sudo apt -y upgrade

Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Hit:2 http://ubuntu-repository-web-site/ubuntu focal InRelease

Hit:3 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease
Hit:4 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease
Reading package lists... Done

Building dependency tree

Reading state information... Done

334 packages can be upgraded. Run 'apt list --upgradable' to see them.
Reading package lists... Done

Building dependency tree



IJgb9s 3: wldss |Lool, Python.

root@tac:/home/tac# /usr/bin/python3 --version
Python 3.8.10

A oedsy: 1Bl JIy luosly Python 1@se o0 3.6 szu wowse IUluosl, 3.6 1y lzae.

lJglb9é 4: 9p vovuso ldpdovle [Jglps.

root@tac:/home/tac# sudo apt -y install software-properties-common
Reading package Tists... Done

Building dependency tree

Reading state information... Done

lJgb9s 5: vovse &) Vlod JJogvgsd.

root@tac:/home/tac# sudo apt-add-repository -y -u ppa:ansible/ansible & & sudo apt -y install ansible
Hit:1 http://security-ubuntu-site/ubuntu focal-security InRelease

Get:2 http://personal-package-archive-site/ansible/ansible/ubuntu focal InRelease [18.0 kB]

Hit:3 http://ubuntu-repository-web-siteubuntu focal InRelease

Hit:4 http://ubuntu-repository-web-site/ubuntu focal-updates InRelease

Hit:5 http://ubuntu-repository-web-site/ubuntu focal-backports InRelease

Get:6 http://personal-package-archive-site/ansible/ansible/ubuntu focal/main amd64 Packages [1 132 B]
Get:7 http://personal-package-archive-site/ansible/ansible/ubuntu focal/main 1386 Packages [1 132 B]

Get:8 http://personal-package-archive-site/ansible/ansible/ubuntu focal/main Translation-en [756 B]
Fetched 21.1 kB in 3s (7 526 B/s)

Reading package Tists... Done

Reading package Tists... Done

Building dependency tree

Reading state information... Done

1J2196 6: w288 pu IUluosh sy Idpzepd.

root@tac:/home/tac# ansible --version

ansible [core 2.12.10]

config file = /etc/ansible/ansible.cfg

configured module search path = ['/root/.ansible/plugins/modules’', '/usr/share/ansible/plugins/modules’
ansible python module Tocation = /usr/1ib/python3/dist-packages/ansible

ansible collection location = /root/.ansible/collections:/usr/share/ansible/collections

executable location = /usr/bin/ansible

python version = 3.8.10 (default, May 26 2023, 14:05:08) [GCC 9.4.0]



jinja version = 2.10.1
Tibyam1l = True

N LUizbi: po IUbuses Tdogwes J AnySible I suins) 1 Python 2.x. Issued JI sl
Suvwede Python 3. 6.

lJgbgs 7: leod eJs wyulpe Dynamic Attributes Connector ol_uegasle Ansible.

root@tac:/home/tac# ansible-galaxy collection install cisco.csdac

Starting galaxy collection install process

Process install dependency map

Starting collection install process

Downloading https://galaxy-ansible-site/download/cisco-csdac-2.2.1.tar.gz to /root/.ansible/tmp/ansible
Downloading https://galaxy-ansible-site/download/community-crypto-2.15.1.tar.gz to /root/.ansible/tmp/a
Installing 'cisco.csdac:2.2.1" to '/root/.ansible/collections/ansible_collections/cisco/csdac’
cisco.csdac:2.2.1 was installed successfully

Installing 'community.crypto:2.15.1' to '/root/.ansible/collections/ansible_collections/community/crypt
Downloading https://galaxy-ansible-site/download/community-general-7.4.0.tar.gz to /root/.ansible/tmp/a
community.crypto:2.15.1 was installed successfully

Installing 'community.general:7.4.0' to '/root/.ansible/collections/ansible_collections/community/gener
community.general:7.4.0 was installed successfully

IJgbogs 8: luedd 1Js >Jsd csdac.

root@tac:/home/tac# cd ~/.ansible/collections/ansible_collections/cisco/csdac/

1J21096 91 §p vowse @306 lJozese.

root@tac:~/.ansible/collections/ansible_collections/cisco/csdac# ansible-playbook default_playbook.yml
BECOME password:

[WARNING]: provided hosts 1ist is empty, only localhost is available. Note that

the implicit localhost does not match 'all'

[WARNING]: running playbook inside collection cisco.csdac

PLAY []Oca1host] FTehdhhfh R h R R ddddddddedededdeddedededddhh RN R NN R fddededededededededededededededededeh

TASK [Gathering FaCtS] Fell R RS ddddddddedddedededededddh NN N R R fddededededededededededededededededh

ok: [Tocalhost]

TASK [CiSCO.CSdaC.CSdaC . Define Python Interpreter] Yededededededededede eSSkl defdhdhd
ok: [Tocalhost]

TASK [cisco.csdac.csdac : verify that core services are started] #### ik
ok: [Tocalhost]



Teddehfdehfdhfdhdd

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

Teddehddehfdhfdhdd

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

Teddehfdehfdhfdhdd

TASK [cisco.csdac.csdac : verify that core services are started]
ok: [Tocalhost]

TASK [Cisco_csdac_csdac : Post task] Fedededede NS dede N hdede kSN fhdeffhdf v dfhddefhddhi
ok: [locaTlhost] => {}

MSG:
Please Togin in to https://172.16.1.53 to configure csdac application

PLAY RECAP Teddeh Nl Nl fdhddhddhfdhddhdd RS Ndddd RV Ndh Rl Nl Nl Nl Nl fdhddhddhddn
Tocalhost : ok=72 changed=8 unreachable=0 failed=0 skipped=35 rescued=0 ignored=0

90 sd wouler Ibuwle 1JgSs" Log Ss lJlgool, perd wuozse IJIéble oo Cisco



CSCwh58312 iy I oJ o Cisco TAC.

IJgbo96 10: Guzd 1>80d 1Us 1Upsuod wluweisle gusle IP J CSDAC Cluwedsle wi9edsd
HTTPS.

dseb’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

S pdlebos: o uwzsd 1J529d 1JI9Jis 08 luwe IJpuwctse admin's dJes 1e,s) 'admin'. sbdy
IJoble oégss) IJpd 1deg) e 19d ouwrsd 529d ulee.

louvle p9od Office 365

lJglogs 1: ywed 1U>g9d IUs psued Iduwele 1U>ssulpsdss.


https://tools.cisco.com/bugsearch/bug/CSCwh58312

dscs’ SECURE
Dynamic Attributes Connector

Login

| admin |

Password

lJgb9o 2: 168, W99 "p9uodle".

0 Dynamic Attributes Connector Dyynamic Allriules Filers. Angiers ::'L vd — 'LI.','ll.l' SECURE

Connectors

0 conmeclon

IUebo9s 3: Lo e9 oJ Office 365: 103, 89,8 ej IJlLol8s (+). &p B9 'Office 365'.
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Connectors
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Add Office 365 Connector

Name* Cisco TAC

Description

Pull interval {sec) 30

Base API URL* https://fendpoints.office.com
Instance name™® Worldwide

Disable optional IPs* »

| Test | Cancel |

sducled oul ol sds:

* Jodues) IJVluad Ijpus IJuvew 09 30 wluss.
* guslu URL Jglzos yped lJobosile IUlgwlguss 09 gu9lo URL Jlgwe sl pedypele Office
365. lze guole IP 12l o o Office 365 95006 URL g 19 se WO >Jdsd 9elis @ Microsoft.

IJg1096 5: 1) 898 "le ol 9elds oo wele IJIzeol Bud pudb wdssu lJpsuod.


https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

Add Office 365 Connector

Mame* Cisco TAC

Description

Pull interval (sec) 30

Base AP URL* hitps://endpoints.office.com
Instance name* Worldwide

Disable optional IPs* »

— corce | e

IJg b9 6: 1208 1JzlJs 9ids oo luol "egld ",
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Connectors

louble p9od VCenter
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dseb’ SECURE
Dynamic Attributes Connector

Login

| admin |
Password
| IR RRER |

. [ T IR " n
lJglbgs 2: 168, eJs "peodle.
0 Dynamic Attributes Gonneclor Connet ioes Dynamic Alirbutes Finers i‘f;.‘.“.'.,,._\,.ﬁ. i 'Z'.'.';!;' SECURE

Adapters

0 adapters

IUgloss 3: 1o polsis 2283 ludy eJs ses IIUoI6 (+): &p 996 "erd; Ishs 2ol IJzplss eds
IJghe".
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Add On-Prem Firewall Management Center Adapter

Mame™* Cisco TAC On-Prem FMC
Description
A
Domain
IP* firepower ciscotac_com
Port* 443
User* TAC
Password* sssssssssse
Secondary IP
Secondary Port
Secondary User
Secondary Password
Server Certificate*
Y
Get cerificate ~

| Test | cancel |

A oyt logble puweesp FMC 22685 gds leod puwese ptuourd Jloueld Ideesd. spdu
b $9>5 luvedsle puwcse 9292 IUs luuble 2lle 29z Es) pusdEs eds Slzod puvetse
CSDAC lg 9lz0é puweespe pd; 16 zol) Idgelss eJs PREM.



~ edlebs: szu 1o $zoss wdasy 29) IJpuwaese eds 1b9l, 'Administrator' Ig 'Access Admin'
9 'Network Admin'. |ueésle FADN Jeyd; 116 23l Izelss eds PREM gdis 28J guslo
IP.

IJg 196 5: 9lz06 puueise ey 11hs IUTews el IJzelss IUpdese eds PREM.

T
cIScO

Secure Firewall
Management
Center

Username

Password

lJgb9s 6: §p woujsd Uvol>é HTTPS PEM (bvduwdo) pu ldpuwes)uo: lug) 9938 §oJ
HTTPS Idblo, gJs IJpuwegruo slouold leu: 9ldeiss pu ldpsdsplo: 98,00 Iduiolséc 9 PEM
(Gwdwds).



https://172.16.1.45/uiflogin

atfnan ] r——
CiIsco OCL_URE

Secure Firewall
Management
Center

Username

Password

Miscellaneous

Serial Number 0 Dl D-MSOAR ] oL LS L L AL VL) e ) (L VL0

Version

Signature Algorithm SHA-256 with RSA Encryption
1

Download

5896 03 L8 pJd .pem pg Lwdwds Iolsle.

% odlzbbs: Luwps tbsle crpse Lvolss pydj Ibls 2aly IJzelss IUlew 0wy wi9e9dsd HTTPS
eJs zolj PreM |Js puwog) o Firefox. oz g0 gbogle ppleds Bl wp luueésle puwes)o
I&).
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Add On-Prem Firewall Management Center Adapter

Mame* Cisco TAC On-Prem FMC
Description
Y
Domain
|P* firepower.ciscofac.com
Port* 443
User* TAC
Password™® YT
Secondary IP
Secondary Port 443
Secondary User
Secondary Password
Server Certificate™
Y

Get certificate |

Fetch (i ]

|i| Browse from file . ) -ﬂl -

1J¢b9o 8: §p wugesd yvobs .pem 9lud, 9938 TEST Juopelu uele IJIRowl.



Add On-Prem Firewall Management Center Adapter

Name* Cisco TAC On-Prem FMC
Description
A

Domain

IP* firepower.ciscotac.com

Port* 443

User* TAC

Password* ssssssssess

Secondary IP

Secondary Port 443

Secondary User

Secondary Password

Server Certificate™ ——-BEGIN CERTIFICATE—-
MIDETCCAIECFHHN4bDIS+DNjdWoruZkjgmBapdJMADGC
SqGSIb3DQEBCWUAMIGW y

Get cerfificate v | | @ Updated

| TEStagam | == | —

A 23Syt olds pu lu g9lse DNS IJos wp wdssuel eJs zol; Ubuntu spduel zJ FQDN
Iglue weads 1bbé ol Idzelss eds 1Jehe puvedlsldl 98> suud IJlReob.



IJg 1096 9: 120805 1J21Js 9eids po Tl "e9ld ",

g;' Dynamic Attributes Connector

Adapters

Cisco TAC On-Fram FMC

~ pdlebo: Jl spdu lugile g9lpd oo ss Iduwpele IUssulpsdss J Office 365.

IJglogs 10: Loe lugvle @9les uwsluws IJozdpe WS 1U9uo9d wluwegsle ywple Office 365

IssulpsIdiss eds 9lzos puwetse ey bLs 2ol 1Jzelss eds 1l

Add Rule
Name
Enabled
Action
o Allow v
Zones Networks VLAN Tags M\ Users
Mvailable Attributes ¢ +

Q, Search by name or value

[ Dynamic Objects
0365_Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

IJo280 pu lduors

Insert
into Mandatory v
Time Range
MNone - +
Applications Ports URLs Dynamic Attributes

Selected Source Attributes (0)

any

Inspection Logging

Selected Destination Attributes (0)

any

Attributes of the same type (for example, SGT) match the rule if any attribute is matched
Attributes of different types match the rule only if all attributes are matched. More info

aluiln
aieo

Comments

oedd pu lds 1Jzlass eds Ubuntu JJgsele 1deydjss 9ldpsuedle sldeolsisle.

root@tac://# docker
CONTAINER ID IMAGE

44f71f675ff1 public.ecr.
88826cf0742f public.ecr.
public.ecr.
public.ecr.
public.ecr.
public.ecr.
public.ecr.

4c2c73d351e2
67f3afae2165
722a764c54e9
03865454530
90cfd7e3a28b

ps -a

aws/e6e4t5f5/muster_fmc_adapter:2.2.0-1atest
aws/e6e4t5f5/muster_o365_connector:2.2.0-Tatest
aws/e6e4t5f5/muster_envoy:2.2.0-Tatest
aws/e6e4t5f5/muster_ui:2.2.0-latest
aws/e6e4t5f5/muster_ui_backend:2.2.0-latest
aws/e6e4t5f5/muster_bee:2.2.0-latest
aws/e6e4t5f5/muster_etcd:2.2.0-Tatest

COMMAND

"./docker-entrypoint..
"./docker-entrypoint..
"/docker-entrypoint...
"/docker-entrypoint...
"./docker-entrypoint..

"/bin/sh -c /app/bee"

"eth"

CREATED
12 hour
13 hour
2 days
2 days
2 days
2 days
2 days

S
S
a
a
a
a
a



o2dd pu elds 1Jpesuod pu 9lzos puwegse CSDAC.

G Dynamic Attributes Connector Conmec s Crymamic: ARINDUbES. Fillers Agaplers

Connectors

1 connecior

Clsco TAG
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0 Dynamic Attributes Connector Conmmcion Dynamic Attréates Filers Afapiers

Adapters

Cisee TAC On-Prem FME

o298 pu wwele Office 365 lUssulpsdss eds pyd) Lo zaslo [Jgpelss.

Add Rule
Name Insert
Enabled into Mandatory
Action Time Range
© Allow v B None

Zones Networks VLAN Tags A Users Applications Ports URLs: Dynamic Attributes

0365 _Worldwide_Common
0365_Worldwide_Exchange
0365_Worldwide_SharePoint
0365_Worldwide_Skype

Available Attributes + Selected Source Attributes (0)
Q, Search by name or value any
" Dynamic Objects v

Inspection Log

Selected Destination Attributes (0)

any

aleale IDr
asxce 2ECUR

e wlouble $lgss pusluws JJoedp Lldsuesd s werssol slod) B8 'uvele ssulpsdss'
9lud) V98 'Luple pu9d s’ 923> 'Jlisule rsulpsdss'.

ging Comments

Attributes of the same type (for example, SGT) match the rule if any attribute is matched.

Attributes of different types match the rule only if all attributes are matched. More info

. Cancel | m

% pdlebo: bl e swpe uuys Jlisule Office 365 IUssulpsdss: W@ sJyy ould ?_Joi ol WO

IJedled. Bzuow I sozrs Buve 19 louad o cisco TAC.



lweduuld IJlgble gl oJlzol

VI 2ldo 929> publdd wewse Secure Dynamic Attributes Connector pg Sible: 9 wogzpsE
'csdac.log' IJe9z9>6 Vs >Jsd '~/.ansible/collections/ansible_collection/cisco/csdac/log/'.

root@tac://# cd ~/.ansible/collections/ansible_collections/cisco/logs/
root@tac:~/.ansible/collections/ansible_collections/cisco/csdac/logs# 1s -Tth
total 276K

-rw-r--r-- 1 root root 272K sep 14 15:37 csdac.log

oo lJees) eds wwadle Bubd IJovuse Bs o3l ldedd. Buogel Lluwegsle Iole, 'cat Iy 'less'
Linux. lgveJod guedle 1Jigbld: s louod o cisco TAC 9850 03l 1JpJd.

Bs weu Iizslu suvd lJoowse 8 Idpeoed vuvow o IUgule. [ueduld pJud
csdac.log 9loze go wwedle "wp VU IJIBY".

TASK [cisco.csdac.csdac : print result of csdac command Tine start command (stderr)] #*%**

ok: [localhost] => {

"muster_cli_start_result.stderr_lines": [

"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docker.sock:
"docker: permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docke

"See 'docker run --help'.",
"docker: permission denied while trying to connect to the Docker daemon socket at unix:///var/run/docke

lo se&) £Js uved ppled. cisco w @ id CSCwh58312 19 lood o cisco TAC JJewless.

131 Il 'docker ps -a' subvsy lJs To 1dzlosle pebds Iy Jlghs ouvésd IJzlasle Bs 2lJs 229s
euwldde spdu lebé ouvgsd IJelyslo oluwegsle IJio, 'docker restart container-id'.

peld: lehs e ugsd Office 365 Lpg b IUzloss '88826cf0742f.

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint.." 12 hour
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.." 13 hour

root@tac://# docker restart 88826cf0742f

root@tac://# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED
44f71f675ff1 public.ecr.aws/e6e4t5f5/muster_fmc_adapter:2.2.0-latest "./docker-entrypoint.." 12 hour
88826cf0742f public.ecr.aws/e6e4t5f5/muster_o365_connector:2.2.0-latest "./docker-entrypoint.." 13 hour
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> expert
sudoadmin@firepower:~$ sudo su -
Password:

root@firepower:/Volume/home/admin# cat /var/opt/CSCOpx/MDC/T1og/operation/usmsharedsvcs.log
17-Sep-2023 17:24:58.046, [INFO], (DefenseCenterServicelmpl.java:1462)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2
** REST Request [ CSM ]
*% ID : ff3e6259-2417-48cc-8e5e-a41d0bd04b39
** URL: POST /audit
{
"version":"7.2.5",
"requestId":"ff3e6259-2417-48cc-8e5e-a41d0bd04b39",
"data":{
"userName" :"TAC",
"subsystem":"API",
"message":"POST https://FMC-FQDN/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
/object/bulkdynamicobjects Created (201) - The request has been fulfilled and resulted in a new reso
"sourceIP":"172.16.1.53",
"domainUuid":"e276abec-e0f2-11e3-8169-6d9ed49b625f",
"time":"1694971497660"}, "deleteList":[]
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/m about-the-cisco-dynamic-
attributes-connector 21.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-
attributes-connector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-
dynamic-attributes-collector.html
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https://firepower.ciscotac.com/api/fmc_config/v1/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/m_about-the-cisco-dynamic-attributes-connector_21.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/install-the-cisco-secure-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/configure-the-cisco-secure-dynamic-attributes-collector.html

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-
control-rules.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-
connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-
attributes-connector.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/use-dynamic-objects-in-access-control-rules.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/220/cisco-secure-dynamic-attributes-connector-v220/troubleshoot-the-dynamic-attributes-connector.html
https://tools.cisco.com/bugsearch/bug/CSCwh58312
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