odgso NAT 64 s 2ol 1z elso [Ules [J el
pU Sod FMC

lIJpeossle

lJp, 9506
sl Jole |l wl_w.sé

lJoedoule | P00

ooy Lslzele s FTD J IPV4/IPv6
950 L powly LISl o,

o395 oz NATpolicy

oJose doles NAT

ez 86

lJp 95,00

S9uoe 03l ldpuwows Jssse wdysy NATE4 eds IU>le o> wosss FirePOWER (FTD) 1Jpesl,
wSluwbs p,J; b bl$s Idzysd (FMC).

IJecbdole 1Jlul jusé

lJpobdolo

S9UOS Cigco Lo odau s peruds 2od IUsle 1Ulew g0 wodss 23l 1z plss 90,95 Ishé 2ol
lJgelsé 1Jlpy.

lJpdsole IUpuuegsped

* oy blys Firepower 7. 0. 4.
* wuleg IU>Blg Lo> woss> Firepower 7. 0. 4.

e louvle IJpedsple 1Jsl)é B 03l lJpuuews pu 1Uiz056 10092958 B wsisé pepdss ¢luos.

wilo zpse IUizes IJpuwagsps Bs o3l IJpuwows wodssu ppuwse (1B8e,luos). I3l Jloe
dredod 96 IJogvgsd: Wolds oy Wopd JJules) Idpeepd Jls lp).
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lLuwe Idotbsbs Jdyuods

IPv6 r IPv4
Inside_Zone - Outside Zone

-
”
F

Client ‘“ ; Y

Inside ! B Outside
I I |

FCO0:0:0:1::1/0f NN NN B 157 153 0.65/24

E - GW
192.168.0.254

FCO0:0:0:1::100/96 \
FTD\

IPvE Network Domain N e IPvd Metwork Domain

oJdsu Jlsule |Jgvods
o Jlsu gvwdo IPV6 JJluvlye 1Js Iduveds [Jw,es0 [Us1gJss Jepsd IPV6.

eds 9lzod [Jpuwegsp luw9pssd FMC low9d Ids Jlisole > Lo IJJlksy > weass gueds pu
IJG8lises Idsuvys > luolws yvwds > |olws Jlse.

£ds wwosd ecld: s louile diso IUubods 1Upzds_IPV6_subnet Ul vesle [ iods
IJ8,e.56 FC00:0:1:/96 Jo,9939] IPV.



Edit Network Object

Name

Local_IPv6_subnet

Description

Network
) Host () Range (® MNetwork (. FQDN

| Fcoo:0:0:1::/96

| Allow Overrides

(oot

o Jlso uvwds IPVA Jo,zp6 £ pdle IPVE |Js IPVA.

WS 9lzos Idpwegse Iyuw9pess FMC luodd IJs Jlsule > blho IJJlkse > wpass guvwds pu
IJSls 6 Idsums > luolds yuods > | ol96 pzeses.

eds wosd ldpeld: sop logile Jliso Iy Js 6_mapped_to_4 ol wegsle puosed IPV4
192.168.0.107.

bodl Jedsl) |Jiao:55 lJpuosw96 J IPVE IJos yuvswpe o{;g,_sg,sool Vs P4 spdud |uueésle
s Jlisy 9lead 9 pzp9es JuoJs pg lJedss pu IPVA S pz)s NAT |Us 9lz06 1Jpé )z



New MNetwork Group o

Namp
6_mapped_to_4

Dascnpian

Al Oreesridie s

Avalable Networks O + Selected MNetworks
L, Search L1, Search by name

.E_rn:lppcﬁ_h:l_d. . 192.16B.0.107
ary_|Pvd

Anry_lpreb

googhe_dns_ipwd

gocghe_dns_ipnvd_grous

googhe_dns_ipwh

L1

s Jlsu guveds IPv4 JJluvlys |Us puosds IPV4A 1UELzsso eds IJloc)ue.

eds 9lzod Jpuwegsp luw9pssd FMC loo9d Ids Jlisole > b1Ls IJJlsy > weass guods pu
lJB8lised Idsuvys > ool Lvwds > |oles Jls.

eds uvosd IWpsld: sop logile Jiso Iubods Any_IPVA Ulouedsle [ovods [Jd,ess J IPv4
0.0.0.0/0.



MNew Network Object 17}

MName
| Any_IPvd |

Description

MNetwork
() Host () Range (® MNetwork () FODN

I 0.0.0.0/0 |

|| Allow Overrides

(o]

« Jlisu yveds IPVB Jo)zpo puosd IPV4A 1UELzs 1Us pzld IPV6 1UElLo wul.

eds 9lzod lJpwegse luwspess FMC. oo gd Ids Jlisole > 6 [JJliso > wzass guods pu
IJ8lises Idsuvys > ool Lvwds > |oles Jls.

eds pwwosd ldpold: sop logile Jlisy Iduveds 4_mapped_to_6 Clgweésle Idubeds 1JW)es06
IPv6 FC00:0:0:F:/96.



Edit Network Object

Name

I 4_mapped_to_B

Description

MNetwork
() Host () Range (® Network () FQDN

fe00:0:0:f/96 |

| Allow Overrides

(s |

odosu IJglgole eJs FTD J IPv4/IPv6
lowdd 1Js 1Jizoss > 1b1s 1Uizesé > weysy FTD > 1dglzole sodasy Islzole 1UslgJss slJghzss.
puld:

9lzod lseyuw 171

Il we: oo 1513

Security Zone: Inside_Zone

I3l Jp swp logsle pob@s IJiplo: spdod logildel B IUBlsps IUpuuwsds pub@s 1Jiely >
TS



euw9ly IPv6: FC00:0:0:1::1/96

Edit Physical Interface

General [Pwd Pwis Advanced

Marme:

| inside
Enabled

Management Only
Description:

Mode:
Maone -

Security Zone:
Inside_Zone -

Interface 10:

MTU:
1500 |

b

Propagate Security Group Tag: | |

Hardware Configuration

FMC Access

Cancel

0K




Edit Physical Interface

Genaral IPvd IPvi

Basic Address Prefives

Enable IPVE:
Enforce EUI &64: |
Link-Local address: |

Advanced

Hardware Configuration

Settings

Autoconfiguration: |

Enable DHCP for address |
config:

Enable DHCP for non-address |
config:

FMC Access

| Cancel | LXK

¢ Edit Physical Interface

Gameral 1P =8

Hardware ConRguration

Basic Aaddross Prefines

Settings

Addresy

PO 00011796

91206 lse o 1/2
IUlgwe: ez

IJpulb 86 1Jipwsé: ¢z zone

T2S>.

Manager Aoess

LLIIG-4

lalge

4 Add Address

pr ‘

oo | N

I3l Jp sop louble polb s IJlelo: spdod loubldel B 1J8lsps |Jpouusds pub$é IJiely >



ewsly IPv4: 192.168.0.106/24

Edit Physical Interface

General

Mame:

IPvd

IPvE

Advanced

| Outside

Enabled

Management Only
Description:

Mode:

[ MNone

Security Zone:

| Outside_Zone

Interface 1D:

MTL:

T ’,

1500

a
| Bise

TG

Propagate Security Group Tag:

Hardware Configuration

FMC Access

| Cancel




Edit Physical Interface aQ

General 1P IPvE Advanced Hardware Configuration FMC Access

IP Typa:
Use Static 1P -

IP Address:
| 192.168.0.106/24)

CL{I.IELI m

odasu Idpuwl, IJlVe,luos

loewd lJs IJiao_jé > slh6 I._Jig_o_jé > oy FTD > 1degzse > IJogzse Idelow > |oles puwly.

eds wwosd Idpeld dpunl IJeloo IJIB e luos eds 1Uslzos [Ughrss pg 1doslus
192.168.0.254.

rn



Edit Static Route Configuration

Type: ® IPvd (D IPvE
interface”
Outside . |
(interface starting with this icon [ signifies it is available for route leak)
Available Network O + Selected Network

&, Search | Add | | any-iove

6_mapped_to_4 I

any_|Pvd
google_dns_ipwd
aoogle_dns_ipvd_group
aoogle_dns_ipvE_group

Ensure that egress virtualrouter has route to that destination
Gateway

[ 192.168.0.254 v |+
Metric:

K ]

(1 - 254)

Tunneled: | | (Used only for default Route)
Route Tracking:

| -]+

oo | ([
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FTD_LAB

Cisco Firspower 10710 Thisat Defenas

-1 inkne Sets oHCP ShMP

oJdgsu uwsluwé NAT

eJs 9lgod IJPwQE)PclJJuUBPgsa FMC. lgewd IJs Uiao)é > NAT > Luslgwé gos>6 > NAT
Jdrdle gu ldwosss gluyivis wslyws nat.

eds wwosd Ideeld: sope louile sog NAT FTD_NAT_POLICY soiLosoo Jigeul, FTD
FTD_LAB.



MNew Policy 7]
Mame:
FTD_NAT_Policy

Dexscription:

Targeted Devices

Selact devices to which you want 1o apply this policy.
Aumadlable Devices Selected Devices
03, Search by name or value FTD_LAE
D_LAH | I Sdd to F“-E-'{".- I

| Cancel | m

odosu 99le> NAT
NAT IJ_ols,.

eds 9lzos Idpwegspe Idyun9pess FMC loodd IJs Uiao_)'é > NAT > weas> ywsluws NAT >
luol9o §less glogule lgso NAT Jo)zps yvwdo IPVE IUsIgJso IUs wzpes IPV4A Ezs.

eds wwesd ldpald wop oygps Jiso Idgveds IJpeds_IPV6_subnet ssulpsds! [Js Jliso
lJubwJé 6_mapped_to_4.

Slesé nat: ¥lgss nat lJod$lissé
lJuse: ssulpsds

Jlisule 9lzos lJp o>, inside_zone



Jlisule 1Jglzos IJgzoes: outside_zone
IJeuo3, IJIuods: Local_IPv6_subnet

lJpuo>) IJpoee: 6_mapped_to_4
Edit NAT Rule L

MAT Rule:

Ao NAT Rule v
Typa:
Dynamic *
]
interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects O Source Interface Objects {1} Dastination Interface Objects (1]

Cl, Search by name Inside_Fomne ] Outside_Tone T

Group_lnside
Group _Outside
inside_Ffone
Qutside_Zora

Cancel i



Edit NAT Rule 7]
NAT Rule;

Type:

Dhymiamic v

Intertace Dbpscts Translation PAT Podl [ T Nl

I ——
Original Packet Translated Packet
Original Source: ™ Iransladed Sourcs;
Local_IPvE_submat v + Addroess -
Urniginal Pot b_mapped_to_4 v

NAT 1Jsl,>.

eds 9lzod lJpuwegsp luwspsé FMC luwdd 1Js Uiaojé > NAT > weoss uwsluwd NAT >
luolwe Bless glugile Blgss NAT Joyzpeo 2yIo o9, IPVA IUEDLzso [Js weps Ubwdo IPV6 slEJs.
903l sz widlouold 1Us1Eds wuveds IPVE 1 886 1dpedss Jrsd.

wlJluol9s [Js 3dYe §p wopdsu lehe Jolewo DNS gds 030 1JS8lExs pos spdu weasd 1U)29>
V-19) tbr" DNS |Jt|_)a.___s y-19) uutJ'u (lPV4) IJs AAA (|PV6)

eds wosd ldpeld: wop oyzpes Any_IPV4A ¢z IdGbods wuvdd eloe |Jds Idgveds 1UW,)es0
IPv6 2100:6400:/96 1Jpez>>0 Vs IJIlise, 4_mapped_to_6.

Oles>s NAT: Slgss NAT IJod@lisss
lJose: elow

Jlisulo 1Jglzed IJpuos,: outside_zone



Jlisule 1Jglzos [Jgzoes: inside_zone
IJeuos, IJluods: Any_IPv4
lJpuo>) IJpoee: 4_mapped_to_6

<zed 029> DNS IJos wblog 3o IJBlesé: ugp (wpdsu glus IJIzwsl)
Edit NAT Rule @

MAT Rule:

Auta NAT Ruk »
Tipe:

Static ¥

=

Interface Objects  Translation  PAT Pool  Advanced

Available Interface Objects O Source Imerface Objects (1) Destination interface Objects (1)

2, Seanch by name Outside_Zona 1 Inside_Fone ]

Group_Inside
Group_Outside
Insige_Zomne

Outside_Zone

Cancel



Edit NAT Rule

NAT Rule:

| Auto NAT Rule

Type:

| Static

B Enable
Interface Objocts

Original Packet

Original Source:*

| any_IPv4

Crigginal Port:

| TcP

I

Translated Packet

Translated Source:
| Address v|

| 4_mapped_to_& '] +
Translated Port:

== o




Edit MAT Rule o

MAT Rude: y
Auto MAT Hule v

Type:
Static v

o
Interface Objects  Translation  PAT Pool  Advanced

Translate DS replies that match this rule

IPv
Het to Net Mapping
Do not proxy ARP on Destination Interface

FTD_NAT_Policy [ snow viarings |

Enter Description

Policy Assignments (1)

Rules
Filter by Device Y Filter Rules X | AddRule
Ouiginal Packet Transiated Packet
S Destination Original Original Original Transiated Translated Translated 5
" Dieeton Tape Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services Optiens
~ NAT Rules Before
« Auto NAT Rules
4 Fl Static Outsicle_Zone Inside_Zone By any_IPvi By 4_mapped_to_§ [ £
[ X Oyma.. Inside_Zone Outside_Zone By Local_IPvé_subnet £ 6_mapped_to_4 Dosfalse /9

3 NAT Rules After

olog vy IJogssile eds FTD.

IJozd

© &00 luwple 1Uslzos 9odssy IP.

<{froot>



> show nanei f

Interface Name Security
Ethernetl/1 inside 0O
Ethernetl/2 Outside O

> show i pv6 interface brief

inside [up/upl]
fe80::12b3:d6ff:fe20:eb48
£c00:0:0:1::1

> show i p

System IP Addresses:
Interface Name IP address Subnet mask
Ethernetl/2 Outside 192.168.0.106 255.255.255.0

. oldss louald IPVE oy slzos FTD 15l Jss JJg psd.
pLoSB IPV6 5135 IP FC00:0:1:100.

FTD Inside Interface fc00:0:1::1.

<tfroot>

> ping fc00:0:0:1::100

Please use 'CTRL+C' to cancel/abort...
Sending 5, 100-byte ICMP Echos to fc00:0:0:1::100, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

. £500 odsse NAT edis 9lzo0s Lubs, 1Uisle, (CLIY IUzl 06 o FTD.

<tfroot>

> show runni ng-config nat
!

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4
object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns



. 1Jedlb 2,36 1Ues9).

gds wosd 1peld: g3 1Jodlb 2596 09, Iduslole po 1Jpuosd 1Uslédes JJluosl 1ol
o0 w9999 IJluc,uw (IP) 1Jecsld§ pe Idpes!, FC00:0:1::100 |Js ¢l>p DNS o9
FCO00::f:0:0:ac10:a64 UDP 53.

ouli sIJ9u gl>e DNS 19z o6 o9 fc00::f:0:0:ac10:a64. ¢, 32 Lo os ac10:0a64. odo 923le wo o5
pJlise JJouble IJeplos JIJ wble welus J 172:16.10.100. swze 2ob [Jzelss po 6 1Js 4
¢bbpe DNS J IPV6 IJBuls IJJswdso 00::f:0:0:ac10:a64 |Js ol sglbdo oo IPV4 172.16.10.100.

<tfroot>

> capture test interface inside trace match udp host fc00:0:0:1::100 any6 eq 53

> show capture test

2 packets captured
1: 00:35:13.598052 fc00:0:0:1::100.61513 > fc00::f:0:0:ac10:a64.53: udp
2: 00:35:13.638882 fc00::f:0:0:acl0:a64.53 > fc00:0:0:1::100.61513: udp

> show capture test packet-nunber 1

[...]
Phase: 3
Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

object network any_IPv4

nat (Outside,inside) static 4_mapped_to_6 dns

Additional Information:

NAT divert to egress interface Outside(vrfid:0)

Untranslate fc00::f:0:0:acl0:a64/53 to 172.16.10.100/53 <<<< Destination NAT

[...]

Phase: 6

Type: NAT

Subtype:

Result: ALLOW

Config:

object network Local_IPv6_subnet

nat (inside,Outside) dynamic 6_mapped_to_4

Additional Information:

Dynamic translate fc00:0:0:1::100/61513 to 192.168.0.107/61513 <<<<<<<< Source NAT

> capture test2 interface Qutside trace match udp any any eq 53

2 packets captured

1: 00:35:13.598152 192.168.0.107.61513 > 172.16.10.100.53: udp
2: 00:35:13.638782 172.16.10.100.53 > 192.168.0.107.61513: udp
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