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Edit Ether Channel Interface

General IPvd  IIPvG  Path Monitonng — Advanced

(i |
® Enabled

Management Only
Description:
Mode.
[ None -
Security Zone:
| Inside-Zone




Edit Ether Channel Interface

General IPvd IPvE Path Monitoring Advanced

——
IP Type:

| Use Static IP v
IP Address

| 192.168.10.254/24 |
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Edit Ether Channel Interface

General IPvd IPvE Path Monitoring Advanced

M
| Outside

% Enabled

Management Only
Description:




Edit Ether Channel Interface
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New Network Object 7]
Name
Inside -Metwork
Descriplion
Metdeork
Host Range (» Nebtwork FQDN
192 168.10.0/24

Sop luwegsle IPGgroup (puouse pw IP-110.10.10.100 5 Mapped-IP-2 10.10.10.101). Jogsso
2ese wdé 1Jp)9) 1dsledss s 1deulb$6 1Ughess.



Edit Metwork Group
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0, Seacch by name

| Mapped-P-2
Mapped-P-1




Edit Network Object (7]

Name
| Mapped-IP-1 ]

Description

| |

Network
@ Host () Range () Network () FODN

| 10.10.10.100 ]

Edit Network Object )

Network
@ Host () Range () Metwork () FODN

| 10.10.10.101 ]




ouvdsd PAT ssulpsds

.« od9so Bless NAT ssolpsdss Joyds 1es) Iduolsys. cibb Gless NAT oso I bwds
1,86 JJuvods 1sleJss Jozes NAT 1Lz,

eds uwosd ldpaldc vop wizps 19d 09, 01td IJpub s [Us the Idpulbds posled Iduve Jé

lJs wzeg IPG pes0-
Add NAT Rule
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Available Interface Objects C
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Advanced
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Add to Source

Add to Destination
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—

Outside-Fane
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Add NAT Rule

MAT Rule:
Auto NAT Rule v

Type:
Dynamic -

=

Translation
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Crnginal Packet

Qriginal Source:*
Insidie-Metwork v +

Oviginal Port:

TCR ¥

PAT Pool

Advanced

Translated Packet

Translated Source:
Addrass
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Add NAT Rule 7]

NAT Ruibe:
Aut NAT Rula v
Type:
! Crymamic -
=

Interface Objects  Translation  PAT Pool  Advanced

Enable PAT Pool
PAT:
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<ffroot>

> show ip

System IP Addresses:

Interface Name IP address Subnet mask Method
Port-channell Inside 192.168.10.254 255.255.255.0 manual
Port-channel2 Outside 10.10.10.254 255.255.255.0 manual

<tfroot>

> show runni ng-config nat

!
object network Inside-Network
nat (Inside,Outside) dynamic pat-pool Mapped_IPGroup

lJozdd pu woise Jods [dpuds

&> FirePOWER 7.0. 520 1Jogise [Jpeuwo JIods 1dpeods 1o celdb 9238 IJoedp eds
IJpolds B 9u0¢ lewslbs Jlouoele Us 1Ugd 9ouweess IJpulds g6, Idpuvegspé
cubdd luwoulBs. 03l 09 IV sgpd wEguosue IJpuuds:
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* Lo 90 Idopdpe widblgle 1Jpulwds Jg@s (N+H1) zos sJopd uble IUpzees. swp
OIS B ig_ublc uble 1Jpzeoes w9l wlodcluster-member-limit I.,Ji,o_,‘ lJ3s wp wdysuo sopu
PUM9S OIS pzegs Lble lUpzesgs.

* Soubdd lOelgos $I90 2> 89 Lble IUprzeses 09 16.
<#root>

> show cluster info

Cluster FTD-Cluster: On
Interface mode: spanned

Cluster Menber Limt : 16

« ewpl wuod Jpsé leLole ublp Ipepses 1Us 18806 IJos wp odgsuol duser-member-
limit ol Sop 95SE zese Jod IJpulds eu) leusle uble 1Jpzeses.

gds o IJpdld: O prpogs Lble pzeses pId9vs P I220SO (N=2) L8sps ISl Loss
oo leuole uble Idpgeses 16 sdleh lu wguosue dpuds peas Jlguole N+10 s o030 1JzlJs:



3. 89368 3JI IJs wdle veup 1Jpulds o296 JJ9s IJeldss pos Isuesd Ids 1z IIguos
IJpuwpsz wo Jdpzesele.

> show nat pool cluster

IP Qutside-Mapoed IPGround10.10.10.100 |

[1024-1535), owner unit-1-1, backup unit-2-1
[1536-2047], owner unit-1-1, backup unit-2-1

 Output trimmed — Ports allocated to the first cluster member

[21504-2 2015], owner unit-1-1, backup unit-2-1
(220162 2527, owner unit-1-1, backup unit-2-1

[22528-23039], owner unit-2-1, backup unit-1-1
[23040-23551), owner unit-2-1, backup unit-1-1

. Output trimmed
EmEn Ports allocated for the second cluster member

[43008-43519], owner unit-2-1, backup unit-1-1
[43520-44031), owiner unit-2-1, backup unit-1-1

[#2032-44543], owner <RESERVED=, backup <AESERVED>
[#4544-45055], owner <RESERVED=, backup <AESERVED>

:-D'utpu: trimmed e Ports reserved for member N+1

iHS 12-65023|, owner <RESERVED>, backup <RESERVED>
[65024-65535], owner <RESERVED>, backup <RESERVED>




IF Qutside:Mapged IEEmuEEﬂ.m.]D.lDI I

. |1024-1535], owner unit-1-1, backup unit-2-1 B
[1536-2047], owner unit-1-1, backup unit-2-1
:nulput trirmmed L Ports allocated to the first cluster member
tIiEM-HﬂIE]. @wnid unit-1-1, backup unit-2-1
[22016-22527], owner unit-1-1, backup unit-2-1

| [22528-23039], owner unit-2-1, backug unit-1-1 |
[23040-23551], owner unit-2-1, backup unit-1-1

:uulnul: trimemed
Parts allecated for the secand cluster member

I[#llII-EI-d-]ilEl]. CMET Unit-2-1, backup unit-1-1
[43520-44031], cwner unit-2-1, backup unit-1-1

o

. [44032-40543], owner <RESERVED>, backup <RESERVE Do .
[d4544-45055], owner <RESERVE D=, backup <RESERVE Do

:nu::u.u: rirreried e Ports reserved for member M+l

[64512-65023], owner <RESERVED, backup <RESERVED>
[65024-65535], owner <RESERVED>, backup <RESERVED>

> show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-2-1
Codes: ™ - res Er'n.rE,F - reclaimable
IP Outside:Mapped-IP-1 10.10.10.100 (126 - 42 f 42)|~ 42K O
IP Outside:Mapped-IP-1 10.10.10.101 (126 - 42 f 42)|~ 42K 0

clJluolws |Js 3JY pu i;éu'o._J lIJppbuwle odosy [J9er6  duster-member-limit Jolbole§ 35
lJozslo |Jpglblos Juuu,y uble lJpege9ss.

Beds prosd IJpold: Bis pzeses pzesele pdous pu ser0su (N=2) pg Sspb 1Ue> IISuos
Jlggole 1Jpzesgs 98,0 2. sdleb 1o wajse 1Jpueds sose wldouwlys eds zese 2ol
IJpzeoes. Jp sop wud s pu ldpulds 1Upzz956.



> show nat cluster
P Mﬁggged IPGroup10.10.10. 100

[10Z4-1535], owner unit-1-1, Backup unif-2-1° | =
[1536-204T), ovoner unit-1-1, backup unit-2-1

= Ports allocated to the first cluster member

[21504-22015], owner unit=-1-1, backug unit-2-1
[22016-22527], owner unit-1-1, backup unit-2-1

J 1

[22528-23039], owner unit-2-1, backup unit-1-1
[23040-23551], owner unit-2-1, backup unit-1-1
-output trimmed = Ports allocated for the second cluster member
[43008-43519], owner unit-2-1, backug unit-1-1
[43520-44031], owner umit-2-1, backup umit-1-1 | |

[44032-44543], owner unit-1-1, backug unit-2-1
[44544-45055], owner unit-1-1, backug unit-2-1

soutput trimmed = Ports allocated to the first cluster member

iEI-"Eﬂ-EdE?l], owner unit-1-1, backup unit-2-1
[54272-54183], owner unit-1-1, backup unit-2-1

]

[54784-55295], owner unit-2-1, backug unit-1-1
[55296-55807], owner unit-2-1, backup unit-1-1

T AT T =  Ports allocated for the second cluster member

imlz-ﬁmal,mmﬂ-}l, backup unit-1-1
| [65024-65535], awner unit-2-1, backug unit-1-1 | _




IP Quiside:Mapped |PGroyp[10.10.10.101

[1024-1535], owner unit-1-1, backup wnit-2-1
[1536-2047], owmer unit-1-1, backup unit-2-1

output trimmed —  Ports allocated to the first cluster member

[2I15{I4-2201 &), owner unit-1-1, backup unit-2-1
[22016-22527), owner unit-1-1, backup unit-2-1 |

I\

[22528-23039], owner unit-2-1, backup unit-1-1
[23040-23551), owner unit-2-1, backup unit-1-1

output trimmed = Ports allocated for the second cluster member

[43008-43519], owner unit-2-1, backup unit-1-1
L[43520-44031). owner unit-2-1, backup unit-1-1 | _

[44032-44543), owner unit-1-1, backup unit-2-1
[44544-45055), owner unit-1-1, backup unit-2-1

output trirrmed = Parts allocated to the first cluster member

i;EEI-]'-ED-EdJ.?lI. ownear unit-1-1, backup unit-2-1
[54272-54T83], owner unit-1-1, backup undt-2-1 |

J

[S4784-55295], owner unit-2-1, backup unit-1-1
[55296-55807], owner unit-2-1, backup unit-1-1

Loutput trimimed = Ports allocated for the second cluster member

[64512-65023), owner unit-2-1, backup unit-1-1

> show nat pool cluster summary

port-blocks count display order: total, unit-1-1, unit-2-1
Codes:|" - reserue,hf - reclaimable

IP Qutside:Mapped-IP-1 10.10.10.100 (126 - 63 / 63} ~ 0 0
IP Outside:Mapped-IP-1 10.10.10.100 (126 -63 /63 "0 H# D

lJozdd pu luveydb Jods 1Jeuudd

* IJpl supde £58 22598 1 pze9gsd 19 El)e pzeses: sew bl 1Jpols )
lJpuveéded 9dod Idpulds 1J51s36 pu zese 1Jsesle 1Us 9256 1oz de.

¢ Bl Iloe ded 1dpolds B 1ol Lldbgd. Guusep suoe edlps el 116
loweéslel Jdlgwe)sls.
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> show nat pool cluster summary
port-blocks count display order: total, unit=l1-l, unit=-2-1
Codes: * - reserved # - reclaimable

IF Qutside:Mapped-IPGroup 10.10.10.100 (126 - B8O / 46) "~ 0 #
0 #

IP Qutside:Mapped-IPGroup 10.10.10.101 (126 - &3 f &3) ~

1910, lwodivlw IJIgble 9l oJlzol
S99, 031 ldBuwpe pedsple spdud luwaislpol Jlgued vl igble IJodssy sluadlzol.

* OIS PU OSp8 23 ELRY Lble Ipzeses IJos we wdysuol:

<#root>
> show cluster info

Cluster FTD-Cluster: On
Interface mode: spanned

Cluster Menber Limt : 2

> show runni ng-config cluster

cluster group FTD-Cluster

key Fededede

Tocal-unit unit-2-1

cluster-interface Port-channel48 ip 172.16.2.1 255.255.0.0

cluster-nmenber-linmt 2

[...]

© ©ue pdeue Jusise Jod 1dpulds s Idspsdle Bs wble 1Ueze9es:

<ttroot>

> show nat pool cluster sunmary




Todal Port Blocks Humber of Reserved

> show nat pool cluster summary Per P Port Blocks per 1P
port-blocks count display order: total, unit-l-i, unit-2-1 '
Codes: * - reserve, # - reclaimable i ;
IP Outside:Mapped_IPGroup 10.10.10.100 (126-63 /63) A0 #0
IP Outside:Mapped IPGroup 10.10.10.101 (126 - 63 / 63) A0 #0

Post Blocks distnbuted Humber of Reclaimed Part
P Uit Blacks pav IF

c e ldoesso Idelds Jdod 1dpolds JIJ goslo PAT [Us 1dpldd 99256 Idogug
lJlewslbs:

<#froot>

> show nat pool cluster

IP Qutside:Mapped_IPGroup 10.10.10.100
[1024-1535], owner unit-1-1, backup unit-2-1
[1536-2047], owner unit-1-1, backup unit-2-1
[2048-2559], owner unit-1-1, backup unit-2-1
[2560-3071], owner unit-1-1, backup unit-2-1
[...]

IP Outside:Mapped_IPGroup 10.10.10.101
[1024-1535], owner unit-1-1, backup unit-2-1
[1536-2047], owner unit-1-1, backup unit-2-1
[2048-2559], owner unit-1-1, backup unit-2-1
[2560-3071], owner unit-1-1, backup unit-2-1
[...]

* e ldpedsele ldpoed s wogise Jod Ipolds slgweslpol:

<#root>
> show
nat
pool det ai

TCP PAT pool Outside, address 10.10.10.100
range 17408-17919, allocated 2 *
range 27648-28159, allocated 2

TCP PAT pool Outside, address 10.10.10.101
range 17408-17919, allocated 1 *
range 27648-28159, allocated 2
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