o9 sy WCCP 9l wed il Igbliso gl oJlzol
eJs FID olywesle Idoldo 1Jpzs puvedl

lJpzogsle

| wed il 1Jisble gl oJlzol

lJp 95,00
SueW o3l IJpwews gbsle IJodssy 9luvedisld I.Ji'ablc sluedlgel J WCCP gJs FTD.
lJeobdolo

900 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:

© w909dsd louoldle 31456 IJegisu [Jesde JJsse (WCCP) Iluesl) 2 (V2)
* o) bbl,yé Firepower (FMC)
» Firepower Threat Defense (FTD)

lJpdovlo Idpuwespd

ouwowd Idpedspele 1Jgl)o WO o3l ldpuwens 1Js luesble Idolez sldpdsole 1Jpebss IJeldss:

» Secure Firewall Management Center (FMCv) IJl_o>l, 7.4.2
» Secure Firewall Threat DefenseVirtual (FTDv) IJl_o>l, 7.4.2

op logvle Urong,olu |,J_9|J)o IS o3l IJpwews pu I.JiaoJo 1J 09296 WS wSiS6 pgpdso gluoo.

u)lu CPSE |.J|E_OJO |.Jr0uuua)|00 k9._S o5l I.quuuu) uukJ_9gSu ppwja (ldUJIL)DgS) l)l \Jluu
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Sop luwopsle wa9esdsd lopoldle 31Y,6 IJogsso IJpdde Jdsse (WCCP) Jlglss wozso 2yds
229, wslule 1J9sw 1 Ebe 31856 wiisu pdde. sup cudsso wubdd Uilse B lzoss
lJuveods pod pogole Cisco 9z3)lu Idgpelss Jlglhs wogse bdoule HTTP 9 HTTS 9 FTD gu,
HTTP |Js ¢bp 99sJ.

sw98) WCCP GBs |uoshle pgodds. wpl B 3JJ WCCP v v2. 9 V3. pg JJ luool) 98,
pSilo peuvus 98lodss wlbys).

Js9 sgpd

S89p zobj IJpuwegspe Win10-0 Lo Jo HTTPS.

oul 90 2oL 2elsé FTD 09 golé Jdposow, Idpuwede. lue suwede bbdy
HTTP/HTTPS.

S0 FTD IJglso psule 443 9se8> wogso IJzyJs 059, |Js DMZ

w90 DMZ Cogopsu lzies luwoale GRE slglhs wozso ldbde 1ds glbpe 1dydsd.
s89p 1JEbe 1Usdsd wldoze B 31,68 Iegiso Idpdde 1JElues wo ls wae louald s>
AJgbe Uluads ssuvozse poluing Jzob IJpuwcse.

lLuwe Idotbsbs Jdyuods

Firewall Internet
; EO Inside ! I 1 Il Outside )
Win10-0 ftdv-0 ext-conn-0
Datal
User machine DMZ
M1
[
wsav-0
Proxy server

lJodssule

w9uoe 0o lJgbsle wdssy WCCP gds FMC. szw lelhs wzso 2o p)9) Idwslule wldeowds
809443 pu IJpub$s 1Uslgdss |Js pul 96 DMZ.



pdlebs: suoW lJpuwews gbsle pgyd 1Ugsp6 IUssulpsds. wp wede pedsple 1Upuds
.19 E_P@J WCCP.

IJg 1096 11 Guzd 1Usgsd 1Js 8206 1Jpuucésp lyuw9ess (GUI) FMC sloedd 1ds IJJlse > s
IJJlise > $lises 1J9uo9d > powe >luol9s Slispes IJsuo9d 1Jpsuwes.

Sp wlogsle Slispos 9u09d ppodose.

1) Sp clousle Blisps 9,09d Jlglss wozso 2296 o9, IJpuwese 9lud) 998 29b.



Edit Extended Access List Object

Name

I Redirect_traffic

Entries (3)

Allow Overrides

edlebé: o opy Blises U909 030 i.;, Jrsd Jods lg)le gy ds [dp,y9) 1UB8es pu
gpsd WCCP |Js FTD Joguw IJod)l) bs ldyvods.



goldluolwds |Js 3JdYe spdod lugile zpdo ia,s oluwegsle Jods Ilg)le Juoplo 30
busld IJleuold wso ldpuos s IslRJssu [s 1Jghe 1dsdsd.

See o suwer Idoslo IJuolss Jzese dle 1Jee, IJigs [deseds Jlghs IJoszse [Js
IJsIsJ.

2) Sp Clugile $lises 1U9osd Jogrsd gpsd WCCP 5lug) B98 e db.

Name

[ wece-cuen

Entries (1)
ence  Action 5 Des De: F Us: SGT
1 & Allow WSA_server rd i
Allow Overrides

Slispd IUso9d Jogsss gpsd WCCP



pdlebs: odasu Blisps 9u09d pIuwes Jouppsu euldsy IP 1Jgluos wigle WCCP.

lJgbgs 2: luwwd IJs [JJlksy > blyo IJJlksy > FlexConfig > Jliso IJuue > [uolds Jlisy uue
Jluol9s 306 WCCP glJz W b.



Edit Text Object o

Mame:

Description:
Variable Type Count
Single - 1
1 a7
|| Allow Overrides

| Cancel | Save

logule Jlsy 208 WCCP



pdlzbo: Vs 03l IJpelde pg)d 1UE>00 09 97. o0 IJpuwozuws w28 p&)Wd €300 wsu 90
997 2% w9y 030 pgHIIL 306 pELoLe0 Jl cugluo £156 pg peyle 1UEspo IUIE)s
lJos op vessuol Joygwsdsdle pesus.

Jeiss pu lJodlosd: ze |Js WCCP
lJ¢glogé 3:

v loedd IJs Jlso > bbls Idlse > FlexConfig > Jlise wuo 9oz £o isServiceldentity.

Text Object ['\"« isServiceldentifier] %

Text objects define free-form text strings that you use as variables in a FlexConfig object. These objects can have single values or be a list of multiple values

* Ip wugdsd isServiceldentity oy false |Js true.


https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/116046-config-wccp-asa-00.html

* ISserviceldentity - > 3_>9u a]ol‘ 5._,»..;@,0 p& )9 ¢>p6 Cacheservice IJpgslyss. Lee 1Js
U.Du-Uuu-> > 0

Edit Text Object @

Name:

iIsServiceldentifier

Description:

A flag to identity whether to use
service in weep.

Variable Type Count
Single - 1 A
1 true

Allow Overrides

» Override (0)

wedxsd 1JBgspesd pu false |Js true



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/flexconfig_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/flexconfig_policies.html

pdlebo: LIJluolWs |Js 3dY: spdud logile JIiso uuo per pu Bud IJpuwedse blo,
GBes gl 2.

IJz bbgs 4:

c luoewd lJs IJJlksy > blye IJJlisy > Flex Config > FlexConfig Object.
e Joze o 1JIJps 1wl yuss WCCP.
s bybyo ldpuwoouywg esly J WCCP_Configure glde.



= o

Firewall Manage "t Canter
irewall Management Center Overdew Analysis Policies Devices Objects Integration Deploy Q s‘D o @ admin ahidn
2> AAA Sarvar FlexConfig Object
# Access List
Adchinss Pools FlexConfig Object include dev Time and scripting language ins

Application Filters
AS Path
BFD Template

Cipher Suite List

» Community List

DHCP IPvE Pool
» Distinguished Name
DINS Server Group
» External Attributes
File List
"~ FlenConfig
FlexConfg Object
Text Object

pdlzbé: seugs lJIlisy FlexConfig eJs Blde pes> puwedl: WCCP_Configure. swgs,
LIS IJSIde wldzols. edsd luwouuwl@o.



lJ¢lo9é 5:

.« Gp olilds pogsyle $serviceldentifier oo IJuwlo, 1SS 980 wo9ds) lpcés) IUgluo
od.

Add FlexConfig Object (7]
Name:

Weep_Configure_clone
Description:

The template is an example of
weep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » 2 Deployment: Once v Type: Append v

#set( $service = "web-cache")

#if( $isServiceldentifier == "true")
fset( Sservice = "$sepviceldentifier")
fend —

fend

###fwcocpRedirectlist is place-holder for extended ACL.

####Replace weopRedirectList with extended ACL defined in FMC by inserting policy-object of type extended ACL.
#if( SwocpRedirectList )

#set( SweepCli = “$wegpCli redirect-list $SwecpRedirectList")
fend
¥ Variables
Name Dimension Default Value ?TTE:::: ! Override Description
isServiceldentifier SINGLE true FREEFORM:... false A flag to determine if service ...
serviceldentifier SINGLE 1 FREEFORM.... false service identifier number is to...

51Je P&)d |JC.>|po

* |>,lz Text ObjectTwccp-service Jpugs) wpe logilge Ws IJgbys 2.
* o0 IJBlised Ipouusds: g )l > bolg Jlisy woz > Jlisu wuo



Add FlexConfig Object

Name:

! Wecep_Configure_clone

Description:

. The template is an example of
| wccep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v . E3 Deployment: ' Once v Type: ' Append

| Insert Policy Object Text Object

Insert System Variable » Network

§

Insert Secret Key Security Zones
#set ( SwecepGli = "Sweg .
####wccpGroupList is pl Standard ACL Object 3 acr.
f###Replace wecepGroupLi afined in FMC by inserting policy-object of type extended ACL.

§if ( $wecpGroupl Extended ACL Object

#set( SwecpCli =

#end Route Map

fend

eld Jlisy 506 WCCP Jpog s,

* p w99, 206 NameWCCP oo g s)o.
* IJogw gu Jlisy WCCP-service W IJJlisy IJpwl.
* Gp wluolws IJdlisy ep lzgbbo.



Insert Text Object Variable (7]

Variable Name:

| wecep-service ‘

Description:
Available Objects Selected Object
| 2, weep b4 ‘ weep-service-object .

wecepPassword

Cancel Save

luelds diksy WCCP-service

|J¢ bbgs 6:

* louwg luwe pogs) weepGrouplist 90909 s) IJpwgs) IJglue wd.



Add FlexConfig Object

MName:

l Weep_Configure_clone l

Description:

The template is an example of
weep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

l Insert » s Deployment: | Once v Type: _ Append v

#set( $service = "web-cache")
#if( $isServiceldentifier == "true")
#set({ ¥service = "Jweccp-service")
#end
#set ( SwcopCli = "SwccpCli $service")
] ###fwocepGroup. t is place-holder for extended ACL.
] ####Replace wecpGrouplist with extended ACL defined in FMC by inserting policy-object of type extended ACL.
=l #if ( $WccpGroupList )
: #set( $weepCli = "SweepCli group-list SweepGroupList™)

#end

####wccpRedirectList is place-holder for extended ACL.

####Replace wceopRedirectList with extended ACL defined in FMC by inserting policy-object of type extended ACL.
#if( $weepRedirectList )

LlJé pogs, WCCPgroupList |Jezs> puwodl

* puldBlises [Jpugwsdo b)lz > )l Jlisy woz > Jlisy Blises Idogde Vs 1J9o9d (ACL)
IJe9mes.

Name:

[ Weep_Configure_clone |

Description:

The template is an example of
wccep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » 3 Deployment: | Once v Type: | Append

Il Insert Policy Object Text Object

Insert System Variable »  Network
Insert Secret Key Security Zones

- is pl Standard ACL Object  y acr,

_________ Li fined in FMC by inserting policy-object of type extended ACL.
Extended ACL Object

#set ( SwcepCli = "Swecce >upList™)

#end Route Map

#end

¥ Variables

102188 3lEses IJoz e B 1 9pe9d (ACL) 1Jpsueg 8 J WeepGroup



* 1Juod [Jlgwe weepGrouplList 1Uss e vugwgo B 1Jgbgs Iduwlw 8 WOs Suwp luve
lJpwés-
* IJoze gu WCCP-Client s IJJlisule Idpolzs IJos op logilgel Ws 1Ugbys 1.

Dol el

i\r

Insert Extended Access List Object Variable (7]

Variable Name:

‘ wccepGrouplList |

Description:

Available Objects C Selected Object

| | Q search X BVCCP-CLIENT ]
U I-§2edin=:ct_tra1‘|°|c

ENCCP-CLIENT

102138 (3ltsps WCCP-Client 1 9uwg 8
IJE gt 7:

* 2»> weepRedirectList Jouwg lJpegs) IUglue od 909039 0.



Add FlexConfig Object

Name:

( Weep_Configure_clone ]

Description:

The template is an example of
wcep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v Deployment: I Once v ‘ Type: | Append

#set ( $service = "web-cache")

#if( $isServiceldentifier == "true")
#4ena
#set ( SweepCli = "wecp")
#set ( SweepCli

#end
###dwccpRedirectList is place-holder for extended ACL.
####Replace )

mp-§1f ( $wccpRedirectList )
#set( SweepCli = "$wecpCli redirect-list SwecpRedirectList")
#end

13)J8 weepRedirectList

* puldBlises [dpougusdo: 25 Io)lz > bl Jliso ywsluws > Jlisy Blises [dogdpe bs
lJso9d (ACL) IJpgwes -

Add FlexConfig Object

Name:

I Weep_Configure_clone ]

Description:

The template is an example of
wccep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v J k2 Deployment: [ Once v Type: | Append

ll Insert Policy Object Text Object
Insert System Variable » Network

Insert Secret Key Security Zones

####wcepGroupList is pl Standard ACL Object 4 acL.

####Replace wcepGroupLil pfined in FMC by inserting policy-object of type extended ACL.
#if( ) Extended ACL Object

#set( SweepCli = "Swecp oupList")

#end Route Map

####wccpRedirectlist is place-nolaer ror extended ACL.

#end

¥ Variables

o Jlisy Blisps IJoede B 1dyuosd (ACL) Idpuwed J weepRedirectList



+ Juo weepRedirectList W luwp IJpogs).
« |Jogw gu redirect_traffic W [JJliso 1Jpe9ud,).
© 2 |uolues e bol.

et R

Insert Extended Access List Object Variable @

Variable Name:

‘ wccpRedirectList ‘

Description:

Available Objects C Selected Object
’ Q_ Search P 4 Lﬁzeo:jirect_traﬁ“lc

3 z Redirect_traffic

‘#VCCP-CLIENT

)

102138 (3ltses 1wz e B 1 9ue9d (ACL) J Redirect_Traffic
Uc.b 95 8:

o 1)IJs @weepddps 1dp)9)



Add FlexConfig Object

Name:

[ Wecep_Configure_clone ‘

Description:
The template is an example of
wccep configuration. It can not be
A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

|- Insert v - [ Deployment: [ Once v | Type: [ Append '

$#44wcepGrouplist is place-holder for extended ACL.
st with extended ACL defined in FMC by inserting policy-object of type extended ACL.

t is place-holder for extended ACL.
irectList with extended ACL defined

in FMC by inserting policy-object of type extended ACL.

#foreach( $interfaceName in $security-zone)

Op 151J8 i]d‘aé Uﬁ)ﬁ) ld(a&)dﬁ pord!

« e 1dpclz pu IJ8lses IJpuuusds Ilz > Ilz pclz pus.

Add FlexConfig Object

Name:

' Weep_Configure_clone ‘

Description:

The template is an example of
weep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

‘ Insert v k2 Deployment: [ Once v l Type: [ Append
Insert Policy Obiject 'S ace-holder for extended ACL.
¥ 20 st with extended ACL defined in FMC by inserting policy-object of type extended ACL.

In m Variable »
sert Syste ariable Cli group-list $weepGroupList™)

Insert Secret Ke
place-holder for extended ACL.

in FMC by inserting policy-object of type extended ACL.

#foreach( $interfaceName in $security-zone)

¥ Variables

OGS fdo\c oIS

* 1u@) W98 |uolWs pclz Luys.



Insert Secret Key @

Add Secret Key

Name

o)

[ ] wccpPassword 4

Cancel Save

lopI3B pdClr o xS

* bedlowel B luwp pdole pus.
52 IJps 1psss. |
* s¢do Id g gwo JJps Vs wldss JJps 9b §b 96 SLoSI.



Add Secret Key

Secret Key name:*

‘ wccpPassword J

Password:*

[ Cancel ] Add

1021088 p LIz ) pg I O B Idp e op




edlzbé: B 03l IJpold: wuwes 1Uslzos IUslgJss [Js pulbds IUlely Bis.

IJz oo 9:

o« louwg pub§s 1dielo 1pes36 puvedl sluvewsd pob$s Idislo wldssdl wldeeés) IJglue
)



Edit FlexConfig Object

Name:

I Weep_Configure_clone ‘

Description:

The template is an example of
weep configuration. It can not

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert = (5 Deployment: [ Once

v | Type: | Append

#seé[ E
fend

#4##4 Assiging weep onte interface
fforeach( $interfaceName in $SECUrity-ZONe |
weep interface §interfaceName $service redirect in

fend

v Variables
Name Dimension
wcepGrouplist SINGLE
wcecp-service SINGLE
interfaceName SINGLE
security-zone SINGLE

o luwe pub s 1Jiely

Default Value

WCCP-CLIENT

97

Property
(Type:Name)

EXD_ACL:W...
FREEFORM:...
SECURITYZ...

SECURITYZ...

Override Description

false
false
false

false

* 2 pulby |Ji|o|0 eu 1JBlispd |Jpouwsdé sz > bl Jliso wog.



Add FlexConfig Object

Name:

Wecep_Configure_clone

Description:

The template is an example of
wccep configuration. It can not be

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v £ Deployment: I Once v ‘ Type: I Append
Insert Policy Object Text Object supList™)

Insert System Variable »  Network wded ACL.
. defined in FMC by inserting peolicy-object of type extended ACL.
Insert Secret Key Security Zones
FSEL(| PWCCPLLL = "3WCCE JRedirectList")
$end Standard ACL Object

#set ( SwcepCli = "Swecp Extended ACL Object vord ")

#end

¥ Variables
wzags pobds l‘ﬁ‘alo
* Jurd IU‘JP IJPQE‘S) ijobéé ipk‘,

c puldlsole IJpolzs 2> 1Uglzos Ios w)ss luoldwoel.
c lud) 99§ e,



Insert Security Zone Variable (7]

Variable Name:

| security-zone |

Description:

Available Objects Selected Object
| C, Search ‘ in

o/

dmz

out

Cancel Save

102188 a0 o @8 110y
IJE b gs 10:

* lyewd lds IJia_o_,'c'S > FlexConfig: 9lu9) 899 wog 28> 13 OTIS) UOZ PITI5-
+ 23 Jlisy WCCP_configure_clone |Jss wp wdsuo 9lu®) > Jogssuo.

* 1ud) W98 edb.



pdlzlbs: JJ;uogJ eds vog g6 olds pu weSsu IJuog Jeol; FTD. wlduuvesd Juog
09293 Szw lu sJ9u IJuog &> wp wessuo widuwed.

WCCP_config [ Curcel |

<7 Selected Append FlexConfigs

lJglogs 11: luedd IJs vy > weass goly FTD > 16§, 9938 wyivy.



IJozdd pu lduogsd
IJebb9s 1: cpdd pu IJodsse IJzhs wusésde.

wwed 1Jsged [Js slzos Lo, 1Jisle, (CLIY 1Ugl 06 o FTD 98p wouiésd 1Jle, show running-config

weep.

eold lJodysy:

e

wccp 97 redirect-1ist Redirect_traffic group-Tist WCCP-CLIENT password ###*#*%
wccp interface inside 97 redirect in

JJolds oo 1o IUedsse szess eds IJps 1Upis) Iduoeses: $p wougsd Ul
1) system support diagnostic-cli

2) enable

3) luogl gds IJpdwlz Enter L9y JJped p)9)

4) more system:running-config | include wecp

IJ¢b9o 2: 1IJoz 9l pu 2ldo WCCP

Ip vouESJ Uip_) show weep

Global WCCP information:
Router information:
Router Identifier: -not yet determined-
Protocol Version: 2.0

Service Identifier: 97

Number of Cache Engines: 1

Number of routers: 2

Total Packets Redirected: 0

Redirect access-1ist: Redirect_traffic
Total Connections Denied Redirect: 0

Total Packets Unassigned: 0

Group access-Tist: WCCP-CLIENT
Total Messages Denied to Group: 0

Total Authentication failures: 0

Total Bypassed Packets Received: 0

Bp wouvgsd IUle, show weep 97 service



WCCP service information definition:

Type: Dynamic
Id: 97
Priority: 240
Protocol: 6
Options: 0x00000012
Hash: DstIP
A1t Hash: -none-
Ports: Destination:: 80 443 000000

pdlzlbs: 00l 97 IJ service-id. opouw low suwelbse Jlse 1de ksuv, sede e WCCP
I BS psulel Guwe.

3) Run the command show wccp 97 view

lweduvld IJigble gl oJlzol



lJgbbgs 1: 289 pu i, FTD wo ldpuwl) pu udw IUglzos IJos odde bdo WCCP oy ébe
lJodsJ.

Vs o3l Idpelde wwp lehs wozse 2yJs py9) Ideslule |Js 9lgos DMZ,

>show route
S 10.xx.xx.xx 255.yyy.yyy.yyy [1/0] via 10.zz.zz.z, dmz

edlgbé: ol 10.XX.XX.XX 09 [Jg e 1J9dsd ip 255.yy.yyy.yy o9 NetMask: 10.zz.zz.z o9

IUsboss 2 $p s IUIJedlb po 1Uslsd 9 9lz06 DMZ J_sele lelsé wozso 2)dé 1de,9,.

lJoylb gds 1Uslzos IUsIgJse JJpowds 443



capture capinside interface inside trace detail match tcp any any eq 443

lJoslb gds 9lzoé DMZ:

capture capdmz interface dmz trace detail match gre any any

pdlebo: gJs 9lzos DMZ: szw eJsd IJoodss wluwesle wy9099d9d GRE. swp
U2 pSU gied lehe IJugzse Vs zies GRE |Js gpsd WCCP.
IJg 96 3: wuopst Igble WCCP

Ge woubgsd 9l

debug wcep event debu weep packet



op adg Cisco o §IDCSCvNI0518 JJezuwsy Jzuesd eds sep lUsoe IJIuods FDM 3 FMC
Jodsso WCCP. "



https://tools.cisco.com/bugsearch/bug/CSCvn90518
https://tools.cisco.com/bugsearch/bug/CSCvn90518

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
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