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» Secure Firewall Management Center Virtual Running. I|Jl_o>l, 7.2.5(1)
+ Cisco Secure Firewall Threat Defense Virtual Running. I|Jl_e>l, 7.2.4
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Frepower

Chieo Finpower Thisat Defanse for Vidiade

Feewitirg rOIEs Infine 5603 DHCP WTEF

General Faa | | License ra | System oc
Nama: Frepower Petformancs Tier - FTDWED - Thered (Core 12 § 24 GB) Madel: Cieco Firepower Threat Defense for Vidwarne
Transtor Packets: Vos Bais Vs Sanal QAOHIUSOI2?
Moo Routead Export-Coraroled Foatures Ho L F0T4-04-12 005732
‘Compliance Mode: Norw: Matwarn: Yoz Tirne Zone: uTG (UTC D00}
TLS Crypto Acceksation Disatind Trenat oy Version: T4
URL Fitesing: Wes Tirn Zore stting fod Tare based Rules: LT (U 0-001)
Davice Configumtion: mgont | [Epon | [ Dowsined AryConnect Apax Mo
AnyConnect Plus. L
AnyConnect VPN Oniy: Ho
Inspection Engine Health Management s
Inspectian Enging: Snart 3 Status; S Host: 192,168,1042
R w2 5o 7 Poiicy: Inétinl_Hpaltn_Pobcy 2024-04-08 17:12:48 Saatus: L]
Erciuged: None Manager Access Interface: Managemnent Inberface
Inventory Details e | | Applied Policies ’ Advanced Setlings Z |
R CPU Xoon 4100/6100/8100 series 2700 Access Control Policy: Dedmus @ Applcaton Bypass Ko
CPU Typa: Mz
Prafitor Policy: Dataun Profie: Polcy Bypass Thrashold: 3000 ms.
CPU Cores: 169U [4 cores)
S5L Policy Object Group Search: Enabied
L 8192 MB RAM
DS Policy: Dutauit DS Polcy Innetaci OLiOcT Opomzmon: Dxaatied
Songe: NA
bty Pasbzyy
Chassis UL L
NAT Policy;
‘Chagsis Serial Mumber: HiA
Prationmn Settings Poicy:
Chassis Module Mumbor: LTEY
QoS Policy:
‘Chassis Mot Seral Numbsr A
FloxConhg Poscy:
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Management

Host: 192.168.10.49

(o

lJglo9é 6. 9p ldlouold weesé wede FTD Jogossd susly IP IUglue oldbsl)s.




OIS B9 8IS wESS Eudly IP JJbye IUs W@sly leuold SSH Lldzol) bl wpe luuvle
IJeduwé pu edld guslu IP IUglue wldbbs. Jsdd. ssuos wlple odl IJogss) ew
90u29d 9226 IJoede Jel 09 p 9z pu Cisco.

IJglogé 7. B 9 0¢ Clish. §p wogsrsd euslo Management IP Ulguegsle 1Jie):

> configure network ipv4 manual 192.168.10.49 255.255.0.0 192.168.255.254
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IJg1o96 8. I)ze 1Js 91206 lJpuwegsp lyuwspsé (GUI) IJgluos w9ess IJoede FMC. s>
cougbshb IUbLs po 2dld wossd 1deuidd Ids psuae IJogigsd.

Management 4

Host: 192.168.10.49
Status: o
Manager Access Interface: Management Interface

Jgko96 9. Jo £ £dp o lebs louble louold Ibhs &5 colbde weus Isbo: 9sop vauose
gpdso lehe IUlouold 1Julzzs Jel 09 p9 oz WO 030 109, 6:



Management P ¢

Host: 192.168.10.49
Status:
Manager Access Interface: Management Interface

IJozedd pu lduogs
luwegae 03l 1dGuwe Joldss god Idodsse wuvdd Loese:

Sedud IJezdd pu louold IUbLs po gl 9lzes yulo, 1Jisle, (CLI) Iglod o FTD. 95w
ozdsY 3JY pu edid Idleuold o CLL gds 9o Clish 1Uss suvgd o3l 1Jley:

> sftunnel-status

SFTUNNEL Start Time: Fri Apr 12 01:27:55 2024

Fededeldedefhddefhddefhddfdddt

#*%RPC STATUS**%%192.168 .10, 40% s i ki
'"last_changed' => 'Fri Apr 12 01:09:19 2024',
'active' => 1,

'ipve' => 'IPv6 is not configured for management',
'uuid_gw' => "',

'uuid' => '4a6e43f6-f5c7-11lee-97d5-aldcfaf53393",
"'name' => '192.168.10.40",

"ip' => '192.168.10.40"

Check routes:
No peers to check

lwod ol IJIR ble 9l odlzol
S99, 03l IJBuwp pedsple spdod luveislpol Jluved il igble IJodssy sluadizol.

« JJdozdyd pu 2lds logold 1Jbe Ws FTD CLL $p woubgsd IJipJ show sftunnel status
brief. Jigb 1Jpg zlw 1Jgluos wlouold pebd: 9suivl) Idsol Vs gsle IJleuold ol osd
Suls ldubs) 9pedsele vouo IUSJdw Ip89956.

> sftunnel-status-brief

PEER:192.168.10.40
Registration: Completed.
Connection to peer '192.168.10.40' Attempted at Fri Apr 19 21:14:23 2024 UTC



Last disconnect time : Fri Apr 19 21:14:23 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down

SOp oldss louold wozse waw IJizojs gwsel suoe IJie, sftunnel-status-brief s 9lzoé Lulo,
lJIsle, (CLI) J FTD pg zle couopes Yulé ubs) pouedd wldpsdyple soslule Heartbeat.

> sftunnel-status-brief

PEER:192.168.10.40

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '192.168.10.40' via '192.168
Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '192.168.10.40' via '192.168.1
Registration: Completed.

IPv4 Connection to peer '192.168.10.40' Start Time: Fri Apr 19 21:12:59 2024 UTC

Heartbeat Send Time: Fri Apr 19 21:13:00 2024 UTC

Heartbeat Received Time: Fri Apr 19 21:13:23 2024 UTC

Last disconnect time : Fri Apr 19 21:12:57 2024 UTC

Last disconnect reason : Process shutdown due to stop request from PM
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/device_management_basics.html#Cisco_Concept.dita_3f461fc3-e2d3-41a0-bcb3-a2a08f906dd2
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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