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|Jp 95006

S 03l lJpuews £pdss luvaduldd Igble o vgsd "6 izo;6 Adaptive Security Appliance'
(ASDM) sl_oJlzol.

lJg o6

s&3 IJpuwows giel po puduwds luuedild Tgble ASDM gl oJlzol pg 030 IJpuweusle:
Link1<>

Link2<>

Link3<>

lowodoldd Igble v sd ASDM ) oJlzol
lJeuudds 1. wbo, juwldé "gs, @ls) eds wuvgsd blLé Uiao_jé eu" £Js ASDM

e pdlebé gles I 1de,) oo 030 IJig)luo s pelods IUlouold wesly 1dzplss wluuegsle ASDM:

.« oo, Huwlds IJghl "gs) Blo) eds wubésd b IUizejs po" eJs ASDM:



% Cisco ASDM-IDM Launcher

Contacting tt Error "
Device IF Ad =

.m LInable to launch device manager from 10.62.184.141
Username:
Password: | Ok .

M
CISCO

=l

[_] Remember the username of the specified device on this computer

W6

« wboy pedle wuogse lgble zldl iz Ilpvooulele IJolss:

<ffroot>

j ava. net. Connect Exception: Connection tinmed out: connect

at java.net.DualStackPTainSocketImpl.waitForConnect(Native Method)

j ava. net . Connect Excepti on: Connection refused: connect

at java.net.DualStackPTainSocketImpl.waitForConnect(Native Method)

Trying for ASDM Version file; url = https://192.0.2.1/admin/

java.io. Fi |l eNot FoundException: https://192.0.2.1/adm n/version. prop

j ava. net . Socket Excepti on: Connection reset

at java.net.SocketInputStream.read(Unknown Source)
at java.net.SocketInputStream.read(Unknown Source)
at sun.security.ss1.SSLSocketInputRecord.read(Unknown Source)

JJozdyd pu o3l Idg)uo 9p wopdsu uvedle 9226 wede Java:




s

Cisco ASDM-IDM Launcher SRn

Device IP Address [/ Name: 192.0.2.1 L]
Username:
Password:

[ ] Remember the username of the specified device on this computer

| oK | Close
L a[)&

Iovedulad IJigble 5l odlzol - 1Jlzlele 1Jpsuos wol

1. olds oo lu luosble ASA 9 ASDM guble lJouugsd posldgs. bLze lJs adlzble ool
ASA Jzs0, Lz olisé LTees oo Cisco. plzbole |oosly ASDM 2l Lz olsé LTees o0, Cisco.
<919, 8 Cisco Secure Firewall ASA.

2. eJs uble lJogvgsd IUss suvouosdo ASDM (0S). wlds pu o 2ol) 2plss wble
IJoubésd 9uwlez IJielo IJIg s ouvee wldese 1Jglueé louoldle ASDM B JJI
IUlozloso (IU>g9d 91Jgase)-

3. B wblp IJogvgsd IUss suwoasdo ASDM (0S). wlds pu lu wvler IJielu (eds
wosd Ideeld: pdldzs IS 9 wl0) suwsliuwle Ilelo: ogwer vouvésd woolee ASDM
9wyulpg Java.

4. olds po wpdsu ghe HTTP. 90 p odosy IJussle IJeuosdslldslzole ILoeses:
<#root>
#
show run http

http server enable

http 192.0.2.0 255.255. 255. 0 managenent


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

LS()CJQ o sgods IJie, http server enable o0 IJodasy IJzhs wubvgsdo vuvww pE® ©LoESE
IJIgble oo Cisco CSCwc67687 "s 99, weles Wuvd ASAHA Ccobvgsd Wuud lghe wuvgsd
ebe HTTP 9l gbole ASDM".

pdlebo: wp luodle 03l 1Jgdd Ws luoshle o)lez ASDM Ui'a@_,é. wzdd pu wdlLosd
IJese Jdewesd eds piss pu ldpedsple.

5. ol o0 098, L09,6 ASDM gds 151,56 19806 1Upzdss 9edssool:

<#root>
#

dir flash:

Directory of disk0:/
150 drwx 4096 05:55:01 Nov 14 2024 Tog

1074037795 -rw 123665740 23:30:37 Cct 17 2024 asdmbin


https://tools.cisco.com/bugsearch/bug/CSCwc67687

#

show run asdm

asdm i mage di sk0:/asdm bin

no asdm history enable

6. ol pU w99, oylgsue 3DES/AES. 3l Juo w@9p wIdlouold o ASA go) 9lzos Idwslule:

<{froot>
#

show ver | grep Encryption

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Encryption-DES : Enabled

Encrypt i on- 3DES- AES . Enabl ed

7.3l op wpdsu WebVPN gds wdw 1Uslzos. Bolds o0 oI9Sy pulWdd e s J
WebVPN 9 ASDM. $p woésis) pud> WebVPN s §o wogssy pods e HTTPS.
Vs o3l ldpeldi wp wdssu JJ pu 9,09 WebVPN 9 ASDM. swp wubgsd 306 WebVPN
g puds HTTPS IJIGe )l o 443, ss0p cdsso pucds HTTPS J ASDM gJss ousiss
8443:

<#root>
#
show run webvpn

webvpn

enabl e outside <-- default HTTPS port 443

#

show run http

http server enable 8443 <-- custom HTTPS port 8443



http 192.0.2.0 255.255. 255. 0 outsi de

8. ol U Iduwele ldlogoldle po ldpuosd pg ASDM 9ol 1Jzelso w9luulboo Uiao_jé
lJoswsbs s IJuvwdo.

IJpoildJ 1Jppepds:

* O92S0 ES) LPTST
* nat/port forwarding £, uozsSe

© op by s Idpisy S puwb IJodd
pu puby) 2ol Iz plss: Joid§> lJlouold spdod edysu ldoglb 1Jg)e eds glgole pesué:
<#root>
#
show run http

http server enable

http 192.0.2. 0 255. 255. 255. 0 nanagenent

# cap capminterface managenent match tcp any any eq https

# show capture capm

138 packets captured

1: 14:20: 44. 355526 192. 0. 2. 35. 50590 > 198.51. 100. 141. 443: S 3649403547: 3649403547(0) wi n 64240

2: 14:20: 44. 356152 198. 51. 100. 141. 443 > 192.0. 2. 35.50590: S 0:0(0) ack 3649403548 wi n 32768



3: 14:20:44.357388 192. 0. 2. 35.50590 > 198.51.100. 141.443: . ack 1 win 64240

4: 14:20:44.384715 192.0.2.35.50590 > 198.51.100.141.443: P 3649403548:3649403918(370) ack 1 w
5: 14:20:44.384806 198.51.100.141.443 > 192.0.2.35.50590: . ack 3649403918 win 32398
6: 14:20:44.385829 198.51.100.141.443 > 192.0.2.35.50590: P 1:760(759) ack 3649403918 win 3276

9. olds pu I luwegsle pslys ASDM IJzldss Jl seelys [Jes:

<tfroot>
#

show resource usage resource ASDM

Resource Current Peak Limit Denied Context

ASDM

0 admin

Iuwegse Ile, show conn all protocol tep port <port>JJoz 88 pu Blises louoldlc ASDM
lJogils. olds pu ©98s) IJpuwds Iduoese 1U3s w@9pe 89l HTTP wogbgsde (show run
http).

<ffroot>
#

show

conn all protocol tcp port 443
2 in use, 8 most used

TCP managenent 192.0.2.35:50620 NP Identity Ifc 198.51.100.141:443, idle 0:00:08, bytes 119188, fl ags



wJl po 3JYe spdu luwegsle 11, show asp table socket JJwe 88 pu louoldle ASDM
lJogilos. olds po Idozdd pu lJlouoldle wldpowds 1U3s sgpd edso gbe HTTP W 9b (show
run http).

<#root>
#

show asp tabl e socket

Protocol Socket State Local Address Foreign Address
SSL 0027eb28 LISTEN 198.51.100.141:443 0.0.0.0:%
SSL 00305798 ESTAB

198. 51. 100. 141
1443
192.0.2.35

: 50620

SpJu luweesle IJle, clear conn all protocol tep port <port> Jewe [JloualJle.

10. I3l op odosu IJle, management-access <interface>gle.oJ ASDM o <interface> IP [X9%3)

louold Idubeds 1UEluos IUbloyss (VPN) W $e wllds IJglzes management-access glglso
I l

" - .I...
loldeol. 03l 09 1pd IJwssd Jegrd wuozse IJigble oo Cisco CSCvub0373
"ASA - Jl sgpd 1d9uesd 1ds 1dbLs go) 9lzes 1o §".

1. Wzuow IJ cisco w9 id CSCwd04210



https://tools.cisco.com/bugsearch/bug/CSCvu60373
https://tools.cisco.com/bugsearch/bug/CSCwd04210

“ASA: 2Juwle ASDM IJpgJ 6 s CLOSE_WAIT pol souuww B g0 1Jb1s. wlbyl Josl
IJsdd: spdu loole 2duwé &pd ASDM Cluweésle 1yuulds "G ésle Idleuald wash

lJzelss" 9850 wele IJlouold IJluolvs el Idzplss. Ided Idessd 09 lele wzpesd 23l
lJzplsé.

12. Wz oo IJ cisco o § id CSCwh32118



https://tools.cisco.com/bugsearch/bug/CSCwh32118

"wp 1d9uo9d IJs 1dzues Idogwess Jeduwle bLe ASDM o wow eduwle ged HTTP
IJpe 6 s CLOSE_WAIT". L woo 03l 1JgdJ: wuod 206 ASDM Management-
Sessions [Jowoss wumon eduvle ged HTTP IUped 6 Bes zlJé CLOSE_WAIT. ¢bosle
e J:

© 0288 pu luveesle 1eshs 1JzlUs 9lJzs puo J ASDM:

<{froot>
#

show resource usage resource ASDM

Resource Current Peak Limit Denied Context
ASDM

1



5
0 admin
e BlUlpe IJLé.___s,oé IJCIJ.___sé oS Qx_éu.uol IJ@. -.éo&é,j -1%) alJé aJu.ulc, g_,oJ HTTPS:
<{froot>
#

debug nenu npshim -w

Handle State Intf

720108b6 CLOSE_WAIT
57835276 CLOSE_WAIT
58068272 CLOSE_WAIT
6ae93b92 CLOSE_WAIT

o 131Uy ould bglle pogssé B 2ldé CLOSE_WAIT. Iueése 11, debug list pdm 3 Jewe
zpse eduwle IJgpd oso.

13. 0y pu le)luo luvould IJdeds Bs pgzle 1Ule, show blocks. 9¢l o6 IJdse 116U
b Igp>6 LOW 9 CNT:

e opluwoodld gluwe b lzzle Jod sudé zeeol 256 9 1550 Llsw:

<{froot>
#

show bl ocks

SIZE MAX

Low

CNT
0 5700 5608 5700
4 900 899 899
80 5000 4575 5000
256 13568

13563
1550 50000

49974



o« Op laweudh lezle Idpzesele Idos swdé zzeol 256 9 1550 Llse 9dp sop luveslol:

<{froot>
#

show bl ocks

SIZE MAX

Low

0 5700 5608 5700

4 900 899 899
80 5000 4575 5000
256 13568

1550 50000

Lee IJs pesd wuoese IJigble oo Cisco CSCvv71435 "ASA 256 o/l 1550 $ldo luweujld
Suvow guesue 31,6 DMA g 1Jol,"

tsble 1Jzd Idessd:

1. suwlisd syslog JJz> pu ldperd IJos sop luubliel wpgad prode. pebe perdle
lJyuwlssd Iduslisgd IJos po uluel logsle pgdd glds pu ldyuwlisd os IJyuwlisd 1UEl o6
vlousle IUlosold gluolisor poJ:

<{froot>

Y%ASA- 6- 302013: Built {inbound| out bound} TCP connection_id for interface:real-address/real -port (mapped-:

%ASA- 6- 302014: Teardown TCP connection id for interface :real-address /real-port [(idfw user )] to inte


https://tools.cisco.com/bugsearch/bug/CSCvv71435

WO 030 IJzlJoe ywswr9 wdasy o Idperd Idpeepd Jel sJs:

<{froot>

logging rate-linmt 1 10000 nessage 302013

logging rate-limt 1 10000 nessage 302014

ol 1yuwlisd 1Jig)s 1dpeopds Wos: 302015 / 302016 / 302017 / 302018 / 302020 / 302036 /
302303 / 302304 / 302305 / 302306 . |Je,ze: paze lJis, logging rate-limit.

2. vebsd yuwlisd Iduved IJos sop loglsel wegsd pyode:

<tfroot>

no | oggi ng nmessage 302013

no | oggi ng nessage 302014

3. sweed lJesh lJovleds Ws lelhs wepsd Idzols Jluesh 31,8 DMA 1pz 006, IJub,
O luwedsdle ey Idoslos) 1Jsdlksse Joguw wd)l) 030 IJpuwlJs.

14. 02809 ppl Bl wp g2 wwedle ped 030 IUgbgb WS 9236 wedp ASA. Vs oo IJzlJs.
o louoldle ASDM Ig SSH B Juile:

ERROR: FAIL to ALLOC the stack page Oxffffffffffffffff[size 36864] to 0x00007fa3b0c29000 errno (mmap:um
First MMAP Req/Updated 36864/45056 Front 0x00007fa3b0c28000 rtn 0x00007fa3b0c29000 back 0x00007fa3b0c32
Message #11 : process_create: out of stack memory for name accept/ssh_2 size 32768 prio 3

Message #12 : _listen_ssh: failed to create thread for interface 2 port 22

lzJe IJ cisco w9 id CSCwc23844 "ASAV high cpu 9 Jges 319,6 w9jse gbl Hép 1 po 307
sldye 2" Ided e dw o9 lelhe wuvgsd 2ol IJzelss.



https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369
https://tools.cisco.com/bugsearch/bug/CSCwc23844

pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Ui'a.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

IJelze

o adlzble | ool ASA Jzoly 1)z elsé Ilews o Cisco
o pallebole | ool ASDM Jzol, Lz elsé LTee, oo, Cisco
« 9198 ASA Jzoly Iz elsé 1lee o0 Cisco

* oozl > lJogwzsd-l]ezs

lJpuvddé 2. Jl spdu 1U9uo9d |Js 9lgod puwegse ASDM g, Java Web Launch-
Start


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_log-lz.html#wp2631635369

JJozdd pu IJig)luo e wopdso guedle 9226 wpdpe Java:

=, Cisco ASDM-DM Launche cisco

Device IP Address [/ Name: 192.0.2.1 LI
Username:

Password:

|: Remember the username of the specified device on this computer

[ oK J Close

i e

wbo, ywedlo 9236 wedpe Java juwlisd pod odo ldyulby,):

<tfroot>

NLPExcepti on[ cat egory: Downl oad Error : Exception: java.io.FileNotFoundException: https://192.0.2. 1/ adni

at com.sun.javaws.Main.TaunchApp(Unknown Source)

at com.sun.javaws.Main.continueInSecureThread(Unknown Source)
at com.sun.javaws.Main.access$000(Unknown Source)

at com.sun.javaws.Main$1l.run(Unknown Source)

at java.lang.Thread.run(Unknown Source)

Caused by: java.io.Fil eNot FoundException: https://10.75.32.2/adm n/public/asdmjnlp
at sun.net.ww. protocol . http. Ht t pURLConnect i on. get | nput St r eanD( Unknown Sour ce)

at sun.net.www.protocol.http.HttpURLConnection.access$200(Unknown Source)

at sun.net.www.protocol.http.HttpURLConnection$9.run(Unknown Source)

at sun.net.www.protocol.http.HttpURLConnection$9.run(Unknown Source)

at java.security.AccessController.doPrivileged(Native Method)

at java.security.AccessController.doPrivilegedWithCombiner(Unknown Source)

at sun.net.www.protocol.http.HttpURLConnection.getInputStream(Unknown Source)

Iovedulad IJigble 5l odlzol - Idlzlele 1Jpsu0s wol

Suwos ASDM 7.18 »>g 0 Java Web Launch-Start o ASDM 7.18. 9Je sg> ASDM s>¢ 0 Java Web



Start o vow wolsé >gp Oracle Jo,909Y9d JRE 8 90 ,90999d bl § v dé Java (JNLP). szo
oS puvéd ASDM Jovgsd ASDM. Lize 1Us pdlzble 1] ool L2l 06 o Cisco Secure
Firewall ASDM. 7.18(x).

IJelze

« pdlzblo 1)l ool gl uos o Cisco Secure Firewall ASDM. 7.18(x)

lJpuvdJs 3. seJd ASDM W "ld)zle IJluebl) wsupl s@9p ASDM Lozpsd
lJodssu IJzlds pu goljd"

IJg ol IUblo, B 9lz0é puweise ASDM og:

@ @ Status

Please wait while ASDM is loading the current
% configuration from your device.

0%

Iweduule IJigble ol odlzol - 1dlzlele 1Jpsuos wol

- [ | .l...
03l £sw pEIIS Up uugoe Liluwbs pg W wuozse IUigble po Cisco CSCvv14818
wuodsd puced Idele oo bl osupl $89p ASDM wuzesd IJodsse 1Jelds po zolid.


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html
https://tools.cisco.com/bugsearch/bug/CSCvv14818

pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Uit.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

puibdJs 4. sl Bes wubesd ASDM: Ul o w9bse 9L JAR s oJud JNLP
w9l wbo Qk.éu.u lJwol>é

IJg ol IUblo, B 9lzod puwegse ASDM og: 'gs) B,y eds wuvésd IJobusd.

Unable to launch the application. : _.i
=~

&30 wedle ASDM Java: 'Jl sop o98se p9bs Jar s pdd JNLP Lsl ubs o w [ wolss!



Error: JAR resources in JNLP file are not signed by same certificate

Ioveduulad IJigble 5l odlzol - Idlzlele 1Jpsu0s wol

03l £Sw PEIIS wp wuuEe Liluubs pe,W wuozse IJigble pu Cisco CSCwe13294
ASA: Ul spdu IUlouold o ASA olywegsle ASDM pg Java Web Launch

pdlebo: we luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Ui'a‘ﬂs_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.


https://tools.cisco.com/bugsearch/bug/CSCwc13294

pdlzbé: luwos >gp lbJl 9 ASDM Java go) 1U9se © 7. 18 J9s |Losl). wael pos ASDM
7.18: Jp wg> ASDM wogp wae Java Web Start o wo o wolsé >gp Oracle Jo,90939J
JRE 8 9,9999d woe Uvwds Java (INLP). sz wowse puvgd ASDM Joyivgsd
ASDM.

IJeoze

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 17/release/notes/rn717.html

lJeudJs 5. sed & ASDM g0 777 pu wgpsd wdssu 1Jzol;

Swp wowse ASDM s 777 l&ole wedsd Jodysu Idebs ouvgsdeo.


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_17/release/notes/rn717.html

(&J Status X

Please wait while ASDM is loading the current configuration

E from your device.

Parsing running configuration...

Ioveduulad IJigble 9l odlzol - 1dlzlele 1Jpsuos wol

03l £sw PEIIS Up uuEo Liluubs pe,W wuozse IJigble oo Cisco CSCvh02586
Swp eJSY ASDM g0 0uwed 777 po wzpsd odosu IJzol;


https://tools.cisco.com/bugsearch/bug/CSCvh02586

pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Uit.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

e J6 6. sees; 1Usuesd lJs ASDM gds eoly 1deplss Idlzeslbs
Ioveduulad IJigble 5l odlzol - 1dlz)lele 1Jpsu0s wol
olds 1o Jealo 1Jzelss el sds:

VO L9 wuler ASA eds Lo Idpeld:

<#root>
asa#

show run boot

boot system disk0:/cisco-asa-fplk.9.22.1.1.SPA



OO w29y wlpz ASDM: gds wosd Idpeld:
<#root>

asa#

show asdm i mage

Device Manager image file, diskO:/asdm-7221.bin

IJ el s 7. 50988 ASDM g0 "ldeeld wpase IUu,lee.”

Swp UowSw 91206 puuegsp ASDM Vs 'we [Jeld werse Ido)ulez. by,

[E) Cisco ASDM Launcher — x>

=, Cisco ASDM-IDM Launcher cisco

Software update completed.

Device IP Address / Name: 10.62.148.30 L|
Username: test
Passweord: Il

[:] Remember the username of the specified device on this computer

0K Close

|| |

WOs wwedle gl ASDM: spdud puiloss:



=5, Cisco ASDM-IDM Launcher cisco

Device IP Address / Name: 192.0.2.1 -
Username:
Password:

[ )| Remember the username of the specified device on this computer

Close

\ [ é

OK

java.lang.NullPointerException
at vk.cz(vk.java:780)
at vk.b(vk.java:609)
at vk.<init>(vk.java:409)
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:170)
at com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)
Exception in Starting Main window
Exception in thread "SGZ Loader: launchSgzApplet" java.lang.NullPointerException
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:177)
at com.cisco.nm.dice.loader.Loader$1l.run(Loader.java:416)

Jlebb 1o 1J VK. €z: 90I3l. spdy o ooy s 2,98 gds uvwsd IJpeld:

java.lang.NullPointerException
at t6.cr(t6.java:742)
at t6.b(t6.java:573)
at t6.<init>(t6.java:386)
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:168)
at com.cisco.nm.dice.loader.Loader$1l.run(Unknown Source)
Exception in Starting Main window
Exception in thread "SGZ Loader: TaunchSgzApplet" java.lang.NullPointerException
at com.cisco.pdm.PDMApplet.start(PDMApplet.java:175)
at com.cisco.nm.dice.loader.Loader$1l.run(Unknown Source)



Iovedulad IJigble ol odlzol - Idlzlele 1Jpsu0s wol
olds po Iy puwaese ASDM Jsso puwess IJleesl 15:
<#root>

asa#

show run user nanme

username test password ***** pbkdf2 privilege 3 <- this will not work

wsupel sgpd ol

<tfroot>

asa#

show run usernane

username test password ***¥** pbkdf2 privilege 15

IJpuivdJ6 8. soods ASDM gJs wwsld ASA Idpcgss wogwosd 577 1eule wpdsd
IJodsso Idebs wuvésdo

SUp UOUSY 9lgod puwegse ASDM gus 577, wlbo) 9lgod lJpuwesp: IUgle IUlbo bl wsupl
S89e ASDM cuzesd IJodsse 1dzlds pu 2ol

(5 Status X

Flease wait while ASDM is loading the current
IE configuration from your device.

Farsing running configuration...




Iovedulad IJigble ol odlzol - Idlzlele 1Jpsu0s wol
9swuoe 03l g8 gudpl swp wduss JJ odo IJu,y9b:

1. ASA Vs 9,08 sl pogs> :
2. ould PTPIES éﬁl)p AAA STU9S E_J.,s lJo, U 4 é}bp.

lJeJ
Bp woddsd £33 29be AAA B IJpzees: eds pwosd Idpeld:

Sl

<tfroot>

aaa- server ACS protocol tacacs+

aaa-server ACS (managenent) host 192.0.2.1
key **xxx

aaa-server ACS (nmanagenent) host 192.0.2.2
key **xxx

aaa-server ACS (nmanagenent) host 192.0.2.3
key **xxx

aaa-server ACS (managenent) host 192.0.2.4
key **xxx

aaa-server ACS (managenent) host 192.0.2.5
key **xxx

aaa-server ACS (nmanagenent) host 192.0.2.6

key * Kk k k%



CESS:
<ftroot>

asa(config)#

no aaa-server ACS (managenent) host 192.0.2.5

asa(config)#

no aaa-server ACS (managenent) host 192.0.2.6

u&)

<ffroot>

aaa- server ACS protocol tacacs+

aaa- server ACS (managenent) host 192.0.2.1

key *kkk*k

aaa- server ACS (nmanagenent) host 192.0.2.2

key *kkk*k

aaa- server ACS (nmanagenent) host 192.0.2.3

key *kkk*k

aaa- server ACS (nmanagenent) host 192.0.2.4

key *kkk*k

IJeoze

https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/quide/conf gd/aaa.html#wp10397



https://www.cisco.com/c/en/us/td/docs/security/asa/asa72/configuration/guide/conf_gd/aaa.html#wp1039757

IJpuvdJs 9. sees, 1soosd [Js ASDM gJs VASA

Swp &ue Idesss pu ldyuwlisd pod oo

ProbTem Details: ERROR: FAIL to ALLOC the stack page Oxffffffffffffffff[size 36864] to 0x00007ff62429c0

IJig 1o 1Jig)s:

1. lowoésle £1d J9es6 1Jpeldes 1e,d5s6 (CPU) B 1)1z "show cpu" gJs 1€ e "show
cpu core" IJss sbo) p 9l luwwsle pugdo

2. lgble wpLosLo 31958 IJpdsgw B 9226 IJoedp

3. £3p 82,6 SSH gJs 1Jzol;

4. S vJ 18e,le SNMP

03l gSw pEIIV wowEw LIluwbs cisco w9 id CSCwc23844
l2ble cguosue 31,6 1dpdsu 99226 Idpeldzs ey dis6 (ASAV) IJBls 96 wIUEp pu 929> 31,6
tldss vouwed wisd g 307


https://tools.cisco.com/bugsearch/bug/CSCwc23844

pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Uit.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

lowoduiuld e uldd Idpee s o ASDM o] odlzol ds wble
lJoubgsd Windows

lJeuudds 1. Jl 990 ASDM cogpsd wdysu el ldgpelss sus luwwgsle ASA +
SFR

IJg ol IUblo, B 9lz0é puweese ASDM og:

'og_i‘? eJs ASDM wzpsd wdysu gl Idgpelss. Id)zle IJez 8l pu lJlouold wldzols |_9 l|Jpeglodo
rod I Jliggl!



ASDM was unable to load the firewal's configuration. Please check connectivity to
@ the device or try again later.

Iweduule IJigble ol odlzol - 1dlzlele 1Jpsuos wol
2dd pu pdlzble [uosly ASDM. 90p 33,90 Iubes IJe g sd 1Jps8906:

https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-
release-notes-list.html

IJSuwe IJpoedy:

Operating System Browser Oracle JRE OpenJRE

Firediox Safari Chroamss

Hote Mo suppor for

Jébos 1l s oo pdlzble | osl, ASDM 7.18:

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 18/release/notes/rn718.html

9Jpl swLoz Wl Windows 11 9 2022 Jswl poyzsu wlJB@lises.

Jpl luo wael po ASDM 7.16 9 Windows Server 2016 9 Server 2019, JI swp g0 13,6 ASDM
JJ9z»6 IJuplbssé FirePOWER. spdud wadl pu 3JY |uwegsle FMC Jbsl,6 9226 FirePOWER
lJoplbss gus luvwgsle ASDM J)sl,6 ASA.

odpse luveduuld IJigble gluodlzol: wedld pu uvedle 9236 wpdp Java s ASDM:



https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html

o)

Device IP Address f Name: 192.0.2.1
Lisername

Fassword,

i

L

h

B 2l 929> Lble cUbEsd Es) pa89p: SpIud publerd Juse pod:

<tfroot>

Caused by: java.lang.ExceptionInInitializerError: Exception com.teamdev.jxbrowser.chromium.internal.Env

Unsupported operating system Supported OS: Wndows XP (SP2),

at com.teamdev.jxbrowser.chromium.internal.Environment.checkEnvironment(Unknown Source)

lJedsJ

QK

=2, Cisco ASDM-DM Launcher

Chose

7, 8, 10, Vista, 2003 (SP1),

|I|I|I|I|
CISCO

hd

|| Remember the username of the specified device on this computer

J3JYJ JIs copdy pu b6 ASA Cluuegslp ASDM. oJyy 1Ugshlo 19,6 Jysd Jel sds:

IJz s 1: Bp wb1)6 9236 ASA g FirePOWER o0 puo s 18, 1830 (8Js uvosd 1Jpeld. Windows
2010 9 Windows Server 2012 9l [Js 3JY).

IJzsh) 2 B wlobs 19236 IUopbbss FrePOWER Ul ueésle FMC sl ue s, B 15hs ASA

luwesslo ASDM.

lJgsl) 3: sl ouvesd 1Jgesd IJuplbss Firepower:

<tfroot>

ASA5508#

sw nodul e nodul e sfr shut down

2008, 2012



Shutdown module sfr? [confirm]
Shutdown issued for module sfr.

lJgsh 4: WOs 2lds g3p IJogbsb Jlgwegsle 1Ugeso IJuplbss FirePOWER og» I SpIdud
Lldée oeuswol:
19 e

<ffroot>
ASA5508#

sw modul e nodul e sfr uninstall

u
| |
|| - l....
IJz sl 5: 1Jg pd pg cisco TAC Iy slow IJ workaround ey 1J cisco g id CSCwj51536
Jlgwowld pdule jxbrowser.jar sx9.sl. Jlgb 1o 03l 1Jed 1dwssd s Jl sed IJpuivdJsé wes. B

oo IJglJé: weulg i ouoe s Idlgool) IJgshle Idgvlo@e.

e idJé 2. seJ8 ASDM loule wojsd zjp FirePOWER

(& Cisco ASDM Launcher — >
S, Cisco ASDM-IDM Launcher pial
= cisco

Downloading FirePOWER packages [ 52f8
Device IP Address / Name: 10.62.148.3( J
Username: admin
Passwaord: SEREEREEBE

ﬂ Remember the username of the specified device on this computer

W&

Iovedulad IJigble 5l odlzol - Idllele 1Jpsu0s wol

9088l JisJs w9l § FirePOWER. JI e p 380 ASDM Jlsbé 19236 | ebss FirePOWER
olowegsle ASA 9.8(4.45)+ 9 9.12(4.50)+ 9 9.14(4.14)+ § 9.16(3.19)+: sz luweesle FMC Jbslys
1U9236 IJuplbss wluuegsle 030 Iluoshle. aabde luoshle ASA 630 929> ASDM 7.18(1.152) g


https://tools.cisco.com/bugsearch/bug/CSCwj51536

luool, 238 8JY0 >80 ASDM JJszss I Juelosé ASA FirePOWER locos o 7.16.
lJeJ
J5Jd: JIs copdo po bhs ASA Ulgweisle ASDM. cdsy IUgshle 1decsd s Jssd Jel sds:

IJz s 1: Bp wb1)6 9236 ASA g FirePOWER o0 puo s 18 1836 (8Js uvwosd IJpeld. Windows
2010 9 Windows Server 2012 g0l |Js 3J9).

IJzsh) 2 B wlobs 19236 IUopbbss FrePOWER Ul ueésle FMC sl ue s, B 15hs ASA
olowegsle ASDM,

IJgsh 3: sl wubgsd 1Ugesé IJuplbss Firepower:

ls§led ubgsd 1Usess 1Joploss ASA5508 # SW-module SFR
od w8 s8IV wubvgsd 1U9zs6 1JupelbssS [wldss]

op luodly lsdlv IJogvgsd JJdggso IJuplbss sfr.

sl 4: O gldo esp Idotbsb Jlguadsle 1d9ess IJouplbso FirePOWER webs IJTo. Spedud
LlJe cowswol:
b S

LilJs ceuse 1926 IJuplbss ASA5508#SW-Module

lJeoze

https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-
compatibility.html#id 60529

lJpivddo 3. 5 wldo I.J'a]oi "swed) ogvgsd ol ldoebosy geds IUJposse)
IJubguos” 1dpersuod eds puosSs Windows

This app can't run on your PC

To find a version for your PC, check with the software publisher.

Iweduul IJigble gl odlzol - 1dlzlele 1Jpsuos wol

W wowsw pUved ASDM: spdy J Windows |guwewsld 030 [gouol) ASDM Cpwl) puosed
wpzo Windows IJuuoss: pel $938 1Js 229 03l U'a]oi. Jluedlz o> IJleuoly:


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-compatibility.html#id_60529
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-classic-compatibility.html#id_60529

1. I, Start (IJuss) > Cisco ASDM-IDM Launcher. 5lo 8, o) Idplo w IJisps £Js wlbusd
pLugJ ASDM-IDM s, Cisco.

2. iao_, lJpis> > Vo pdly IUpd. sWee Windows 1U>Jsd vi..g,jggés IJIzoool).

3. 108) wiv IJplauw isew eds Isdsws IJIouoly slge tuslsue.

4. ogssy lJoswd |Js: C:\Windows\System32\wscript.exe £, 0)i55.vbs run.bat (e, &Sy
lJe,is8.vbs run.bat W IJuolsos e swp luwegsle 030 lJo)lez IJuuoss JOoz ASDM).

oy Cisco ASDM-IDM Launcher Properties X

General =Shofcuwt Secunty Details  Previous Versions

;I‘ Cisco ASDM-IDM Launcher

Targel type: Applcation

Targetlocaton  System32

Target | \Windows\Syltem32\wscript exe invisible.vbs un.bat |

Star in "C\Program Files (xB6)\Cisco Systems ASDM"

Sharcut key: L

Fumn Mormal window b
Commant Run Cisco ASDM-IDM Launcher
Open File Locabon Change lcon.., Advanced..

5. 169, W98 OK.

IJeoze

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html

lJeuvddé 4. swed) eds Windows IJg ey, eds 'javaw.exe'. olds o Jolws [Jlywe
wurdd Loese wp 2lad pis les.


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html

javaw.exe

Windows cannot find 'javaw.exe’. Make sure you typed the name correctly, and then try
again.

QK

Iovedulad IJigble 5l odlzol - Idlzlele 1Jpsu0s wol

© wubIdd Upies: swedd ol IJgbl Lzldl o889 eds IYpusoe. wlds pu wouse
luosl) Java posled eds puosd Windows:
https://www.java.com/en/download/help/windows manual download.html

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 22/release/notes/rn722.html#id 25472

o olds po w9 Ipuuly IJuozse Jusulez Java B puwly poés) wsisé Windows.

* Vs zlds 29¢ Idpuvddo wgs o)dso Java: wid) [gweele luesl) Java.

o« ol polulsdaus gwbe ldpdow ASDM wuins, IJs puwl) Ideowse Ideoluve. 131 Je
oJy ould puwlzsr BGpe wzd3dol 99, Lluuble IRouol) 2368>.

lIJpuvdJs 5. pubdds Vs IJIgwuol) 'C:\Windows\system32\invisible.vbs' wo.s
Jeswg 1Jod g5y Lol

¢bl blo: IJlwe 'C:\Windows\system32\invisible.vbs' IJezss B 1dpwg 1Josd és) Loese: wlds
p0 w228 Ipuwly Sluwe 1Jpds.

|\ The name 'CA\WINDOWS\system32\invisible.vbs’ specified in the Target box is not valid. Make
£25  sure the path and file name are correct.

| ok

B wewo Ielled 1dgbl 09 wed) Idess) eds pdd IUusulez IJouos
'C:\Windows\system32\invisible.vgs'.

Iweduuld IJigble ol odlzol - Idlzlele 1Jpsuos wol


https://www.java.com/en/download/help/windows_manual_download.html
https://www.cisco.com/c/en/us/td/docs/security/asdm/7_22/release/notes/rn722.html#id_25472

. ol PU 929> i5_9.;,|o lJeuw99d Jrsd g0 wowse ASDM gds puosd Windows. s
weue Ideldle spdu Jlgshble Active Directory [Jglod wpuwegses Windows o 9ss>
lJsuo9d IJs pslde pdle 1do)lez Idpbdsews Jovgsd ASDM wuzle eJs Windows.
lJ9uo9d plodyw Joso I>dlisd:

- ped> b lJpdow
- C:\Windows\System32C:\Users\<username>\.asdm
- C:\Program Files (x86)\Cisco Systems

131 JIy Active Directory s8> 1Usuo9d 1Js 1Usdsd: s bde 1J9uo9d pu pungsd Active
Directory.

e 2lad cowse luosl) peedyd pu Java gds puosd Windows.

IJeolze

https://www.cisco.com/c/en/us/td/docs/security/asdm/7 18/release/notes/rn718.html#id 25476

e dJo 6. seedy eds Windows Script Host IJge9) eds pdd Idesulez IJouos
"C:\WINDOWS\system32\invisible.vbs"

gwd pelods wie wubEsd pubéd ASDM. sbo, o3l IJ¢gbl: _
Windows Script Host X

6 Can not find script file "CAWINDOWS\system 3 2\invisible.vbs”.

OK

Iovedulad IJigble 5l odlzol - 1Jlzlele 1Jpsu0s wol
lowe lJgbsle IJoldsé:

1. 9p wlgho wpos> puosd Windows 92309/51Js wowse JIWe posdle puvgd ASDM.

2. 8p wlebs wouse luosl) leses pu puvgd ASDM. 9JJuo JI sjild posld bl B 2lJs £3p
929> luosh lpen Gp wotuse pubgd ASDM ubwo 13s Jlu Jssd po $ud-

3. olds pu wouse luosl) 2ldl IJozse.

ol pu 3JIe spdud pelads [puegsle powe ASDM IJpuwows [Js OpendRE Jive Jl Sewle


https://www.cisco.com/c/en/us/td/docs/security/asdm/7_18/release/notes/rn718.html#id_25476

|Js Oracle Java Jsep wéwseo gds IJJposse) Idppds.

Ioveduulad IJigble gl odlzol - 1dllele 1Jpsuos wol
lowe IJgbsle IJoldss:

1. 9p wlegbd wpos> puosd Windows 92309/]51Js wewse JlWe posdle puvgd ASDM.
2. 8p wlgbo wovsw luosl) lzre pu puvgd ASDM. 9JJuo JI sild pesld@l. Vs z1ds £30

929> luedby 230 Bp wotuse puveéd ASDM o wo IUss Jlu sy pu Gud.
3. olds pu weuse luosl) glul lduoese.

wJl po 3JI spdud pzlads [puegsle powe ASDM IJeuwews [Js OpendRE Jive Jl Sewlg
IJs Oracle Java Jswpe wowswo gds IUJdpousye Idpeds.

lJowdJé 7. JI sgpd ASDM gJs Windows Server 2022

Ioveduulad IJigble 5l odlzol - 1dlzlele 1Jpsu0s wol

98w Jolus 03l 1Jpdld. Windows Server 2022 £, p389p. w288 pu 22 pdlzble |osl) ASDM
ou https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-
software/products-release-notes-list.html 931 Jo sJo Windows Server 2022 o>,z| Oloze

luvesle wble cybésd peodS pu ISlses 1Ues9p6.

IJeubdJs 8. zep Elo lzod puvegsp ASDM Logs) 2ol
Iweduuls IJigble gl odlzol - 1dlzlele 1Jpsuos wol
v Jgbsle IJoldse:

1. loge gujavaw.exe lUss Qpw vodwswo (C:\ProgramData\Oracle\Java\javapath) Ig ewd
ouvesd ASDM Jblys Idpole 1Jewd0926 9235 p99€ [Jgr00 IJos wgpd:


https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html

$ PC *» Local Disk (C) * Program Files (xB6) * Cisco Systems > ASDM * jre * bin
Name n Date modified Type Size
SEMVET 4/20/2021 1244 P...  File folder

attach.dll 172472019 12:36 A...  Application extens.. 23 KB
awt.dll /2472019 12:36 A...  Application extens.. 1,483 KB
dit_shmem.dll 1/24/201912:36 A...  Application extens... 30 KB
dt_socket.dll 1/24/2019 12:37 A...  Application extens.. 25 KB
fontmanager.dll 1/24/201912:37 A...  Application extens.. 281 KB
freetype.dll 172472019 12:37 A...  Application extens... 625 KB
hpraf.dil /2472019 12:37 A..  Application extens.. 156 KB
instrument.dll 1/24/201912.37 A, Application extens,, 122 KB
- j2pesc.dil 1/24/201912:37 A, Application extens. .. 20 KB
i2pkes11.dil 1/24/201912:37 A...  Application extens., 63 KB
jaas_nt.dll 1/24/201912:37 A...  Application extens,, 21 KB
W jabswitch.exe 1/24/201912:37 A...  Application 35 KB
« java.dll /2472019 12:37 A...  Application extens., 156 KB
ﬂ java.exe 1/24/201912:37 A...  Application 198 KB
o java_crw_demo.dil 1/24/201912:37 A...  Application extens.. A0 KB
JavahccessBridge-64.dll 1/24/201912:37 A...  Application extens.. 141 KB
W java-rmi.exe 1/24/201912:37 A...  Application 16 KB
ﬂ javaw.exe /2472019 12:37 A...  Application 199 KB
| jawt.dll 1/24/201912:37 A...  Application extens.. 15 KB
JAWTAccessBridge-64.dll /2472019 12:37 A...  Application extens.. 17 KB

2. 108y wis Jelsuw Iisew -> ¢uolsuo

3. IJlvesld |ds edlps IUowyse 1Jwsle g

4. 1u9,) eds "wEss) leshle DPI gldss”

5. wpdsu glus IJIgosl) Tuvegsle o3l Idlesl Jluodlz puilJd IJdslue Jodl Ide,yulee
! po odd 1dpsgers s IJleshble!

6. 9p vopdsyu glud lJlzosh "welyy uvded IUSsIuw glds DPI" 9235 "lduble
(Jpzomo)"

Sl



|&| javaw.exe Properties

General Compatibilty Digital Signatures Security Details Previous Versions

ifthis program isn'tworking comectly on this version of Windows, try
running the compatbility troubleshooter.

Runi High DPI settings for javaw.exe X
Howdo |

ColEs Program DPI

[:] Rur D Lise this setting to fix scaling problems for this program
Winde instead of the one in Settings
Open Advanced scaling settings

Choose the high DPI settings for this program.

A program might look blurry if the DPI for your main display
Sefling:  changes after you sign in to Windows. Windows can try to fix
fiac  this scaling problem for this program by using the DPI that's
set for your main display when you open this program.

SBIE Use the DPI that's set for my main display when

Rur I signed in to Windows

(JDis:  Learn more

[ |Rur

High DFI scaling override
[ Ret L . }

Dﬂv&mde high DFI scaling behavior.
[(JUse Scaling performed by:

Application
OK Cancel
Ch
OK Cancel Apply

X




Run i
How da |

Compa
] Rur

Windqg

Setting!
Ret¢

8-bit (3

Ch

|| Javaw.exe Properties X

General Compatibility Digital Signatures Security Details Previous Versions

Ifthis program isn't working correctly on this version of Windows, try
running the compatibility troubleshooter.

High DFI settings for javaw.exe b4

Choose the high DFI settings for this program.

Program DPI

= Use this setting to fix scaling problems for this program
instead of the one in Settings
n 1 lin ir

A program might look blurry if the DPI for your main display
changes after you sign in to Windows. Windows can try to fix
this scaling problem for this program by using the DPI that's
set for your main display when you open this program.

Use the DPI that's set for my main display when
I signed in to Windows b

Learn mare

High DPI scaling override
] Owverride high DPI scaling behavior.

Scaling performed by:

0K Cancel

OK Cancel Apply

eI Js 9. Igble Java

SpIdu o wbo, 9lz0s puuegse ASDM ¢l g 1de,) ey lgble Java IJoldsé: IJgbl: wgs; 1de e,




eds java.dll

e Error: Could not find Java SE Runtime Environment.

ofls:

U'abi: wed) ldewy) eds wsiss 99w wuvesd Java SE.

Error: could not find java.dll

ofly:

IJgbl: szoss pelz IJouvesd 'Software\JavaSoft\Java Runtime Environment'\CurrentVersion'
eJs Bsps XX\ 9JIJu XX pbbdye.



Java Virtual Machine Launcher

| Error: Registry key 'Software\JavaSoft\Java Runtime

Environment™\CurrentVersion’
has value "1.6', but "1.8" 1s required.

Iwedule IJigble gl odlzol - 1dlzlele 1Jpsuos wol

1. 0288 pu wousw luosble ié)..s eu Java.
2. Vs glds wovse luoshle 18 Bp wblds cowse gese luesble Java. olds lsuol pu
LlJé wowse Java 8.

odese: spdud pylzes o3l ldpbdule Vs Iduwed:
HKEY_LOCAL_MACHINE\SOFTWARE\JavaSoft\Java Runtime Environment Jozsss [Jluosble

SpJdud Lsuol oid§> Llds wovse gese lJluosble wlddled po gJId 03l IJpdel?.




I Regesiny Bditor
Fite Edit Wiew Favonfies Help
ComputeryHEEY _LOCAL MACHINESOFTWARE M Softlava Runtime Emvironmeeni

w SOFTWARE M AT Type Laca
T-Zip b {Defaylt) BEG 52 value not set)
Arellia b BrowserlavaVersi.. REG_SZ 114312

Cisca &b Cunreniyiersan REG_ST 1.8
Cisco Infermal

Cisop Spark Mative
Clagses
Clisnis
Cioded2-ANT
Colsuait
Cured
Doz faagttiser E vronimeni
Lty
coanet
D
FilaZsils 3
GatFarWindiows
GitHuh
Googhe
1IN Propssders
lenimaanel Prodec
Ingel
i Javatah
Java Plug-in
| Java Runtime Emirerment|
1.8
180 431
| 2 Jaws Wl Seare

wedsy Ju i)l eud Idgpd pg uved Windows!

4. lebo cowse luosl) Java pugls.

puvdJo 10. ASDM Losgs 7.19.1.94 pJus | ool OpendRE s Idwolss JI sjld
S&ue luodl) OracleJRE

lJuwdsd IUboses oe OpendRE

ghoc gupl ©89p vot sy L9 6 ASDM Idpuwowss [Js JRE g8 zolc Bly |uosl) Java
@Eduuok

ASDM-IDM Java Console

Using JRE wversion 1.8.0 332 OpendDE 64-Bit Server VH

gould peds re’ we loilye Lopy 03l IJewl,: C:\Program Files (x86)\Cisco Systems\ASDM\jre



ouldi lue suwobse 9230 IbJlE puss 16 Szoss ped9pesd gu Azul Zulu:

<{froot>

| MPLEMENTOR="Azul Systens, Inc."

| MPLEMENTOR_VERSI ON=" Zul u8. 74. 0. 17- CA- wi n64"

JAVA_VERSION="1.8.0_392"
OS_NAME="Windows"
OS_VERSION="5.2"
OS_ARCH="amd64"
SOURCE=".:git:51a769a8708c"

wdsd €8y wogse wluwwésle OpendRE

IJTo I pundJs 1o Bs weuo luoshle ASDM (sds uvwsd 1Jpsld: 7.19.1.94) wlbo, 9lzoé
Urouuot.)roi

| & ASDM-IDM Java Console -

Using JRE version 1.8.0 351 Java HotSpoct (TM) 64-Bit Server VM

9pJ9 C:\Program (x86)\Cisco Systems\ASDM\jre\release sbo, use poJ:

JAVA_VERSION="1.8.0_351"
OS_NAME="Windows"
OS_VERSION="5.2"
OS_ARCH="amd64"
SOURCE=".:git:c72692150ec4+"
BUILD_TYPE="commercial"

Iowedulad IJigble 9l odlzol - 1Jgbbsle IJpsos wol

03l pg ;98 cisco . § id CSCwf74697


https://tools.cisco.com/bugsearch/bug/CSCwf74697

Jl sld pdd 1Jluosl, ASDM 7.19.1.94 OpendRE B.s 1JgJ b6 se,u2 luosl, OracleJRE



pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Ui'a.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

lJgJ:

lgwegspe >=7.18.1.161 Ig >= 7.19.1.95 zlosé |_o>l, OpenJRE.
o J6 11. Iglole ASDM Java "[¢bl] CLI-Pass-Debug Inside DolnitialProcessing"

Jiglos (see lo odse ddlopl Loz s2s):

* sepd ASDM 590 puildd.
* &2 uvedle ASDM Java

0 [SGZ Loader: TaunchSgzApplet] ERROR com.cisco.pdm.headless.startup - CLI-PASSTHROUGH-DEBUG Inside dol
[ERROR] CLI-PASSTHROUGH-DEBUG Inside doInitialProcessing messenger: cqq@la3c930 46 [SGZ Loader: TaunchS
CLI-PASSTHROUGH-DEBUG Inside dolInitialProcessing messenger: cqq@la3c930 CLI-PASSTHROUGH-DEBUG Inside do



No CSD version

Ioveduulad IJigble gl odlzol - 1dllele 1Jpsuos wol

03l £Sw ©EpSUS PEIIY SLLLED pEHd wuoese IJigble oo Cisco CSCwe28411
I¢ble ASDM Java "[¢ bl] CLI-Pass-Debug Inside DolnitialProcessing"

edlelbs: e luodle 03l 1Jgdd B luoshle w)lez ASDM IJigs)6. wzldd pu wdluosd
lJesw Jdzuesd eds pis o ldpedsple


https://tools.cisco.com/bugsearch/bug/CSCwe28411

lowod ol gble 1o ol ASDM 3] oJlzol

IJeuidJs 1. sBUid IbJlg ASDM wuwou Isuosd 1Js 1Jzs 1Jisuos Jess
Uadu.ukh

"Ide> IGuos Jeas eduws IJIbLs J hitp Jde9esdad Iy Ipuwcse e929> LlJBed. $ies
lUpelods py6 Igrs Jlzdl. wlboy suwlds Iglol s ASDM:

(&) Error b

@ The maxamum number of management sessions for protocol http or user already exist.Please
try again later.

sedo B el peled g0s 1Jozssd o IJuvsldle eds ASDM.
Iweduul IJigble gl odlzol - 1Jlzlele 1Jpsuos wol

lzJe IJ cisco g id CSCwd04210: ASA: zJuwle ASDM IJeeJ 86 s CLOSE_WAIT sl
Souwww B 830 IUbLs. wbyl Josl IJgdd: spdu luole gduwé gpod ASDM Ll wedsle 1y wlJs
"Olo IJleuold wesly 1dzpelss” 9esp wele IJleuold IJluolws wesl) 1Jzelss.



https://tools.cisco.com/bugsearch/bug/CSCwd04210

pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Uit.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

IJpuvdJs 2. 5sbs 98¢ IUzedNJlouold s ASDM

SJ)Sd Uoguo;,_sJ/géo lJogesd UigJ@ J ASDM U IJluoshle 1dos woguvgd Idluedlz 1Jglue
wp&W wuoese IJigble po Cisco CSCvw79912 " §ludss wudss IJogdsele Ido)pesd gu
&> Jbbé lzojs IUlely IJegsJé e Cisco".

Iovedulad IJigble 5l odlzol - 1dlz)lele 1Jpsu0s wol

Lee lJs perd ouoese IJigble oo Cisco CSCwd58653 ";shé Ileuoldisde IJeepsd 1Jisds
ASDM".



https://tools.cisco.com/bugsearch/bug/CSCvw79912
https://tools.cisco.com/bugsearch/bug/CSCwd58653

pdlebo: wpe luodlz 03l 1Jgdd Vs luoshle o)lez ASDM Uit.___s_)é. wzdd pu wluosd
IJese Jdewosd eds pis> pu ldpgdsple.

[uved il 1 e nldd IJeeedds wiled,6 ASDM 9] olzol

IJpuind J6 1. 91206 puucgse ASDM g, puwezswsd 9y wbsiss loule wppsd
lJodosy
owp pdlebsé sles 19 1de, oo 030 1Jig)luo £us wuvésd ASDM:

* wuowe 9lgod puwegse ASDM g, puwezsSwd _9/i_9 wbsisé leole wegesd lJodysu.
« "wgy eds ASPM wegesd odssu gl UCP'Q‘S- lyele Idozdd pu lJlouold wldzol;
9ldpelads o6 13,6 Jlzdl. whbo, ,uwlds IUgbl:



'L Information X

ASDM was unable to load the firewall's configuration. Please check connectivity to
the device or try again later.

Exit ASDM

* Ssop e wlds luwenb Idoslule (Iezdd po wozs IJodsso ldehs ouvgsdo)”
JOE)8 jpunsé bosdé: eds pwwsd IJpeldc ouwe ) €28 uvlele.
* WS 9236 wepdp iVl swp gyu2 030 IJlwb):

<#root>
Exception in thread "AWT-EventQueue-0" java.lang.OutOfMemoryError: Java heap space

Exception in thread "LoadConfigThread" java.lang. Qut Of MenoryError: GC overhead linit exceeded

<ffroot>

Exception in thread "AW- Event Queue-0" java.lang. Qut O MenoryError: Java heap space

java.lang.reflect.InvocationTargetException
at java.awt.EventQueue.invokeAndWait(Unknown Source)
at java.awt.EventQueue.invokeAndWait(Unknown Source)
at javax.swing.SwingUtilities.invokeAndwWait(Unknown Source)
at cl.f(cl.java:483)
at cl.setVisible(cl.java:455)
at ve.setVisible(ve.java:165)
at vd.d(vd.java:873)
at com.cisco.pdm.PDMApplet.populatelLoginHistory(PDMApplet.java:268)
at com.cisco.pdm.PDMApplet.start(PDMAppTlet.java:233)
at com.cisco.nm.dice.loader.Loader$l.run(Loader.java:416)

Caused by: java.lang. Qut O MenoryError: Java heap space

JJdoeldl pu o3l IJgruoc Op vopdsy ywedle 9236 wedp Java:



—
=, Cisco ASDM-IDM Launcher disco

Device TP Address [ Name: 192.0.2.1 -|
LS naemug
Passvendd:

Remémber the username of the spedfied device on this computer

T "5

QK Close

L -

|

Iovedulad IJigble gl odlzol - Idlzlele 1Jpsu0s wol

1. olds po lu luoshle ASA 9 ASDM suble IJo g sd posld$s. Lze IUs adlizlble 1o,
ASA 251 1z plisé ITees pe Cisco. pllzble |osly ASDM Jzsl Lz plisé ITee, o0 Cisco.
919 ¢ Cisco Secure Firewall ASA.

2. 5518 31,6 wJosy ASDM gds lubbes IJo g sJ:

Windows

* loodd s >Jdsd wowse ASDM: gds uwosd Idpeld C:\Program files (x86)\Cisco
Systems\ASDM.

© Bp wousy pdUd runbat Lluuegsle Is oz vuos.

« Vs lduvb, 1Jss susl o wae Javaexe™. §p wogss) [Jsgusbs [Juuluds o -Xmx"
Jopas> 2ze P9p6 13188 1Jpd 5 IJpbdse. £ds umwewsd IJpcld: §p wogssse [s -
XMX768M Jweé 768 pszlulse l9 -XMX1G Jwes 1 zszlulse.

* lzgWb pJuo run.bat.

Pl g |

c 1o, vy IJplouw IJlspw eds ls@9ué Cisco ASDM-IDM sl [bol) ppessle 1Jz)06.

c B peds Idpzosslodlud) vl pia9zl £ds pdwd Info.plist. [31 Il Jssd bole 1Jplbg,
PLwLo Swp Bugol WS pzy) Vlises [Jguoliso. 91Ul Wlue sWee Vs TextEdit.

* wew Java > VMOces: §p vogss) IJuwduwdd Iduwlo§s o -XMX" Jozsss zee J9p0
1U31,6 1p8 8w 1J3s wyss0. £Js uwosd 1dpald 8p woéssro [Js -XMX768M Jwes
768 pszlolse l9 -XMX1G Juwes 1 zszlulse.

o Bl IIG 03l IJpdW pdpol uens gbl pod odo I, ulJs:



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

The file “Info.plist” is locked because you
haven't made any changes to It recently,
._! I woiu want oo make changes oo this document, click

Unlock. To keep the file unchanged and work with a copy,
clack Duaplicake.

Unlock Cancel | | Duplicate |

:

* lud) W9y lJgle I._Joiro\go Sp lewdb Idpdws. 31 Jp wys pywe 1deol [JEle Uoi,:@g; Ip
olJez eu ez lud) win Idplauw IUlspu eds iusgésoé Cisco ASDM-IDM: 9lg o, v
Cisco ASDM-IDM. 96,0 wJuodo B pdlo s Jssd baole IJdelos. pid gulop
IJedoo. &p §p wogss) 2re 9906 151,56 1UpdBes oy 030 Iduuwis.

IJeolze

Izl ool ASA Uzl 1z elsé 1o, oo Cisco

e allzbole | o3l ASDM gl Lz elsé LTecs ooy Cisco
« 9198 ASA Jzol) Iz olisé 1 leg, o0, Cisco

lJpeuvddé 2. swgd) edJs ASDM IJlosold wesl) [Jgpelssd

22 gl "cs, s ASDM e ol wosls Mzalss esel’. Iy sop 100 "6 3 s
ouvgsd blyo IJi 206" ewd wuvesd ASDM:

Error X
f=)

9 ASDM is temporarily unable to contact the firewall.



https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Error X

Unable to launch device manager from 172.29.64.6

.« sop luwdlb e Iz po louold ASDM HTTPS Cluweésle guow luwdll (CTM-Error)
Jebl CTM ldpyoze Bs puwb lelo 1duusse (ASP):

<#root>
#

capture asp type asp-drop all buffer 33554432 match ip host 192.0.2.1 host 192.0.2.1 eq https

<#root>
#

show capture
capture asp type asp-drop all buffer 33554432 [Capturing - 587 bytes]

match ip host 192.0.2.1 host 192.0.2.2 eq https

<ttroot>
#

show cap asp

1 packet captured

1: 10:41:04. 850648 192.0.2.1.56667 > 192.0.2.2.443: P 758423982: 758424499(517) ack 2534033991

« e lJJdod IJlyuds 09 J 256 91550 Jod Idzze £5) uo9rs6 96500 IJgsls failed:

<#root>

#



show bl ock

SIZE MAX LOW CNT FAILED

0 2950 2865 2950 0
4 400 398 399 0
80 2500 2369 2500 0
256 6302 0 6274 50693
1550 22147 0 22111 769896

2048 8848 8844 8848 0
2560 2964 2962 2964 0
4096 100 99 100 0
8192 100 99 100 0
9344 100 99 100 0
16384 154 153 154 0
65664 16 16 16 0

* 08 1U31Y,06 12,0 B wepee 31Y,6 MEMPOOL_DMA o0 o wuvdd pdeeb: 9elso ol
SIY9u 29d sedlu IJolsw g IJJdsdyulse:

<tfroot>

#

show menory detail | begin MEMPOOL_DNVA

MEMPOOL_DMA POOL STATS:

Non-mmapped bytes allocated = 230686720
Number of free chunks = 175
Number of mmapped regions = 0
Mmapped bytes allocated = 0
Max memory footprint = 230686720
Keepcost = 336
Max contiguous free mem = 21136
Allocated memory in use = 230548640
Free menory = 138080

Ioweduulad IJigble 5l odlzol - 1dlz)lele 1Jpsu0s wol

1. 02l pu eI wuozse IJigble oo Cisco CSCwW71435 "souvww luwouild Jods ASA
256 o/i9 1550 B.s |Jgle wpuosuo 319,56 DMA". soepe pdlebbs g )luo 1Ugdd wpesd pyode
ow yuwlisd syslog poJ 302013 9 302014,

lowe IUgbsle oo Suwe 1Jed Idwrsd.


https://tools.cisco.com/bugsearch/bug/CSCvv71435

2. 5288 puU pEIB wuoese IJigble oo Cisco CSCwd58653 "jIs Il oldisde 1oz psd
IJisJs J ASDM". 1> IJloualdisde Idozesd IJlsds J ASDM g o) 8s6 ASDM JloJlz
luosh) perd wuoese IJlgble py Cisco CSCvw79912 "lJeé)le 1Jglued woudss
IJosdsele IUospesd ldogsss bl izojs IUlely 1UpgsJs oo Cisco".

pdlebi: pg ;8 wuoese IJigble oo Cisco CSCwd58653
9 Cisco w9 id CSCvw79912



https://tools.cisco.com/bugsearch/bug/CSCwd58653
https://tools.cisco.com/bugsearch/bug/CSCvw79912
https://tools.cisco.com/bugsearch/bug/CSCwd58653
https://tools.cisco.com/bugsearch/bug/CSCvw79912

o ldluadle B luosble wlez ASDM IJigs,6. wpldd pu obluosd IJese JJzuosd
eJs 0> pu ldpedsple.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



