odosu o)l oy9099d9d PPPOE/Je9W9,
lIJelds 9ldez 99 pu 3JY s ASA/FTD

|Jp 9506

SueYd o3l Idpwows odysy wd,)l, PPPoE =(IJ09L9J IJelds 19 HA) 9lJoz 8 puo B 2l
lJzplss 1Jles ASA Iy 1U>38le 1Jley os wosss by IJzelss (FTD).

lJpobdolo

IJpg,96 Il wss wldpuee.

lJpdoule lJpuuwegsed

P |uuu|c Upg_J3p|u Ugl_po Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu CTPSE Ulao_)o |J|DL)UUC.)IDO Os 03l |Jr0,_)AJuu) uudgsu pp,_,uga (Idujluas) |51 -Jluu

ouwowd Idpgdyele 1Uglyo WO o3l ldpuwens 1Js luosble Idolez 9ldedsole 1pelbss IJeldss:

Secure Firewall Threat Defense (FTD). IJl_o>l, 10.0.0 IU3s wop oo po God e b

2L 1Jzplss IJlew (FMC) 1Jluesl, 10.0.1.
ASA IJlosl, 9.24.1. «

peJ9ple luwlgwsd



..§>&ro wulez 2oL 1Jzplss odsy eduvle god PPPOE pog336. s 03l IUpwows sop IJub,
IS eduvosu Juyswsded IJols |Us IJogbé o) yvods lse,uw (PPPOE)f9§OP luvosle
lJeolhé "HA" [9 "o )" oldoolsd.

9ulJlolds |Uss ol dss bouds 1Ugsps (SLA). spdu o wdse lIJoede sldosesoe pg wedw
IJeuwegrpse vodssu lagole vl peods:

ol uubb g pusl I8 IJizeld ¢
ol vub pg pubhbJs IUlzeld 90e S0 punly gpsd PPPOE
o)) wyvb Vs 9 o IUlgweesh 90 publyJds IJlzeld *

Jleb 16 odsu IJogese eds 1Jizoss IJubs,é ghe wblg oo 1eslJs.

Lze lJds o3l 1Jpeld eds 1Jpgblo:

Main path (default route)

!n"r..'
I‘--.Q
cort RTRT &qp
N . ' —
5 + B\ =
2% a0 golQ
- \0 4@ - SRV1
Golo 2% oo :
S— nsi —r. Li )
e E0 Go/2—[T T N
o e &
pC 2 2 1w , P Go/3
GO X '::. GonM RTR3 g
"Z
- X I\c , EQ I
A , Lo
GO/ " GO0 SRv2
Backup path (default route) & 172.16.253.8/24 ._.'"',"'....
_.("F
Y-
RTR2

ol vubb pg eublds IUizeld

IJoulb 1J)issuvss:

Swpe wdgsu PPPOE W z3l) IUzpelso gz 9ébez 1Jslzole 2.

s> JJ pu RTR1 9 RTR2 oy £330 w092998d 1J0$bs [Js 1Jodbs gu)y uvods lseooe *
(PPPOE).

S89e 221 IJzelss vovwse Ideuwl) IJIBe,luos go) 1Uslzes IJehzss. sewss Ideuwly
IJIGe,loos su) 191206 1Ughz2 eds puwldsd wozso leds: bs luol 13J wdosJ.

S wiuss Upuble IJeluws Jopdsd euvbds Iizeld lUs ubodle W,es6 pesub
oy 1J9lzos 1Ughzso2. sop wede Idpuwblo. s Idogde lRoshsli 9pe 3JI Wluo



399, lpdluss weles IS uid v dd Tuwoe JJpuwb v 1dslzes IUghass B elds Buud

<ffroot>

IJeuwh gws 1d9lzod IJEhzss 2.

pu led IUouwlbs. gudde rds ksuw e0slo wized (Uouw) o brsd IJdbu thes

sthes2.

wJdosy ASA

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTR1

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password *#¥¥*

sla monitor 1

type echo protocol ipIcmpEcho 172.16.1.1 interface outside2
num-packets 2

timeout 5

frequency 5

sla monitor schedule 1 1ife forever start-time now
track 1 rtr 1 reachability

object network net-192.168.1.0
subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1



odgsu FTD

Sebs 03l 1B uwp wd9sy PPPOE 1U¢l o o FTD Wl 030 05 IJpdbud wsu wdysy
w29e99sd 1o 1Js 1Judbs gw) yuwds lse,ue (PPPOE) Ighes slUéhz 2 eJs FTD
SlJI9le, 1Jpoun9,r6 eds puwess Idoslole:

Edit Physical Interface ®
General IPvd IPwiE Path Monitoring Hardware Configuration Manager Access Advanced

IP Type:

[ Use PPPoE w

VPDHN Group Name *:

[mm vpdn group RTR1 request dialout Dppoe
PPPGE User Name *: . interface G0/0

[ pppoe pppoe client vpdn group RTRI

PPPoE Password *:

vpdn group RTR1 lgocalname DRROES
ypdn username pppoe password *FE*%

(ooses

Confirm Password *:

(eoses

PPP Authentication:
[mp - vpdn group RTR1l ppp authentication pap

PPPGE route metric:

[.1

Enable Route Settings: :.nterfla.ce G0/0
ip address pppos sstiouts
IP Address:

Store Usernama and
Password in Flash:

U

cnce (3

bz wdssu 9lzes PPPOE gJs 9lgod puweése FMC



Edit Physical Interface

General IPva IPvE Path Monitoring

IP Type:
[ Use PPPoE v ]

VPDN Group Name *;
| RTR2 |

PPPOE User Mame *:
opvoe )
PPPoE Password *:

[asses )

Confirm Password *;

| onees |

PPP Authentication:

[ PAP ¥ ]

PPPGE route metric:
[0 l
[t - 255]

Enable Route Settings:

IP Address:

|

eg. 192.0.2.1/255.255 255,228 or 192.0.2./25
Store Username and
Password in Flash:

0

Hardware Configuration Manager Access Advanced

vpdn group RTRZ request dialout pppos
interface G0/1

pppge client ypdn group RTR2

vpdn group RTRZ localname pppos
ypdn username pppog password *FEr*

vpdn group RTRZ ppp authentication pap
interface GO0/1

EEEHE~CliE“t route distance 10

&E’address BRROE setroute

ces (3

¢be2 oJdosu 9lzos PPPOE gJs 9lzos puwwigse FMC

IUpuwh IJelow pg 1Jogdo:



Edit Static Route Configuration ®

Type: @ pva O 1pvs
Interface*
[ outside? w ]

(Interface starting with this icon ® signifies it is available for route leak)

Available Network + Selected Network

Q, Search net-172.16.253.0

Ok

10.0.0.164
10.144.61.0
10.199.60.96

10.62.184.23

|{ < Viewing 1-100 of 2742 > |

Ensure that egress virtualrouter has route to that destination

Gateway

| 1721611 v | +

Metric:

K |
(1-254)
Tunneled: | | (Used only for default Route)

Route Tracking:

| trackl w “+

Cancel m

puvb oloo pe lJogbo

wdysu Jisu el 96 SLA:



odosy SLA

Edit SLA Monitor Object

MName:

l track|

Frequency (seconds):

s

Threshold (milliseconds):

[ s000

%

Data Size (bytes):
| 28

MNumber of Packets:
| 2

Available Zones/Iinterfaces

(i
Y

[ C} Search

L

Description:

|

SLA Monitor ID*:

1

Timeout (milliseconds):

[ 5000

ToS:

E

Monitor Address®:

[ 172160

Selected Zones/Interfaces

inside_ig

outside_ig

csf1230 inside_ig
clupea
clupea-mobile

v001inside

L vD08.clupea-gast

Add

outside2_ig

Cancel

lJoulb 1J)issvss:

RTR1 9 RTR2 opl pgpesscly pu yvwdle VPDN gds slzole GO/0 9 GO/ gds IJeslds. »
SwowE ldpgwl) 1/SLAT |pdluss 1J9uosd IJs RTR2. swp luwwgsle Jliso Idpuwly Os ¢
odysu Idpuwl) IJelow go) 1Jglzod 1UEDHzs62.

S92o IJio, pppPoE client route distance 10 b IJeplse Jobosd puwlds blhse 10 eds ¢

IJpuwly 1B e,luos Ideuvede po RTR2 soldelds zedo 18 e B as.



e od9su IJeszole [Us uodlo B)ess pesud g IUslzod 1UEhzse2 wlgwagsle
lJog9eo.

suwsed dddi wuove Yl pu gduwle gpd PPPOE Guubé gowp publy)Jdé 2,36 o9, °
lJoslole po PC o) Idogpsd luvoobl [Js odsso [Jwzse.

lJozdd

sop lousle 2duwé £pd PPPOE og RTR1 g, IUslzo6 1Jghzs6:1.

<tfroot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
23 5 outside2 PADI_SENT 225 secs
14 4 outside SESSION UP 150 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 33, Received Pkts: 33, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was deleted and pending reuse

firewall#

show rout e



S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

Syslogs:

<{froot>

Mar 15 2026 20:23:26: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:23:26: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 4, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dynz:

Mar 15 2026 20:23:26: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [@0/0] tableid [O

2. sp logile 2Juwé £od PPPOE pg RTR2 go, 1Jslz06 1Uglz562:

<#froot>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg
24 5 outside2 SESSION UP 76 secs

14 4 outside SESSION UP 349 secs
firewall#

show vpdn pppi nterface



<#froot>

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 67, Received Pkts: 67, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2

PPP authentication protocol is PAP
Server ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 54, Received Pkts: 54, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
Syslogs:

Mar 15 2026 20:27:59: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 0.0.0.0 [10/0] on [outside2] [@0/1] tableid [0O]



Mar 15 2026 20:27:59: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 15 2026 20:27:59: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 5, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 15 2026 20:27:59: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 15 2026 20:28:04: %ASA-6-622001:

Addi ng tracked route 172.16.253.0 255.255.255.0 172.16.1.1, distance 1, table default, on interface outs

Mar 15 2026 20:28:04: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O0]

3. swp buwld Idzgie pu gudlu IP JJYJpowsse) Iduvguos po 192.168.1.2 |Js 10.10.253.2 9
172.16.253.2. o ywow PAT IJo @l CAPO gcapo2 suwas Idpéiz Bhuo guslu (sesu guslu):

<tfroot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP transTlation from

i nside: 192.168. 1.2/ 2668 to outside:10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP transTlation from

i nside: 192.168. 1.2/ 2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [
Capturing - 456 bytes

1
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes



match icmp any host 172.16.253.2

10.10.1.10 > 10.10

10.10.253.2 > 10

3: 23:13:14.409799 10.10.1.10 > 10.10.
4: 23:13:14.415978 10.10.253.2 > 10.

172.16.1.10 > 172. 16.

172.16.253.2 > 172.

3: 23:13:20.502201 172.16.1.10 > 172.16.
4: 23:13:20.508076 172.16.253.2 > 172.

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

253.2 icnp: echo request

2: 23:13:13.417764

10.1.10 icnp: echo reply

253.2 icmp: echo request
10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured
1: 23:13:19.500584

253.2 icnp: echo request

2: 23:13:19.506321

16.1.10 icnp: echo reply

253.2 icmp: echo request
16.1.10 icmp: echo reply

4. peldle Wuvd Idhoulb go wed eds RTR1. suwegrd ol Ideguvd IJs puvh IdJouwe
lJleeslbs o) 1Jglzgod IUghzsé 2 29lds 59596 9lgré:

<#root>

RTR1:



Mar

15 20:43:19.679: %. NEPROTO 5- UPDOMN: Line protocol on Interface G gabitEthernet0/1, changed state t

<tfroot>

el Ieelse:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down: Peer not respondi ng

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down:

Mar 15 2026 20:44:17: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 15 2026 20:44:17: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 4, renote_peer_ip = 10.10.1.1

Mar 15 2026 20:44:17: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0

De

Mar
Mar

Mar 15 2026 20:44:17: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [Q0/0] tableid [O]

Mar 15 2026 20:44:17: %ASA-7-110007:

Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinmestanp: 147 resol ver_cnt: 0 ifcout: outside rest

15 2026 20:44:17: %ASA-6-317077

15 2026 20:44:17: %ASA-7-110006:
15 2026 20:44:17: %ASA-6-305010:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp
Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0

firewall#



show route

S* 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

oy wuub pg pubhds IUlzeld 9088w punly £psd PPPOE

SQUOUS 030 IJzlJs [Js IJedl) IJouib pe puih,Js Uiz eld socbde oldluolds |Js 3J9
oy 1l Idlgols Jdpuwl) 9pppE client route x wze 1Uglzos 1Ughzso wluvegsle FlexConfig.

bze IJs o3l ldpeld eds |Upgblo:

Main path (default route)
.-‘: N
-'\--..Q
~gon RTRT g9
__x_\‘“ A 7 ) -
o . 5 y i ’ .
‘ W "2 2.0l Eo _é
"D . 4@ 57 SRV1
" ‘9 . Lo
Goo ¥ % Goo A
= inside —* e
—e—E0 Goi2—e[T Tl e Gorz
@ 9 _ N
PC 192 2 1 FW a2 ] GO/3
Gy ‘ 2" Gorr RTR3
O L 1
D, 7 A 172 4
L 8 16, 3¢ EO —
Sy, 9. -2, N 3.9/, c’—
4 4{ N " Q
° con " Gor SRv2
Backup path (default route) & 172.16.253.8/24 ® N
(€
\ --0
RTR2

ol vyl pg pubhbJs Idlzeld 90edw puvb €psd PPPOE

IJoslb 1J)issuvss:

Swp wdgsu PPPOE W zol) 1dzelso gz 9ébez 1Jslzole 2.

s8> JJ pu RTR1 9 RTR2 o0 29bp wu9w9dd IJudlbs s Idudbs go) yvods lsesoe
(PPPOE).

lawepsle puulds 1deuml s89e 2oL IUzplss vovwse IJpuwh IJIGC,luos go) IUglzos
IJ¢bzss. sewss ldeuwl IJIGe,)los £, 1J9lzoé outside2 gJs puwlds wozso leds 909
ijJ ool

Sop wede ldpuwh IUIBe,los [Js RTRT go) 1slzos 1JEbzss. 909 loshs: eds Isép
pU 100 S9EWB eJs Bsp wd [oBlBss puwess IUgses (SLA) sldesdse: Ul ue spdy



10899, ledluss welys IdBuvd wuvdd luuwe Jdpunl gv) wa9wsdsd RTR2.

Sop cowse Idpuwble IJelows Jopdsd puvbds Ulzeld Ids Liwdle B)gss pesws *
e 19lz06 1Ughzs62. swp wede Idpumble. se IJoede lReshsl 9pg 3JI: Sluo

<#root>

; 99, ledluss welss IJduvd wuvdd luwe Jdeuwb po ¢JIJ RTR1.
pu led Idouwlbé: Gvddo yds lsuws euwdlu woged (Uose) gu brsd IJSLY ehes °

sthes2.

oJd9su ASA

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTR1L

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside?2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 Tocalname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 Tocalname pppoe

vpdn username pppoe password *#%%*

sla monitor 2

type echo protocol ipIcmpEcho 10.10.1.1 interface outside
num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 1ife forever start-time now

sla monitor 1



type echo protocol ipIcmpEcho 172.16.1.1 interface outside?2
num-packets 2

timeout 5

frequency 5

sla monitor schedule 1 1ife forever start-time now

track 1 rtr 1 reachability
track 2 rtr 2 reachability

object network net-192.168.1.0

subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

route outside2 172.16.253.0 255.255.255.0 172.16.1.1 1 track 1

odgsu FTD

Sebs o3l Idguwpe wd9sy PPPOE IJees> J FTD Wb, glbogle IJodssy os ud ol 1JEloo
wod9su FTD B Suwp "lJodl IJogil-ldogub pg puvhds Ilzeld” pg o196 wui, e,
pppE client route x oo [J9lzed 1Ughess. wlboyl JIo 9lzos puwegse FMC Jl wogp wundd luods
euvble gsble IJgpsd: Wsze luvwgsle FlexConfig.

olds 1od oY) B odo IJudlb:

1. Jl ozess uwsluwle FlexConfig v dd p9ue9> eds Idoedd po IUbEd Idubled. s2o
IJelds po woes Idodssule 1Jp9z9s6 B wog FlexConfig o3l. suwe g lJodssole és)
IJuozses vuin Bluvd $pdu v seuww Js ludble Iduvwds. spdod lsual &5d 1duui,
eSS SwLoew wEssle FlexConfig B §b 9Jl soLopu ls wersele Igs Jduvsluvle.

2. loule gpdss IJogin: Sisd FMC s puwhy X.. op wuiy IJle, wslusbs FlexConfig. JJz o9
eds luvep)bhss sge wessu vy Jlisy FlexConfig eds JJ py6 9lduuivy Ws Jlisy FlexConfig
puIoJ.

tbole wJgsy FlexConfig

1. Op wlouvle Jlisy FlexConfig Jodysw wdssule SLA 9 PPPOE client JJglzos 1Ughzsé. AR
pu weSssu IJoui 1Js 0,6 9lgsé 9lduge 1Js 1Jpde . -.95 o'fl Jpolde sop luvegsle IJpusl) 2.
ol 9so puwe9s 1Jgseo (SLA) 2. Jlebb 1y 1Jle,) track 2 rtr 2 reachability 0.9, 99>:



Edit FlexConfig Object ®

Name:

[ pppoe_add_sla_pppoe_config ]

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Deployment: [Once ~ Type: [Append ~ ]

1.1 interface cutside

2 life Iorever start-time now

FlexConfig J SLA

2. 8p wluuile Jlisy FlexConfig Tz, Jodose IJie, track 2 rtr 2 reachability. wlds o0 wgsso
Jogiy eds JJd sge gldoo lds [dpdey:

Edit FlexConfig Object

Mami:

| pppoe_add_track_reachability ]

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Ed Deployment: | Everytime - Type: | Append w ]
zoack 2 zzz 2 seachabilizy

FlexConfig JJpuwl)

3. 1uod Jlsule IJs wog FlexConfig. wlds oy 1o 1JJlso oluwegsle 1Jle, track 2 rtr 2 reachability
929> I lJluwdd (I s)) 88 oy Iduwsluwle:




fx1

Available FlexConlfig C FlexConfig Object
®

User Defined

wr PPpOE_Pen

Systern Defined

_Inspection_Protocol_Disable
"B Default_inspection_Protocol_Enabile
"B DHCPvE_Prafix_Delegation_Configure

a7 CH

5_Prefic_Delegation_UnConfigurg
“BDNS_Configure

=7 DNS_UnConfigure

<+
2]

“Binspect_IPvE_Configure
a7 Inspact_IPvE_UinConfigure

“B1515_Configure

" Selected Prepend FlexConfigs

[ Praview Config J | Cancel |

Peliey Assignments (1)

# Mame Description
.U Selected Append FlexConfigs
i Mame Description

1 pppoe_add_sla_pppoe_config

2  pppoe_add_track_reachability

wwsluws FlexConfig

RTR1 9 RTR2 opl pzp9g el oo uvodle VPDN gds slzole GO0 9 GO/ g IJesl.s.

IJoulb 1J)issuvss:

w89y 2/SLA2 pwly Blodsé 1Usuesd |Js RTR1. sy Ui,oJ pppE client route 2 g>l,
IJzplso Jooowse IJeuwl) IO luos go) 1Uslzes 1Ughzss 131 Jlo Idpuwl) 2 §s>

lJogvgsd.

seoog Ideuwly 1SLAT [edluss [J9oosd 1Us RTR2. sop luveesle dise lJpuwl, B

odsu Idpuwl) IJelow gu) 1Uglzod 1UEHzs62.

s9zo 1Jle, pppOE client route distance 10 g3, IJzplsé Jolbusd puwlds bhss oudg 10 »
eds Idpunb Il o,los 1Uss sop luvodolde oo RTR2 goldelds zedo 18d o osdl.
e od9su Idpszole [Js yvodle B)es6 pesus oy 19lzod IUghzsé2 wlgwegsle

suwsed dJId wuooz JJl po eduwle gpd PPPOE o uubé gowe puulyJdé 2,J6 )9, °
IJoslole po PC e, Idozesd luweohl [Js edyso Idwszse.

<#froot>

lJozdd

1. sop logble 2duws gpd PPPOE o RTRT gu Islzo6 1326

firewall#

show vpdn sessi on pppoe state




L

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
12 3 outside SESSION UP 80 secs

12 4 outside2 PADI_SENT 74 secs
firewall#

show vpdn pppinterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 71, Received Pkts: 71, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

192.168.1.0 255.255.255.0 is directly connected, inside
192.168.1.1 255.255.255.255 is directly connected, inside



Syslogs:

<{froot>

Mar 14 2026 22:54:46: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/0, changed state to up
Mar 14 2026 22:54:50: %ASA-6-305009:

Built static translation fromoutside:0.0.0.0 to inside:0.0.0.0

Mar 14 2026 22:54:50: %ASA-6-603108

Bui |t PPPCE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_d)
Mar 14 2026 22:54:51: %ASA-6-305010: Teardown static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 22:54:52: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 22:54:52: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G 0/0] tableid [O]

Mar 14 2026 22:54:52: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:

2. sop logile 2Juwé £od PPPOE pg RTR2 g, lJslz06 1Uglz562:

<#root>
firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=2)

SessID TunID Intf State Last Chg
12 3 outside SESSION UP 412 secs
13 4 outside2 SESSION UP 89 secs

firewall#



show vpdn pppinterface

PPP virtual interface id =1

PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 238, Received Pkts: 238, Error Pkts: 0
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2
PPP authentication protocol is PAP
Server ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2

ia - IS-IS 1inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.10.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside

C 192.168.1.0 255.255.255.0 is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, 1inside

S 172.16.253.0 255.255.255.0 [1/0] via 172.16.1.1, outside2



Syslogs:

<{froot>

Mar 14 2026 22:59:45: %ASA-4-411001: Line protocol on Interface GigabitEthernet0/1, changed state to up
Mar 14 2026 23:00:13: %ASA-6-603108:

Built PPPCE Tunnel, tunnel _id = 4, renpte_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dy

Mar 14 2026 23:00:14: %ASA-6-305010: Teardown static translation from outside2:0.0.0.0 to inside:0.0.0.
Mar 14 2026 23:00:18: %ASA-6-622001:

Addi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface out

Mar 14 2026 23:00:18: %ASA-6-317077:

Added STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G 0/1] tableid [O0]

Mar 14 2026 23:00:18: %ASA-7-110006:

Add Entry:172.16. 253. 0/ 255. 255. 255. 0 nh: 172.16.1.1 nh_cnt: 1 flags: 0 ti mestanp: 339 resol ver_cnt: 0 ifcout

3. swp buwld IJg)e pu guslu IP JJdposse) Iduvguos po 192.168.1.2 |Js 10.10.253.2 9
172.16.253.2. o woow PAT IJo @b capo 9 capo2 g, 2 IJpere Sbu guslu (sesu guslu):

<{froot>

Mar 14 2026 23:13:13: %ASA-6-305011: Built dynamic ICMP transTlation from

i nside: 192.168. 1.2/ 2668 to outside:10.10. 1. 10/ 2668

Mar 14 2026 23:13:19: %ASA-6-305011: Built dynamic ICMP transTlation from

i nside: 192.168. 1.2/ 2669 to outside2:172.16.1.10/ 2669

firewall#

show cap

capture capo type raw-data interface outside [

Capturing - 456 bytes



1
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 456 bytes

1
match icmp any host 172.16.253.2

firewall#

show cap capo

4 packets captured

1: 23:13:13.409387

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 23:13:13.417764

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 23:13:14.409799 10.10.1.10 > 10.10.253.2 icmp: echo request
4: 23:13:14.415978 10.10.253.2 > 10.10.1.10 icmp: echo reply

4 packets shown

firewall#

show cap capo2

4 packets captured

1: 23:13:19.500584

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:13:19.506321

172.16.253.2 > 172.16.1.10 icnp: echo reply

3: 23:13:20.502201 172.16.1.10 > 172.16.253.2 icmp: echo request
4: 23:13:20.508076 172.16.253.2 > 172.16.1.10 icmp: echo reply

4. p2ldls BUvd 1ol g0 wes 8Js RTRT. seeps welos IdGuvd 1Js pusly IJouws



<{froot>

Mar

15 21:06:11. 608

<tfroot>

Mar

IJlzoslbs gw) 1d9lzes 1Jghzs62 eds 9psle wadse IJpuwl) 1:

RTR1:

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface TenG gabitEthernet0/0/0, changed st

2ol lJgplss:

Mar 15 2026 21:06:14: %ASA-3-317012: Interface IP route counter negative - Ethernetl/2

15 2026 21:06: 14:

15 2026 21:06: 14:

15 2026 21:06: 14:

15 2026 21:06: 14:

15 2026 21:06:14:

Y%ASA- 6- 622001:

Y%ASA- 6- 317078:

Y%ASA- 7- 110007:

YASA- 6- 317077

%ASA-7-110006:

Renmovi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outsic

Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 tinestanp:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outsic

Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

KSEC-CSF1210-1#

show rout e

S* 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

pL”aLbéi



Jsep cbusd IJotssle Bs Idosese eds Ileualdle 1Jpszess. Jsdd suvops Ilouald
929> wluwopsle IJeuwh Td@se” 2o 3l luowr Ideuwh i uod possd)l wuvdd SelJ.
Sedu o $9rs3J9 Ids cles) ves vissile Idogzse. Joszse 2l 1zelss Jluvegsle 1Jpusl
IJzass wog B ldlsocl) wpdsu pade lUpewss IUblis. Il op wpdsu pods Floating-conn.
9up wEsswol 8Js Bspd £y LOBISE: &p I3l ILouz pusly 1B pesd)l Blu 030 IUpods
ouwee wlgdld IJlouoldle vese spdu lehs logile Idlouold Jluweésle IJpush IJIGLod. Lze
IJs 90w conn IJglisp s https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-
reference/T-Z/asa-command-ref-T-Z/m ta-tk.html.

odyly B 9o Iluweeshs Idouub 390 eusl,ds 1Jiz el

B o030 IJzlJé Bl 1 PPPOE 2Jwé wuvb IUIE) ) vyl zos suowe IJpunly JJeduwéd
lJouilbs pugd 0.

Sop luwegsle Ile, pppPoE client secondary track x Jslzos ¢hezs2 (wuwe leoslbs).

bze IJs o3l ldpeld gds [Upgblo:

»
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o EO Goi2—e T -. o G2
o -} Y.
PC 2 1 1 FW : J a ] GOI3
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ptbb |Ulguogsh IJogulo

lJoslb 1J)issuvss:

Swp wd9sy PPPOE W glzole GO/0 9 GO/ Jgsl) 1Jzpelso.
s8> JJ pu RTR1 9 RTR2 oy g9l w9999 IJudlbs IUs IJudbs go) yuods lse,oe

(PPPOE).

cluwedsdle pwls IJpewly 8990 2oL Iz elss vovwse IJeuwl) IJlGe,)luos !._9.5 RTR1 -
g IJleod 1Jghzss. seuss Ideuwb IUISwlas [Us RTR2 edss puwldé wozso leds 909
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html

Swp Cedw Idpuwl) IUle,)los |Js RTR1 go) 1Uglzos 1D zso. 908 3JIc Yo *

leosbess: 2se w9, ledloss welss Iigbld wupdd Iuvse JJpusb po ¢l RTR2.

Sop logile gduwé gpd PPPOE |Js RTR2 o) 1Jslzos 1Ughzs62 W@l 31 Jio Idpuwl,

IJpuweese Jdeuwb IJldluas IJs RTRT o) 1d9lzos 1Ughess pelodl.

VOGS 98w peSU w9y gduwd gpd PPPOE glz36 Wb uubs.

p0 Ted IJouwlbs. GvdJe ds lsuws guslo wzes (Uow) ev busd IJébe hes
sehes2.

oJdgsu ASA

<#root>

interface GigabitEthernet0/0
nameif outside
security-level 0

pppoe client vpdn group RTR1L

pppoe client route track 2

ip address pppoe setroute

interface GigabitEthernet0/1
nameif outside2
security-level 0

pppoe client vpdn group RTR2

pppoe client route distance 10

pppoe client secondary track 2

ip address pppoe setroute

vpdn group RTR1 request dialout pppoe
vpdn group RTR1 localname pppoe

vpdn group RTR1 ppp authentication pap
vpdn group RTR2 request dialout pppoe
vpdn group RTR2 localname pppoe

vpdn username pppoe password *#F**

sla monitor 2
type echo protocol ipIcmpEcho 10.10.1.1 interface outside



num-packets 2

timeout 5

frequency 5

sla monitor schedule 2 1ife forever start-time now

track 2 rtr 2 reachability

object network net-192.168.1.0

subnet 192.168.1.0 255.255.255.0

nat (inside,outside) source dynamic net-192.168.1.0 interface
nat (inside,outside2) source dynamic net-192.168.1.0 interface

odgsu FTD

sébs 03l 1Uduwe oJssu ley PPPOE Client High track x Jslzes ¢hz2 (IJouwi IJlzoslbes). ob)l
JIu 9lzes puwegse FMC Jl woge wuvdd luads puwble gshle IJgpsd Ssee luvesle
FlexConfig.

Sew edsd IUelds oo 0daso w88 IJodssy vl Bs 309 odsso PPPOE sldeszse 9€)
3JY.

olds g oY, B odo IJudlb:

Jl wgess uwsluwle FlexConfig gpsl gds Idog 8l pu wozé 1Jbeld [dusled. szo NEENE
pU oo IJodssule 1Jesz9ro Ws wog FlexConfig o3l suwe gu lJodssule )
IJuozszs wuiny Bluvd spdo 1o souwew Bs ludble IJuieds. spdod lsyol &5J
IJouuin vese suupu wiss)le FlexConfig W gb 9Jl souoeu Is ogdsole ié)s

Ioule gpdsé 1Jouis sisd FMC s pusly X.. op wuin IJle, wsluulbs FlexConfig.2.
JJzuesd eds luwopsbsé: see wessu vuvy Jlsu FlexConfig eds JJ 0,6 9ldougiv, Os
Jlisy FlexConfig oo oJ.

tbole wJesy FlexConfig

1. louwle Jlisy FlexConfig Jodosu wdsule SLA 9 PPPoE client JJslzes 1Jghzesé 2 (IJouwg
IJlzoslbs). olds oo wesso IJouiy §Js 06 9lgrs slduse 1ds 1deded. VI ol Idpeld. sep
lovwgsle Idpeuwly 2 9 SLA 2. Jlzb 1y 1Jle, track 2 rir 2 reachability p09.99>:



Edit FlexConfig Object ®

Name:

[ pppoe_add_secondary ]

Description:

[ |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Bx Deployment: [Once ~ Type: [Append v J

1.1 interface cutaside

s£la or aschedule 2 life forever start-time now

ERRee client secondary track 2

FlexConfig J SLA

2. 8p wluuile Jlisy FlexConfig Iz, Jodose IJie, track 2 rtr 2 reachability. wlds o0 wgsso
Jouiy eds JdJ 98w sldoe [Js 1dedel:

Edit FlexConfig Object @

N

| pppoe_add_track_reachability |

- |

& Copy-pasting arny rich text might introduce line breaks while generating CLI. Please verily the CLI before deployment.

@ Deployment: | Everytime w Type: | Append

chakility

FlexConfig JJe_wl,

3. 1boW Jlsule |Js wog FlexConfig. wlds pu lu 1Jdlso wluguaesle 1Jie, track 2 rir 2 reachability
929> IO Il dd (1JIRs)) 98 woui Iduvsluwle:



f)(‘l Preview Config ] [ Cance

Policy Assignments (1)

Available FlexConfig O FlexConfig Object “i Selected Prepend FlexConfigs

®

# Mame Description

User Defined

“B pppoe_add_sla_pppoe_config

System Defined
"B Default_DNS_Configure
=0 Default_nspection_Protocal_Disable
“f Default_inspection_Pratocol_Enable
“B 0 {CPvE_Prefic_Delegation_Configure
a2 DHCPvE_Prefix_Delegation_UnConfigure
"B DNS_ Configure

2 DNS_UnConfigure

“a =7 Selected Append FlexConfigs
“n
4 # Hame Description

1 pppoe_add_secondary

“Binspect_iPvé_Configure
2 pppoe_add_track_reachability

2 Inspect_IPvE_UnConfigure

wwsluws FlexConfig

IJoslb 1J)issuvss:

SoULd IJi,oJ pppOE client Secondary Track 2 _oeyu 1J9lzes GO/1 2>l Iz pelssé Jougvsh
2Juwo PPPOE g, 9lzos GO/1 Wb 131 Wuvd Idpuwl) 2. wuvdd Beld s9>8 Wyvd
lJouwb 2 1U3s soowe lpdlouss 1Jsuesd e IJpuwl Idrssuvs Ids cogvsh el
lJouwg Jlzoslbs.

Juesed J3JdY oy pduws gpd PPPOE glzys W §b v BS 98w peSU-

lJozdd

1. op lugvle gduws gpd PPPOE pg RTR1 g IJ9lzos IUghzss wldwed. eduws gpd IJouwe
lJlzosllbs ¢ledé:

<#root>

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg

13 3 outside SESSION UP 72 secs



firewall#

show vpdn pppinterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 60, Received Pkts: 60, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

2. -J,_,uJ eJuwd PPPOE |Js RTR1 g 1Uslzesd 1Ughzsé (eds uvesd Idpoldd ouwow 1U9lzod
IJebso lg W vd IULoulb). sope logile gduws gpd wy9w9d9d PPPOE |Us RTR2 g IJslzos
lJghzsé 2.

Syslogs:

<{froot>

Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP T1ink down:Peer not responding
Mar 14 2026 23:40:50: %ASA-3-403503: PPPoE:PPP 1ink down:
Mar 14 2026 23:40:50: %ASA-3-403503:

PPPoE: PPP | i nk down: LCP down

Mar 14 2026 23:40:50: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 3, renote_peer_ip = 10.10.1.1

Mar 14 2026 23:40:50: %ASA-6-305009: Built static translation from outside:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:44: %ASA-4-411002:

Li ne protocol on Interface G gabitEthernet0/0, changed state to down



Mar 14 2026 23:39:44: %ASA-7-713906: IKE Receiver: Interface 3(outside) going down
Mar 14 2026 23:39:44: %ASA-3-317012: Interface IP route counter negative - GigabitEthernet0/0
Mar 14 2026 23:39:44: %ASA-6-317078:

Del eted STATIC route 0.0.0.0 0.0.0.0 via 10.10.1.1 [1/0] on [outside] [G 0/0] tableid [0O]

Mar 14 2026 23:39:44: %ASA-7-110007: Del Entry:0.0.0.0/0.0.0.0 nh:10.10.1.1 nh_cnt:1 flags:0 timestamp:
Mar 14 2026 23:39:48: %ASA-6-622001:

Removi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 14 2026 23:39:48: %ASA-6-305009: Built static translation from outside2:0.0.0.0 to inside:0.0.0.0
Mar 14 2026 23:39:48: %ASA-6-603108:

Bui It PPPOE Tunnel, tunnel _id = 4, renote_peer_ip = 172.16.1.1, ppp_virtual _interface_id = 2, client_dyr

Mar 14 2026 23:39:48: %ASA-6-317078: Deleted CONNECTED route 172.16.1.10 255.255.255.255 via 0.0.0.0 [O
Mar 14 2026 23:39:48: %ASA-6-317077:

Added STATIC route 0.0.0.0 0.0.0.0 via 172.16.1.1 [10/0] on [outside2] [G 0/1] tableid [O]

Mar 14 2026 23:39:48: %ASA-7-110006: Add Entry:0.0.0.0/0.0.0.0 nh:172.16.1.1 nh_cnt:1 flags:0 timestamp

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=2 sessions=1)

SessID TunID Intf State Last Chg
13 3 outside PADI_SENT O secs

14 4 outside2 SESSION UP 82 secs
firewall#

show vpdn pppinterface

PPP virtual interface id = 1 was del eted and pendi ng reuse

PPP virtual interface id = 2



PPP authentication protocol is PAP
Server ip address 1is 172.16.1.1

Qur ip address is 172.16.1.10

Transmitted Pkts: 56, Received Pkts: 56, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS Tevel-2

ia - IS-IS 1inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 172.16.1.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [10/0] via 172.16.1.1, outside2

S 172.16. 253. 0 255.255.255.0 [1/0] via 172.16.1.1, outside2
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

3. swp buwld IJzie pu guslo IP JJJposso, Iduvgues pu 192.168.1.2 |Js 10.10.253.2 9
172.16.253.2. o wow Suvd Idpuwl) Isissurs: sop buwld zese 1Jzie ev 1Uslzos IJghzess2.
olJluolws |Js 3dYe sueses Jduosyw sboj IJIdo @l capo2 gogly IP Jglzos [Jpé)z
(IJevlssu Idpgsws):

<tfroot>

Mar 14 2026 23:46:07: %ASA-6-305011:

Built dynamic ICWP translation frominside: 192. 168. 1. 2/ 2677 to outside2:172.16. 1. 10/ 2677



Mar 14 2026 23:46:09: %ASA-6-305011:

Built dynamic ICVWP translation frominside:192.168. 1. 2/2678 to outside2:172.16. 1. 10/ 2678

3:

capture capo type

23:46:08.534075
4: 23:46:08.540621

7: 23:46:10.773946
8: 23:46:10.778569

firewall#

show cap

raw-data interface outside [Capturing - 0 bytes]
match icmp any host 10.10.253.2
capture capo2 type raw-data interface outside2 [

Capturing - 912 bytes

1
match icmp any host 172.16.253.2
match icmp any host 10.10.253.2

firewall#

show cap capo2

8 packets captured

1: 23:46:07.533694

172.16.1.10 > 172.16.253. 2 icnp: echo request

2: 23:46:07.541842

172.16.253.2 > 172.16.1.10 icnp: echo reply

172.16.1.10 > 172.16.253.2 icmp: echo request
172.16.253.2 > 172.16.1.10 icmp: echo reply
5: 23:46:09.773031

172.16.1.10 > 10.10.253.2 icnp: echo request

6: 23:46:09.780034

10.10.253.2 > 172.16.1.10 icnp: echo reply

172.16.1.10 > 10.10.253.2 icmp: echo request
10.10.253.2 > 172.16.1.10 icmp: echo reply



4. sop lgweb Idegwl) o) 1Jglzod IUghzss: 9lelé lounle gduwd gpd PPPOE |Js RTR1.

<#froot>

IJzduwé 0 88 1Jebe 2 Bho loedld 1Js 21Js [ess Il uegsle 1Jeed 96:

firewall#

show vpdn sessi on pppoe state

PPPoE Session Information (Total tunnels=1 sessions=1)

SessID TunID Intf State Last Chg
17 3 outside SESSION UP 89 secs
firewall#

show vpdn pppi nterface

PPP virtual interface id = 1
PPP authentication protocol is PAP
Server 1ip address is 10.10.1.1

Qur ip address is 10.10.1.10

Transmitted Pkts: 58, Received Pkts: 58, Error Pkts: O
MPPE key strength is None

MPPE_Encrypt_Pkts: 0, MPPE_Encrypt_Bytes: 0
MPPE_Decrypt_Pkts: 0, MPPE_Decrypt_Bytes: 0
Rcvd_Out_Of_Seq_MPPE_Pkts: 0

PPP virtual interface id = 2 was del eted and pendi ng reuse

firewall#

show rout e

S 0.0.0.0 0.0.0.0 [1/0] via 10.10.1.1, outside



C 192.168.1.0 255.255.255.0 1is directly connected, inside
L 192.168.1.1 255.255.255.255 is directly connected, inside

Syslogs:

<{froot>

Mar 15 2026 00:04:36: %ASA-4-411001:

Line protocol on Interface G gabitEthernet0/0, changed state to up

Mar 15 2026 00:05:27: %ASA-6-603108:

Bui |t PPPOE Tunnel, tunnel _id = 3, renpte_peer_ip = 10.10.1.1, ppp_virtual _interface_id = 1, client_dyn:

Mar 15 2026 00:05:35: %ASA-6-622001:

Addi ng tracked route 0.0.0.0 0.0.0.0 10.10.1.1, distance 1, table default, on interface outside

Mar 15 2026 00:05:35: %ASA-6-603109:

Teardown PPPCE Tunnel, tunnel _id = 4, renpte_peer_ip = 172.16.1.1

Mar 15 2026 00:05:40: %ASA-6-622001:

Renmovi ng tracked route 172.16.253. 0 255.255.255.0 172.16.1.1, distance 1, table default, on interface ot

Mar 15 2026 00:05:40: %ASA-6-317078:

Del et ed STATIC route 172.16.253.0 255.255.255.0 via 172.16.1.1 [1/0] on [outside2] [G0/1] tableid [O]

5. sop Luwld 1dzie po guslo IP PC po 192.168.1.2 |Js 10.10.253.2 9 172.16.253.2 £y lJslzos
IUgbzss (Jpuwb 1 ssuws): wldluolds 1ds 3JY. uvow PAT. sbo, IJo@llb CAPO gugly IP
Jslzod Idetrz (IJeulysu IUpesus):

<ffroot>

Mar 15 2026 00:17:27: %ASA-6-305011:

Built dynamic ICVWP translation frominside: 192. 168. 1. 2/ 2685 to outsi de: 10. 10. 1. 10/ 2685



Bui | t

Mar 15 2026 00:17:29: %ASA-6-305011:

dynanmic | CWMP translation frominside:192.168. 1.2/ 2686 to outside: 10.10. 1. 10/ 2686

firewall#

show capture

capture capo type raw-data interface outside [

Capturing - 912 bytes

1

match icmp any host 10.10.253.2

match icmp any host 172.16.253.2

capture capo?2 type raw-data interface outside2 [Capturing - 0 bytes]
match icmp any host 172.16.253.2

match icmp any host 10.10.253.2

firewall#

show capture capo

8 packets captured

1: 00:17:27.680247

10.10.1.10 > 10.10.253.2 icnp: echo request

2: 00:17:27.688761

10.10.253.2 > 10.10.1.10 icnp: echo reply

3: 00:17:28.680415 10.10.1.10 > 10.10.253.2 icmp: echo request
4: 00:17:28.683405 10.10.253.2 > 10.10.1.10 icmp: echo reply
5: 00:17:29.732673

10.10.1.10 > 172.16.253.2 icnp: echo request

6: 00:17:29.739799

172.16.253.2 > 10.10.1.10 icnp: echo reply

7: 00:17:30.732979 10.10.1.10 > 172.16.253.2 icmp: echo request



8: 00:17:30.736656 172.16.253.2 > 10.10.1.10 icmp: echo reply

8 packets shown

roJ|aJ'06:

Jlsope obosy lJogss)le Ws ldegzse eds IUlouoldle 1Jpsz9ers. Jsdde suwee, Idloold
1Je929> luwegsle Ideuwly TUG>se" zos Il iuouz Ideuwh IJIBUad o9l wuvdd Beld.
S o 89>8 3JI [Js cles) ves wEssile IJosese. Jogesoe 2l IJzelss Jlguegsle 1Jpuwl
IJz>85 wog Vs Idlgol) cpdsy pade ldpzess IUblus. Vs z2lds wedsy pods Floating-
CONN. sop CESSUol £JS Bspd £5) LSS Gp B 2lJ8 09, puwly IBUoJ: wuwpg 030
IUpods wledd IUlouoldle vpse spdo lehs louble IUleuold Jlpuessle Ideuwly IJIG o, Lze
IJs 9,09 lJpzess IUglsp W https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-
reference/T-Z/asa-command-ref-T-Z/m _ta-tk.html.

Jsdsé 151ds 1Ulsle, IJos wp wuiel uluwegsle FlexConfig g
Jk.9u00|¢

Il Joo ergo Bs Llds IJodase 1dss wp wuie wsluulbs FlexConfig Ig 58 oo Bszw sJsI
oudss Idgbsle IJeldss:

Bp wluusle FlexConfig Lluwaesle 19le, IJIJEle B 03l IJo,osw 9elds pu lesh IJuge .
eds IJlesh 1Jlsds:

Llde Idpyze Jooowe IJdlsole
23 Jlsole IJpgwl)y *
23 Jlisule SLA -

peld gds LlUs IUedssu 13s e wuisoe JJodsl IJouik wluwegsle puvhds IUlzeld soedw
puwl) £psJ PPPOE:


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_ta-tk.html

Edit FlexConfig Object

Name:

[ pppoe_remove_configl ]

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

i Deployment: [Once v ] Type: | Prepend b l

int el/2
ne pppoe clisnt routé track

ne Track 2 o reachabilicy

r 2
ne sla moniter 2

I1Jé FlexConfig 1

pild £ LiIJs 1Jedsss 13 op wuine Jodsl 9uoe Ilguaesh 1dogub 396 euilyds 1JizelJ:

Edit FlexConfig Object

Name:

[ pppoe_remove_config2 ]

Description:

| |

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

@ Deployment: [Once ~ ] Type: Prepend v

int el/3

¢ pppoe client secondary track
no track 2 rtr 2 reachability
ne sla monitor 2

lJé FlexConfig 2

2. 1408 Jlisy 1JIJEle 1dss wp loublie B 1Uglbgs 1 1Js wog FlexConfig. wlds pu 151J8
IJJlisule 1Jgluos wluolds lgle, PPPOE sivol £, £92926 Wb Iduwsluws:



fx1

mer Deseriptior
Avallable FlexConfig O FlexConfig Object
@
User Defined

“Bipopce_ackd_secondary

“Bpppot_acd

pppoe_config

LDNS_Confligure
Linspection_Protocel_Disable
“f Default_inspection_Protocol_Enabie

“BOMHCPVE Pr an_Canfigure

o DHERVE_Pr

“8 DMS_Configur
o DHS_UnConfigure
=
=
(]
"B inspect _IFwE,_Configure

o Inspect Py UnConfigure

"BISIS Configure

s
niSIS intertace Confiouration

"4 Selected Prepend FlexConfigs

[ Preview cantig | [ cancat

Palicy Assignments (1)

M Name Description
1 pppoeremove config?

-7 Selected Append FlexConfigs
& Hama Doscription

wwsluws [51Js FlexConfig

3. vu Iduwslule 1Jozdd eo LIS 1ble, B slzes uwb, 1isle,.

4. §p wbildo Jlsu 1Uy0 2 1J3s wp louvlge WS 1Jglbes 1 oo woz FlexConfig glel>s 1Joiv).

IJeolze

08,8 wuopse IJigble oo Cisco CSCwt39430 A |yo: 5gp 9lzoé FTD I9le, o Jose gpsd
DHCP/PPPOE glJiglp, 1J8,e56 £Js Slzoé puwegsp FMC


https://tools.cisco.com/bugsearch/bug/CSCwt39430
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