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ASA ACME Client ACME Server

(1) Initiate certificate request for fi-asav.example.com

(2) HTTP-01 Challenge: put xyz at http://fi-asav.example.com/abc

-

{3) Prepare Challenge Response

ASA Web Service

{4) Port 80 web query for challenge (http://fi-asav.cisco.com/abc)

-+

(5) xyz

k J

ASA ACME Client

(6) Issued certificate
-#
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Advanced Qptions by

Enrollment mode paramekers and SCEP challenge password are not available For self-signed certificates.

Certificate Parameters  Eprollment Mode  SCEP Challenge Password

FODM: Fi-asav.example. com

Additional FQDMs:
E-mail:
IF Address:

[ ] Include serial number of the device

0] 4 Zancel Help

ouwes] ACME ASDM FQDN.

3. 23> ACME Jo)90999d wwesd.

* oo edlps IJowsse 9uoe [Jogwesd: s esh bdo pu CA.
o 22 9lzod IJpuos, 923> ACME Jo,909ded o ywesd.



Acvanced QOptions

X

Enrollment mode parameters and SCEP challenge password are nok available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

() Request by manual enrollment

(@) Request from a CA

Source Interface: |outside

e

Enrolment Protocol : | acme « | [ | Let's Encrypt  https: /|

Authentication Metho

Key Pair: (@) RSA

. acme

[ ] Regenerate the key pair

[ ] Install Ca Certificate

iZ#& Certificate:

[ ] Auto Enroll Auto Enroll Lifetime

Modulus ;512

ik,

(10-9971%

Cancel

w | futhentication Interface: |-- None -- o

Browse Certificate

futo Enroll Regenerate Key

Help

w190938] Blisps Ioede B 1Js 09 1Us ASDM Jouwzsd ACM J ACME. | e lolsl

4. 235 50l uuvd) Jduvols JJs swp wadseol pu God Let'Encrypt CA I1Jgle. 9lJlc 235 gu9ly
URL IJ¢luo o CAIDIRJs 138 Sd8p wu9e9dsd ouwezsd ACME. goldluolwds |Js 3Je oo

9lzod l|Jpol>96.



pdlebé: euspl sop wras Elus IUlosh seul bULO) SO pde 2> L9SE pEJIpl

lJgbpe odslissl.

Source Interface: outside e

Enrollment Protocal : acme | [ ] Let's Encrypt

htkps: i | com: 4001 facmefacmedireckory

Authentication Method:  http01 - Authentication Interface: | oukside et




5. wousw ol IJpyze 1Upuo>09.

Bloe ldozdd pu esh covse gvols IJeyze IJpuod 9 Sew edsy wgpsd uvolss [Jpe)ze
lJeuo>9 1dpolui) Idos ouos, guolbod.

N LJizbe: sl oo Gbelss Iasze 1Jpuodsd 92938 MJSed eds 22b Ielss 1T ol oo
s wulod 19 sled TrustPool. BJl 2126 JJeedd po 03l 1Jgshy. lood 2lus 11z esly
Lo yuobe ldesze Ideuesd sy 8.

~ pdlelbs: guspl og,jg,o oS gsh reul uubW. Iy elos IJlgosh vouse yuolsé CA
€Sy pe36 2w o yvoble CA lJgs,) IUglues « Let'Let Encrypt popeuo wldwed Vs
Secure Firewall TrustPool.

m Advanced Options X

Enrolment mode parameters and SCEP challenge password are not available For self-signed certificates.

CertFicate Parameters Envolment Mode  SCEP Challenge Password

() Request by manual enroliment
() Request From a CA
Source Interface: |outside w

Enrollment Protocol 1 | scme « | [ | Lets Encrypt  htkps:)| ca-scme.examplefcom: 4001 acme):

Autherticabion Method: httpDl « | Authenbication Inkerface: | outside "

Key Par: (®)RSA (JECDSA  Moduus: 512

|+ Regenerabe the key pair

[+] Install CA Certificate

CA Certificate: | C:\Users\AdministratoriDesktoplsubca_acme_pri Browse Certificabe

|| futo Ereoll Auko Enrodl Lifebime = |80 | (10-99)% | | Auto Enroll Regenerabe Key

O Cancel Help




6. (IRosbs) 8p vopdsu ldouwesd Jod@liss Juvolss 1Jogss.

2o ¢luo IdlRosh IJouvesd IJoddliss 9225 IJuugwed 1Jpsssse Joe,o Idodle JJouwesd
lJodslss.

wuo ey 030 1Jpso weass Idyuelxs odilissl 9od luwoele sodlzswol. wess IJogweéd 1Jpis9ss
IJde,6 IJos ouwud lowels Lodless 1duiolss 1Jos owsl Bsol godsé IUozsss. 8Js wwsd
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[ Advanced Options >

Enrollment mode parameters and SCEP challenge password are nok available for self-signed certificates.

Certificate Parameters  Enrollment Mode  SCEP Challenge Password

() Request by manual enrollment
(@) Request from a CA
Source Inkerface: | oukside “

Enrolment Protocol ¢ | acme « | [ | Let's Encrypt  https:ff https:fica-acme.example,com:4001

duthentication Method: | hktp0l - | Authentication Interface: | -- Mone -- e

ey Pair: (@ RSA ()ECDSA  Modulus: 512

Install CA Certificate

4 Certificake: | Cr\Users\administrator Deskboplsubca_acme, crt Browse Certificate

Auto Enroll  Auto Enroll Lifetime ¢ &0 || {10-99)% [ ]| Auto Enroll Regenerate Key

2K, iZancel Help




7.109) W98 OK 920 b IJoY9su.

ouwesd ACME Cluwegslp 9lzos ywlb, L_Ji_9|,o) (CLI) J Secure Firewall ASA

1. louble 08bé &§6 2386.

Ip wlogwle TrustPoint 925> ACME Jo,90999d wuwesJ.

<ffroot>

asav(config)# crypto ca trustpoint private_acme
asav(config-ca-trustpoint)# enrollment protocol ?

crypto-ca-trustpoint mode commands/options:

acrme Automatic Certificate Managenent Environment

cmp Certificate Management Protocol Version 2
est Enrollment over Secure Transport
scep Simple Certificate Enrollment Protocol

2. 235 luwdoe HTTP-01 Jdpuobh 86 JJozdd po ldoede ldezld.

asav(config-ca-trustpoint)# enrollment protocol acme authentication ?

crypto-ca-trustpoint mode commands/options:
http0l Use the HTTP-01 method, which opens port 80 on the specified
interface

3. 22 g0l wuvd,) J ACME CA. Bl Juo ouwedse pize puedd 18 Sdep w9wsdsd ACME.,
BYp w99y euslu URL Ipulwe.

asav(config-ca-trustpoint)# enrollment protocol acme url ?

crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
LetsEncrypt Use the Let's Encrypt CA



edlzbs: el sop wdosu [JIJes I ulusé LetsEncrypt. sep wgpspe suslo URL
Igloe wibe lJogvs) eddlkssl.

4. 8p w2 J9z pSlesz RSA Sluwe 1peld Iesed wIJJled (FQDN) sluwe 1de9uese
Jduwolss.

crypto ca trustpoint private_acme

enrollment interface outside

enrollment protocol acme authentication http0l outside

enrollment protocol acme url https://ca-acme.example.com:4001/acme/acme/directory
fgdn fj-asav.cisco.com

subject-name CN=fj-asav.example.com

keypair rsa modulus 4096

auto-enroll 80 regenerate

crl configure



5. pol>$6 GBbs I 6.

S pdlzbbs: 31 Il IJpsze 1Jpuosd 09293 wldded eds 2oy 1Jepelss 1Jleu 19 g0 luwwgsle
"ouvds) deul’ spdu wely) odo IJEbye.

asav(config)# crypto ca authenticate private_acme

Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MIIBwzCCAWqgAwIBAgIQedxaTD0J1G6tLgAGti6tizAKBggghkjOPQQDAjASMRAW
DgYDVQQKEwdjYS1hY21TMRgwFgYDVQQDEW9jYS1hY211IFJIvb3QgQOEWHhcNMjQx
[truncated]
ADBEAiB7S4YZfn0K82K2yz5F5CzMe2t98LCpLRzoPIXMo7uml1AIgH+K8EZMLStLN

AJQop1ycIENo5D7kUmVrwUBBjREQVII=
----- END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: 40000000 40000000 40000000 40000000
Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

6. ouwesd [duwvolyé.

asav(config)# crypto ca enroll private_acme
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=fj-asav.cisco.com

% The fully-qualified domain name in the certificate will be: fj-asav.example.com
% Include the device serial number in the subject name? [yes/no]: no

Request certificate from CA? [yes/no]: yes

IJozdd pu lduogsd
&0 Iduuolss lJpowws s ASA

oid§> ouwesd Iduvolyé 9ldowe 8l pu wbsg lJogsss.

asav# show crypto ca certificates private_acme



CA Certificate

Status: Available

Certificate Serial Number: 79d0000000000000000000008b
Certificate Usage: General Purpose

Public Key Type: ECDSA (256 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Root CA

O=ca-acme

Subject Name:

CN=ca-acme Intermediate CA

O=ca-acme

Validity Date:

start date: 23:20:19 UTC Nov 26 2024

end date: 23:20:19 UTC Nov 24 2034

Storage: config

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: 8c82000000000000000000000000000000000077
SHA1 PublicKeyInfo hash: 974c0000000000000000000000000000000009el

Certificate

Status: Available

Certificate Serial Number: 666000000000000000000000000000be
Certificate Usage: General Purpose

Public Key Type: RSA (4096 bits)

Signature Algorithm: ecdsa-with-SHA256

Issuer Name:

CN=ca-acme Intermediate CA

O=ca-acme

Subject Name:

CN=fj-asav.example.com

Validity Date:

start date: 20:51:00 UTC Feb 14 2025

end date: 20:52:00 UTC Feb 15 2025

renew date: 16:03:48 UTC Feb 15 2025

Storage: immediate

Associated Trustpoints: private_acme

PubTlic Key Hashes:

SHA1 PublicKey hash: e6e00000000000000000000000000000000089a
SHA1 PublicKeyInfo hash: 5e30000000000000000000000000000000009f

lz>3le Syslog

ould syslog z>836 WS o) IJzelso |.JTroQ JiJoylb Uia)lo lJpoed8dé vouwesd ldyvol>é
wluwegsle wy9u93d9d ACME:

¢ 717067: 599, pedople g0 pos Swdl wuwzsd Uvolss ACME

%ASA-5-717067: Starting ACME certificate enrollment for the trustpoint <private_acme> with CA <ca-acme.



« 717068: 599, pedople gu 98w vele wuwesd Uuvolxs ACME

%ASA-5-717068: ACME Certificate enrollment succeeded for trustpoint <private_acme> with CA <ca-acme.exal

« 717069: 599, pedspele 29d 990 Vuvd wuwesd ACME

%ASA-3-717069: ACME Certificate enrollment failed for trustpoint <private_acme>

« 717070: 098, pedople 3lo Lodé wise ldpdlose Jouwesd Iduiolss 19 weass [Juuelss

%ASA-5-717070: Keypair <Auto.private_acme> in the trustpoint <private_acme> is regenerated for <manual>

lweduuld IJlgble gl oJlzol

Bl wybd ouwegsd uivel>e ACME: W §pe wldowds) Vs IUgbsle IJeldss Jogrsyd IdpeuvdJo
gedol:

© 02dd pu Ilouold Uldghe: olds pu o 2aly 1Jeelss 1Jles Jose louold Guwds wglbe
ACME. w2 pu £3p 5290 publdd B 1duiveds s Gsles 2ol 1zelss Ides ceug
IJlouold.

e olds pulu luwe peld 231 Iz plss IUlew Blod Jded: olds po o luue Ipeld 1Uss op
odgsuo gds b 1Jgplsd |.JLOQ Iled Jdgd woluwbs gle ACME. sg5 03l 1dez 8l pu
IJuozs lesl WIJE Ilopss JJehe JJoedd pu wors Ibdy.

* oldss pddss Idpeld: w28l pu lo JIWs [gwele 1dpzldle 1Jpess6 O TrustPoint ppJ9do
Joob 1z plsé 1J1ew. 9031 sLopw 10 Ebpe ACME spduo IUozdd po Loesd pJIdss Ideeld.

910, lweJuld IJigble 9]l odlzol

JJzwesd edis pedsple lupldss: §p worpse peozle I8le) wuszse IJigble IJoldss:

* debug crypto ca acme <1-255>
* debug crypto ca <1-14>

igble o wesd ACME IJ blsgs:
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