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» Secure Firewall Management Center (FMCv) IJl_o>l, 7.4.2

» Secure Firewall Threat Defense Virtual (FTDv) IJl_o>l, 7.4.1
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« Cisco Adaptive Security Appliance (ASA). IJ]_osl, 8.4 Iy |Losl, Izse
« o35 bls a2l IJzelss Iles (FMCv) 1dluosl, 6.2.3 19 |osl, Izse

23gp bl6 opzsd w3b Idzelss Blises IJizess IJeldss:

» Cisco ASA (8.4+)

* ASA py Cisco (9.2.2+) pg FPS

o p8) 2ol 2ol IJzpelss IUlew po Cisco (7.2+)
* u¥bo IJe o (r75-r77)

c uldbo lJovosub (r80)

 Fortinet (5.0+)

- bodle olds 1wy (6.1+)

ped9ple Ivluss

Sod wzsd odosy ASA IUElLo v §p wouldss oo Il ilbs:

lJzuesd eds pdo wdssy ASA

Joszsd zols ASA. Iuwegse show running-config Jwsld slzs. Is show tech-support JJog
PLEDD IJuutslkélo JJdeuesd eds I.Joth_9..§g‘_9|au§J'oo Jpdu cfg. g txt 9o 8Jo 1Js IUJpws9o,
wluwwsle ble wyesd 2ol Ideelss [Uleuw.
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luwogpdo 03l e, 1o suos) I PKI Giolsé oo IJ CLI po 1dpues, ASA config pe 1dpcle 1s
PKCS12 pu)>:

ASA(config)#crypto ca _o»>, <trust-point-name> pkcs12 <passphrase>

Sp 9p wluwos)l ool PKIJs pyd; b6 (Jlisule PKI JbLé IJdlsole). Jejss pu
lJeedoplo: lze Jlsule PKI WS sJsd odasy oy Iblyo Firepower.

v 2ip 909,089l AnyConnect

od9u wyuosSle AnyConnect [goshss 9spdu wzpsdel po edld erd 1JbLs 9 1316 «ypsd
b 1Jzplss [Jlpy.

Iwegae o3l 1Jle) Jouwe 1Jz5e8 IJebdows pu puosy ASA LU ¢lse FTP I TFTP:


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

e <p9 88 1Jpd B IUpuosyillume 1Jpdd |puos,> <destination>

ASA# copy disk0:/anyConnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <— pold gJs
uuwe 2iped AnyConnect.

ASA# copy disk0:/ external-sso- 4.10.0407 1-webdeploy-k9.zip tftp://1.1.1.1 <— peld gJs vuwe
oied IJpuwoerue Iehes.

ASA# copy diskO:/ hostscan_4.10.04071-k9.pkg tftp://1.1.1.1 <— pold eJs uuwg gjed Hostscan.
ASA# copy disk0:/ dap.xml tftp://1.1.1.1. <— peld gJs vuwe Dap.xml
ASA# copy disk0:/ sdesktop/data.xml tftp://1.1.1.1 <— peld gJs vywe Data.xml

ASA¥# copy disk0:/ VPN_PROFILE.xml tftp://1.1.1.1 <— peld gJs ouw pJ wg)sd
AnyConnect.

I wluwos)b Idgie Idos wp oujsdol lJs odj IdbLs (blho IJJlksule > VPN > pJwd
AnyConnect).

Sew wepsd A-Dap.xml g Data.xml |Js o5 IdIhs po blé orzsd 2ol 1zplss IJles bs
IJeolzed 9ldez 99 > Remote Access VPN > §wp oJd AnyConnect.

w-AnyConnect spJu wzpsd wivoslle puluiné 1Us pods 1dbLs Iy po gJId bls orzsd 231
lJzelsé 1Ulew Bs Guwe IJeslzed sldee s > Remote Access VPN > o Jd AnyConnect.

lJodosy

tbsle Jodysy:

1.0usd lzae bls Jo,zsd Firepower oo Cisco Software Central:



]
ClsCo

Products & Services

Software Download

Suppart

Howe to Buy Training & Events Partners Employees

Downleads Home | Security [ Firewalls | Secure Firewall Migration Tool | Firewall Migration Tool (FMT)- 7.0.0

Q4 Search...
Expand Al | Collapae All
Latest Release R
7.0
All Release ~
7 N
7.0.1

wuisd IJolez

Secure Firewall Migration Tool

Release 7.0.0
A My Notifications

File Information

Firewall Migration Tool 7.0.0.7 for Mac
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® ¢ ® wdhaar — Firewall_Migration_Tool_v7.0-11136.command — Firewall_Migr... |

ontext migration.'], 'FDM-managed Device to Threat Defense Migration': ['migrate

the Layer 7 security policies including SNMP and HTTP, and malware and file pol
icy configurations from your FDM-managed device to a threat defense device.'], '
Third Party Firewall to Threat Defense Migration': ['Check Point Firewall - migr
ate the site-to-site VPN (policy-based) configurations on your Check Point firew
all ( R80 or later) to a threat defense device (Version 6.7 or later)', 'Fortine
t Firewall - Optimize your application access control lists (ACLs) when migratin
g configurations from a Fortinet firewall to your threat defense device.']}, 'se
curity_patch': False, 'updated_date': '25-1-2024', 'version': '6.0-9892'}}"

2025-01-16 16:51:36,906 [INFO | views] > "The current tool is up to date"
127.0.0.1 - - [16/Jan/2025 16:51:36] "GET /api/software/check_tool_update HTTP/1
1" 200 -

2025-01-16 16:51:40,615 [ | 1>

2025-01-16 16:51:40,622 [INFO | common] > "proxies : {}"

2025-01-16 16:51:41,838 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

127.0.0.1 - - [16/Jan/2025 16:51:41] "GET /api/eula_check HTTP/1.1" 200 -
2025-01-16 16:51:41,851 [INFO | cco_login] > "EULA check for an user"
2025-01-16 16:51:46,860 [ | 1>

2025-01-16 16:51:46,868 [INFO | common] > "proxies : {}"

2025-01-16 16:51:48,230 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

:27.9.6.1 - — [16/Jan/2025 16:51:48] "GET /api/eula_check HTTP/1.1" 200 -

wvedle 9226 Idoedpe
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cisco Firewall Migration Tool (Version 7.0)

Select Source Configuration @

Source Firewall Viandor

Select Source ~

Cisco Legacy Firawalls

Cisco ASA (8.4+)
Cisco ASA (9.2.2+) with FirePOWER Sarvicas

Cisco Secure Firewall Device Manager (7.2+)

Third Party Firewalls

Check Point (r75-r77)
Check Point (r80-r81)
Fortinet (5.0+)

Palo Alle Matworks (8.0+)

2°b zelse 1dpuos,

20000

Cisco ASA (8.4+) Pre-Migration Instructions

@ This migration may take a while. Do not make any changes to the Firewall Management Center (FMC) when migration is in
progress.

Session Telemetry:

Cigeo collects the firewall telemetry set forth below in connection with this migration. By completing the migration, you consent to
Cisco's collection and use of this telemetry data for purposes of tracking and following up on firewall device migrations and performing
related migration analylics.,
Acronyms used:

FMT: Firewall Migration Tool FMC: Firewall Management Center

FTD: Firewall Threat Defense

Before you begin your Adaptive Security Appliance (ASA) to Firewall Threat Defense migration, you must have the following items:

# Stable IP Connection:
Ensure that the connection is stable between FMT and FMC.
® FMC Version:
Ensure that the FMC version is 6.2.3 or later. For optimal migration time, improved software quality and stability, use
the suggested release for your FTD and FMC. Refer to the gold star on CCO for the suggested release.
® FMC Account:
Create a dedicated user account with administrative privileges for the FMT and use the credentials during migration.
® FTD (Optional):
To migrate the device configurations like interfaces, routes, and so on, add the target device to FMC. Skip this step if
you want to migrate only the shared configurations like objects, NAT, ACL, and s0 on.

6. 2 luwdsw Iluwelz IJpbdsy luvegsleo JJzuesd eds Iedssu. g
1. sebdo ldogpsd 1Us98 wzpsd pdwd ASA Louuwsd Running Config ".cfg” 9 ".txt".
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Extract Cisco ASA (8.4+4) Information Saurce
Extracton Methods 3
ASAIP Address: 152 1 1
nilext Selectian »
Single Context Mode:
e >
Collect Hicounts:
a8 2 0 0 0
e
Q 1 1 0 Q

pJeue
8. 22> FMC 1Jo>W Jlgwegsleo sds 1oz sJ.

Op ww9ds) eudlu IP 1Ugluo « FMC.s99p vz uld3s puwe 8o pse sbde pud wslule
lecplb ouwesd I>gsd IJgluoo o« FMC.
|

il e iewmi—
it Firewall Migration Tool 000

Select Target Source:

(&) On-Prem/Virtual FMC Cloud-deliversd FMC

1 FTD(s) Found

FMC IP

9. (Ilgesbs) 22> FTD 1Jo>d 1J3s e)ss lgwedsleo.
1. Bligeso Jesesd IJs FTD. Gess FTD 1Uss @)y luwaesleo.
2. bl Jdoo Jloyss luwegsle FTD spdud oguisé pyue Uoi@@_, Proceed without FTD



el Firewall Migration Tool

Select Target ©

Source: Cisco ASA (B 4+)

| Firewall Management > |
FMC WP Address/Hostname. 152 1651 18
| Choose FTD s |
(=) Select FTD Device Progeed without FTD
FTD (132 168.4,47) - VidWare (Native}
P
[, Proceed
>
>

FTD lJo>wo

10. ex> o dgsule ldos oyss> wygsdolc swup &H02 IJgsble eds Joblo IJublus.

alale g PR,
(ISCL Firewall Migration Tool

Select Target ©

Source: Cisco ASA (8 4+)

| Firewall Management > |
FMG IP Addressibostname: 192 168.1.18
I Choosa FTD > ‘
Selected FTD; FTD
| Select Features A |
Device Configuration Shared Configuration Optimization
Interlaces B sccess contral Migrate Orly Referenced Cibjects
Routes Populate desInaton Securlty Tones Obpect Group Search (1)
Stalic 7, Roube-lookup leghc is lmited io Stabic Reutes and Connecied Routes. PAR, Bynamic. Roules
& HAT g ot comsbdorad ~
BGF Inline Grouping
[ raigrate tunmetied rutes as Presner
| - [

lJodysule

Rremote Acoess VPN

Resmatn Access VPH migration bs sepported on FMCFTD T2 and abaove.

1. Lo oposd IJodysole pu ASA |Js FTD.



Lialie T )
erseq  Firewall Migration Tool

Select Target

Firirwall Manageman

FME P AcdressHotaame: 102 168 1.1

Sebected FTD: FT

e ldogosd

Source:

000

12. wpeps o suwoes IJogssd: Bluo serup Jozs pedsple pg pdius IJdlsule IJos pusee

oyesdol (s¥ouo) eds 1Jwslvg).

1. spdud 1oy, Igeslhs! bownload Report Jod8s pdeue Jdodssule IJos gwsepe

<yesdol.

c1sco Firewall Migration Tool

Select Target

Firawall Management

FMG P AddressiHostname; 192 168 115

wujsd Idodss,

eold s el od IJeszsd: Jel 09 9oz Vs IUuoy,6:

Source:




afa]e
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Date: 16 January 2025 20:25 PM

Pre-Migration Report

L. Crverall Summary:

asalive clscoasa 20725.01-18 02.04-31bet

ASA 10
ASA Verson AL Y]
ASA Hontrume Nt Avaslable
ASA Device Model ASAY, 2048 MB RAM. CPU Xeom 4100 6100 8100 sevies 2200 MHz
e
IPSL
Total Extesded ACES 0
ACEs Migraabie 0
Sae bo Sibe VPN Tumnels
MC Trpe On-Prem FM

odus el Sod ldesesd
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[P - Vao FTD intacn Vo Sacurty Toras & indca g Oplimian Beview & Vildeke
-—— surce: AlBar
Optimize, Review and Validate Configuration © TrgatFTD: FIC
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