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oJ9su 920 WAN gpedple b, IKEVZ s Hub ASA

sede ouvdsd lundw eds IUuos.

interface g0/0
ip address 198.51.100.1 255.255.255.0
nameif OUTSIDE

odosy pedele IKEV2 gJs Hub ASA

Ip wlogvle wog IKEV2 1Uss s> pedele 1Upyzds I.Ji_9J§ Jlouold IKE.

crypto ikev2 policy 1 (The number is locally significant on the device, this determine the order i
encryption aes-256 (Defines the encryption parameter used to encrypt the initial communication
integrity sha256 (Defines the integrity used to secure the initial communication between the
group 21 (Defines the Diffie-Hellman group used to protect the key exchange between d
prf sha256 (Pseudo Random Function, an optional value to define, automatically chooses
1ifetime seconds 86400 (Controls the phase 1 rekey, specified in seconds. Optional value, as the de

louvle p 9w e IKEVZ IPsec Jugsss pedele 1Upsedd 2 1Jpuweisesd Jeelss erds 1Up9).

crypto ipsec ikev2 ipsec-proposal NAME (Name is locally signicant and 1is used as a refer
protocol esp encryption aes-256 (specifies that Encapsulating Security Payload an
protocol esp integrity sha-256 (specifies that Encapsulating Security Payload an

louble pdd wg s IPsec szwss eJs pdoe IPsec.

crypto ipsec profile NAME (This name is referenced on the Virtual-Template Interface
set ikev2 ipsec-proposal NAME (This is the name previously used when creating the ipsec-

logble 9lzed luweszle 98lJe bloys

interface loopback 1
ip address 172.16.50.254 255.255.255.255 (This IP address is used for all of the Virtual-Access
nameif LOOP1



interface Virtual-Template 1 type tunnel

ip unnumbered LOOP1 (Borrows the IP address specified in Loopbackl for a
nameif DVTI

tunnel source Interface OUTSIDE (Specifies the Interface that the tunnel terminates
tunnel mode ipsec ipv4 (Specifies that the mode uses 1ipsec, and uses ipv4)
tunnel protection ipsec profile NAME (Reference the name of the previously created ipsec

louile pze9ed w8 9ldledlo g0 golasy IP Jglzos IUud 8 guy wwlsd IKEV2

Se wluuble pzeses vdY Juzsss g IJuds 9lo,s86 1Jpuol> 6.

tunnel-group DefaultL2LGroup ipsec-attributes ('DefaultL2LGroup' is a default tunnel-group
virtual-template 1 (This command ties the Virtual-Template previ
ikev2 remote-authentication pre-shared-key ciscol23 (This specifies the remote authentication as
ikev2 local-authentication pre-shared-key ciscol23 (This specifies the local authentication as a
ikev2 route set Interface (Advertises the VTI Interface IP over IKEv2 e

odysy wogsoe EIGRP gJs Hub ASA

router eigrp 100
network 172.16.50.254 255.255.255.255 (Advertise the IP address of the Loopback used for the Vi

odsu lJglgole eds ASA IJpwod

Gp wodosu 9lzos WAN.

interface g0/1
ip address 203.0.113.1 255.255.255.0
nameif OUTSIDE-SPOKE-1

Ip wwdosu 9lzos LAN.

interface ¢g0/0
ip address 10.45.0.4 255.255.255.0
nameif INSIDE-SPOKE-1

odsu 9lgos luwozle.



interface loopbackl
ip address 172.16.50.1 255.255.255.255
nameif Loopl

odosy pedele cuvds, IKEV2 gJs ASA IJooJsEs

Ip wlogvle wog IKEV2 1Uss sblog ldpedele 1Upsz9s6 eds 1Uuo)é.

crypto ikev2 policy 1
encryption aes-256
integrity sha256
group 21

prf sha256

Tifetime 86400

Ip vlouvle p 9o,z IKEVZ IPsec sblo g IJpsdele 1Up9e9sé sds 1duo,s.

crypto ipsec ikev2 1ipsec-proposal NAME (Name is Tocally signicant, this does not need to matc
protocol esp encryption aes-256
protocol esp integrity sha-256

louble pdd ©g )5 IPsec szess eJs pdoe IPsec.

crypto ipsec profile NAME (This name is locally significant and is referenced in the SVTI
set ikev2 ipsec-proposal NAME (This is the name previously used when creating the ipsec-propo

J9so 91206 [JodG 1Ubloys [Jelows gds ASA IJpeLoJ

I wodIsu 9lzos v § bloys elows cuvs) IUs 1peyje. vvddo Id sopre I>l6 ebs pwldy
lwolosds udd Yo lds Idusysc W ob IJuo,6 seolz Blde blojs.

interface tunnell

ip unnumbered loopbackl

nameif ASA-SPOKE-SVTI

tunnel destination 198.51.100.254 (Tunnel destination references the Hub ASA tunnel source. C
tunnel mode ipsec ipv4

tunnel protection ipsec profile NAME

louble peesesd b8 9ldledlo gu gulssy IP Jylzos IJud$ ey oulbd IKEV2



tunnel-group 198.51.100.1 type 1ipsec-121 (This specifies the connection type as 1ipsec
tunnel-group 198.51.100.1 ipsec-attributes (Ipsec attributes allows you to make changes
ikev2 remote-authentication pre-shared-key ciscol23

ikev2 local-authentication pre-shared-key ciscol23

ikev2 route set Interface

wdsu wogso EIGRP gJs ASA Idpwuod

Ip vlogvle ublp puwedd EIGRP gbo g IJuvodle 1Jpbdyvé IJos gusee IJledlu guol.

router eigrp 100
network 10.45.0.0 255.255.255.0 (Advertises the Host-A network to the hub. This allows the hub t
network 172.16.50.1 255.255.255.255 (Advertises and utilizes the tunnel IP address to form an EIGRP

odosu IUslzole eds 1Upgezo Idpood

interface g0/0
ip address 192.0.2.1 255.255.255.0
no shut

interface g0/1
ip address 10.12.0.2
no shut

interface loopbackl
ip address 172.16.50.2 255.255.255.255

oJ9su pedple IKEV2 9 AAA eJs 1Ueszo 1Uss wp lJozss wo

louble pdez IKEV2 Jeblods pedele 1de,zds 1isds gds ASA.

crypto ikev2 proposal NAME (These parameters must match the ASA IKEv2 Policy.)

encryption aes-cbc-256 (aes-chc-256 is the same as the ASA aes-256. However, AES-GCM of any v
and 1is not a matching parameter with plain AES.)

integrity sha256

group 21



Gp lousle gusluws IKEV2 JLVIE 1,0 (IJg)su2).

crypto ikev2 policy NAME
proposal NAME (This is the name of the IKEv2 proposal created in the step ikev2.)

louble wog wgosd IKEVZ.

crypto ikev2 authorization policy NAME (IKEv2 authorization policy serves as a container of IKEv2 loc
route set Interface

wedsu AAA gds Idgols.

aaa new-model

louble Gvods wgasd AAA.

aaa authorization network NAME Tocal (Creates a name and method for aaa authorization that is refere

Se wlouble pdd og)s S IKEV2 szogs eds puvesse Jdpedele Es) 1USIGJs Jdeolsd
1106 wslzob puwegse IKE SA. ped IJossle 1Ueedss 19 1Jwgss siguldse 1deuols 6.

crypto ikev2 profile NAME

match identity remote address 198.51.100.1 (Used to match the address of the Hub VTI source Interfa
identity local address 192.0.2.1 (Defines the local IKE-ID of the router for this IKEv2 p
authentication remote pre-share key ciscol23

authentication Tocal pre-share key ciscol23

no config-exchange request (Applies to Cisco I0OS, Cisco IOS-XE devices do this by d
which is unsupported on the ASA.)
aaa authorization group psk Tist NAME NAME (Specifies an AAA method Tist and username for group. Th

Sp wlouble pzeogs wrasd Jopdss pedele IJouvds) sldogiss Idpuwasps Jeplss 2yds
lJeos) IJudbs.

crypto ipsec transform-set NAME esp aes 256 esp-sha256-hmac



louile pdV wg s IPsec o uds) Juuopesu peesss IJozssd 9pd0 we s IKEV2.

crypto ipsec profile NAME (Define the name of the ipsec-profile.)
set transform-set NAME (Reference the name of the created transform set.)
set ikev2-profile NAME (Reference the name of the created IKEv2 profile.)

odysy 9lzos IJud @ Idbloyse IJelows gds Idpegzoe IJ3s wp ldoere guo

Ip wodasu 9lzos v Y bloys elows wuivs) lJs 1Jesje.

interface tunnell

ip unnumbered loopbackl

tunnel source g0/0

tunnel mode ipsec ipv4

tunnel destination 198.51.100.1

tunnel protection ipsec profile NAME (Reference the name of the created ipsec profile. This applie
and transform set parameters to the tunnel Interface.)

wdysy wogsoe EIGRP gds 1Jpgzo ldpwod

Sp Noovle uble puwedd EIGRP 9bwd Ioswdlc IJebdsws lJos onsep Iledlo gool.

router eigrp 100

network 172.16.50.2 0.0.0.0 (Routers advertise EIGRP networks with the wildcard mask.
This advertises the tunnel IP address to allow the device to form an E
network 10.12.0.0 0.0.0.255 (Advertises the Host-B network to the hub. This allows the hub to noti

lJozdd pu lduoes
lgwegsp 03l Idduwe Joldss gpd IJodsss wuvdd Lozse.

w9zso ASA:

show run router
show eigrp topology
show eigrp neighbors

show route [eigrp]



show run crypto ikev2
show run crypto ipsec
show run tunnel-group [NAME]
show crypto ikev2 sa

show crypto ipsec sa peer X.X.X.X

IUSIJw 1Jblo,s 9lds o] [bloys J ASA:

show run interface virtual-template # type tunnel

show interface virtual-access #

w9zso 10S py Cisco:

show run | sec eigrp
show ip eigrp topology
show ip eigrp neighbors
show ip route

show ip route eigrp

U9, 10S ey Cisco:

show run | sec cry
show crypto ikev2 sa

show crypto ipsec sa peer X.X.X.X

9lzoo uW8 3 10S py Cisco:

show run interface tunnel#



lwodgules IJIR ble 9l odlzol
35959, 03l IJBuwpe pedsple spdod luvegslpol Jluuweduld izble IJodsss sluadlzol.

ouoese leble ASA:

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug ip eigrp #

debug ip eigrp neighbor X.X.X.X

ouoese lgble 10S oy Cisco:

debug crypto ikev2

debug crypto ikev2 error
debug crypto ikev2 packet
debug crypto ikev2 internal
debug crypto ipsec

debug crypto ipsec error
debug ip eigrp #

debug ip eigrp neighbor X.X.X.X

pedyple slo Lodo
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