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ةمدقملا

 متي يذلا لحلاو يكيمانيدلا يرهاظلا قفنلا ةهجاو روحم ذيفنت ةيفيك دنتسملا اذه حضوي
.فيكتلل لباقلا نامألا زاهج ىلع EIGRP عم هب ثدحتلا

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•ASA ىلع ةيرهاظلا قفنلا تاهجاول يساسألا مهفلا



•ISP/عورفلا/عزوملا نيب ةيساسأ لاصتا ةيناكمإ
•EIGRP ل يساسألا مهفلا

•ىلعأ رادصإ وأ (1)9.19 رادصإلا ،فيكتلل لباقلا نامألا زاهج

ةمدختسملا تانوكملا

:ةيلاتلا ةيداملا تانوكملاو جماربلا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

•HUB و TALK 1 ل مدختسأ .(1)9.19 رادصإلا امهالك ،ASAv نازاهج
•.Talk 2 ل مدختسم يناثلاو ،ISP زاهجل لوألا .M4(3)15.9 رادصإلا ،Cisco IOS® v نازاهج
•قافنألل ةصصخملا ةماعلا رورملا ةكرحل Ubuntu نم نافيضم

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

نيوكتلا

ةكبشلل يطيطختلا مسرلا

تانيوكتلا



Hub ASA ىلع IKEv2 ريفشت تاملعمو WAN ةهجاو نيوكت

.ةرصلا ىلع بولسأ ليكشت تلخد

 

interface g0/0 
ip address 198.51.100.1 255.255.255.0  
nameif OUTSIDE

 

Hub ASA ىلع IKEv2 تاملعم نيوكت

.IKE لاصتال ىلوألا ةلحرملا تاملعم ددحي يذلا IKEv2 جهن ءاشنإب مق

 

crypto ikev2 policy 1      (The number is locally significant on the device, this determine the order in which the IKEv2 policies are presented to the peer) 
encryption aes-256         (Defines the encryption parameter used to encrypt the initial communication between the devices) 
integrity sha256           (Defines the integrity used to secure the initial communication between the devices) 
group 21                   (Defines the Diffie-Hellman group used to protect the key exchange between devices) 
prf sha256                 (Pseudo Random Function, an optional value to define, automatically chooses the value defined for integrity) 
lifetime seconds 86400     (Controls the phase 1 rekey, specified in seconds. Optional value, as the default is 86400)

 

.رورملا ةكرح ةيامحل ةمدختسملا 2 ةلحرملا تاملعم ديدحتل IKEv2 IPsec حرتقم ءاشنإ

 

crypto ipsec ikev2 ipsec-proposal NAME                (Name is locally signicant and is used as a reference point later in the configuration) 
protocol esp encryption aes-256                       (specifies that Encapsulating Security Payload and aes-256 is used to encrypt the traffic traversing the tunnel) 
protocol esp integrity sha-256                        (specifies that Encapsulating Security Payload and sha-256 is used to ensure the integrity of the traffic traversing the tunnel)

 

.IPsec حرتقم ىلع يوتحي IPsec فيرعت فلم ءاشنإ

 

crypto ipsec profile NAME                    (This name is referenced on the Virtual-Template Interface to allow the crypto parameters to be utilized) 
set ikev2 ipsec-proposal NAME                (This is the name previously used when creating the ipsec-proposal)

 

يرهاظ بلاقو عاجرتسإ ةهجاو ءاشنإ

 

interface loopback 1 
ip address 172.16.50.254 255.255.255.255        (This IP address is used for all of the Virtual-Access Interfaces spawned from the Virtual-Template) 
nameif LOOP1

 
 



interface Virtual-Template 1 type tunnel 
ip unnumbered LOOP1                                (Borrows the IP address specified in Loopback1 for all Virtual-Access Interfaces)  
nameif DVTI 
tunnel source Interface OUTSIDE                    (Specifies the Interface that the tunnel terminates on, commonly used as the WAN Interface) 
tunnel mode ipsec ipv4                             (Specifies that the mode uses ipsec, and uses ipv4) 
tunnel protection ipsec profile NAME               (Reference the name of the previously created ipsec profile)

 

IKEv2 لدابت ربع قفنلا ةهجاول IP نيوانع نع نالعإلاو قفن ةعومجم ءاشنإ

.ةقداصملا ةقيرطو قفنلا عون ديدحتل قفن ةعومجم ءاشنإب مق

 

tunnel-group DefaultL2LGroup ipsec-attributes             ('DefaultL2LGroup' is a default tunnel-group used for hub DVTI with pre-shared keys, this applied with the virtual template allows dynamic spoke connections) 
virtual-template 1                                        (This command ties the Virtual-Template previously created to the tunnel-group to allow for proper authentication and connection) 
ikev2 remote-authentication pre-shared-key cisco123       (This specifies the remote authentication as a pre-shared-key with the key being cisco123) 
ikev2 local-authentication pre-shared-key cisco123        (This specifies the local authentication as a pre-shared-key with the key being cisco123) 
ikev2 route set Interface                                 (Advertises the VTI Interface IP over IKEv2 exchanges. Enables unicast reachability between VTI Interfaces for BGP or path monitoring to work over the tunnel)

 

Hub ASA ىلع EIGRP هيجوت نيوكت

 

router eigrp 100  
network 172.16.50.254 255.255.255.255         (Advertise the IP address of the Loopback used for the Virtual-Template. This is used to form an EIGRP neighborship via VTI connectivity) 

 

لصتملا ASA ىلع تاهجاولا نيوكت

.WAN ةهجاو نيوكتب مق

 

interface g0/1 
ip address 203.0.113.1 255.255.255.0 
nameif OUTSIDE-SPOKE-1

 

.LAN ةهجاو نيوكتب مق

 

interface g0/0 
ip address 10.45.0.4 255.255.255.0 
nameif INSIDE-SPOKE-1

 

.عاجرتسإ ةهجاو نيوكت

 



interface loopback1 
ip address 172.16.50.1 255.255.255.255 
nameif Loop1

 

يغيلبتلا ASA ىلع IKEv2 ريفشت تاملعم نيوكت

.ةرصلا ىلع ةدوجوملا تاملعملا قباطي يذلا IKEv2 جهن ءاشنإب مق

 

crypto ikev2 policy 1 
encryption aes-256 
integrity sha256 
group 21          
prf sha256 
lifetime 86400

 

.ةرصلا ىلع ةدوجوملا تاملعملا قباطي IKEv2 IPsec حرتقم ءاشنإب مق

 

crypto ipsec ikev2 ipsec-proposal NAME           (Name is locally signicant, this does not need to match the hub device.) 
protocol esp encryption aes-256 
protocol esp integrity sha-256

 

.IPsec حرتقم ىلع يوتحي IPsec فيرعت فلم ءاشنإ

 

crypto ipsec profile NAME               (This name is locally significant and is referenced in the SVTI configuration.) 
set ikev2 ipsec-proposal NAME           (This is the name previously used when creating the ipsec-proposal.)

 

لصتملا ASA ىلع ةتباثلا يرهاظلا قفنلا ةهجاو نيوكت

 نكاس يداع ةادأ ثدحتي لا تلكش .عزوملا ىلإ ريشت ةتباث يرهاظ قفن ةهجاو نيوكتب مق
.يرهاظ بلاق جاتحي ةرصلا طقف ،ةرصلا ىلإ نراق قفن يكيتاتسإ

 

interface tunnel1 
ip unnumbered loopback1 
nameif ASA-SPOKE-SVTI 
tunnel destination  198.51.100.254          (Tunnel destination references the Hub ASA tunnel source. Commonly referred to as the WAN address.) 
tunnel mode ipsec ipv4 
tunnel protection ipsec profile NAME

 

IKEv2 لدابت ربع قفنلا ةهجاول IP نيوانع نع نالعإلاو قفن ةعومجم ءاشنإ



 

tunnel-group 198.51.100.1 type ipsec-l2l                   (This specifies the connection type as ipsec-L2L (Lan-to-Lan), using the IKE ID of the hub device.) 
tunnel-group 198.51.100.1 ipsec-attributes                 (Ipsec attributes allows you to make changes to the method of authentication and parameters used.) 
ikev2 remote-authentication pre-shared-key cisco123  
ikev2 local-authentication pre-shared-key cisco123 
ikev2 route set Interface

 

لصتملا ASA ىلع EIGRP هيجوت نيوكت

.اهنع نالعإلا متيس يتلا ةبولطملا تاكبشلا قبطو EIGRP لقتسم ماظن ءاشنإب مق

 

router eigrp 100 
network 10.45.0.0 255.255.255.0        (Advertises the Host-A network to the hub. This allows the hub to notify connecting spokes how to reach this network.) 
network 172.16.50.1 255.255.255.255    (Advertises and utilizes the tunnel IP address to form an EIGRP neighborship.)

 

لصتملا هجوملا ىلع تاهجاولا نيوكت

 

interface g0/0 
ip address 192.0.2.1 255.255.255.0 
no shut

 
 

interface g0/1 
ip address 10.12.0.2 
no shut

 
 

interface loopback1 
ip address 172.16.50.2 255.255.255.255

 

هب ثدحتلا مت يذلا هجوملا ىلع AAA و IKEv2 تاملعم نيوكت

.ASA ىلع ىلوألا ةلحرملا تاملعم ةقباطمل IKEv2 حرتقم ءاشنإ

 

crypto ikev2 proposal NAME       (These parameters must match the ASA IKEv2 Policy.)  
encryption aes-cbc-256           (aes-cbc-256 is the same as the ASA aes-256. However, AES-GCM of any variant is not the same,  
                                  and is not a matching parameter with plain AES.) 
integrity sha256 
group 21

 



.(ضورعلا) ضرعلا قافرإل IKEv2 ةسايس ءاشنإب مق

 

crypto ikev2 policy NAME 
proposal NAME               (This is the name of the IKEv2 proposal created in the step ikev2.)

 

.IKEv2 ليوخت جهن ءاشنإ

 

crypto ikev2 authorization policy NAME   (IKEv2 authorization policy serves as a container of IKEv2 local AAA group authorization parameters.) 
route set Interface

 

.زاهجلا ىلع AAA نيكمت

 

aaa new-model 

 

.AAA ليوخت ةكبش ءاشنإ

 

aaa authorization network NAME local    (Creates a name and method for aaa authorization that is referenced in the IKEv2 profile along with the IKEv2 authorization policy.)

 

 لوادتلل ةلباقلا ريغ تاملعملل عدوتسم ىلع يوتحي IKEv2 فيرعت فلم ءاشنإب مق
.ةقداصملا بيلاسأو ةديعبلا وأ ةيلحملا تايوهلا لثم ،IKE SA مدختسم ةهجاوب ةصاخلا

 

crypto ikev2 profile NAME                            
match identity remote address  198.51.100.1    (Used to match the address of the Hub VTI source Interface, can also be 0.0.0.0 to match any peer address but this is not best practice.) 
identity local address  192.0.2.1              (Defines the local IKE-ID of the router for this IKEv2 profile.) 
authentication remote pre-share key cisco123 
authentication local pre-share key cisco123 
no config-exchange request                     (Applies to Cisco IOS, Cisco IOS-XE devices do this by default. This stops the device from sending IKEv2 config-exchange requests to the ASA,  
                                                which is unsupported on the ASA.) 
aaa authorization group psk list NAME NAME     (Specifies an AAA method list and username for group. The first NAME is the aaa network name, the second NAME is the IKEv2 authorization policy.)

 

 ةكرح ةيامحل ةمدختسملا ةئزجتلاو ريفشتلا تاملعم ديدحتل ليوحت ةعومجم ءاشنإب مق
.يقفنلا رورملا

 

crypto ipsec transform-set NAME esp aes 256 esp-sha256-hmac

 



.IKEv2 فيرعت فلمو ليوحتلا ةعومجم نيمضتل ريفشت IPsec فيرعت فلم ءاشنإ

 

crypto ipsec profile NAME                  (Define the name of the ipsec-profile.) 
set transform-set NAME                     (Reference the name of the created transform set.) 
set ikev2-profile NAME                     (Reference the name of the created IKEv2 profile.)

 

هنع ثدحتلا مت يذلا هجوملا ىلع ةتباثلا ةيرهاظلا قفنلا ةهجاو نيوكت

.عزوملا ىلإ ريشت ةتباث يرهاظ قفن ةهجاو نيوكتب مق

 

interface tunnel1 
ip unnumbered loopback1 
tunnel source g0/0 
tunnel mode ipsec ipv4 
tunnel destination 198.51.100.1 
tunnel protection ipsec profile NAME      (Reference the name of the created ipsec profile. This applies the IKEv2  
                                           and transform set parameters to the tunnel Interface.)

 

لصتملا هجوملا ىلع EIGRP هيجوت نيوكت

.اهنع نالعإلا متيس يتلا ةبولطملا تاكبشلا قبطو EIGRP لقتسم ماظن ءاشنإب مق

 

router eigrp 100 
network 172.16.50.2 0.0.0.0     (Routers advertise EIGRP networks with the wildcard mask.  
                                 This advertises the tunnel IP address to allow the device to form an EIGRP neighborship via the tunnel.) 
network 10.12.0.0 0.0.0.255      (Advertises the Host-B network to the hub. This allows the hub to notify connecting spokes how to reach this network.

 

ةحصلا نم ققحتلا

.حيحص لكشب نيوكتلا لمع ديكأتل مسقلا اذه مدختسا

:ASA هيجوت

 

show run router 
 
show eigrp topology 
 
show eigrp neighbors 
 
show route [eigrp]

 



:ASA ريفشت

 

show run crypto ikev2 
 
show run crypto ipsec 
 
show run tunnel-group [NAME] 
 
show crypto ikev2 sa 
 
show crypto ipsec sa peer X.X.X.X

 

:ASA ل يرهاظلا لوصولاو يرهاظلا بلاقلا

 

show run interface virtual-template # type tunnel 
 
show interface virtual-access #

 

:Cisco نم IOS هيجوت

 

show run | sec eigrp 
 
show ip eigrp topology 
 
show ip eigrp neighbors 
 
show ip route 
 
show ip route eigrp

 

:Cisco نم IOS ريفشت

 

show run | sec cry 
 
show crypto ikev2 sa 
 
show crypto ipsec sa peer X.X.X.X

 

:Cisco نم IOS قفن ةهجاو

 

show run interface tunnel#



 

اهحالصإو ءاطخألا فاشكتسا

.اهحالصإو نيوكتلا ءاطخأ فاشكتسال اهمادختسإ كنكمي تامولعم مسقلا اذه رفوي

:ASA ءاطخأ حيحصت

 

debug crypto ikev2 platform 255 
 
debug crypto ikev2 protocol 255 
 
debug crypto ipsec 255 
 
debug ip eigrp # 
 
debug ip eigrp neighbor X.X.X.X

 

:Cisco نم IOS ءاطخأ حيحصت

 

debug crypto ikev2  
 
debug crypto ikev2 error 
 
debug crypto ikev2 packet 
 
debug crypto ikev2 internal  
 
debug crypto ipsec  
 
debug crypto ipsec error 
 
debug ip eigrp #  
 
debug ip eigrp neighbor X.X.X.X

 

ةلص تاذ تامولعم

•Cisco نم تاليزنتلاو ينقتلا معدلا

https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


